§792.69

§792.69 Training and employee stand-
ards of conduct with regard to pri-
vacy.

(a) The Director of the Office of Ad-
ministration, with advice from the
General Counsel, shall be responsible
for training NCUA employees in the ob-
ligations imposed by the Privacy Act
and this subpart.

(b) The head of each NCUA Office
shall be responsible for assuring that
employees subject to that person’s su-
pervision are advised of the provisions
of the Privacy Act, including the
criminal penalties and civil liabilities
provided therein, and that such em-
ployees are made aware of their respon-
sibilities to protect the security of per-
sonal information, to assure its accu-
racy, relevance, timeliness, and com-
pleteness, to avoid unauthorized disclo-
sure either orally or in writing, and to
insure that no information system con-
cerning individuals, no matter how
small or specialized, is maintained
without public notice.

(c) With respect to each system of
records maintained by NCUA, Agency
employees shall:

(1) Collect no information of a per-
sonal nature from individuals unless
authorized to collect it to achieve a
function or carry out an NCUA respon-
sibility;

(2) Collect from individuals only that
information which is necessary to
NCUA functions or responsibilities;

(3) Collect information, wherever
possible, directly from the individual
to whom it relates;

(4) Inform individuals from whom in-
formation is collected of the authority
for collection, the purposes thereof, the
routine uses that will be made of the
information, and the effects, both legal
and practical of not furnishing the in-
formation;

(5) Not collect, maintain, use, or dis-
seminate information concerning an
individual’s religious or political be-
liefs or activities or his membership in
associations or organizations, unless:

(i) The individual has volunteered
such information for his own benefit;

(if) The information is expressly au-
thorized by statute to be collected,
maintained, used, or disseminated; or
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(iii) Activities involved are pertinent
to and within the scope of an author-
ized investigation or adjudication.

(6) Advise their supervisors of the ex-
istence or contemplated development
of any record system which retrieves
information about individuals by indi-
vidual identifier.

(7) Maintain an accounting, in the
prescribed form, of all dissemination of
personal information outside NCUA,
whether made orally or in writing;

(8) Disseminate no information con-
cerning individuals outside NCUA ex-
cept when authorized by 5 U.S.C. 552a
or pursuant to a routine use as set
forth in the *“‘routine use’” section of
the ““Notice of Systems of Records”
published in the FEDERAL REGISTER.

(9) Maintain and process information
concerning individuals with care in
order to ensure that no inadvertent
disclosure of the information is made
either within or outside NCUA; and

(10) Call to the attention of the prop-
er NCUA authorities any information
in a systemm maintained by NCUA
which is not authorized to be main-
tained under the provisions of the Pri-
vacy Act, including information on
First Amendment activities, informa-
tion that is inaccurate, irrelevant or so
incomplete as to risk unfairness to the
individuals concerned.

(c) Heads of offices within NCUA
shall, at least annually, review the
record systems subject to their super-
vision to ensure compliance with the
provisions of the Privacy Act.
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