§147.3

(f) If after evaluating information of
security concern, the adjudicator de-
cides that the information is not seri-
ous enough to warrant a recommenda-
tion of disapproval or revocation of the
security clearance, it may be appro-
priate to recommend approval with a
warning that future incidents of a
similar nature may result in revoca-
tion of access.

§147.3 Guideline A—Allegiance to the
United States.

(a) The concern. An individual must
be of unquestioned allegiance to the
United States. The willingness to safe-
guard classified information is in doubt
if there is any reason to suspect an in-
dividual’s allegiance to the Untied
States.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Involvement in any act of
sabotage, espionage, treason, ter-
rorism, sedition, or other act whose
aim is to overthrow the Government of
the United States or alter the form of
government by unconstitutional
means;

(2) Association or sympathy with per-
sons who are attempting to commit, or
who are committing, any of the above
acts;

(3) Association or sympathy with per-
sons or organizations that advocate the
overthrow of the United States Govern-
ment, or any state or subdivision, by
force or violence or by other unconsti-
tutional means;

(4) Involvement in activities which
unlawfully advocate or practice the
commission of acts of force or violence
to prevent others from exercising their
rights under the Constitution or laws
of the United States or of any state.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The individual
was unaware of the unlawful aims of
the individual or organization and sev-
ered ties upon learning of these;

(2) The individual’s involvement was
only with the lawful or humanitarian
aspects of such an organization;

(3) Involvement in the above activi-
ties occurred for only a short period of
time and was attributable to curiosity
or academic interest;
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(4) The person has had no recent in-
volvement or association with such ac-
tivities.

8§147.4 Guideline influ-

ence.

B—Foreign

(a) The concern. A security risk may
exist when an individual’s immediate
family, including cohabitants and
other persons to whom he or she may
be bound by affection, influence, or ob-
ligation are not citizens of the Untied
States or may be subject to duress.
These situations could create the po-
tential for foreign influence that could
result in the compromise of classified
information. Contacts with citizens of
other countries or financial interests
in other countries are also relevant to
security determinations if they make
an individual potentially vulnerable to
coercion, exploitation, or pressure.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) An immediate family mem-
ber, or a person to whom the individual
has close ties of affection or obligation,
is a citizen of, or resident or present in,
a foreign country;

(2) Sharing living quarters with a
person or persons, regardless of their
citizenship status, if the potential for
adverse foreign influence or duress ex-
ists;

(3) Relatives, cohabitants, or associ-
ates who are connected with any for-
eign government;

(4) Failing to report, where required,
associations with foreign nationals;

(5) Unauthorized association with a
suspected or known collaborator or em-
ployee of a foreign intelligence service;

(6) Conduct which may make the in-
dividual vulnerable to coercion, exploi-
tation, or pressure by a foreign govern-
ment;

(7) Indications that representatives
or nationals from a foreign country are
acting to increase the vulnerability of
the individual to possible future exploi-
tation, coercion or pressure;

(8) A substantial financial interest in
a country, or in any foreign owned or
operated business that could make the
individual vulnerable to foreign influ-
ence.
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