§147.3

8§147.3 Guideline A—Allegiance to the
United States.

(@) The concern. An individual must
be of unguestioned allegiance to the
United States. The willingness to safe-
guard classified information is in doubt
if there is any reason to suspect an in-
dividual’s allegiance to the Untied
States.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Involvement in any act of
sabotage, espionage, treason, terror-
ism, sedition, or other act whose aim is
to overthrow the Government of the
United States or alter the form of gov-
ernment by unconstitutional means;

(2) Association or sympathy with per-
sons who are attempting to commit, or
who are committing, any of the above
acts;

(3) Association or sympathy with per-
sons or organizations that advocate the
overthrow of the United States Govern-
ment, or any state or subdivision, by
force or violence or by other unconsti-
tutional means;

(4) Involvement in activities which
unlawfully advocate or practice the
commission of acts of force or violence
to prevent others from exercising their
rights under the Constitution or laws
of the United States or of any state.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The individual
was unaware of the unlawful aims of
the individual or organization and sev-
ered ties upon learning of these;

(2) The individual’s involvement was
only with the lawful or humanitarian
aspects of such an organization;

(3) Involvement in the above activi-
ties occurred for only a short period of
time and was attributable to curiosity
or academic interest;

(4) The person has had no recent in-
volvement or association with such ac-
tivities.

§147.4 Guideline influ-

ence.

(a) The concern. A security risk may
exist when an individual’s immediate
family, including cohabitants and
other persons to whom he or she may
be bound by affection, influence, or ob-
ligation are not citizens of the Untied
States or may be subject to duress.
These situations could create the po-

B—Foreign

32 CFR Ch. | (7-1-98 Edition)

tential for foreign influence that could
result in the compromise of classified
information. Contacts with citizens of
other countries or financial interests
in other countries are also relevant to
security determinations if they make
an individual potentially vulnerable to
coercion, exploitation, or pressure.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) An immediate family mem-
ber, or a person to whom the individual
has close ties of affection or obligation,
is a citizen of, or resident or present in,
a foreign country;

(2) Sharing living quarters with a
person or persons, regardless of their
citizenship status, if the potential for
adverse foreign influence or duress ex-
ists;

(3) Relatives, cohabitants, or associ-
ates who are connected with any for-
eign government;

(4) Failing to report, where required,
associations with foreign nationals;

(5) Unauthorized association with a
suspected or known collaborator or em-
ployee of a foreign intelligence service;

(6) Conduct which may make the in-
dividual vulnerable to coercion, exploi-
tation, or pressure by a foreign govern-
ment;

(7) Indications that representatives
or nationals from a foreign country are
acting to increase the vulnerability of
the individual to possible future exploi-
tation, coercion or pressure;

(8) A substantial financial interest in
a country, or in any foreign owned or
operated business that could make the
individual vulnerable to foreign influ-
ence.

(c) Conditions that could mitigate secu-
rity concerns include: (1) A determina-
tion that the immediate family mem-
ber(s) (spouse, father, mother, sons,
daughters, brothers, sisters), cohabi-
tant, or associate(s) in question are not
agents of a foreign power or in a posi-
tion to be exploited by a foreign power
in a way that could force the individual
to choose between loyalty to the per-
son(s) involved and the United States;

(2) Contacts with foreign citizens are
the result of official United States
Government business;

(3) Contact and correspondence with
foreign citizens are casual and infre-
quent;
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(4) The individual has promptly com-
plied with existing agency require-
ments regarding the reporting of con-
tacts, requests, or threats from persons
or organizations from a foreign coun-
try;

(5) Foreign financial interests are
minimal and not sufficient to affect
the individual’s security responsibil-
ities.

§147.5 Guideline
erence.

C—Foreign  pref-

(@) The concern. When an individual
acts in such a way as to indicate a pref-
erence for a foreign country over the
United States, then he or she may be
prone to provide information or make
decisions that are harmful to the inter-
ests of the United States.

(b) Conditions that could raise a se-
curity concern and may be disqualify-
ing include:

(1) The exercise of dual citizenship;

(2) Possession and/or use of a foreign
passport;

(3) Military service or a willingness
to bear arms for a foreign country;

(4) Accepting educational, medical,
or other benefits, such as retirement
and social welfare, from a foreign coun-
try;

(5) Residence in a foreign country to
meet citizenship requirements;

(6) Using foreign citizenship to pro-
tect financial or business interests in
another country;

(7) Seeking or holding political office
in the foreign country;

(8) Voting in foreign elections;

(9) Performing or attempting to per-
form duties, or otherwise acting, so as
to serve the interests of another gov-
ernment in preference to the interests
of the United States.

(c) Conditions that could mitigate secu-
rity concerns include: (1) Dual citizen-
ship is based solely on parents’ citizen-
ship or birth in a foreign country;

(2) Indicators of possible foreign pref-
erence (e.g., foreign military service)

occurred before obtaining United
States citizenship;
(3) Activity is sanctioned by the

United States;
(4) Individual has expressed a willing-
ness to renounce dual citizenship.

§147.7

8§147.6 Guidance D—Sexual behavior.

(a) The concern. Sexual behavior is a
security concern if it involves a crimi-
nal offense, indicates a personality or
emotional disorder, may subject the in-
dividual to coercion, exploitation, or
duress, or reflects lack of judgment or
discretion.! Sexual orientation or pref-
erence may not be used as a basis for or
a disqualifying factor in determining a
person’s eligibility for a security clear-
ance.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Sexual behavior of a criminal
nature, whether or not the individual
has been prosecuted;

(2) Compulsive or addictive sexual be-
havior when the person is unable to
stop a pattern or self-destructive or
high-risk behavior or that which is
symptomatic of a personally disorder;

(3) Sexual behavior that causes an in-
dividual to be vulnerable to coercion,
exploitation, or duress;

(4) Sexual behavior of a public nature
and/or that which reflects lack of dis-
cretion or judgment.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The behavior
occurred during or prior to adolescence
and there is no evidence of subsequent
conduct of a similar nature;

(2) The behavior was not recent and
there is no evidence of subsequent con-
duct of a similar nature;

(3) There is no other evidence of ques-
tionable judgment, irresponsibility, or
emotional instability;

(4) The behavior no longer serves as a
basis for coercion, exploitation, or du-
ress.

§147.7 Guideline E—Personal conduct.

(@) The concern. Conduct involving
questionable judgment,
untrustworthiness, unreliability, lack
of candor, dishonesty, or unwillingness
to comply with rules and regulations
could indicate that the person may not

1The adjudicator should also consider

guidelines pertaining to criminal conduct
(Guideline J) and emotional, mental and per-
sonality disorders (Guideline 1) in determin-
ing how to resolve the security concerns
raised by sexual behavior.
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