
689

Office of the Secretary of Defense § 148.6

PART 148—NATIONAL POLICY AND
IMPLEMENTATION OF RECIPROC-
ITY OF FACILITIES

Subpart A—National Policy on Reciprocity
of Use and Inspections of Facilities

Sec.
148.1 Interagency reciprocal acceptance.
148.2 Classified programs.
148.3 Security review.
148.4 Policy documentation.
148.5 Identification of the security policy

board.
148.6 Agency review.

Subpart B—Guidelines for the Implementa-
tion and Oversight of the Policy on
Reciprocity of Use and Inspections of
Facilities

148.10 General.
148.11 Policy.
148.12 Definitions.
148.13 Responsibilities.
148.14 Procedures.

AUTHORITY: E.O. 12968 (60 FR 40245, 3 CFR
1995 Comp., p. 391.)

SOURCE: 63 FR 4580, Jan. 30, 1998, unless
otherwise noted.

Subpart A—National Policy on
Reciprocity of Use and In-
spections of Facilities

§ 148.1 Intergency reciprocal accept-
ance .

Interagency reciprocal acceptance of
security policies and procedures for ap-
proving, accrediting, and maintaining
the secure posture of shared facilities
will reduce aggregate costs, promote
interoperability of agency security sys-
tems, preserve vitality of the U.S. in-
dustrial base, and advance national se-
curity objectives.

§ 148.2 Classified programs.
Once a facility is authorized, ap-

proved, certified, or accredited, all U.S.
Government organizations desiring to
conduct classified programs at the fa-
cility at the same security level shall
accept the authorization, approval, cer-
tification, or accreditation without
change, enhancements, or upgrades.
Executive Order, Safeguarding Direc-
tives, National Industrial Security
Program Operating Manual (NISPOM),
the NISPOM Supplement, the Director

of Central Intelligence Directives,
interagency agreements, successor doc-
uments, or other mutually agreed upon
methods shall be the basis for such ac-
ceptance.

§ 148.3 Security review.

After initial security authorization,
approval, certification, or accredita-
tion, subsequent security reviews shall
normally be conducted no more fre-
quently than annually.

Additionally, such reviews shall be
aperiodic or random, and be based upon
risk management principles. Security
reviews may be conducted ‘‘for cause’’,
to follow up on previous findings, or to
accomplish close-out actions. Visits
may be made to a facility to conduct
security support actions, administra-
tive inquiries, program reviews, and
approvals as deemed appropriate by the
cognizant security authority or agen-
cy.

§ 148.4 Policy documentation.

Agency heads shall ensure that any
policy documents their agency issues
setting out facilities security policies
and procedures incorporate the policy
set out herein, and that such policies
are reasonable, effective, efficient, and
enable and promote interagency reci-
procity.

§ 148.5 Idenfification of the security
policy board.

Agencies which authorize, approve,
certify, or accredit facilities shall pro-
vide to the Security Policy Board Staff
a points of contact list to include
names and telephone numbers of per-
sonnel to be contacted for verification
of authorized, approved, certified, or
accredited facility status. The Security
Policy Board Staff will publish a com-
prehensive directory of points of con-
tact.

§ 148.6 Agency review.

Agencies will continue to review and
assess the potential value added to the
process of co-use of facilities by devel-
opment of electronic data retrieval
across government. As this review con-
tinues, agencies creating or modifying
facilities databases will do so in a man-
ner which facilitates community data
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sharing, interest of national defense or
foreign policy.

Subpart B—Guidelines for the Im-
plementation and Oversight
of the Policy on Reciprocity of
use and Inspections of Facili-
ties

§ 148.10 General.
(a) Redundant, overlapping, and du-

plicative policies and practices that
govern the co-use of facilities for clas-
sified purposes have resulted in exces-
sive protection and unnecessary ex-
penditure of funds. Lack of reciprocity
has also impeded achievement of na-
tional security objectives and ad-
versely affected economic and techno-
logical interest.

(b) Interagency reciprocal acceptance
of security policies and procedures for
approving, accrediting, and maintain-
ing the secure posture of shared facili-
ties will reduce the aggregate costs,
promote interoperability of agency se-
curity systems, preserve the vitality of
the U.S. industrial base, and advance
national security objectives.

(c) Agency heads, or their designee,
are encouraged to periodically issue
written affirmations in support of the
policies and procedures prescribed
herein and in the Security Policy
Board (SPB) policy, entitled ‘‘Reci-
procity of Use and Inspections of Fa-
cilities.’’

(d) The policies and procedures pre-
scribed herein shall be applicable to all
agencies. This document does not su-
persede the authority of the Secretary
of Defense under Executive Order 12829
(58 FR 3479, 3 CFR 1993 Comp., p. 570);
the Secretary of Energy or the Chair-
man of the Nuclear Regulatory Com-
mission under the Atomic Energy Act
of 1954, as amended; the Secretary of
State under the Omnibus Diplomatic
Security and Anti-Terrorism Act of
1986; the Secretaries of the military de-
partments and military department in-
stallation Commanders under the In-
ternal Security Act of 1950; the Direc-
tor of Central Intelligence under the
National Security Act of 1947, as
amended, or Executive Order 12333; the
Director of the Information Security
Oversight Office under Executive Order

12829 or Executive Order 12958 (60 FR
19825, 3 CFR 1995 Comp., p. 333); or sub-
stantially similar authority instru-
ments assigned to any other agency
head.

§ 148.11 Policy.

(a) Agency heads, or their designee,
shall ensure that security policies and
procedures for which they are respon-
sible are reasonable, effective, and effi-
cient, and that those policies and pro-
cedures enable and promote inter-
agency reciprocity.

(b) To the extent reasonable and
practical, and consistent with US law,
Presidential decree, and bilateral and
international obligations of the United
States, the security requirements, re-
strictions, and safeguards applicable to
industry shall be equivalent to those
applicable within the Executive Branch
of government.

(c) Once a facility is authorized ap-
proved, certified, or accredited, all gov-
ernment organizations desiring to con-
duct classified programs at the facility
at the same security level shall accept
the authorization, approval, certifi-
cation, or accreditation without
change, enhancements, or upgrades.

§ 148.12 Definitions.

Agency. Any ‘‘executive agency,’’ as
defined in 5 U.S.C. 105; any ‘‘Military
department’’ as defined in 5 U.S.C. 102;
and any other entity within the Execu-
tive Branch that comes into possession
of classified information.

Classified Information. All information
that requires protection under Execu-
tive Order 12958, or any of its ante-
cedent orders, and the Atomic Energy
Act of 1954, as amended.

Cognizant Security Agency (CSA).
Those agencies that have been author-
ized by Executive Order 12829 to estab-
lish an industrial security program for
the purpose of safeguarding classified
information disclosed or released to in-
dustry.

Cognizant Security Office (CSO). The
office or offices delegated by the head
of a CSA to administer industrial secu-
rity in a contractor’s facility on behalf
of the CSA.
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