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(2) Report to the Security Policy
Board, attention: Chair, Facilities Pro-
tection Committee (FPC), for appro-
priate dissemination, all-source intel-
ligence that concerns technical surveil-
lance threats, devices, techniques, and
unreported hazards, regardless of the
source or target, domestic or foreign.

(3) Train a professional cadre of per-
sonnel in TSCM techniques.

(4) Ensure that the FPC and Training
and Professional Development Com-
mittee are kept apprised of their TSCM
program activities as well as training
and research and development require-
ments.

(5) Assist other departments and
agencies, in accordance with federal
law, with TSCM services of common
concern.

(6) Coordinate, through the FPC, pro-
posed foreign disclosure of TSCM
equipment and techniques.

(b) The FPC shall advise and assist
the Security Policy Board in the devel-
opment and review of TSCM policy, in-
cluding guidelines, procedures, and in-
structions. The FPC shall:

(1) Coordinate TSCM professional
training, research, development, test,
and evaluation programs.

(2) Promote and foster joint procure-
ment of TSCM equipment.

(3) Evaluate the impact on the na-
tional security of foreign disclosure of
TSCM equipment or techniques and
recommend policy changes as needed.

(4) Develop guidance for use in ob-
taining intelligence information on the
plans, capabilities and actions of orga-
nizations hostile to the U.S. Govern-

ment concerning technical penetra-
tions and countermeasures against
them.

§149.3

(5) Biennially, review, update and dis-
seminate the national strategy for
TSCM.

§149.3 Definitions.

Classified National Security Informa-
tion (CNSI). Information that has been
determined pursuant to Executive
Order 12958 (60 FR 19825, 3 CFR 1995
Comp., p. 333) or any predecessor order
to require protection against unauthor-
ized disclosure and is marked to indi-
cate its classified status when in docu-
mentary form.

Restricted Data (RD). All data con-
cerning design, manufacture or utiliza-
tion of atomic weapons; the production
of special nuclear material; or the use
of special nuclear material in the pro-
duction of energy, but shall not include
data declassified or removed from the
RD category pursuant to section 102 of
the Atomic Energy Act of 1954, as
amended.

Sensitive but Unclassified. Any infor-
mation, the loss, misuse, or unauthor-
ized access to or modification of which
could adversely affect the national in-
terest or the conduct of federal pro-
grams, or the privacy to which individ-
uals are entitled under 5 U.S.C. 552a,
but which has not been specifically au-
thorized under criteria established by
an Executive Order or an Act of Con-
gress to be kept secret in the interest
of national defense or foreign policy.

Technical Surveillance Counter-
measures (TSCM). Techniques and meas-
ures to detect and nullify a wide vari-
ety of technologies that are used to ob-
tain unauthorized access to classified
national security information, re-
stricted data, and/or sensitive but un-
classified information.
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