§156.2

(b) Continues to authorize the publi-
cation of DoD 5200.2-R?! in accordance
with DoD 5025.1-M.2

§156.2 Applicability and scope.

This part applies to:

(a) The Office of the Secretary of De-
fense, the Military Departments (in-
cluding the Coast Guard when it is op-
erating as a Military Service in the
Navy), the Chairman of the Joint
Chiefs of Staff and the Joint Staff, the
Unified and Specified Commands, and
the Defense Agencies, except as pro-
vided for the National Security Agency
(NSA) in paragraph (b) of this section
(hereafter referred to collectively as
““the DoD Components’).

(b) The NSA is exempt from the pro-
visions of this Directive. The personnel
security program for the NSA is imple-
mented pursuant to DoD Directive
5210.45,3 and internal regulations of the
NSA.

(c) DoD military and civilian person-
nel, consultants to the Department of
Defense, contractors cleared under the
Defense Industrial Security Program
(DISP) Regulations DoD 5220.224 and
others affiliated with the Department
of Defense.

§156.3 Policy.

It is DoD policy that:

(a) No person shall be appointed as a
civilian employee of the Department of
Defense, accepted for entrance into the
Armed Forces of the United States, au-
thorized access to classified informa-
tion, or assigned to duties that are sub-
ject to investigation under this part
unless such appointment, acceptance,
clearance, or assignment is clearly
consistent with the interests of na-
tional security.

(b) A personnel security clearance
shall be granted and assignment to sen-
sitive duties shall be authorized only
to U.S. citizens. As an exception, a
non-U.S. citizen may, by an authorized
official (as specified in 32 CFR part 154)
be assigned to sensitive duties or
granted a Limited Access Authoriza-

1Copies may be obtained at cost, from the
National Technical Information Service, 5285
Port Royal Road, Springfield, VA 22161.

2See footnote 1 to 156.1(b).

3See footnote 1 to 156.1(b).

4See footnote 1 to 156.1(b).
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tion for access to classified informa-
tion if there is a need for access in sup-
port of a specific DoD program, project,
or contract.

(c) The personnel security standard
that shall be applied in determining a
person’s eligibility for a security clear-
ance or assignment to sensitive duties
is whether, based on all available infor-
mation, the person’s allegiance, trust-
worthiness, reliability, and judgment
are such that the person can reason-
ably to expected to comply with Gov-
ernment policy and procedures for safe-
guarding classified information and
performing sensitive duties.

(d) 32 CFR part 154 shall identify
those positions and duties that require
a personnel security investigation
(PSI). A PSl is required for:

(1) Appointment to a sensitive civil-
ian position.

(2) Entry into military service.

(3) The granting of a security clear-
ance or approval for access to classified
information.

(4) Assignment to other duties that
require a personnel security or trust-
worthiness determination.

(5) Continuing eligibility for reten-
tion of a security clearance and ap-
proval for access to classified informa-
tion or for assignment to other sen-
sitive duties.

(e) 32 CFR part 154 shall contain per-
sonnel security criteria and adjudica-
tive guidance to assist in determining
whether an individual meets the clear-
ance and sensitive position standards
referred to in paragraphs (a) and (c) of
this section.

(f) No unfavorable personnel security
determination shall be made except in
accordance with procedures set forth in
32 CFR part 154 or 32 CFR part 155 or as
otherwise authorized by law.

8§156.4 Responsibilities.

(a) The Assistant Secretary of Defense
for Command, Control, Communications,
and Intelligence shall:

(1) Be responsible for overall policy,
guidance, and control of the DoDPSP.

(2) Develop and implement plans,
policies, and procedures for the
DoDPSP.

(3) Issue and maintain DoD 5200.2-R
consistent with DoD 5025.1-M.
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