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departments wo are serving in head-
quarters elements of Unified Com-
mands and headquarters of Joint Com-
mands subordinate thereto.

(ii) Secret and Confidential Authorities.
A current listing by title and organiza-
tion of officials designated to exercise
original Secret and Confidential classi-
fication authority shall be maintained
by:

(A) The ODUSD(P) for the Office of
the Secretary of Defense.

(B) The offices of the Secretaries of
the Military Departments for the offi-
cials of their respective departments,
including Specified Commands but ex-
cluding officials from their respective
departments who are serving in head-
quarters elements of Unified Com-
mands and headquarters elements of
Joint Commands subordinate thereto.

(C) The Director, Joint Staff, for the
OJCS.

(D) The Commanders-in-Chief of the
Unified Commands, for their respective
headquarters and the headquarters of
subordinate Joint Commands.

(E) The Directors of the Defense
Agencies, for their respective agencies.

(iii) If the listing of titles of posi-
tions and organizations prescribed in
paragraphs (c)(1) (i) and (ii) of this sec-
tion discloses intelligence or other in-
formation that either qualifies for se-
curity classification protection or oth-
erwise qualifies to be withheld from
public release under statute, some
other means may be recommended by
the DoD Component by which original
classification authorities can be read-
ily identified. Such recommendations
shall be submitted to ODUSD(P) for ap-
proval.

(iv) The listings prescribed in para-
graphs (c)(1) (i) and (ii) of this section
shall be reviewed at least annually by
the senior official designated in or pur-
suant to § 159a.92(a)(1), § 159a.93 (a) or
(b) or designee to ensure that officials
so listed have demonstrated a con-
tinuing need to exercise original classi-
fication authority.

(2) The DoD Components that main-
tain listings of designated original
classification authorities shall, upon
request, submit copies of such listings
to ODUSD(P).

(d) Declassification and Downgrading
Authority. (1) Authority to declassify

and downgrade information classified
under provisions of this part shall be
exercised as follows:

(i) By the Secretary of Defense and
the Secretaries of the Military Depart-
ments, with respect to all information
over which their respective Depart-
ments exercise final classification ju-
risdiction;

(ii) By the official who authorized the
original classification, if that official
is still serving in the same position, by
a successor, or by a supervisory official
of either; and

(iii) By other officials designated for
the purpose in accordance with para-
graph (d)(2) of this section.

(2) The Secretary of Defense, the Sec-
retaries of the Military Departments,
the Chairman of the Joint Chiefs of
Staff, the Directors of the Defense
Agencies, or their senior officials des-
ignated under § 159a.93 (b) or (c) may
designate additional officials at the
lowest practicable echelons of com-
mand and supervision to exercise de-
classification and downgrading author-
ity over classified information in their
functional areas of interest. Records of
officials so designated shall be main-
tained in the same manner as pre-
scribed in § 159a.12(c)(1)(i) for records of
designations of original classification
authority.

Subpart C—Classification
§ 159a.14 Classification responsibil-

ities.
(a) Accountability of Classifiers. (1)

Classifiers are accountable for the pro-
priety of the classifications they as-
sign, whether by exercise of original
classification authority or by deriva-
tive classification.

(2) An official who classifies a docu-
ment or other material and is identi-
fied thereon as the classifier is and
continues to be an accountable classi-
fier even though the document or ma-
terial is approved or signed at a higher
level in the same organization.

(b) Classification Approval. (1) When
an official signs or approves a docu-
ment or other material already marked
to reflect a particular level of classi-
fication, he or she shall review the in-
formation contained therein to deter-
mine if the classification markings are
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appropriate. If, in his or her judgment,
the classification markings are not
supportable, he or she shall, at that
time, cause such markings to be re-
moved or changed as appropriate to re-
flect accurately the classification of
the information involved.

(2) A higher level official through or
to whom a document or other material
passes for signature or approval be-
comes jointly responsible with the ac-
countable classifier for the classifica-
tion assigned. Such official has discre-
tion to decide whether a subordinate
who has classification authority shall
be identified as the accountable classi-
fier when he or she has exercised that
authority.

(c) Classification Planning. (1) Ad-
vance classification planning is an es-
sential part of the development of any
plan, operation, program, research and
development project, or procurement
action that involves classified informa-
tion. Classification must be considered
from the outset to assure adequate pro-
tection for the information and for the
activity itself, and to eliminate im-
pediments to the execution or imple-
mentation of the plan, operations
order, program, project or procurement
action.

(2) The official charged with devel-
oping any plan, program or project in
which classification is a factor, shall
include under an identifiable title or
heading, classification guidance cov-
ering the information involved. The
guidance shall conform to the require-
ments contained in § 159a.17.

(d) Challenges to Classification. If hold-
ers of classified information have sub-
stantial reason to believe that the in-
formation is classified improperly or
unnecessarily, they shall communicate
that belief to their security manager or
the classifier of the information to
bring about any necessary correction.

(1) Each DoD Component shall estab-
lish procedures whereby holders of
classified information may challenge
the decision of the classifier.

(2) Challenges to classification made
under this subsection shall include suf-
ficient description of the information
being challenged to permit identifica-
tion of the information and its classi-
fier with reasonable effort. Challenges
to classification shall also include the

reason or reasons why the challenger
believes that the information is classi-
fied improperly or unnecessarily.

(3) Challenges received under this
subsection shall be acted upon within
30 days of receipt. The challenger shall
be notified of any changes made as a
result of the challenge or the reasons
why no change is made.

(4) Pending final determination of a
challenge to classification, the infor-
mation or document in question shall
be safeguarded as required for the level
of classification initially assigned.

(5) The fact that an employee or mili-
tary member of the Department of De-
fense has issued a challenge to classi-
fication shall not in any way result in
or serve as a basis for adverse per-
sonnel action.

(6) The provisions of this paragraph
do not apply to or affect declassifica-
tion review actions undertaken under
the mandatory review requirements of
§ 159a.26 of this part or under the provi-
sions of 32 CFR part 285.

§ 159a.15 Classification principles, cri-
teria, and considerations.

(a) Reasoned Judgment. Reasoned
judgment shall be exercised in making
classification decisions. A positive
basis must exist for classification.
Both advantages and disadvantages of
classification must be weighed. If, after
consideration of the provisions of this
section, there is reasonable doubt, the
provisions of § 159a.10(a)(2) apply.

(b) Identification of Specific Informa-
tion. Before a classification determina-
tion is made, each item of information
that may require protection shall be
identified. This requires identification
of that specific information that com-
prises the basis for a particular na-
tional advantage or advantages that, if
the information were compromised,
would or could be damaged, minimized,
or lost, thereby adversely affecting na-
tional security.

(c) Specific Classifying Criteria. A de-
termination to classify shall be made
only by an original classification au-
thority when, first, the information is
within paragraphs (c) (1) through (10) of
this section; and second, the unauthor-
ized disclosure of the information, ei-
ther by itself or in the context of other
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