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(g) Transmittal Documents. A trans-
mittal document, including endorse-
ments and comments when such en-
dorsements and comments are added to
the basic communication, shall carry
on its face a prominent notation of the
highest classification of the informa-
tion transmitted by it, and a legend
showing the classification, if any, of
the transmittal document, endorse-
ment, or comment standing alone. For
example, an unclassified document
that transmits as an attachment a
classified document shall bear a nota-
tion substantially as follows: ‘‘UN-
CLASSIFIED WHEN SEPARATED
FROM CLASSIFIED ENCLOSURE.’’

(h) Electronically Transmitted Mes-
sages. (1) The copy of a classified mes-
sage (for example, DD Form 173, Joint
Messageform) approved for electronic
transmission and maintained as the
record copy shall be marked as re-
quired by § 159a.31(d) for other docu-
ments. Additionally, copies not elec-
tronically transmitted (such as, mail
and courier copies) shall be marked as
required by § 159a.31(d).

(2) The first item of information in
the text of a classified electronically
transmitted message shall be its over-
all classification. Paper copies of clas-
sified electronically transmitted mes-
sages shall be marked at the top and
bottom with the assigned classifica-
tion. Portions shall be marked as pre-
scribed herein for paper copies of docu-
ments. When such messages are printed
by an automated system, classification
markings may be applied by that sys-
tem, provided that page markings so
applied are clearly distinguishable on
the face of the document from the
printed text.

(3) The originator of a classified elec-
tronically transmitted message shall
be considered the accountable classi-
fier under § 159a.15(a). The highest level
official identified on the message as
the sender or, in the absence of such
identification, the head of the organi-
zation originating the message, is
deemed to be the classifier of the mes-
sage. Thus, a ‘‘Classified by’’ line is not
required on such messages. The origi-
nator is responsible for maintaining
adequate records as required by
§ 159a.31(d)(2) to show the source of an
assigned derivative classification.

(4) The last line of text of a classified
electronically transmitted message
shall show the date or event for down-
grading, if appropriate, and the date or
event for automatic declassification or
‘‘Originating Agency’s Determination
Required,’’ by abbreviated markings
from § 159a.34. The foregoing is not re-
quired for messages that contain infor-
mation identified as Restricted Data or
Formerly Restricted Data.

(5) Any document, the classification
of which is based solely upon the clas-
sification of the content of a classified
electronically transmitted message,
shall cite the message on the ‘‘Classi-
fied by’’ line of the newly created docu-
ment.

(i) Translations. Translations of U.S.
classified information into a language
other than English shall be marked to
show the United States as the country
of origin, with the appropriate U.S.
classification markings and the foreign
language equivalent thereof (see Ap-
pendix A to this part).

§ 159a.33 Markings on special cat-
egories of material.

(a) General Provisions. Security classi-
fication and applicable associated
markings (see § 159a.31(d) and
§ 159a.33(k)) assigned by the classifier
shall be conspicuously stamped, print-
ed, written, painted, or affixed by
means of a tag, sticker, decal, or simi-
lar device, on classified material other
than paper copies of documents, and on
containers of such material, if possible.
If marking the material or container is
not practicable, written notification of
the security classification and applica-
ble associated markings shall be fur-
nished to recipients. The following pro-
cedures for marking various kinds of
materials containing classified infor-
mation are not all inclusive and may
be varied to accommodate the physical
characteristics of the material con-
taining the classified information and
to accommodate organizational and
operational requirements.

(b) Charts, Maps, and Drawings.
Charts, maps, and drawings shall bear
the appropriate classification marking
for the legend, title, or scale blocks in
a manner that differentiates between
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the overall classification of the docu-
ment and the classification of the leg-
end or title itself. The higher of these
markings shall be inscribed at the top
and bottom of each such document.
When folding or rolling charts, maps,
or drawings would cover the classifica-
tion markings, additional markings
shall be applied that are clearly visible
when the document is folded or rolled.
Applicable associated markings shall
be included in or near the legend, title,
or scale blocks.

(c) Photographs, Films, and Recordings.
Photographs, films (including nega-
tives), recordings, and their containers
shall be marked to assure that a recipi-
ent or viewer will know that classified
information of a specified level of clas-
sification is involved.

(1) Photographs. Negatives and
positives shall be marked, whenever
practicable, with the appropriate clas-
sification designation and applicable
associated markings. Roll negatives or
positives may be so marked at the be-
ginning and end of each strip. Nega-
tives and positives shall be kept in con-
tainers bearing conspicuous classifica-
tion markings. All prints and reproduc-
tions shall be conspicuously marked
with the appropriate classification des-
ignation and applicable associated
markings on the face side of the print
if possible. When such markings cannot
be applied to the face side, they may be
stamped on the reverse side or affixed
by pressure tape label, stapled strip, or
other comparable means.

NOTE: When self-processing film or paper is
used to photograph or reproduce classified
information, all parts of the last exposure
shall be removed from the camera and de-
stroyed as classified waste, or the camera
shall be protected as classified.

(2) Transparencies and Slides. Applica-
ble classification markings shall be
shown clearly in the image area of each
transparency or slide, if possible. In
the case of a 35mm or a similar size
transparency or slide where the classi-
fication markings are not conspicuous
unless projected on a screen, for exam-
ple, the classification markings also
shall be marked on its border, holder,
or frame. Duplicate classification
markings in image areas and on bor-
ders, holders, or frames are required if
there is any doubt that the image area

markings are not conspicuous enough
to be seen when the transparencies or
slides are not being projected. Other
applicable associated markings shall be
shown in the image area, or on the bor-
der, holder, or frame, or in accompany-
ing documention. It is not necessary
that each transparency or slide of a set
of transparencies or slides bear appli-
cable associated markings when the set
is controlled as a single document. In
such cases, the first transparency or
slide shall bear the applicable associ-
ated markings.

(3) Motion Picture Films and Video
Tapes. Classified motion picture films
and video tapes shall be marked at the
beginning and end by titles bearing the
appropriate classification markings.
Applicable associated markings shall
be included at the beginning of such
films or tapes. All such marking shall
be visible when projected. Reels and
cassettes shall be marked with the ap-
propriate classification and kept in
containers bearing conspicuous classi-
fication and applicable associated
markings.

(4) Recordings. Sound, magnetic, or
electronic recordings shall contain at
the beginning and end a clear state-
ment of the assigned classification that
will provide adequate assurance that
any listener or viewer will know that
classified information of a specified
level is involved. Recordings shall be
kept in containers or on reels that bear
conspicuous classification and applica-
ble associated markings.

(5) Microforms. Microforms are im-
ages, usually produced photographi-
cally on transparent or opaque mate-
rials, in sizes too small to be read by
the unaided eye. Accordingly, the as-
signed security classification and ab-
breviated applicable associated mark-
ings shall be conspicuously marked on
the microform medium or its con-
tainer, so as to be readable by the
unaided eye. These markings shall also
be included on the image so that when
the image is enlarged and displayed or
printed, the markings will be conspicu-
ous and readable. Such marking will be
accomplished as appropriate for the
particular microform involved. For ex-
ample, roll film microforms (or roll
microfilm employing 16, 35, 70, or 105
mm films) may generally be marked as
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11 See footnote 1 to § 159a.3.
12 See footnote 7 to § 159a.16(g)(1).

provided for roll motion picture film in
§ 159a.33(c)(3) and decks of ‘‘aperture
cards’’ may be marked as provided in
§ 159a.33(d) for decks of automatic data
processing punched cards. Whenever
possible, microfiche, microfilm strips,
and microform chips shall be marked
in accordance with this paragraph.

(d) Decks of ADP Punched Cards.
When a deck of classified ADP punched
cards is handled and controlled as a
single document, only the first and last
card require classification markings.
An additional card shall be added (or
the job control card modified) to iden-
tify the contents of the deck and the
highest classification therein. Such ad-
ditional card shall include applicable
associated markings. Cards removed
for separate processing or use and not
immediately returned to the deck shall
be protected to prevent compromise of
any classified information contained
therein, and for this purpose shall be
marked individually as prescribed in
§ 159a.32(a).

(e) Removable ADP and Word Process-
ing Storage Media—(1) External. Remov-
able information storage media and de-
vices, used with ADP systems and
typewriters or word processing sys-
tems, shall bear external markings
clearly indicating the classification of
the information and applicable associ-
ated markings. Included are media and
devices that store information recorded
in analog or digital form and that are
generally mounted or removed by the
users or operators. Examples include
magnetic tape reels, cartridges, and
cassettes; removable discs, disc car-
tridges, disc packs and diskettes; paper
tape reels; and magnetic cards.

(2) Internal. ADP systems and word
processing systems employing such
media shall provide for internal classi-
fication marking to assure that classi-
fied information contained therein that
is reproduced or generated, will bear
applicable classification and associated
markings. An exception may be made
by the DoD Component head, or des-
ignee, for the purpose of exempting ex-
isting word processing systems when
the internal classification and applica-
ble associated markings cannot be im-
plemented without extensive system
modification, provided procedures are
established to ensure that users and re-

cipients of the media, or the informa-
tion therein, are clearly advised of the
applicable classification and associated
markings. For ADP systems, excep-
tions may be authorized by the DoD
Component Designated Approving Au-
thority or Authorities, designated
under DoD Directive 5200.28. For pur-
poses of these exemption provisions,
‘‘existing systems’’ means word proc-
essing and ADP systems already ac-
quired, or, in the case of associated
automated information systems, those
for which the life cycle management
process has already progressed beyond
the ‘‘definition/design’’ phase as set
forth in DoD Directive 7920.1 11. Re-
quirements for the security of non-
removable ADP storage media and
clearance or declassification proce-
dures for various ADP storage media
are contained in DoD 5200.28–M 12.

(f) Documents Produced by ADP Equip-
ment. The first page, and the front and
back covers, if any, of documents pro-
duced by ADP equipment shall be
marked as prescribed in § 159a.32(a). In-
terior pages also shall be marked as
prescribed in § 159a.32(a) except that
the classification markings of interior
pages of fan-folded printouts may be
applied by the ADP equipment. When
the application of associated markings
prescribed by § 159a.31(d) by the ADP
equipment is not consistent with eco-
nomical and efficient use of such equip-
ment, such markings may be applied to
a document produced by ADP equip-
ment by superimposing upon the first
page of such document a ‘‘Notice of De-
classification Instructions and Other
Associated Markings.’’ Such notice
shall include the date or event for de-
classification or the notation ‘‘Origi-
nating Agency’s Determination Re-
quired’’ or ‘‘OADR’’ and all other such
applicable markings. If individual
pages of a document produced by ADP
equipment are removed or reproduced
for distribution to other users, each
such page or group of pages shall be
marked as prescribed in § 159a.31(d) or
by superimposing upon each such page
or group of pages, a copy of any ‘‘No-
tice of Declassification Instructions
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12a See footnote 1 to § 159a.3.
13 Classified document. Not releasable to

the public.

and Other Associated Markings’’ appli-
cable to such page or group of pages.

(g) Material for Training Purposes. In
using unclassified documents or mate-
rial to simulate classified documents
or material for training purposes, such
documents or material shall be marked
clearly to indicate the actual unclassi-
fied status of the information, for ex-
ample, ‘‘(insert classification designa-
tion) for training; otherwise unclassi-
fied’’ or ‘‘UNCLASSIFIED SAMPLE.’’

(h) Miscellaneous Material. Documents
and material such as rejected copy,
typewriter ribbons, carbons, and simi-
lar items developed in connection with
the handling, processing, production,
and of use classified information shall
be handled in a manner that assures
adequate protection of the classified
information involved and destruction
at the earliest practicable time (see
§ 159a.32). Unless a requirement exists
to retain this material or documents
for a specific purpose, there is no need
to mark, stamp, or otherwise indicate
that the information is classified.

(i) Special Access Program Documents
and Material. Additional markings as
prescribed in directives, regulations
and instructions relating to an ap-
proved Special Access Program shall be
applied to documents and material
containing information subject to the
special access program. Such addi-
tional markings shall not serve as the
sole basis for continuing classification
of the documents or material to which
the markings have been applied. When
appropriate, such markings shall be
excised to ease timely declassification,
downgrading, or removal of the infor-
mation from special control proce-
dures.

(j) Secure Telecommunications and In-
formation Handling Equipment. Applica-
ble classification or Controlled Cryp-
tographic Item (CCI) markings shall be
applied to secure telecommunications
and information handling equipment or
associated cryptographic components.
Safeguarding and control procedures
for classified and CCI equipment and
for safeguarding COMSEC facilities are
contained in DoD Instruction 5230.22 12a,
National Communications Security
Committee (NCSC) Policy Directive 6,

DoD Directive C–5200.5 13, National
Telecommunications and Information
Systems Security Instruction 4001, and
National COMSEC Instruction 4003,
4006, and 4008.

(k) Associated Markings. Other appli-
cable associated markings required for
documents by § 159a.31(d) shall be ac-
complished as prescribed in this sec-
tion or in any other appropriate man-
ner.

§ 159a.34 Classification authority, du-
ration, and change in classification
markings.

(a) Declassification and Regrading
Marking Procedures. When classified in-
formation is downgraded or declas-
sified in accordance with the assigned
downgrading or declassification mark-
ings, such markings shall be a suffi-
cient notation of the authority for
such action. Whenever classified infor-
mation is downgraded or declassified
earlier than originally scheduled, or
upgraded, the material shall be marked
promptly and conspicuously to indicate
the change, the authority for the ac-
tion, the date of the action and the
identity of the person taking the ac-
tion. In addition, except for upgrading
(see paragraph (d) of this section), prior
classification markings shall be can-
celed, if practicable, but in any event
those on the cover (if any) and first
page shall be canceled, and the new
classification markings, if any, shall be
substituted.

(b) Applying Derivative Declassification
Dates. (1) New material that derives its
classification from information classi-
fied on or after August 1, 1982, shall be
marked with the declassification date,
event, or the notation ‘‘Originating
Agency’s Determination Required’’ or
‘‘OADR’’ assigned to the source infor-
mation.

(2) New material that derives its clas-
sification from information classified
prior to August 1, 1982, shall be treated
as follows:

(i) If the source material bears a de-
classification date or event, that date
or event shall be carried forward to the
new material;
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