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Reproduction requires approval of origina-
tor or higher DoD authority.

Further dissemination only as directed by
(insert appropriate office or official) or high-
er DoD authority.

(g) Other Notations. Other notations
of restrictions on reproduction, dis-
semination or extraction of classified
information may be used as authorized
by DoD Directive C–5200.5, DoD In-
struction 5230.22, DoD Directive
5210.2 14, DoD Directive 5100.55 15, DoD
Directive 5200.30, Joint Army-Navy-Air
Force Publication 119, DoD Directive
5230.24, and NACSI 4003.

§ 159a.36 Remarking old material.
(a) General. (1) Documents and mate-

rial classified under E.O. 12065 and
predecessor E.O.s that are marked for
automatic downgrading or automatic
declassification on a specific date or
event shall be downgraded and declas-
sified pursuant to such markings. De-
classification instructions on such doc-
uments or material need not be re-
stated to conform with § 159a.32(c). (See
also § 159a.34(a)). Information extracted
from these documents or material for
use in new documents or material shall
be marked for declassification on the
date specified in accordance with
§ 159a.31(d)(2).

(2) Documents and material classified
under DoD C–5105.21–M–1 16 and prede-
cessor E.O.s that are not marked for
automatic downgrading or automatic
declassification on a specific date or
event shall not be downgraded or de-
classified without authorization of the
originator. Declassification instruc-
tions on such documents or material
need not be restated to conform with
§ 159a.32(a). Information extracted from
these documents or material for use in
new documents or material shall be
marked for declassification upon the
determination of the originator, that
is, the ‘‘Declassify on’’ line shall be
completed with the notation ‘‘Originat-
ing Agency’s Determination Required’’
or ‘‘OADR’’ in accordance with
§ 159a.31(d)(2).

(b) Earlier Declassification and Exten-
sion of Classification. Nothing in this

section shall be construed to preclude
declassification under subpart D of this
part or subsequent extension of classi-
fication under § 159a.16(c).

Subpart F—Safekeeping and
Storage

§ 159a.37 Storage and storage equip-
ment.

(a) General Policy. Classified informa-
tion shall be stored only under condi-
tions adequate to prevent unauthorized
persons from gaining access. The re-
quirements specified in this part rep-
resent the minimum acceptable secu-
rity standards. DoD policy concerning
the use of force for the protection of
property or information is specified in
DoD Directive 5210.56 17

(b) Standards for Storage Equipment.
The GSA establishes and publishes
minimum standards, specifications,
and supply schedules for containers,
vault doors, alarm systems, and associ-
ated security devices suitable for the
storage and protection of classified in-
formation. Heads of DoD Components
may establish additional controls to
prevent unauthorized access. Security
filing cabinets conforming to Federal
specifications bear a Test Certification
Label on the locking drawer, attesting
to the security capabilities of the con-
tainer and lock. (On some older cabi-
nets the label was affixed on the inside
of the locked drawer compartment).
Cabinets manufactured after February
1962 indicate ‘‘General Services Admin-
istration Approved Security Con-
tainer’’ on the outside of the top draw-
er.

(c) Storage of Classified Information.
Classified information that is not
under the personal control and obser-
vation of an authorized person, will be
guarded or stored in a locked security
container as prescribed in the follow-
ing:

(1) Top Secret. Top Secret information
shall be stored in:

(i) A safe-type steel file container
having a built-in, three-position, dial-
type combination lock approved by the
GSA or a Class A vault or vault type
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room that meets the standards estab-
lished by the head of the DoD Compo-
nent concerned. When located in build-
ings, structural enclosures, or other
areas not under U.S. Government con-
trol, the storage container, vault, or
vault-type room must be protected by
an alarm system or guarded during
nonoperating hours.

(ii) An alarmed area, provided such
facilities are adjudged by the local re-
sponsible official to afford protection
equal to or better than that prescribed
in paragraph (c)(1) (i) of this section.
When an alarmed area is used for the
storage of Top Secret material, the
physical barrier must be adequate to
prevent:

(A) Surreptitious removal of the ma-
terial, and

(B) Observation that would result in
the compromise of the material. The
physical barrier must be such that
forcible attack will give evidence of at-
tempted entry into the area. The alarm
system must provide immediate notice
to a security force of attempted entry.
Under field conditions, the field com-
mander will prescribe the measures
deemed adequate to meet the storage
standards contained in paragraphs
(c)(1)(i) and (ii) of this section.

(2) Secret and Confidential. Secret and
Confidential information shall be
stored in the manner prescribed for
Top Secret; or in a Class B vault, or a
vault-type room, strong room, or se-
cure storage room that meets the
standards prescribed by the head of the
DoD Component; or, until phased out,
in a steel filing cabinet having a built-
in, three-position, dial type combina-
tion lock; or, as a last resort, an exist-
ing steel filing cabinet equipped with a
steel lock bar, provided it is secured by
a GSA-approved changeable combina-
tion padlock. In this latter instance,
the keeper or keepers and staples must
be secured to the cabinet by welding,
rivets, or peened bolts and DoD Compo-
nents must prescribe supplementary
controls to prevent unauthorized ac-
cess.

(3) Specialized Security Equipment—(i)
Field Safe and One-drawer Container.
One-drawer field safes, and GSA ap-
proved security containers are used
primarily for storage of classified in-
formation in the field and in transport-

able assemblages. Such containers
must be securely fastened or guarded
to prevent their theft.

(ii) Map and Plan File. A GSA-ap-
proved map and plan file has been de-
veloped for storage of odd-sized items
such as computer cards, maps, and
charts.

(4) Other Storage Requirements. Stor-
age areas for bulky material contain-
ing classified information, other than
Top Secret, shall have access openings
secured by GSA-approved changeable
combination padlocks (Federal speci-
fication FF–P110 series) or key-oper-
ated padlocks with high security cyl-
inders (exposed shackle, military speci-
fication P–43951 series, or shrouded
shackle, military specification P–43607
series).

(i) When combination padlocks are
used, the provisions of paragraph (e) of
this section apply.

(ii) When key-operated high security
padlocks are used, keys shall be con-
trolled as classified information with
classification equal to that of the in-
formation being protected and:

(A) A key and lock custodian shall be
appointed to ensure proper custody and
handling of keys and locks;

(B) A key and lock control register
shall be maintained to identify keys
for each lock and their current loca-
tion and custody;

(C) Keys and locks shall be audited
each month;

(D) Keys shall be inventoried with
each change of custodian;

(E) Keys shall not be removed from
the premises;

(F) Keys and spare locks shall be pro-
tected in a secure container;

(G) Locks shall be changed or rotated
at least annually, and shall be replaced
upon loss or compromise of their keys;
and

(H) Master keying is prohibited.
(d) Procurement and Phase-In of New

Storage Equipment—(1) Preliminary Sur-
vey. DoD activities shall not procure
new storage equipment until:

(i) A current survey has been made of
on-hand security storage equipment
and classified records; and

(ii) Based upon the survey, it has
been determined that it is not feasible
to use available equipment or to retire,
return, declassify or destroy enough
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records on hand to make the needed se-
curity storage space available.

(2) Purchase of New Storage Equipment.
New security storage equipment shall
be procured from those items listed on
the GSA Federal Supply Schedule. Ex-
ceptions may be made by heads of DoD
Components, with notification to the
DUSD(P).

(3) Nothing in this subpart shall be
construed to modify existing Federal
Supply Class Management Assignments
made under DoD Directive 5030.47.18

(e) Designations and Combinations—(1)
Numbering and Designating Storage Fa-
cilities. There shall be no external mark
as to the level of classified information
authorized to be stored therein. For
identification purposes each vault or
container shall bear externally an as-
signed number or symbol.

(2) Combinations to Containers—(i)
Changing. Combinations to security
containers shall be changed only by in-
dividuals having that responsibility
and an appropriate security clearance.
Combinations shall be changed:

(A) When placed in use;
(B) Whenever an individual knowing

the combination no longer requires ac-
cess;

(C) When the combination has been
subject to possible compromise;

(D) At least annually; or
(E) When taken out of service. Built-

in combination locks shall be reset to
the standard combination 50–25–50;
combination padlocks shall be reset to
the standard combination 10–20–30.

(ii) Classifying Combinations. The
combination of a vault or container
used for the storage of classified infor-
mation shall be assigned a security
classification equal to the highest cat-
egory of the classified information au-
thorized to be stored therein.

(iii) Recording Storage Facility Data. A
record shall be maintained for each
vault, secure room, or container used
for storing classified information,
showing location of the container, the
names, home addresses, and home tele-
phone numbers of the individuals hav-
ing knowledge of the combination.
Standard Form 700, ‘‘Security Con-
tainer Information’’ shall be used for
this purpose. (Use of this Standard

Form is required when existing sup-
plies of similar purpose forms are ex-
hausted or by September 30, 1986,
whichever occurs earlier).

(iv) Dissemination. Access to the com-
bination of a vault or container used
for the storage of classified informa-
tion shall be granted only to those in-
dividuals who are authorized access to
the classified information stored there-
in.

(3) Electrically Actuated Locks.
Electricially actuated locks (for exam-
ple, cypher and magnetic strip card
locks) do not afford the required degree
of protection of classified information
and may not be used as a substitute for
the locks prescribed in paragraph (c) of
this section.

(f) Repair of Damaged Security Con-
tainers. Neutralization of lock-outs or
repair of any damage that affects the
integrity of a security container ap-
proved for storage of classified infor-
mation shall be accomplished only by
authorized persons who are cleared or
continuously escorted while so en-
gaged.

(1) A GSA-approved security con-
tainer is considered to have been re-
stored to its original state of security
integrity if:

(i) All damaged or altered parts (for
example, locking drawer, and drawer
head) are replaced; or

(ii) When a container has been drilled
immediately adjacent to or through
the dial ring to neutralize a lock-out,
the replacement lock is equal to the
original equipment, and the drilled
hole is repaired with a tapered, hard-
ened tool-steel pin, or a steel dowel,
drill bit, or bearing with a diameter
slightly larger than the hole and of
such length that when driven into the
hole there shall remain at each end of
the rod a shallow recess not less than
1⁄8 inch nor more than 3⁄16 inch deep to
permit the acceptance of substantial
welds, and the rod is welded both on
the inside and outside surfaces. The
outside of the drawer head shall then
be puttied, sanded, and repainted in
such a way that no visible evidence of
the hole or its repair remains on the
outer surface after replacement of the
damaged parts (for example, new lock).
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(2) GSA-approved containers that
have been drilled in a location or re-
paired in a manner other than as de-
scribed in paragraph (f)(1) of this sec-
tion, will not be considered to have
been restored to their original state of
security integrity. The Test Certifi-
cation Label on the inside of the lock-
ing drawer and the ‘‘General Services
Administration Approved Security
Container’’ label, if any, on the outside
of the top drawer shall be removed
from such containers.

(3) If damage to a GSA-approved se-
curity container is repaired with welds,
rivets, or bolts that cannot be removed
and replaced without leaving evidence
of entry, the cabinet is limited there-
after to the storage of Secret and Con-
fidential material.

(4) If the damage is repaired using
methods other than those permitted in
paragraphs (f) (1) and (3) of this sec-
tion, use of the container will be lim-
ited to unclassified material and a no-
tice to this effect will be permanently
marked on the front of the container.

§ 159a.38 Custodial precautions.

(a) Responsibilities of Custodians. (1)
Custodians of classified information
shall be responsible for providing pro-
tection and accountability for such in-
formation at all times and for locking
classified information in appropriate
security equipment whenever it is not
in use or under direct supervision of
authorized persons. Custodians shall
follow procedures that ensure that un-
authorized persons do not gain access
to classified information.

(2) Only the head of a DoD Compo-
nent, or single designee at the head-
quarters and major command levels,
may authorize removal of classified in-
formation from designated working
areas in off-duty hours, for work at
home or otherwise, provided that a
GSA-approved security container is
furnished and appropriate regulations
otherwise provide for the maximum
protection possible under the cir-
cumstances. (See also § 159a.55.) Any
such arrangements approved before the
effective date of this part shall be re-
evaluated and, if continued approval is
warranted, compliance with this para-
graph is necessary.

(b) Care During Working Hours. DoD
personnel shall take precaution to pre-
vent unauthorized access to classified
information.

(1) Classified documents removed
from storage shall be kept under con-
stant surveillance and face down or
covered when not in use. Cover sheets
shall be Standard Forms 703, 704, and
705 for, respectively, Top Secret, Se-
cret, and Confidential documents. (Use
of these Standard Forms is required
when existing supplies of similar pur-
pose forms are exhausted or by Sep-
tember 30, 1986, whichever occurs ear-
lier).

(2) Preliminary drafts, carbon sheets,
plates, stencils, stenographic notes,
worksheets, typewriter ribbons, and
other items containing classified infor-
mation shall be either destroyed imme-
diately after they have served their
purpose; or shall be given the same
classification and secure handling as
the classified information they con-
tain.

(3) Destruction of typewriter ribbons
from which classified information can
be obtained shall be accomplished in
the manner prescribed for classified
working papers of the same classifica-
tion. After the upper and lower sec-
tions have been cycled through and
overprinted five times in all ribbon or
typing positions, fabric ribbons may be
treated as unclassified regardless of
their classified use thereafter. Carbon
and plastic typewriter ribbons and car-
bon paper that have been used in the
production of classified information
shall be destroyed in the manner pre-
scribed for working papers of the same
classification after initial usage. How-
ever, any ribbon in a typewriter that
uses technology which enables the rib-
bon to be struck several times in the
same area before it moves to the next
position may be treated as unclassified.

(c) End-of-Day Security Checks. Heads
of activities that process or store clas-
sified information shall establish a sys-
tem of security checks at the close of
each working day to ensure that the
area is secure; Standard Form 701, ‘‘Ac-
tivity Security Checklist’’ shall be
used to record such checks. An integral
part of the security check system shall
be the securing of all vaults, secure
rooms, and containers used for the
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