Office of the Secretary of Defense

(2) Describe the type of identification
the individual will present (for exam-
ple, Naval Research Laboratory ldenti-
fication Card, No. 1234; ABC Corpora-
tion Identification Card No. 1234);

(3) Describe the material being car-
ried (for example, three sealed pack-
ages, 9" x 8" x 24", addressee and addres-
sor);

(4) ldentify the point of departure,
destination, and known transfer points;

(5) Carry a date of issue and an expi-
ration date;

(6) Carry the name, title, and signa-
ture of the official issuing the letter.
Each package or carton to be exempt
shall be signed on its face by the offi-
cial who signed the letter; and

(7) Carry the name of the government
agency designated to confirm the letter
of authorization, and its telephone
number. The telephone number of the
agency designated shall be an official
U.S. Government number.

(ii) Information relating to the
issuance of DoD identification cards is
contained in DoD Instruction 1000.1334.
The green, gray, and red DD Forms 2
and other DoD and contractor picture
ID card are acceptable to FAA.

(iii) The Director, DIS, shall estab-
lish standards for the issuance of iden-
tification cards when required by con-
tractor employees selected as couriers
or whose duties will involve
handcarrying of classified material.

(d) Authority to Approve Escort or
Handcarry of Classified Information
Aboard Commercial Passenger Aircraft—
(1) Within the United States, its Terri-
tories, and Canada. (i) DoD Component
officials who have been authorized to
approve travel orders and designate
couriers may approve the escort or
handcarry of classified information
within the United States, its Terri-
tories, and Canada.

(ii) The Director, DIS, may authorize
contractor personnel to handcarry
classified material in emergency or
time-sensitive situations subject to ad-
herence with the procedures and limi-
tations specified in this section.

(2) Outside the United States, its Terri-
tories, and Canada. The head of a DoD
Component, or single designee at the
headquarters or major command level,

34See footnote 1 to §159a.3.
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may authorize the escort or
handcarrying of classified information
outside the area encompassed by the
boundaries of the United States, its
Territories, and Canada upon certifi-
cation by the requestor that:

(i) The material is not present at the
destination;

(ii) The material is needed urgently
for a specified official purpose; and

(iii) There is a specified reason that
the material could not be transmitted
by other approved means to the des-
tination in sufficient time for the stat-
ed purpose.

Subpart J—Disposal and
Destruction

§159a.61 Policy.

Documentary record information
originated or received by a DoD Com-
ponent in connection with the trans-
action of public business, and preserved
as evidence of the organization, func-
tions, policies, operations, decisions,
procedures, or other activities of any
U.S. Government department or agen-
cy or because of the informational
value of the data contained therein,
may be disposed of or destroyed only in
accordance with DoD Component
record management regulations. Non-

record classified information, and
other material of similar temporary
nature, shall be destroyed when no

longer needed under procedures estab-
lished by the head of the cognizant
DoD Component. These procedures
shall incorporate means of verifying
the destruction of classified informa-
tion and material and be consistent
with the following requirements.

§159a.62 Methods of destruction.

Classified documents and material
shall be destroyed by burning or, with
the approval of the cognizant DoD
Component head or designee, by melt-
ing, chemical decomposition, pulping,
pulverizing, cross-cut shredding, or
mutilation sufficient to preclude rec-
ognition or reconstruction of the clas-
sified information. (Strip shredders
purchased prior to June 1, 1986 may
continue to be used but only in cir-
cumstances where reconstruction of
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the residue is precluded. Shredding sig-
nificant amounts of unclassified mate-
rial together with classified material
normally will meet this requirement.)

§159a.63 Destruction procedures.

(a) Procedures shall be instituted
that ensure all classified information
intended for destruction actually is de-
stroyed. Destruction records and impo-
sition of a two-person rule, that is,
having two cleared persons involved in
the entire destruction process, will sat-
isfy this requirement for Top Secret in-
formation. Imposition of a two-person
rule, without destruction records, will
satisfy this requirement for Secret in-
formation, as will use of destruction
records without imposition of the two-
person rule. Only one cleared person
needs to be involved in the destruction
process for Confidential information.

(b) When burn bags are used for the
collection of classified material that is
to be destroyed at central destruction
facilities, such bags shall be controlled
in a manner designed to minimize the
possibility of their unauthorized re-
moval and the unauthorized removal of
their classified contents prior to actual
destruction. When filled, burn bags
shall be sealed in a manner that will
facilitate the detection of any tam-
pering with the bag.

(c) Procedures to ensure that all clas-
sified information intended for destruc-
tion actually is destroyed, other than
those in paragraphs (a) and (b) of this
section, shall be submitted to the DoD
Component’s senior official (§159a.93(b)
and (c)) for approval.

§159a.64 Records of destruction.

(a) Records of destruction are re-
quired for Top Secret information. The
record shall be dated and signed at the
time of destruction by two persons
cleared for access to Top Secret infor-
mation. However, in the case of Top
Secret information placed in burn bags
for central disposal, the destruction
record may be signed by the officials
when the information is so placed and
the bags are sealed. Top Secret burn
bags shall be numbered serially and a
record kept of all subsequent handling
of the bags until they are destroyed.
This record may be in lieu of actual
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burn bag receipts and shall be main-
tained for a minimum of 2 years.

(b) Records of destruction of Secret
and Confidential information are not
required except for NATO Secret and
some limited categories of specially
controlled Secret information. When
records of destruction are used for Se-
cret information, only one cleared per-
son has to sign such records. (DoD Di-
rective 5100.55 provides guidance on the
destruction of NATO classified mate-
rial.)

(c) Records of destruction shall be
maintained for 2 years.

§159a.65 Classified waste.

Waste material, such as handwritten
notes, carbon paper, typewriter rib-
bons, and working papers that contains
classified information must be pro-
tected to prevent unauthorized disclo-
sure of the information. Classified
waste shall be destroyed when no
longer needed by a method described in
§159a.62. Destruction records are not
required.

§159a.66 Classified document
tion.

reten-

(a) Classified documents that are not
permanently valuable records of the
government shall not be retained more
than 5 years from the date of origin,
unless such retention is authorized by
and in accordance with DoD Compo-
nent record disposition schedules.

(b) Throughout the Department of
Defense, the head of each activity shall
establish at least one clean-out day
each year where a portion of the work
performed in every office with classi-
fied information stored is devoted to
the destruction of unneeded classified
holdings.

Subpart K—Security Education

§159a.68 Responsibility and

tives.

objec-

Heads of DoD Components shall es-
tablish security education programs
for their personnel. Such programs
shall stress the objectives of improving
the protection of information that re-
quires it. They shall also place empha-
sis on the balance between the need to
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