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(b) Systematic Review. When docu-
ments containing foreign government
information are encountered during
the systematic review process they
shall be referred to the originating
agency for a declassification deter-
mination. Consultation with the for-
eign originator through appropriate
channels may be necessary before final
action can be taken.

(c) Mandatory Review. Requests for
mandatory review for declassification
of foreign government information
shall be processed and acted upon in
accordance with the provisions of
§159a.26, except that foreign govern-
ment information will be declassified
only in accordance with the guidelines
developed for such purpose and after
necessary consultation with other DoD
Components or government agencies
with subject matter interest. When
these guidelines cannot be applied to
the foreign government information re-
quested, or in the absence of such
guidelines, consultation with the for-
eign originator through appropriate
channels normally should be effected
prior to final action taken on the re-
quest. When the responsibile DoD Com-
ponent is knowledgeable of the foreign
originator’s view toward declassifica-
tion or continued classification of the
types of information requested, con-
sultation with the foreign originator
may not be necessary.

§159a.77 Marking.

(a) Equivalent U.S. Classification Des-
ignations. Except for the foreign secu-
rity classification designation RE-
STRICTED, foreign classification des-
ignations, including those of inter-
national organizations of governments,
that is, NATO, generally parallel U.S.
classification designations. A table of
equivalents is contained in Appendix A
to this part.

(b) Marking NATO Documents. Classi-
fied documents originated by NATO, if
not already marked with the appro-
priate classification in English, shall
be so marked. Markings required under
§159a.34(c) shall not be placed on docu-
ments originated by NATO. Documents
originated by NATO that are marked
RESTRICTED shall be marked with
the following additional notation: “To
be safeguarded in accordance with

§159a.77

USSAN Instruction 1-69” (see DoD Di-
rective 5100.55).

(c) Marking Other Foreign Government
Documents. (1) If the security classifica-
tion designation of foreign government
documents is shown in English, no
other classification marking shall be
applied. If the foreign classification
designation is not shown in English,
the equivalent overall U.S. classifica-
tion designation (see Appendix A to
this part) shall be marked conspicu-
ously on the document. When foreign
government documents are marked
with a classification designation hav-
ing no U.S. equivalent, as in the last
column of Appendix A to this part,
such documents shall be marked in ac-
cordance with paragraph (c)(2) of this
section.

(2) Certain foreign governments use a
fourth classification designation as
shown in the last column of Appendix
A to this part. Such designations
equate to the foreign classification RE-
STRICTED. If the foreign government
documents are marked with any of the
classification designations listed in the
last column of Appendix A to this part,
no other classification marking shall
be applied. In all such cases, the nota-
tion, “This classified material is to be
safeguarded in accordance with DoD
5200.1-R or DoD 5220.22-M,”” shall be
shown on the face of the document.

(3) Other marking requirements pre-
scribed by this Regulation for U.S.
classified documents are not applicable
to documents of foreign governments
or international organizations of gov-
ernments.

(d) Marking of DoD Classification De-
terminations. Foreign documents con-
taining foreign government informa-
tion not classified by the foreign gov-
ernment but provided to the Depart-
ment of Defense in confidence shall be
classified as prescribed in §159a.75(a)(2)
and marked with the appropriate U.S.
classification.

(e) Marking of Foreign Government In-
formation in DoD Documents. (1) Except
where such markings would reveal that
information is foreign government in-
formation when that fact must be con-
cealed, or reveal a confidential source
or relationship not otherwise evident
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in the document or information, for-
eign government information incor-

porated in DoD documents shall be
identified in a manner that ensures
that such information is not declas-

sified prematurely or made accessible
to nationals of a third country without
consent of the originator. This require-
ment may be satisfied by marking the
face of the document “FOREIGN GOV-
ERNMENT INFORMATION,” or with
another marking that otherwise indi-
cates that the information is foreign
government information, and by in-
cluding the appropriate identification
in the portion or paragraph classifica-
tion markings, for example, (NS) or
(U.K.-C). All other markings prescribed
by §159a.31(d) are applicable to these
documents. In addition, DoD classified
documents that contain extracts of
NATO classified information shall bear
a marking substantially as follows on
the cover or first page: “THIS DOCU-
MENT CONTAINS NATO CLASSIFIED
INFORMATION.”

(2) When foreign RESTRICTED or
NATO RESTRICTED information is in-
cluded in an otherwise unclassified
DoD document, the DoD document
shall be marked CONFIDENTIAL. All
requirements of §159a.31(d) apply to
such documents. Portion markings on
such a document include, for example
“(U),” “(NR),” and ““(FRG-R).” In addi-
tion, the appropriate caveat from para-
graph (a) of this section, shall be in-
cluded on the face of the document.

(3) The “‘Classified by’ line of DoD
documents containing only foreign
government information normally
shall be completed with the identity of
the foreign government or inter-
national organization involved, for ex-
ample, ‘“‘Classified by Government of
Australia” or “Classfied by NATO,”
provided that other requirements of
§159a.31(e) do not pertain to such docu-
ments.

(4) The “‘Declassify on”’ line of DoD
documents containing foreign govern-
ment information normally shall be
completed with the notation “Origi-
nating Agency’s Determination Re-
quired” or ‘“OADR’ (see §159%a.36 and
§159a.75(b)).
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§159a.78 Protective measures.

(@) NATO Classified Information.
NATO classified information shall be
safeguarded in accordance with the
provisions of DoD Directive 5100.55.

(b) Other Foreign Government Informa-
tion. (1) Classified foreign government
information other than NATO informa-
tion shall be protected as is prescribed
by this part for U.S. classified informa-
tion of a comparable classification.

(2) Foreign government information,
unless it is NATO information, that is
marked under §159a.77(c)(2) or
§159a.77(e)(2) shall be protected as U.S.
CONFIDENTIAL, except that such in-
formation may be stored in locked fil-
ing cabinets, desks, or other similar
closed spaces that will prevent access
by unauthorized persons.

Subpart M—Special Access
Programs

§159a.80 Policy.

It is the policy of the Department of
Defense to use the security classifica-
tion categories and the applicable sec-
tions of E.O. 12356 and its imple-
menting ISOO Directive, to limit ac-
cess to classified information on a
““need-to-know’’ basis to personnel who
have been determined to be trust-
worthy. It is further policy to apply
the ‘‘need-to-know’ principle in the
regular system so that there will be no
need to resort to formal Special Access
Programs. Also, need-to-know control
principles shall be applied within Spe-
cial Access Programs. In this context,
Special Access Programs may be cre-
ated or continued only on specific
showing that:

(@) Normal management and safe-
guarding procedures are not sufficient
to limit ‘““need-to-know’’ or access; and

(b) The number of persons who will
need access will be reasonably small
and commensurate with the objective
of providing extra protection for the
information invoved.

§159a.81 Establishment of special ac-
cess programs.

(a) Procedures for the establishment
of Special Access Programs involving
NATO classified information are based
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