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another federal agency. In addition, no
appeal shall be accepted if the informa-
tion in question has been the subject of
an administrative review within the
previous two (2) years or is the subject
of pending litigation in the federal
courts.

(d) Receipt, recording, and tasking. The
Agency shall promptly record each ad-
ministrative appeal, acknowledge re-
ceipt to the requester in writing, and
thereafter effect the necessary
taskings to the Deputy Director(s) in
charge of the directorate(s) which
originated or has an interest in the
record(s) subject to the appeal. As used
herein, the term Deputy Director in-
cludes an equivalent senior official
within the DCl-area as well as a des-
ignee known as the Information Re-
view Officer for a directorate or area.

§1901.43 Determination(s) by Deputy
Director(s).

Each Deputy Director in charge of a
directorate which originated or has an
interest in any of the records subject
to the appeal, or designee, is a required
party to any appeal; other interested
parties may become involved through
the request of the Coordinator when it
is determined that some or all of the
information is also within their official
cognizance. These parties shall respond
in writing to the Coordinator with a
finding as to the exempt or non-exempt
status of the information including ci-
tations to the applicable exemption
and/or their agreement or disagree-
ment as to the requested amendment
and the reasons therefore. Each re-
sponse shall be provided expeditiously
on a ‘‘first-in, first-out” basis taking
into account the business requirements
of the parties and consistent with the
information rights of members of the
general public under the various infor-
mation review and release laws.

§1901.44 Action by appeals authority.

(a) Preparation of docket. The Coordi-
nator, acting as the Executive Sec-
retary of the Agency Release Panel,
shall place administrative appeals of
Privacy Act requests ready for adju-
dication on the agenda at the next oc-
curring meeting of that Panel. The Ex-
ecutive Secretary shall provide a sum-
mation memorandum for consideration

§1901.45

of the members; the complete record of
the request consisting of the request,
the document(s) (sanitized and full
text) at issue, and the findings of the
concerned Deputy Director(s) or des-
ignee(s).

(b) Decision by the Agency Release
Panel. The Agency Release Panel shall
meet and decide requests sitting as a
committee of the whole. Decisions are
by majority vote of those present at a
meeting and shall be based on the writ-
ten record and their deliberations; no
personal appearances shall be per-
mitted without the express permission
of the Panel.

(c) Decision by the Historical Records
Policy Board. In any cases of divided
vote by the ARP, any member of that
body is authorized to refer the request
to the CIA Historical Records Policy
Board which acts as the senior cor-
porate board for the Agency. The
record compiled (the request, the
memoranda filed by the originator and
interested parties, and the previous de-
cision(s)) as well as any memorandum
of law or policy the referent desires to
be considered, shall be certified by the
Executive Secretary of the Agency Re-
lease Panel and shall constitute the of-
ficial record of the proceedings and
must be included in any subsequent fil-
ings.

§1901.45 Notification of decision and
right of judicial review.

(@) In general. The Executive Sec-
retary of the Agency Release Panel
shall promptly prepare and commu-
nicate the decision of the Panel or
Board to the requester. With respect to
any decision to deny information or
deny amendment, that correspondence
shall state the reasons for the decision,
identify the officer responsible, and in-
clude a notice of the right to judicial
review.

(b) For amendment requests. With fur-
ther respect to any decision to deny an
amendment, that correspondence shall
also inform the requester of the right
to submit within forty-five (45) days a
statement of his or her choice which
shall be included in the official records
of the CIA. In such cases, the applica-
ble record system manager shall clear-
ly note any portion of the official
record which is disputed, append the

401



§1901.51

requester’s statement, and provide cop-
ies of the statement to previous recipi-
ents (if any are known) and to any fu-
ture recipients when and if the dis-
puted information is disseminated in
accordance with a routine use.

PROHIBITIONS

§1901.51 Limitations on disclosure.

No record which is within a system of
records shall be disclosed by any means
of communication to any individual or
to another agency, except pursuant to
a written request by, or with the prior
written consent of, the individual to
whom the record pertains, unless dis-
closure of the record would be:

(a) To those officers and employees of
this Agency which maintains the
record who have a need for the record
in the performance of their duties;

(b) Required under the Freedom of
Information Act, 5 U.S.C. 552;

(c) For a routine use as defined in
§1901.02(m), as contained in the Privacy
Act Issuances Compilation which is
published biennially in the FEDERAL
REGISTER, and as described in 8§§(a)(7)
and (e)(4)(D) of the Act;

(d) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to the provisions of U.S.C.
Title 13;

(e) To a recipient who has provided
the Agency with advance adequate
written assurance that the record will
be used solely as a statistical research
or reporting record, and the record is
to be transferred in a form that is not
individually identifiable;

(f) To the National Archives and
Records Administration as a record
which has sufficient historical or other
value to warrant its continued preser-
vation by the United States Govern-
ment, or for evaluation by the Archi-
vist of the United States or designee to
determine whether the record has such
value;

(g) To another agency or to an in-
strumentality of any governmental ju-
risdiction within or under the control
of the United States for a civil or
criminal law enforcement activity if
the activity is authorized by law, and if
the head of that agency or instrumen-
tality has made a written request to
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the CIA specifying the particular infor-
mation desired and the law enforce-
ment activity for which the record is
sought;

(h) To a person pursuant to a showing
of compelling circumstances affecting
the health or safety of an individual if
upon such disclosure notification is
transmitted to the last known address
of such individual;

(i) To either House of Congress, or, to
the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress or subcommittee of
any such joint committee;

(J) To the Comptroller General or any
of his authorized representatives in the
course of the performance of the duties
of the General Accounting Office; or

(k) To any agency, government in-
strumentality, or other person or enti-
ty pursuant to the order of a court of
competent jurisdiction of the United
States or constituent states.

§1901.52 Criminal penalties.

(a) Unauthorized disclosure. Criminal
penalties may be imposed against any
officer or employee of the CIA who, by
virtue of employment, has possession
of or access to Agency records which
contain information identifiable with
an individual, the disclosure of which
is prohibited by the Privacy Act or by
these rules, and who, knowing that dis-
closure of the specific material is so
prohibited, willfully discloses the ma-
terial in any manner to any person or
agency not entitled to receive same.

(b) Unauthorized maintenance. Crimi-
nal penalties may be imposed against
any officer or employee of the CIA who
willfully maintains a system of records
without meeting the requirements of
section (e)(4) of the Privacy Act, 5
U.S.C.552a. The Coordinator and the In-
spector General are authorized inde-
pendently to conduct such surveys and
inspect such records as necessary from
time to time to ensure that these re-
quirements are met.

(c) Unauthorized requests. Criminal
penalties may be imposed upon any
person who knowingly and willfully re-
quests or obtains any record con-
cerning an individual from the CIA
under false pretenses.
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