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(a) To those officers and employees of
this Agency which maintains the
record who have a need for the record
in the performance of their duties;

(b) Required under the Freedom of
Information Act, 5 U.S.C. 552;

(c) For a routine use as defined in
§1901.02(m), as contained in the Privacy
Act Issuances Compilation which is
published biennially in the FEDERAL
REGISTER, and as described in 8§ (a)(7)
and (e)(4)(D) of the Act;

(d) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to the provisions of U.S.C.
Title 13;

(e) To a recipient who has provided
the Agency with advance adequate
written assurance that the record will
be used solely as a statistical research
or reporting record, and the record is
to be transferred in a form that is not
individually identifiable;

(f) To the National Archives and
Records Administration as a record
which has sufficient historical or other
value to warrant its continued preser-
vation by the United States Govern-
ment, or for evaluation by the Archi-
vist of the United States or designee to
determine whether the record has such
value;

(g) To another agency or to an in-
strumentality of any governmental ju-
risdiction within or under the control
of the United States for a civil or
criminal law enforcement activity if
the activity is authorized by law, and if
the head of that agency or instrumen-
tality has made a written request to
the CIA specifying the particular infor-
mation desired and the law enforce-
ment activity for which the record is
sought;

(h) To a person pursuant to a showing
of compelling circumstances affecting
the health or safety of an individual if
upon such disclosure notification is
transmitted to the last known address
of such individual;

(i) To either House of Congress, or, to
the extent of matter within its juris-
diction, any committee or subcommit-
tee thereof, any joint committee of
Congress or subcommittee of any such
joint committee;

(J) To the Comptroller General or any
of his authorized representatives in the
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course of the performance of the duties
of the General Accounting Office; or

(k) To any agency, government in-
strumentality, or other person or en-
tity pursuant to the order of a court of
competent jurisdiction of the United
States or constituent states.

§1901.52 Criminal penalties.

(a) Unauthorized disclosure. Criminal
penalties may be imposed against any
officer or employee of the CIA who, by
virtue of employment, has possession
of or access to Agency records which
contain information identifiable with
an individual, the disclosure of which
is prohibited by the Privacy Act or by
these rules, and who, knowing that dis-
closure of the specific material is so
prohibited, willfully discloses the ma-
terial in any manner to any person or
agency not entitled to receive same.

(b) Unauthorized maintenance. Crimi-
nal penalties may be imposed against
any officer or employee of the CIA who
willfully maintains a system of records
without meeting the requirements of
section (e)(4) of the Privacy Act, 5
U.S.C.552a. The Coordinator and the In-
spector General are authorized inde-
pendently to conduct such surveys and
inspect such records as necessary from
time to time to ensure that these re-
quirements are met.

(c) Unauthorized requests. Criminal
penalties may be imposed upon any
person who knowingly and willfully re-
quests or obtains any record concern-
ing an individual from the CIA under
false pretenses.

EXEMPTIONS

§1901.61 Purpose and authority.

Purpose of exemptions. This Part sets
forth those systems of records or por-
tions of systems of records which the
Director of Central Intelligence has de-
termined to exempt from the proce-
dures established by this regulation
and from certain provisions of the Pri-
vacy Act:

(a) The purpose of the following spec-
ified general exemption of polygraph
records is to prevent access and review
of records which intimately reveal CIA
operational methods. The purpose of
the general exemption from the provi-
sions of sections (c)(3) and (e)(3) (A)-(D)
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of the Privacy Act is to avoid disclo-
sures that may adversely affect ongo-
ing operational relationships with
other intelligence and related organi-
zations and thus reveal or jeopardize
intelligence sources and methods or
risk exposure of intelligence sources
and methods in the processing of cov-
ert employment applications.

(b) The purpose of the general exemp-
tion from sections (d), (e)(4)(G), (H)(1),
and (g) of the Privacy Act is to protect
only those portions of systems of
records which if revealed would risk
exposure of intelligence sources and
methods or hamper the ability of the
CIA to effectively use information re-
ceived from other agencies or foreign
governments.

(c) It should be noted that by subject-
ing information which would consist
of, reveal, or pertain to intelligence
sources and methods to separate deter-
minations by the Director of Central
Intelligence under the provision enti-
tled ‘“‘General exemptions,” 32 CFR
1901.62 regarding access and notice, an
intent is established to apply the ex-
emption from access and notice only in
those cases where notice in itself would
constitute a revelation of intelligence
sources and methods; in all cases where
only access to information would re-
veal such source or method, notice will
be given upon request.

(d) The purpose of the general exemp-
tion for records that consist of, pertain
to, or would otherwise reveal the iden-
tities of employees who provide infor-
mation to the Office of the Inspector
General is to implement section 17 of
the CIA Act of 1949, as amended, 50
U.S.C. 403q(e)(3), and to ensure that no
action constituting a reprisal or threat
of reprisal is taken because an em-
ployee has cooperated with the Office
of Inspector General.

(e) The purpose of the specific exemp-
tions provided for under section (k) of
the Privacy Act is to exempt only
those portions of systems of records
which would consist of, reveal, or per-
tain to that information which is enu-
merated in that section of the Act.

() In each case, the Director of Cen-
tral Intelligence currently or then in
office has determined that the enumer-
ated classes of information should be
exempt in order to comply with dealing

§1901.62

with the proper classification of na-
tional defense or foreign policy infor-
mation; protect the identification of
persons who provide information to the
CIA Inspector General; protect the pri-
vacy of other persons who supplied in-
formation under an implied or express
grant of confidentiality in the case of
law enforcement or employment and
security suitability investigations (or
promotion material in the case of the
armed services); protect information
used in connection with protective
services under 18 U.S.C. 3056; protect
the efficacy of testing materials; and
protect information which is required
by statute to be maintained and used
solely as statistical records.

§1901.62 General exemptions.

(a) Pursuant to authority granted in
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from all sections
of the Act—except sections 552a(b); (c)
(1) and (2); (e) (1), (4) (A)—(F). (5), (6), (7).
(9), (10), and (11); and (i)—the following
systems of records or portions of
records in a system of record:

(1) Polygraph records.

(2) [Reserved].

(b) Pursuant to authority granted in
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from sections (c)(3)
and (e)(3) (A)-(D) of the Act all systems
of records maintained by this Agency.

(¢) Pursuant to authority granted in
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from notification
under sections (e)(4)(G) and (f)(1) those
portions of each and all systems of
records which have been exempted
from individual access under section (j)
in those cases where the Coordinator
determines after advice by the respon-
sible components that confirmation of
the existence of a record may jeopard-
ize intelligence sources and methods.
In such cases the Agency must neither
confirm nor deny the existence of the
record and will advise a requester that
there is no record which is available
pursuant to the Privacy Act of 1974.
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