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Termination shall not relieve the DIB
participant or the Government from
obligations to continue to protect
against the unauthorized use or disclo-
sure of GFI, attribution information,
contractor proprietary information,
third-party proprietary information, or
any other information exchanged under
this program, as required by law, regu-
lation, contract, or the FA.

(f) Upon termination of the FA, and/
or change of Facility Security Clear-
ance (FCL) status below Secret, GFI
must be returned to the Government or
destroyed pursuant to direction of, and
at the discretion of, the Government.

(g) Participation in these activities
does not abrogate the Government’s, or
the DIB participants’ rights or obliga-
tions regarding the handling, safe-
guarding, sharing, or reporting of in-
formation, or regarding any physical,
personnel, or other security require-
ments, as required by law, regulation,
policy, or a valid legal contractual ob-
ligation. However, participation in the
voluntary activities of the DIB CS pro-
gram does not eliminate the require-
ment for DIB participants to report
cyber incidents in accordance with
§236.4.

[80 FR 59584, Oct. 2, 2015, as amended at 81 FR
68317, Oct. 4, 2016]

§236.7 DoD’s DIB CS program require-
ments.

(a) To participate in the DIB CS pro-
gram, a contractor must be a CDC and
shall:

(1) Have an existing active FCL to at
least the Secret level granted under
the NISPOM (DoD 5220.22-M); and

(2) Execute the standardized FA with
the Government (available during the
application process), which implements
the requirements set forth in §§236.5
through 236.7, and allows the CDC to
select their level of participation in
the voluntary DIB CS program.

(3) In order for participating CDCs to
receive classified cyber threat informa-
tion electronically, they must:

(i) Have or acquire a Communication
Security (COMSEC) account in accord-
ance with the NISPOM Chapter 9, Sec-
tion 4 (DoD 5220.22-M), which provides
procedures and requirements for
COMSEC activities; and

§238.2

(ii) Have or acquire approved safe-
guarding for at least Secret informa-
tion, and continue to qualify under the
NISPOM for retention of its FCL and
approved safeguarding; and

(iii) Obtain access to DoD’s secure
voice and data transmission systems
supporting the voluntary DIB CS pro-
gram.

(b) [Reserved]

[80 FR 59584, Oct. 2, 2015, as amended at 81 FR
68317, Oct. 4, 2016]
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§238.1 Purpose.

This part establishes policy, assigns
responsibilities, and prescribes proce-
dures for DoD assistance to non-Gov-
ernment entertainment media produc-
tions such as feature motion pictures,
episodic television programs, documen-
taries, and electronic games.

§238.2 Applicability.

This part:

(a) Applies to the Office of the Sec-
retary of Defense, the Military Depart-
ments, the Office of the Chairman of
the Joint Chiefs of Staff and the Joint
Staff, the combatant commands, the
Office of the Inspector General of the
Department of Defense, the Defense
Agencies, the DoD Field Activities, and
all other organizational entities within
the Department of Defense (referred to
collectively in this part as the ‘“DoD
Components’’).

(b) Does not apply to productions
that are intended to inform the public
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