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§249.1 Purpose.

This part amplifies policy set forth in
DoD Directive 3200.12,1 assigns respon-
sibilities, prescribes procedures, and
provides guidance for consideration of
national security concerns in the dis-
semination of scientific and technical
information in the possession or under
the control of the Department of De-
fense at conferences and meetings. It
supports current policies regarding
classified meetings and requirements
for review of scientific and technical
papers; provides guidance for reviewing
and presenting papers containing ex-
port-controlled DoD technical data; es-
tablishes procedures for containing
DoD advice on independently-produced
scientific and technical papers; and
provides criteria for identifying fun-
damental research activities performed
under contract or grant that are ex-
cluded from review requirements.

§249.2 Applicability and scope.

This part applies to the Office of the
Secretary of Defense (OSD) DoD Field
Activities, the Military Departments,
the Organization of the Joint Chiefs of
Staff (0JCS), the Defense Agencies,
and the Unified and Specified Com-
mands (hereafter referred to collec-
tively as ““DoD Components’’).

§249.3 Definitions.

Contracted fundamental research. In-
cludes grants and contracts that are (a)
funded by budget Category 6.1 (‘“Re-
search’’), whether performed by univer-

1Copies may be obtained, if needed, from
the U.S. Naval Publications and Forms Cen-
ter, 5801 Tabor Avenue, Attn: Code 301, Phila-
delphia PA 19120.

§249.4

sities or industry or (b) funded by
budget Category 6.2 (‘‘Exploratory De-
velopment’’) and performed on-campus
at a university. The research shall not
be considered fundamental in those
rare and exceptional circumstances
where the 6.2-funded effort presents a
high likelihood of disclosing perform-
ance characterics of military systems
or manufacturing technologies that are
unique and critical to defense, and
where agreement on restrictions have
been recorded in the contract or grant.

DoD personnel. All civilian officers
and employees, including special Gov-
ernment employees, of all DoD Compo-
nents, and all active duty officers
(commissioned and warrant) and en-
listed members of the Army, Navy, Air
Force, and Marine Corps.

§249.4 Policy.

It is DoD policy to:

(a) Encourage the presentation of sci-
entific and technical information gen-
erated by or for the Department of De-
fense at technical meetings consistent
with United States laws and the re-
quirements of national security.

(b) Permit DoD Components to con-
duct scientific and technical con-
ferences, and to permit DoD Compo-
nent personnel to attend and partici-
pate in scientific and technical con-
ferences that are of demonstrable value
to the Department of Defense, and con-
sult with professional societies and as-
sociations in organizing meetings of
the societies and associations that are
mutually beneficial.

(c) Allow the publication and public
presentation of unclassified contracted
fundamental research results. The
mechanism for control of information
generated by DoD-funded contracted
fundamental research in science, tech-
nology, and engineering performed
under contract or grant at colleges,
universities, and non-government lab-
oratories is security classification. No
other type of control is authorized un-
less required by law.

(d) Release information at meetings
in a manner consistent with statutory
and regulatory requirements for pro-
tecting the information. Such require-
ments include, but are not limited to,
protection of classified, unclassified ex-
port-controlled, proprietary, privacy,

537



§2495

and foreign government provided infor-
mation.

(e) Provide timely review of DoD em-
ployee and contractor papers intended
for presentation at scientific and tech-
nical conferences and meetings, and if
warranted and authorized by contract
in the case of contractor employees,
prescribe limitations on these presen-
tations. Dissemination restrictions
shall be used only when appropriate au-
thority exists.

(f) Assist DoD contractors and, when
practical, others in determining the
sensitivity of or the applicability of ex-
port controls to technical data pro-
posed for public disclosure.

(g) Approve release of classified or
controlled unclassified DoD informa-
tion to foreign representatives when
such release promotes mutual security
or advances the interests of an inter-
national military agreement or under-
standing in accordance with foreign
disclosure policies of the Department
of Defense. Presentation of such infor-
mation at technical meetings attended
by foreign representatives is appro-
priate when the release is made under
the terms of existing security arrange-
ments and when the Department of De-
fense and receiving government have
established an understanding or agree-
ment in that specific scientific or tech-
nical area.

(h) Refrain from interfering with the
planning and organizing of meetings
sponsored and conducted by non-gov-
ernment organizations. The type and
level of DoD participation in such
meetings will be determined taking ac-
count of such factors as benefit to the
Department of Defense and how the
meetings are being conducted.

§249.5 Procedures.

(a) General. Conferences organized by
DoD Components, DoD contractors,
scientific and engineering societies,
and/or professional associations, among
others, can enhance the value of re-
search and development sponsored by
the Federal Government, and in such
cases require full cooperation of all in-
volved parties to obtain maximum ben-
efits. Every effort should be made to
develop presentations that are appro-
priate for delivery to the widest appro-
priate audience consistent with the in-
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terests of national security. In general,
national security concerns related to
the disclosure of DoD scientific and
technical information at meetings are
influenced by two mutually dependent
factors; i.e. the sensitivity of the mate-
rial to be presented, and the identity of
proposed recipients of the material.
These considerations and their impact
on proposed meetings can be evaluated
only through consultation among au-
thors, conference organizers, and offi-
cials responsible for authorizing re-
lease of DoD information. The purpose
of this consultation is to ascertain
which combination of factors will sup-
port the most productive exchange of
information consistent with U.S. laws
and the requirements of national secu-
rity. Interaction among concerned par-
ties should commence at least six
months before the meeting date.

(b) Information to be presented. Possi-
bilities range from completely unclas-
sified/unlimited through classified in-
formation. Other considerations having
an impact on meeting organization in-
clude, but are not limited to, propri-
etary data, export-controlled data, Pri-
vacy Act information, and foreign gov-
ernment-provided data.

(1) Classified information may be
presented only at meetings organized
in accordance with DoD Directive
5200.12.2

(2) Unclassified export-controlled
DoD technical data may be presented
only in sessions where recipients are
eligible to receive such data as estab-
lished by 32 CFR part 250.

(3) Presentation of proprietary infor-
mation, privacy data, and foreign gov-
ernment-provided data requires ap-
proval of the party controlling that in-
formation.

(c) Location of meetings and access con-
trols. To a large degree location of and
access to meetings are dependent on
the type of material to be presented.

(1) Papers which have been cleared
for public release may be presented at
any location and before any audience.

(2) Criteria established by 32 CFR
part 250 for releasing unclassified docu-
ments containing unclassified export-
controlled DoD technical data also are
applicable to presentations containing

2See footnote 1 to §249.1.
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