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8 See footnote 1 to § 286.1(a).

FOUO and other controlled, unclassi-
fied information may be found in DoD
5200.1–R.

(b) Prior FOUO application. The prior
application of FOUO markings is not a
conclusive basis for withholding a
record that is requested under the
FOIA. When such a record is requested,
the information in it shall be evaluated
to determine whether, under current
circumstances, FOIA exemptions apply
in withholding the record or portions
of it. If any exemptions apply, the
record may nonetheless be released as
a discretionary matter when it is de-
termined that no governmental inter-
est will be jeopardized by its release.

(c) Historical papers. Records such as
notes, working papers, and drafts re-
tained as historical evidence of DoD
Component actions enjoy no special
status apart from the exemptions
under the FOIA.

(d) Time to mark records. The marking
of records at the time of their creation
provides notice of FOUO content and
facilitates review when a record is re-
quested under the FOIA. Records re-
quested under the FOIA that do not
bear such markings shall not be as-
sumed to be releasable without exam-
ination for the presence of information
that requires continued protection and
qualifies as exempt from public release.

(e) Distribution statement. Information
in a technical document that requires a
distribution statement pursuant to
DoD Directive 5230.24 8 shall bear that
statement and may be marked FOUO,
as appropriate.

§ 286.16 Markings.
Location of markings:
(a) An unclassified document con-

taining FOUO information shall be
marked ‘‘For Official Use Only’’ at the
bottom on the outside of the front
cover (if any), on each page containing
FOUO information, and on the outside
of the back cover (if any).

(b) Within a classified document, an
individual page that contains both
FOUO and classified information shall
be marked at the top and bottom with
the highest security classification of
information appearing on the page. In-
dividual paragraphs shall be marked at

the appropriate classification level, as
well as unclassified or FOUO, as appro-
priate.

(c) Within a classified document, an
individual page that contains FOUO in-
formation but no classified informa-
tion shall be marked ‘‘For Official Use
Only’’ at the top and bottom of the
page.

(d) Other records, such as photo-
graphs, films, tapes, or slides, shall be
marked ‘‘For Official Use Only’’ or
‘‘FOUO’’ in a manner that ensures that
a recipient or viewer is aware of the
status of the information therein.

(e) FOUO material transmitted out-
side the Department of Defense re-
quires application of an expanded
marking to explain the significance of
the FOUO marking. This may be ac-
complished by typing or stamping the
following statement on the record prior
to transfer.

This document contains information EX-
EMPT FROM MANDATORY DISCLOSURE
under the FOIA. Exemption(s) . . . . . ap-
plies/apply.

§ 286.17 Dissemination and trans-
mission.

(a) Release and transmission proce-
dures. Until FOUO status is termi-
nated, the release and transmission in-
structions that follow apply:

(1) FOUO information may be dis-
seminated within DoD Components and
between officials of DoD Components
and DoD contractors, consultants, and
grantees to conduct official business
for the Department of Defense. Recipi-
ents shall be made aware of the status
of such information, and transmission
shall be by means that preclude unau-
thorized public disclosure. Transmittal
documents shall call attention to the
presence of FOUO attachments.

(2) DoD holders of FOUO information
are authorized to convey such informa-
tion to officials in other Departments
and Agencies of the Executive and Ju-
dicial Branches to fulfill a government
function, except to the extent prohib-
ited by the Privacy Act. Records thus
transmitted shall be marked ‘‘For Offi-
cial Use Only,’’ and the recipient shall
be advised that the information may
qualify for exemption from public dis-
closure, pursuant to the FOIA, and
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