§292.7

(f) Exemption (b)(6). Information in
personnel and medical files, as well as
similar personal information in other
files, that, if disclosed to the requester,
would result in a clearly unwarranted
invasion of personal privacy. Release of
information about an individual con-
tained in a Privacy Act system of
records that would constitute a clearly
unwarranted invasion of privacy is pro-
hibited, and could subject the releaser
to civil and criminal penalties.

(g) Exemption (b)(7). Records or infor-
mation compiled for the purpose of en-
forcing civil, criminal, or military law,
including the implementation of Exec-
utive Orders or regulations issued pur-
suant to law, but only to the extent
that the production of such law en-
forcement records or information

(1) Could reasonably be expected to
interfere  with enforcement  pro-
ceedings.

(2) Would deprive a person of a right
to a fair trial or an impartial adjudica-
tion.

(3) Could constitute an unwarranted
invasion of the personal privacy of oth-
ers (also see DoD 5400.7-R, paragraph 3-
200, Number 7 a. 3. (a)-(c)).

(4) Could disclose the identity of a
confidential source.

(5) Would disclose investigative tech-
niques and procedures, or

(6) Could endanger the life or phys-
ical safety of law enforcement per-
sonnel. This exemption may be invoked
to prevent disclosure of documents not
originally created for, but later gath-
ered for, law enforcement purposes.

§292.7 Filing an appeal for refusal to
make records available.

(a) A requester may appeal an initial
decision to withhold a record. Further,
if a requester determines a ‘‘no record”’
response in answer to a request to be
adverse, this determination may also
be appealed. Appeals should be ad-
dressed to: Defense Intelligence Agen-
cy, ATTN: DSP-1A (FOIlA), Wash-
ington, DC 20340-3299.

(b) The requester shall be advised
that the appellate authority must re-
ceive an appeal no later than 60 cal-
endar days after the date of the initial
denial letter.

(c) Final determination on appeals
normally will be made within 20 work-
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ing days of receipt of the appeal at the
above address. If additional time is
needed to decide the appeal because of
unusual circumstances, the final deter-
mination may be delayed for the num-
ber of working days, not to exceed 10,
which were not utilized as additional
time for responding to the initial re-
quest. Appeals shall be processed in
order of receipt. However, this does not
preclude DIA from completing action
on an appeal request which can easily
be answered, regardless of its ranking
within the order of receipt. DIA may
expedite action on an appeal request
regardless of its ranking within the
order of receipt upon a showing of ex-
ceptional need or urgency. Exceptional
need or urgency is determined at the
discretion of DIA.

(d) When an appeal is denied, the re-
quester will be apprised of the fol-
lowing:

(1) The basis for the refusal shall be
explained to the requester, in writing,
identifying the applicable statutory ex-
emption or exemptions invoked under
provisions of this part.

(2) When the final refusal is based in
whole or in part on a security classi-
fication, the explanation shall include
a determination that the record meets
the criteria and rationale of the gov-
erning Executive Order, and that this
determination is based on a declas-
sification review.

(3) The final denial shall include the
name and title or position of the offi-
cial responsible for the denial.

(4) The response shall advise the re-
quester with regard to denied informa-
tion whether or not any reasonably
segregable portions were found.

(5) The response shall advise the re-
quester of the right to judicial review.

§292.8 Responsibilities.

When a request for information or
records is received, the following will
apply:

(a) DSP-1A. (1) Receives requests and
assigns tasking.

(2) Maintains appropriate suspenses
and authorizes all extensions of re-
sponse time.

(3) Acts as the responsible operating
office for all Agency actions related to
the FOIA.
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