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Privacy Program policies and proce-
dures.

(3) Notify promptly the system man-
ager whenever there are changes to
processing equipment, hardware or
software, and the data base that may
require the submission of an amended
system notice for any system of
records.

(i) DoD employees shall:
(1) Not disclosure any personal infor-

mation contained in any system of
records except as authorized in this
part.

(2) Not maintain any official files
which are retrievable by name or other
personal identifier without first ensur-
ing that a notice for the system has
been published in the FEDERAL REG-
ISTER.

(3) Report any disclosures of personal
information from a system of records
or the maintenance of any system of
records that are not authorized by this
part to the appropriate Privacy Act of-
ficials for his or her action.

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57800, Nov. 14, 1991]

Subpart B—Systems of Records
§ 310.10 General.

(a) System of records. To be subject to
the provisions of this part a ‘‘system of
records’’ must:

(1) Consist of ‘‘records’’ (as defined in
§ 310.3(n)) that are retrieved by the
name of an individual or some other
personal identifier, and

(2) Be under the control of a DoD
Component.

(b) Retrieval practices. (1) Records in a
group of records that may be retrieved
by a name or personal identifier are
not covered by this part even if the
records contain personal data and are
under control of a DoD Component.
The records must be, in fact, retrieved
by name or other personal identifier to
become a system of records for the pur-
pose of this part.

(2) If files that are not retrieved by
name or personal identifier are rear-
ranged in such manner that they are
retrieved by name or personal identi-
fier, a new systems notice must be sub-
mitted in accordance with §310.63(c) of
subpart G.

(3) If records in a system of records
are rearranged so that retrieval is no
longer by name or other personal iden-
tifier, the records are no longer subject
to this part and the system notice for
the records shall be deleted in accord-
ance with § 310.64(c) of subpart G.

(c) Relevance and necessity. Retain in
a system of records only that personal
information which is relevant and nec-
essary to accomplish a purpose re-
quired by a federal statute or an Exec-
utive Order.

(d) Authority to establish systems of
records. Identify the specific statute or
the Executive Order that authorize
maintaining personal information in
each system of records. The existance
of a statute or Executive order man-
dating the maintenance of a system of
records does not abrogate the responsi-
bility to ensure that the information in
the system of records is relevant and
necessary.

(e) Exercise of First Amendment rights.
(1) Do not maintain any records de-
scribing how an individual exercises his
or her rights guaranteed by the First
Amendment of the U.S. Constitution
except when:

(i) Expressly authorized by federal
statute;

(ii) Expressly authorized by the indi-
vidual; or

(iii) Maintenance of the information
is pertinent to and within the scope of
an authorized law enforcement activ-
ity.

(2) First Amendment rights include,
but are not limited to, freedom of reli-
gion, freedom of political beliefs, free-
dom of speech, freedom of the press,
the right to assemble, and the right to
petition.

(f) System manager’s evaluation. (1)
Evaluate the information to be in-
cluded in each new system before es-
tablishing the system and evaluate pe-
riodically the information contained in
each existing system of records for rel-
evancy and necessity. Such a review
shall also occur when a system notice
amendment or alteration is prepared
(see §§ 310.63 and 310.64 of subpart G).

(2) Consider the following:
(i) The relationship of each item of

information retained and collected to
the purpose for which the system is
maintained;
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(ii) The specific impact on the pur-
pose or mission of not collecting each
category of information contained in
the system;

(iii) The possibility of meeting the
information requirements through use
of information not individually identi-
fiable or through other techniques,
such as sampling;

(iv) The length of time each item of
personal information must be retained;

(v) The cost of maintaining the infor-
mation; and

(vi) The necessity and relevancy of
the information to the purpose for
which it was collected.

(g) Discontinued information require-
ments. (1) Stop collecting immediately
any category or item of personal infor-
mation from which retention is no
longer justified. Also excise this infor-
mation from existing records, when
feasible.

(2) Do not destroy any records that
must be retained in accordance with
disposal authorizations established
under 44 U.S.C. 303a, ‘‘Examination by
the Administrator of General Services
of Lists and Schedules of Records
Lacking Preservation Value, Disposal
of Records.’’

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, and amended at 56 FR
57800, Nov. 14, 1991]

§ 310.11 Standards of accuracy.
(a) Accuracy of information main-

tained. Maintain all personal informa-
tion that is used or may be used to
make any determination about an indi-
vidual with such accuracy, relevance,
timeliness, and completeness as is rea-
sonably necessary to ensure fairness to
the individual in making any such de-
termination.

(b) Accuracy determination before dis-
semination. Before disseminating any
personal information from a system of
records to any person outside the De-
partment of Defense, other than a fed-
eral agency, make reasonable efforts to
ensure that the information to be dis-
closed is accurate, relevant, timely,
and complete for the purpose it is being
maintained (see also § 310.30(d), subpart
D and § 310.40(d), subpart E).

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, and amended at 56 FR
57800, Nov. 14, 1991]

§ 310.12 Government contractors.
(a) Applicability to government contrac-

tors. (1) When a DoD Component con-
tracts for the operation or mainte-
nance of a system of records or a por-
tion of a system of records by a con-
tractor, the record system or the por-
tion of the record system affected are
considered to be maintained by the
DoD Component and are subject to this
part. The Component is responsible for
applying the requirements of this part
to the contractor. The contractor and
its employees are to be considered em-
ployees of the DoD Component for pur-
poses of the sanction provisions of the
Privacy Act during the performance of
the contract. Consistent with the De-
fense Acquisition Regulation (DAR),
§ 1.327, ‘‘Protection of Individual Pri-
vacy’’ contracts requiring the mainte-
nance of a system of records or the por-
tion of a system of records shall iden-
tify specifically the record system and
the work to be performed and shall in-
clude in the solicitation and resulting
contract such terms as are prescribed
by the DAR.

(2) If the contractor must use or have
access to individually identifiable in-
formation subject to this part to per-
form any part of a contract, and the in-
formation would have been collected
and maintained by the DoD Component
but for the award of the contract, these
contractor activities are subject to this
Regulation.

(3) The restriction in paragraphs (a)
(1) and (2) of § 310.12 do not apply to
records:

(i) Established and maintained to as-
sist in making internal contractor
management decisions, such as records
maintained by the contractor for use in
managing the contract;

(ii) Maintained as internal contractor
employee records even when used in
conjunction with providing goods and
services to the Department of Defense;
or

(iii) Maintained as training records
by an educational organization con-
tracted by a DoD Component to pro-
vide training when the records of the
contract students are similar to and
comingled with training records of
other students (for example, admission
forms, transcripts, academic counsel-
ling and similar records);
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