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(1) Verification of information
through third party sources for secu-
rity or employment suitability deter-
minations;

(2) Seeking third party opinions such
as supervisory comments as to job
knowledge, duty performance, or other
opinion-type evaluations;

(3) When obtaining the needed infor-
mation directly from the individual is
exceptionally difficult or may result in
unreasonable costs; or

(4) Contacting a third party at the re-
quest of the individual to furnish cer-
tain information such as exact periods
of employment, termination dates,
copies of records, or similar informa-
tion.

(d) Privacy Act Statements. (1) When
an individual is requested to furnish
personal information about himself or
herself for inclusion in a system of
records, a Privacy Act Statement is re-
quired regardless of the medium used
to collect the information (forms, per-
sonal interviews, stylized formats, tele-
phonic interviews, or other methods).
The Privacy Act Statement consists of
the elements set forth in paragraph
(d)(2) of this section. The statement en-
ables the individual to make an in-
formed decision whether to provide the
information requested. If the personal
information solicited is not to be
incoporated into a system of records,
the statement need not be given. How-
ever, personal information obtained
without a Privacy Act Statement shall
not be incorporated into any system of
records. When soliciting SSNs for any
purpose, see paragraph (b)(2) of this
section.

(2) The Privacy Act Statement shall
include:

(i) The specific federal statute or Ex-
ecutive Order that authorizes collec-
tion of the requested information (see
paragraph (d) of §310.10).

(i) The principal purpose or purposes
for which the information is to be used;

(iii) The routine uses that will be
made of the information (see §310.41(e),
subpart E);

(iv) Whether providing the informa-
tion is voluntary or mandatory (see
paragraph (e) of this section); and

(v) The effects on the individual if he
or she chooses not to provide the re-
quested information.

§310.21

(3) The Privacy Act Statement shall
be concise, current, and easily under-
stood.

(4) The Privacy Act statement may
appear as a public notice (sign or post-
er), conspicuously displayed in the area
where the information is collected,
such as at check-cashing facilities or
identification photograph facilities.

(5) The individual normally is not re-
quired to sign the Privacy Act State-
ment.

(6) Provide the individual a written
copy of the Privacy Act Statement
upon request. This must be done re-
gardless of the method chosen to fur-
nish the initial advisement.

(e) Mandatory as opposed to voluntary
disclosures. Include in the Privacy Act
Statement specifically whether fur-
nishing the requested personal data is
mandatory or voluntary. A require-
ment to furnish personal data is man-
datory only when a federal statute, Ex-
ecutive Order, regulation, or other law-
ful order specifically imposes a duty on
the individual to provide the informa-
tion sought, and the individual is sub-
ject to a penalty if he or she fails to
provide the requested information. If
providing the information is only a
condition of or prerequisite to granting
a benefit or privilege and the individ-
ual has the option of requesting the
benefit or privilege, providing the in-
formation is always voluntary. How-
ever, the loss or denial of the privilege,
benefit, or entitlement sought may be
listed as a consequence of not furnish-
ing the requested information.

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57800, Nov. 14, 1991]

§310.21 Forms.

(@) DoD forms. (1) DoD Directive
5000.21, ““Forms Management Program’’
provides guidance for preparing Pri-
vacy Act Statements for use with
forms (see also paragraph (b)(1) of this
section).

(2) When forms are used to collect
personal information, the Privacy Act
Statement shall appear as follows (list-
ed in the order of preference):

(i) In the body of the form, preferably
just below the title so that the reader
will be advised of the contents of the
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statement before he or she begins to
complete the form;

(ii) On the reverse side of the form
with an appropriate annotation under
the title giving its location;

(iii) On a tear-off sheet attached to
the form; or

(iv) As a separate supplement to the
form.

(b) Forms issued by non-DoD activities.
(1) Forms subject to the Privacy Act
issued by other federal agencies have a
Privacy Act Statement attached or in-
cluded. Always ensure that the state-
ment prepared by the originating agen-
cy is adequate for the purpose for
which the form will be used by the DoD
activity. If the Privacy Act Statement
provided is inadequate, the DoD Com-
ponent concerned shall prepare a new
statement or a supplement to the ex-
isting statement before using the form.

(2) Forms issued by agencies not sub-
ject to the Privacy Act (state, munici-
pal, and other local agencies) do not
contain Privacy Act Statements. Be-
fore using a form prepared by such
agencies to collect personal data sub-
ject to this part, an appropriate Pri-
vacy Act Statement must be added.

Subpart D—Access by Individuals

§310.30 Individual access to personal
information.

(a) Individual access. (1) The access
provisions of this part are intended for
use by individuals about whom records
are maintained in systems of records.
Release of personal information to in-
dividuals under this part is not consid-
ered public release of information.

(2) Make available to the individual
to whom the record pertains all of the
personal information that can be re-
leased consistent with DoD responsibil-
ities.

(b) Individual requests for access. Indi-
viduals shall address requests for ac-
cess to personal information in a sys-
tem of records to the system manager
or to the office designated in the DoD
Component rules or the system notice.

(c) Verification of identity. (1) Before
granting access to personal data, an in-
dividual may be required to provide
reasonable verification of his or her
identity.
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(2) Identity verification procedures
shall not:

(i) Be so complicated as to discourage
unnecessarily individuals from seeking
access to information about them-
selves; or

(ii) Be required of an individual seek-
ing access to records which normally
would be available under the “DoD
Freedom of Information Act Program”
(32 CFR part 286).

(3) Normally, when individuals seek
personal access to records pertaining
to themselves, identification is made
from documents that normally are
readily available, such as employee and
military identification cards, driver’s
license, other licenses, permits or
passes used for routine identification
purposes.

(4) When access is requested by mail,
identity verification may consist of the
individual providing certain minimum
identifying data, such as full name,
date and place of birth, or such other
personal information necessary to lo-
cate the record sought. If the informa-
tion sought is of a sensitive nature, ad-
ditional identifying data may be re-
quired. If notarization of requests is re-
quired, procedures shall be established
for an alternate method of verification
for individuals who do not have access
to notary services, such as military
members overseas.

(5) If an individual wishes to be ac-
companied by a third party when seek-
ing access to his or her records or to
have the records released directly to a
third party, the individual may be re-
quired to furnish a signed access au-
thorization granting the third party
access.

(6) An individual shall not be refused
access to his or her record solely be-
cause he or she refuses to divulge his or
her SSN unless the SSN is the only
method by which retrieval can be
made. (See §310.20(b)).

(7) The individual is not required to
explain or justify his or her need for
access to any record under this part.

(8) Only a denial authority may deny
access and the denial must be in writ-
ing and contain the information re-
quired by paragraph (b) of §310.31.

(d) Granting individual access to
records. (1) Grant the individual access
to the original record or an exact copy
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