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(5 U.S.C. 552). These are processed in
accordance with ““DoD Freedom of In-
formation Act Program’ (32 CFR part
286).

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57800, Nov. 14, 1991]

§310.3 Definitions.

Access. The review of a record or a
copy of a record or parts thereof in a
system of records by any individual.

Agency. For the purposes of dis-
closing records subject to the Privacy
Act among DoD Components, the De-
partment of Defense is considered a
single agency. For all other purposes to
include applications for access and
amendment, denial of access or amend-
ment, appeals from denials, and record
keeping as regards release to non-DoD
agencies; each DoD Component is con-
sidered an agency within the meaning
of the Privacy Act.

Confidential source. A person or orga-
nization who has furnished information
to the federal government under an ex-
press promise that the person’s or the
organization’s identity will be held in
confidence or under an implied promise
of such confidentialness if this implied
promise was made before September 27,
1975.

Disclosure. The transfer of any per-
sonal information from a system of
records by any means of communica-
tion (such as oral, written, electronic,
mechanical, or actual review) to any
person, private entity, or government
agency, other than the subject of the
record, the subject’s designated agent
or the subject’s legal guardian.

Individual. A living citizen of the
United States or an alien lawfully ad-
mitted to the United States for perma-
nent residence. The legal guardian of
an individual has the same rights as
the individual and may act on his or
her behalf. All members of U.S. Armed
Forces are considered individuals for
Privacy Act purposes. No rights are
vested in the representative of a dead
person under this part and the term
“individual” does not embrace an indi-
vidual acting in an interpersonal ca-
pacity, for example, sole proprietorship
or partnership.

Individual access. Access to informa-
tion pertaining to the individual by the
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individual or his designated agent or
legal guardian.

Law enforcement activity. Any activity
engaged in the enforcement of criminal
laws, including efforts to prevent, con-
trol, or reduce crime or to apprehend
criminals, and the activities of pros-
ecutors, courts, correctional, proba-
tion, pardon, or parole authorities.

Maintain. Includes maintain, collect,
use or disseminate.

Official use. Within the context of
this part, this term is used when offi-
cials and employees of a DoD Compo-
nent have a demonstrated need for the
use of any record or the information
contained therein in the performance
of their official duties, subject to the
“DoD Information Security Program
Regulation’: (32 CFR part 159).

Personal information. Information
about an individual that is intimate or
private to the individual, as distin-
guished from information related sole-
ly to the individual’s official functions
or public life.

Privacy Act. The Privacy Act of 1974,
as amended (5 U.S.C. 552a).

Privacy Act request. A request from an
individual for notification as to the ex-
istence of, access to, or amendment of
records pertaining to that individual.
These records must be maintained in a
system of records.

Member of the public. Any individual
or party acting in a private capacity to
include federal employees or military
personnel.

Record. Any item, collection, or
grouping of information about an indi-
vidual that is maintained by an agen-
cy, including, but not limited to, the
individual’s education, financial trans-
actions, medical history, and criminal
or employment history and that con-
tains the individual’'s name, or the
identifying number, symbol, or other
identifying particular assigned to the
individual, such as a finger or voice
print or a photograph.

Risk assessment. An analysis consid-
ering information sensitivity,
vulnerabilities, and the cost to a com-
puter facility or word processing activ-
ity in safeguarding personal informa-
tion processed or stored in the facility
or activity.
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Routine use. The disclosure of a
record outside the Department of De-
fense for a use that is compatible with
the purpose for which the information
was collected and maintained by the
Department of Defense. The routine
use must be included in the published
system notice for the system of records
involved.

Statistical record. A record maintained
only for statistical research or report-
ing purposes and not used in whole or
in part in making determinations
about specific individuals.

System of records. A group of records
under the control of a DoD Component
from which information is retrieved by
the individual’s name or by some iden-
tifying number, symbol, or other iden-
tifying particular assigned to the indi-
vidual. System notices for all Privacy
Act systems of records must be pub-
lished in the FEDERAL REGISTER.

Word processing system. A combina-
tion of equipment employing auto-
mated technology, systematic proce-
dures, and trained personnel for the
primary purpose of manipulating
human thoughts and verbal or written
or graphic presentations intended to
communicate verbally or visually with
another individual.

Word processing equipment. Any com-
bination of electronic hardware and
computer software integrated in a vari-
ety of forms (firmware, programable
software, handwiring, or similar equip-
ment) that permits the processing of
textual data. Generally, the equipment
contains a device to receive informa-
tion, a computer-like processor with
various capabilities to manipulate the
information, a storage medium, and an
output device.

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 62 FR
26389, May 14, 1997]

§310.4 Policy.

(a) General policy. It is the policy of
the Department of Defense to safe-
guard personal information contained
in any system of records maintained by
DoD Components and to make that in-
formation available to the individual
to whom it pertains to the maximum
extent practicable.

(b) Permit individual access and amend-
ment. Individuals are permitted:
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(1) To determine what records per-
taining to them are being collected,
maintained, used, or disseminated.

(2) To gain access to the information
pertaining to them maintained in any
system of records, and to correct or
amend that information.

(3) To obtain an accounting of all dis-
closures of the information pertaining
to them except when disclosures are
made to:

(i) DoD personnel in the course of
their official duties;

(if) Under the ““DoD Freedom of In-
formation Act Program” (32 CFR part
286);

(iii) To another agency or to an in-
strumentality of any governmental ju-
risdiction within or under control of
the United States for civil or criminal
law enforcement activity if the activ-
ity is authorized by law, and if the
head of the agency or instrumentality
has made a written request to the DoD
activity which maintains the record
specifying the particular portion de-
sired and the law enforcement activity
for which the record is sought.

(4) To appeal any refusal to grant ac-
cess to or amend any record pertaining
to them, and to file a statement of dis-
agreement with the record in the event
amendment is refused.

(c) Limit collection, maintenance, use,
and dissemination of personal informa-
tion. DoD Components are required:

(1) To collect, maintain, use, and dis-
seminate personal information only
when it is relevant and necessary to
achieve a purpose required by statute
or Executive Order.

(2) To collect personal information
directly from the individual to whom it
pertains to the greatest extent prac-
tical.

(3) To inform individuals who are
asked to supply personal information
for inclusion in any system of records:

(i) The authority for the solicitation;

(ii) Whether furnishing the informa-
tion is mandatory or voluntary;

(iii) The intended uses of the infor-
mation;

(iv) The routine disclosures of the in-
formation that may be made outside
the Department of Defense; and

(v) The effect on the individual of not
providing all or any part of the re-
quested information.
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