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(3) Cite the regulation and CFR sec-
tion containing the exemption rule for
the system. (For example, ‘‘Parts of
this record system may be exempt
under Title 5 U.S. Code, 552a(k)(2) and
(5), as applicable. See exemption rules
contained in Army Regulation 340–21
(32 CFR part 505).’’)

(q) Maintaining the master DoD system
notice registry. (1) The Defense Privacy
Office, ODASD(A) maintains a master
registry of all DoD record systems no-
tices.

(2) Coordinate with the Defense Pri-
vacy Office, ODASD(A) to ensure that
all new systems are added to the mas-
ter registry and all amendments and
alterations are incorporated into the
master registry.

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57800, Nov. 14, 1991]

§ 310.63 New and altered record sys-
tems.

(a) Criteria for a new record system. (1)
A new system of records is one for
which there has been no system notice
published in the FEDERAL REGISTER.

(2) If a notice for a system of records
has been canceled or deleted before re-
instating or reusing the system, a new
system notice must be published in the
FEDERAL REGISTER.

(b) Criteria for an altered record system.
A system is considered altered when-
ever one of the following actions occurs
or is proposed:

(1) A significant increase or change
in the number or type of individuals
about whom records are maintained.

(i) Only changes that alter signifi-
cantly the character and purpose of the
record system are considered alter-
ations.

(ii) Increases in numbers of individ-
uals due to normal growth are not con-
sidered alterations unless they truly
alter the character and purpose of the
system;

(iii) Increases that change signifi-
cantly the scope of population covered
(for example, expansion of a system of
records covering a single command’s
enlisted personnel to include all of the
Component’s enlisted personnel would
be considered an alteration).

(iv) A reduction in the number of in-
dividuals covered is not an alteration,

but only an amendment (see paragraph
(a) of § 310.64 of this subpart).

(v) All changes that add new cat-
egories of individuals to system cov-
erage require a change to the ‘‘Cat-
egories of individuals covered by the
system’’ caption of the notice
(§ 310.62(e)) and may require changes to
the ‘‘Purpose(s)’’ caption (§ 310.62(h)).

(2) An expansion in the types or cat-
egories of information maintained.

(i) The addition of any new category
of records not described under the
‘‘Categories of Records in System’’ cap-
tion is considered an alteration.

(ii) Adding a new data element which
is clearly within the scope of the cat-
egories of records described in the ex-
isting notice is an amendment (see
§ 310.64(a) of this subpart).

(iii) All changes under this criterion
require a change to the ‘‘Categories of
Records in System’’ caption of the no-
tice (see § 310.62(f) of this subpart).

(3) An alteration in the manner in
which the records are organized or the
manner in which the records are in-
dexed and retrieved.

(i) The change must alter the nature
of use or scope of the records involved
(for example, combining records sys-
tems in a reorganization).

(ii) Any change under this criteria re-
quires a change in the ‘‘Retrievability’’
caption of the system notice (see
§ 310.62(j)(2) of this subpart).

(iii) If the records are no longer re-
trieved by name or personal identifier
cancel the system notice (see § 310.10(a)
of subpart B).

(4) A change in the purpose for which
the information in the system is used.

(i) The new purpose must not be com-
patible with the existing purposes for
which the system is maintained or a
use that would not reasonably be ex-
pected to be an alteration.

(ii) If the use is compatible and rea-
sonably expected, there is no change in
purpose and no alteration occurs.

(iii) Any change under this criterion
requires a change in the ‘‘Purpose(s)’’
caption (see § 310.62(h) of this subpart)
and may require a change in the ‘‘Au-
thority for maintenance of the system’’
caption (see § 310.62(g) of this subpart).

VerDate 18<JUN>99 07:57 Aug 13, 1999 Jkt 183118 PO 00000 Frm 00797 Fmt 8010 Sfmt 8010 Y:\SGML\183118T.XXX pfrm07 PsN: 183118T



798

32 CFR Ch. I (7–1–99 Edition) § 310.63

(5) Changes that alter the computer
environment (such as changes to equip-
ment configuration, software, or proce-
dures) so as to create the potential for
greater or easier access.

(i) Increasing the number of offices
with direct access is an alteration.

(ii) Software releases, such as oper-
ating systems and system utilities that
provide for easier access are considered
alterations.

(iii) The addition of an on-line capa-
bility to a previously batch-oriented
system is an alteration.

(iv) The addition of peripheral de-
vices such as tape devices, disk devices,
card readers, printers, and similar de-
vices to an existing ADP system con-
stitute an amendment if system secu-
rity is preserved (see paragraph (a) of
§ 310.64 of this subpart).

(v) Changes to existing equipment
configuration with on-line capability
need not be considered alterations to
the system if:

(A) The change does not alter the
present security posture; or

(B) The addition of terminals does
not extend the capacity of the current
operating system and existing security
is preserved;

(vi) The connecting of two or more
formerly independent automated sys-
tems or networks together creating a
potential for greater access is an alter-
ation.

(vii) Any change under this caption
requires a change to the ‘‘Storage’’
caption element of the systems notice
(see § 310.62(j)(1) of this subpart).

(c) Reports of new and altered systems.
(1) Submit a report of a new or altered
system to the Defense Privacy Office
before collecting information for or
using a new system or altering an ex-
isting system (see appendix F and para-
graph (d) of this section).

(2) The Defense Privacy Office,
ODASD(A) coordinates all reports of
new and altered systems with the Of-
fice of the Assistant Secretary of De-
fense (Legislative Affairs) and the Of-
fice of the General Counsel, Depart-
ment of Defense.

(3) The Defense Privacy Office pre-
pares for the DASD(A)’s approval and
signature the transmittal letters sent
to OMB and Congress (see paragraph (e)
of this section).

(d) Time restrictions on the operation of
a new or altered system. (1) All time pe-
riods begin from the date the DASD(A)
signs the transmittal letters (see para-
graph (c)(3) of this section). The spe-
cific time limits are:

(i) 60 days must elapse before data
collection forms or formal instructions
pertaining to the system may be
issued.

(ii) 60 days must elapse before the
system may become operational; (that
is, collecting, maintaining, using, or
disseminating records from the system)
(see also § 310.60(f) of this subpart).

(iii) 60 days must elapse before any
public issuance of a Request for Pro-
posal or Invitation to Bid for a new
ADP or telecommunication system.

NOTE: Requests for delegation of procure-
ment authority may be submitted to the
General Services Administration during the
60 days’ waiting period, but these shall in-
clude language that the Privacy Act report-
ing criteria have been reviewed and that a
system report is required for such procure-
ment.

(iv) Normally 30 days must elapse be-
fore publication in the FEDERAL REG-
ISTER of the notice of a new or altered
system (see § 310.60(f) of this subpart)
and the preamble to the FEDERAL REG-
ISTER notice must reflect the date the
transmittal letters to OMB and Con-
gress were signed by DASD(A).

(2) Do not operate a system of
records until the waiting periods have
expired (see § 310.103 of subpart K).

(e) Outside review of new and altered
systems reports. If no objections are re-
ceived within 30 days of a submission
to the President of the Senate, Speaker
of the House of Representatives, and
the Director, OMB, of a new or altered
system report it is presumed that the
new or altered systems have been ap-
proved as submitted.

(f) Exemptions for new systems. See
§ 310.60(e) of this subpart for the proce-
dures to follow in submitting exemp-
tion rules for a new system of records.

(g) Waiver of time restrictions. (1) The
OMB may authorize a federal agency to
begin operation of a system of records
before the expiration of time limits set
forth in § 310.63(d) of this subpart.

(2) When seeking such a waiver, in-
clude in the letter of transmittal to the
Defense Privacy Office, ODASD(A) an
explanation why a delay of 60 days in
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establishing the system of records
would not be in the public interest. The
transmittal must include:

(i) How the public interest will be af-
fected adversely if the established time
limits are followed; and

(ii) Why earlier notice was not pro-
vided.

(3) When appropriate, the Defense
Privacy Office, ODASD(A) shall con-
tact OMB and attempt to obtain the
waiver.

(i) If a waiver is granted, the Defense
Privacy Office, ODASD(A) shall notify
the subcommittee and submit the new
or altered system notice along with
any applicable procedural or exemption
rules for publication in the FEDERAL
REGISTER.

(ii) If the waiver is disapproved, the
Defense Privacy Office, ODASD(A)
shall process the system the same as
any other new or altered system and
notify the subcommittee of the OMB
decision.

(4) Under no circumstances shall the
routine uses for new or altered system
be implemented before 30 days have
elapsed after publication of the system
notice containing the routine uses in
the FEDERAL REGISTER. This period
cannot be waived.

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57800, Nov. 14, 1991]

§ 310.64 Amendment and deletion of
systems notices.

(a) Criteria for an amended system no-
tice. (1) Certain minor changes to pub-
lished systems notices are considered
amendments and not alterations (see
§ 310.63(b) of this subpart).

(2) Amendments do not require a re-
port of an altered system (see § 310.63(c)
of this subpart), but must be published
in the FEDERAL REGISTER.

(b) System notices for amended systems.
When submitting an amendment for a
system notice for publication in the
FEDERAL REGISTER include:

(1) The system identification and
name (see paragraph (b) and (c) of
§ 310.62 of this subpart).

(2) A description of the nature and
specific changes proposed.

(3) The full text of the system notice
is not required if the master registry
contains a current system notice for

the system (see § 310.62(q) of this sub-
part).

(c) Deletion of system notices. (1) When-
ever a system is discontinued, com-
bined into another system, or deter-
mined no longer to be subject to this
part, a deletion notice is required.

(2) The notice of deletion shall in-
clude:

(i) The system identification and
name.

(ii) The reason for the deletion.
(3) When the system is eliminated

through combination or merger, iden-
tify the successor system or systems in
the deletion notice.

(d) Submission of amendments and dele-
tions for publication. (1) Submit amend-
ments and deletions to the Defense Pri-
vacy Office, ODASD(A) for transmittal
to the FEDERAL REGISTER for publica-
tion.

(2) Include in the submission at least
one original (not a reproduced copy) in
proper FEDERAL REGISTER format (see
appendix G).

(3) Multiple deletions and amend-
ments may be combined into a single
submission.

[51 FR 2364, Jan. 16, 1986. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57801, Nov. 14, 1991]

Subpart H—Training Requirements

§ 310.70 Statutory training require-
ments.

The Privacy Act of 1974, as amended
(5 U.S.C. 552a), requires each agency to
establish rules of conduct for all per-
sons involved in the design, develop-
ment, operation, and maintenance of
any system of record and to train these
persons with respect to these rules.

§ 310.71 OMB training guidelines.

The OMB guidelines require all agen-
cies additionally to:

(a) Instruct their personnel in their
rules of conduct and other rules and
procedures adopted in implementing
the Act, and inform their personnel of
the penalties for noncompliance.

(b) Incorporate training on the spe-
cial requirements of the Act into both
formal and informal (on-the-job) train-
ing programs.
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