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the United States shall be liable for the
actual damages sustained, but in no
case less than the sum of $1,000 and the
costs of the action with attorney fees.

(c) Criminal penalties may be im-
posed against an officer or employee of
the OIG who discloses material, which
he/she knows is prohibited from disclo-
sure, or who willfully maintains a sys-
tem of records without compliance
with the notice requirements.

(d) Criminal penalties may be im-
posed against any person who know-
ingly and willfully requests or obtains
any record concerning another individ-
ual from an agency under false pre-
tenses.

(e) All of these offenses are mis-
demeanors with a fine not to exceed
$5,000.

§ 312.12 Exemptions.
(a) Exemption for classified records.

Any record in a system of records
maintained by the Office of the Inspec-
tor General which falls within the pro-
visions of 5 U.S.C. 552a(k)(1) may be ex-
empt from the following subsections of
5 U.S.C. 552a: (c)(3), (d), (e)(1), (e)(4)(G)
through (I) and (f) to the extent that a
record system contains any record
properly classified under Executive
Order 12958 and that the record is re-
quired to be kept classified in the in-
terest of national defense or foreign
policy. This specific exemption rule,
claimed by the Inspector General under
authority of 5 U.S.C. 552a(k)(1), is ap-
plicable to all systems of records main-
tained, including those individually
designated for an exemption herein as
well as those not otherwise specifically
designated for an exemption, which
may contain isolated items of properly
classified information

(b) The Inspector General of the De-
partment of Defense claims an exemp-
tion for the following record systems
under the provisions of 5 U.S.C. 552a(j)
and (k)(1)–(7) from certain indicated
subsections of the Privacy Act of 1974.
The exemptions may be invoked and
exercised on a case by case basis by the
Deputy Assistant Inspector General for
Investigations or the Director, Inves-
tigative Support Directorate and Free-
dom of Information Act/Privacy Act
Division Chief which serves as the Sys-
tems Program Managers. Exemptions

will be exercised only when necessary
for a specific, significant and legiti-
mate reason connected with the pur-
pose of the records system.

(c) No personal records releasable
under the provisions of The Freedom of
Information Act (5 U.S.C. 552) will be
withheld from the subject individual
based on these exemptions.

(d) System Identifier: CIG–04
(1) System name: Case Control Sys-

tem.
(2) Exemption: Any portion of this

system which falls within the provi-
sions of 5 U.S.C. 552a(j)(2) may be ex-
empt from the following subsections of
5 U.S.C. 552a: (c)(3), (c)(4), (d), (e)(1),
(e)(2), (e)(3), (e)(4)(G), (H), (I), (e)(5),
(e)(8), (f), and (g).

(3) Authority: 5 U.S.C. 552a(j)(2).
(4) Reasons: From subsection (c)(3)

because the release of accounting of
disclosure would inform a subject that
he or she is under investigation. This
information would provide consider-
able advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation
and the coordinated investigative ef-
forts and techniques employed by the
cooperating agencies. This would
greatly impede OIG’s criminal law en-
forcement.

(5) From subsection (c)(4) and (d), be-
cause notification would alert a subject
to the fact that an open investigation
on that individual is taking place, and
might weaken the on-going investiga-
tion, reveal investigatory techniques,
and place confidential informants in
jeopardy.

(6) From subsection (e)(1) because the
nature of the criminal and/or civil in-
vestigative function creates unique
problems in prescribing a specific pa-
rameter in a particular case with re-
spect to what information is relevant
or necessary. Also, due to OIG’s close
liaison and working relationships with
other Federal, state, local and foreign
country law enforcement agencies, in-
formation may be received which may
relate to a case under the investigative
jurisdiction of another agency. The
maintenance of this information may
be necessary to provide leads for appro-
priate law enforcement purposes and to
establish patterns of activity which
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may relate to the jurisdiction of other
cooperating agencies.

(7) From subsection (e)(2) because
collecting information to the fullest
extent possible directly from the sub-
ject individual may or may not be
practical in a criminal and/or civil in-
vestigation.

(8) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a crimi-
nal and/or civil investigation. The ef-
fect would be somewhat adverse to es-
tablished investigative methods and
techniques.

(9) From subsection (e)(4) (G) through
(I) because this system of records is ex-
empt from the access provisions of sub-
section (d).

(10) From subsection (e)(5) because
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness
would unfairly hamper the investiga-
tive process. It is the nature of law en-
forcement for investigations to un-
cover the commission of illegal acts at
diverse stages. It is frequently impos-
sible to determine initially what infor-
mation is accurate, relevant, timely,
and least of all complete. With the pas-
sage of time, seemingly irrelevant or
untimely information may acquire new
significance as further investigation
brings new details to light.

(11) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to law enforcement by revealing
investigative techniques, procedures,
and existence of confidential investiga-
tions.

(12) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investiga-
tion leading to the indictment of a
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual,

and record amendment procedures for
this record system.

(13) For comparability with the ex-
emption claimed from subsection (f),
the civil remedies provisions of sub-
section (g) must be suspended for this
record system. Because of the nature of
criminal investigations, standards of
accuracy, relevance, timeliness, and
completeness cannot apply to this
record system. Information gathered in
an investigation is often fragmentary
and leads relating to an individual in
the context of one investigation may
instead pertain to a second investiga-
tion.

(e) System Identification: CIG–06.
(1) System name: Investigative Files.
(2) Exemption: Any portion of this

system which falls within the provi-
sions of 5 U.S.C. 552a(j)(2) may be ex-
empt from the following subsections of
5 U.S.C. 552a (c)(3), (c)(4), (d), (e)(1),
(e)(2), (e)(3), (e)(4) (G), (H), (I), (e)(5),
(e)(8), (f), and (g).

(3) Authority: 5 U.S.C. 552a(j)(2).
(4) Reasons: From subsection (c)(3)

because the release of accounting of
disclosure would inform a subject that
he or she is under investigation. This
information would provide consider-
able advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation
and the coordinated investigative ef-
forts and techniques employed by the
cooperating agencies. This would
greatly impede OIG’s criminal law en-
forcement.

(5) From subsection (c)(4) and (d), be-
cause notification would alert a subject
to the fact that an open investigation
on that individual is taking place, and
might weaken the on-going investiga-
tion, reveal investigatory techniques,
and place confidential informants in
jeopardy.

(6) From subsection (e)(1) because the
nature of the criminal and/or civil in-
vestigative function creates unique
problems in prescribing a specific pa-
rameter in a particular case with re-
spect to what information is relevant
or necessary. Also, due to OIG’s close
liaison and working relationships with
other Federal, state, local and foreign
country law enforcement agencies, in-
formation may be received which may
relate to a case under the investigative
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jurisdiction of another agency. The
maintenance of this information may
be necessary to provide leads for appro-
priate law enforcement purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.

(7) From subsection (e)(2) because
collecting information to the fullest
extent possible directly from the sub-
ject individual may or may not be
practical in a criminal and/or civil in-
vestigation.

(8) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a crimi-
nal and/or civil investigation. The ef-
fect would be somewhat adverse to es-
tablished investigative methods and
techniques.

(9) From subsection (e)(4) (G) through
(I) because this system of records is ex-
empt from the access provisions of sub-
section (d).

(10) From subsection (e)(5) because
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness
would unfairly hamper the investiga-
tive process. It is the nature of law en-
forcement for investigations to un-
cover the commission of illegal acts at
diverse stages. It is frequently impos-
sible to determine initially what infor-
mation is accurate, relevant, timely,
and least of all complete. With the pas-
sage of time, seemingly irrelevant or
untimely information may acquire new
significance as further investigation
brings new details to light.

(11) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to law enforcement by revealing
investigative techniques, procedures,
and existence of confidential investiga-
tions.

(12) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investiga-

tion leading to the indictment of a
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual,
and record amendment procedures for
this record system.

(13) For comparability with the ex-
emption claimed from subsection (f),
the civil remedies provisions of sub-
section (g) must be suspended for this
record system. Because of the nature of
criminal investigations, standards of
accuracy, relevance, timeliness, and
completeness cannot apply to this
record system. Information gathered in
an investigation is often fragmentary
and leads relating to an individual in
the context of one investigation may
instead pertain to a second investiga-
tion.

(f) System Identifier: CIG–15
(1) System name: Special Inquiries In-

vestigative Case File and Control Sys-
tem.

(2) Exemption: Any portions of this
system which fall under the provisions
of 5 U.S.C. 552a(k)(2) may be exempt
from the following subsections of 5
U.S.C. 552a: (c)(3), (d), (e)(1), (e)(4)(G–
H), and (f).

(3) Authority: 5 U.S.C. 552a(k)(2).
(4) Reasons: From subsection (c)(3)

because disclosures from this system
could interfere with the just, thorough
and timely resolution of the compliant
or inquiry, and possibly enable individ-
uals to conceal their wrongdoing or
mislead the course of the investigation
by concealing, destroying or fabricat-
ing evidence or documents.

(5) From subsection (d) because dis-
closures from this system could inter-
fere with the just thorough and timely
resolution of the compliant or inquiry,
and possibly enable individuals to con-
ceal their wrongdoing or mislead the
course of the investigation by conceal-
ing, destroying or fabricating evidence
or documents. Disclosures could also
subject sources and witnesses to har-
assment or intimidation which jeop-
ardize the safety and well-being of
themselves and their families.

(6) From subsection (e)(1) because the
nature of the investigation function
creates unique problems in prescribing
specific parameters in a particular case
as to what information is relevant or
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necessary. Due to close liaison and
working relationships with other Fed-
eral, state, local and foreign country
law enforcement agencies, information
may be received which may relate to a
case under the investigative jurisdic-
tion of another government agency. It
is necessary to maintain this informa-
tion in order to provide leads for appro-
priate law enforcement purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.

(7) From subsection (e)(4) (G) through
(H) because this system of records is
exempt from the access provisions of
subsection (d).

(8) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investiga-
tion leading to the indictment of a
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual,
and record amendment procedures for
this record system.

(g) System Identifier: CIG–16.
(1) System name: DOD Hotline Pro-

gram Case Files.
(2) Exemption: Any portions of this

system of records which fall under the
provisions of 5 U.S.C. 552a(k)(2) and
(k)(5) may be exempt from the follow-
ing subsections of 5 U.S.C. 552a: (c)(3),
(d), (e)(1), (e)(4)(G), (H), and (f).

(3) Authority: 5 U.S.C. 552a(k)(2) and
(k)(5).

(4) Reasons: From subsection (c)(3)
because disclosures from this system
could interfere with the just, thorough
and timely resolution of the complaint
or inquiry, and possibly enable individ-
uals to conceal their wrongdoing or
mislead the course of the investigation
by concealing, destroying or fabricat-
ing evidence or documents.

(5) From subection (d) because disclo-
sures from this system could interfere
with the just, thorough and timely res-
olution of the complaint or inquiry,
and possibly enable individuals to con-

ceal their wrongdoing or mislead the
course of the investigation by conceal-
ing, destroying or fabricating evidence
or documents. Disclosures could also
subject sources and witnesses to har-
assment or intimidation which jeop-
ardize the safety and well-being of
themselves and their families.

(6) From subsection (e)(1) because the
nature of the investigation functions
creates unique problems in prescribing
specific paramenters in a particular
case as to what information is relevant
or necessary. Due to close liaison and
working relationships with other Fed-
eral, state, local, and foreign country
law enforcement agencies, information
may be received which may relate to a
case under the investigative jurisdic-
tion of another government agency. It
is necessary to maintain this informa-
tion in order to provide leads for appro-
priate law enforcment purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.

(7) From subsection (e)(4)(G) through
(H) because this system of records is
exempt from the access provisions of
subsection (d).

(8) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investiga-
tion leading to the indictment of a
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual,
and record amendment procedures for
this record system.

[56 FR 51976, Oct. 17, 1991, as amended at 57
FR 24547, June 10, 1992; 61 FR 2916, Jan. 30,
1996]

§ 312.13 Ownership of OIG investiga-
tive records.

(a) Criminal and or civil investiga-
tive reports shall not be retained by
DoD recipient organizations. Such re-
ports are the property of OIG and are
on loan to the recipient organization
for the purpose for which requested or
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