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(Note: In the case of internal DoD
matches, the ‘‘purpose(s)” element of
the system(s) involved.) If non-Federal
records are involved, a complete de-
scription to include the specific source,
address, and category of records to be
used, e.g., Human Resources Adminis-
tration Medicaid File, City of New
York, Human Resources Administra-
tion, 250 Church Street, New York, NY
10013.

(vi) A complete description of the
category of records and individuals
covered from the record system(s) to be
used, the specific data elements to be
matched, and the approximate number
of records that will be matched.

(vii) The projected start and ending
dates for a one-time match or the in-
clusive dates for a continuing match.

(viii) The address for receipt of any
public comment or inquiries con-
cerning the notice shall indicate: Di-
rector, Defense Privacy Office, 400
Army Navy Drive, Room 205, Arling-
ton, VA 22202-2884.

§317.95 Providing due
matching subjects.

(a) Independent verification and notice.
Subjects of record of matching pro-
grams shall be afforded certain due
process procedures when a match un-
covers any disqualifying or adverse in-
formation about them. No recipient
agency, non-Federal agency, or source
agency shall take any adverse action
against an individual until such agency
has independently verified such infor-
mation and the individual has received
a notice from the agency containing a
statement of its findings and gives the
individual the opportunity to contest
the findings before making a final de-
termination. The agency shall not take
any adverse action based on the raw re-
sults of a computer matching program.
Adverse information developed by a
match must be investigated and
verified prior to any action being
taken.

(b) Waiver of independent verification
procedures. Program officials may re-
quest the Data Integrity Board waive
the independent verification require-
ment after they have identified the
type of matching data eligible for a
waiver and conducted a thorough de-
termination of the data’s accuracy.
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The only data eligible for waiver is
that which identifies the individual
and the amount of benefits paid under
a federal benefit program. The data
must not be ambiguous. After the Data
Integrity Board determines that the
data qualifies for the waiver procedure,
the program official must present con-
vincing evidence to the Data Integrity
Board of the recipient agency to permit
the Board to assert a high degree of
confidence in the accuracy of the data.
The following elements are examples of
evidence which will assist a Board in
making such a determination: A de-
scription of the databases involved in-
cluding how the information is ac-
quired and maintained; the system
manager’s overall assessment of the re-
liability of the systems and the accu-
racy of the data they contain; the re-
sults of any assessments or audits con-
ducted; any material or significant
weaknesses under various statutes; se-
curity controls in place; previous secu-
rity assessments; any historical data
relating to program error rates; and
any information relating to the cur-
rency of the data. If the Board ap-
proves the waiver, it will notify the
source agency and the program offi-
cials.

(c) Independent investigation. Con-
servation of resources dictates that the
procedures for affording due process be
flexible and suited to the data being
verified and the consequences to the in-
dividual of making a mistake. If the
source agency has established a high
degree of confidence in the quality of
its data and it can demonstrate that
its quality control processes are rig-
orous, the recipient agency may choose
to expend fewer resources in independ-
ently verifying the data. Absolute con-
firmation is not required. The agency
should bring some degree of reason-
ableness to the process of verifying
data. Some methods to consider are:

(1) The individual subject of record
who is the best source where practical,
and

(2) Researching source documents.

(d) Notice and opportunity to contest.
The agency is required to notify
matching subjects of adverse informa-
tion uncovered during a matching pro-
gram and give them an opportunity to
contest and explain before the agency
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makes a final determination. Recipi-
ents already receiving benefits may not
have them suspended or reduced pend-
ing expiration of the contest period. In-
dividuals have 30 days to respond to a
notice of adverse action, unless a stat-
ute or regulation grants a longer pe-
riod. The period runs from the date of
the notice until 30 calendar days. The
agency shall allow an additional five
days for mailing time before ending the
notice period. If an individual contacts
the agency within the notice period (35
days) and indicates his or her accept-
ance of the validity of the adverse in-
formation, the agency may take imme-
diate action to deny or terminate. The
agency may also take action if the pe-
riod expires without a response.

(e) Combining verification and notice
requirements. It may be appropriate to
combine the verification and notice re-
quirements into a single step, espe-
cially if the subject of record is the
best source for verification. In this
manner, the adverse finding and notice
of the opportunity to contest are com-
pressed into a single action. This meth-
od is dependent upon the confidence,
reliability and quality of the data.
Careful thought should be given as to
when to apply this method. It may be
applicable in special cases, but should
not be considered as a routine process.
To ensure that this consideration takes
place, it shall be the responsibility of
the Defense Data Integrity Board to
make a formal determination as to
when it is appropriate to compress the
verification and notice into a single pe-
riod.

(f) Individual status pending due proc-
ess. The agency may not make a final
determination as to applicants for Fed-
eral benefit programs whose eligibility
is being verified through a matching
program until they have completed the
due process steps the Act requires. This
does not require placing an applicant
on the rolls pending a determination,
but only that the agency not make a
final determination. However, if a sub-
ject is already receiving benefits, the
benefits shall not be suspended or re-
duced until due process steps have been
completed. If the specific Federal ben-
efit program involved in the match has
its own due process requirements,
those requirements may suffice for the
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purposes of the Privacy Act, provided
the Defense Data Integrity Board de-
termines that they are at least as
strong as the Privacy Act’s provisions.

(g) Exclusion. (1) If the agency deter-
mines a potentially significant effect
on public health or safety is likely, it
may take appropriate action, notwith-
standing these due process require-
ments.

(2) In such cases, the agency shall in-
clude the possibility of suspension of
due process for this reason in its
matching program agreement.

§317.96 Matching program agreement.

(a) Requirements. The agency should
allow sufficient lead time to ensure
that a matching agreement between
the participants can be negotiated and
signed in time to secure the Defense
Data Integrity Board decision before
the match begins. The agency, if re-
ceiving records from or disclosing
records to a non-Federal agency for use
in a matching program, is responsible
for preparing the matching agreement
and should solicit relevant data from
the non-Federal agency where nec-
essary. Both Federal source and recipi-
ent agencies must have the matching
agreement approved by their respective
Data Integrity Boards. In cases where
matching takes place entirely within
the Department of Defense, the agency
may satisfy the matching agreement
requirements by preparing a Memo-
randum of Understanding (MOU) be-
tween the systems of records managers
involved. Before the agency may par-
ticipate in a matching program the De-
fense Data Integrity Board must have
evaluated the proposed match and ap-
proved the terms of the matching
agreement or MOU.

(b) Agreements or MOUs must contain
the following elements—(1) Purpose and
legal authority. Citation of the Federal
or state statutory or regulatory au-
thority for undertaking the matching
program. Do not cite the Privacy Act.

(2) Justification and expected results. A
full explanation of why a computer
matching program, as opposed to some
other form of activity, is being pro-
posed and what the expected results
will be, including a specific estimate of
any savings.
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