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good cause so warrant. The Board may
seek additional information, including
the appellant’s official file, if deemed
relevant and necessary to deciding the
appeal.

(i) If the Board determines that
amendment is justified, it will amend
the record and notify the requester, the
AARA, the custodian of the record, and
any prior recipients of the record.

(ii) If the Board denies the request, it
will obtain the General Counsel’s con-
currence. Response to the appellant
will include reasons for denial and the
appellant’s right to file a statement of
disagreement with the Board’s action
and to seek judicial review of the
Army’s refusal to amend.

(9) Statements of disagreement will
be an integral part of the record to
which it pertains so the fact that the
record is disputed is apparent to any-
one who may have access to, use of, or
need to disclose from it. The disclosing
authority may include a brief summary
of the Board’s reasons for not amend-
ing the disputed record. The summary
will be limited to the reasons stated to
the individual by the Board.

(l) Privacy case files. Whenever an in-
dividual submits a Privacy Act re-
quest, a case file will be established;
see system notice AO240.01DAAG. In no
instance will the individual’s request
and Army actions thereon be included
in the individual’s personnel file. The
case file will comprise the request for
access/amendment, grants, refusals, co-
ordination action, and related papers.
This file will not be used to make any
determinations about the individuals.

§ 505.3 Disclosure of personal informa-
tion to other agencies and third
parties.

(a) Disclosure without consent. The
Army is prohibited from disclosing a
record from a system of records with-
out obtaining the prior written consent
of the data subject, except when disclo-
sure is:

(1) To those officers and employees of
the Department of Defense who have a
need for the record in the performance
of their duties;

(2) Required under the Freedom of In-
formation Act (see § 505.3(c) for infor-
mation normally releasable);

(3) Permitted by a routine use that
has been published in the FEDERAL
REGISTER;

(4) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to title 13 of the United
States Code;

(5) To a recipient who has provided
the Army with advance adequate writ-
ten assurance that the record will be
used solely as a statistical research or
reporting record, and the record is to
be transferred in a form that is not in-
dividually identifiable;

(6) To the National Archives of the
United States as a record that has suf-
ficient historical or other value to war-
rant its continued preservation by the
U.S. Government, or for determination
of such value by the Administrator of
the General Services Administration
(GSA), or designee. (Records sent to
Federal Records Centers for storage re-
main under Army control; these trans-
fers are not disclosures and do not
therefore need an accounting.)

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of
the United States for a civil or crimi-
nal law enforcement activity if the ac-
tivity is authorized by law, and if the
head of the agency or instrumentality
has made a written request to the
Army element which maintains the
record. The request must specify the
particular portion desired and the law
enforcement activity for which the
record is sought;

(8) To a person pursuant to a showing
of compelling circumstances affecting
the health and safety of an individual.
Upon such disclosure, notification will
be transmitted to the last known ad-
dress of such individual;

(9) To either House of Congress, or to
a committee or subcommittee to the
extent that the subject matter falls
within the jurisdiction of the commit-
tee or subcommittee;

(10) To the Comptroller General, or
any authorized representative in the
course of the performance of the duties
of the General Accounting Office;

(11) Pursuant to the order signed by a
judge of a court of competent
jurisidiction. (Reasonable efforts must
be made to notify the individual if the
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legal process is a matter of public
record); or

(12) To a consumer reporting agency
in accordance with section 3(d) of the
Federal Claims Collection Act of 1966
(originally codified at 31 U.S.C. 952(d);
recodified at 31 U.S.C. 3711(f), the
name, address, SSN, other information
identifying the individual; amount,
status, and history of the claim, and
the agency or program under which the
case arose may be disclosed in this in-
stance.

(b) Blanket routine use disclosures. In
addition to the routine uses in each
system notice, the following blanket
routine uses apply to all records from
systems of records maintained by the
Army except those which state
othewise.

(1) Law enforcement. Relevant records
maintained to carry out Army func-
tions may be referred to Federal,
State, local, or foreign law enforce-
ment agencies if the record indicates a
violation or potential violation of law.
The agency to which the records are re-
ferred must be the appropriate agency
charged with the responsibility of in-
vestigating or prosecuting the viola-
tion or charges, with enforcing or im-
plementing the statute, rule, regula-
tion, or order issued pursuant thereto.

(2) Disclosure when requesting informa-
tion. A record may be disclosed to a
Federal, State, or local agency main-
taining civil, criminal, or other rel-
evant enforcement information or
other pertinent information, such as
current licenses, to obtain information
relevant to an Army decision concern-
ing the hiring or retention of an em-
ployee, the issuance of a security clear-
ance, the letting of a contract, or the
issuance of a license, grant, or other
benefit.

(3) Disclosure of requested information.
If the information is relevant and nec-
essary to the requesting agency’s deci-
sion, a record may be disclosed to a
Federal agency, in response to its re-
quest, in connection with the hiring or
retention of an employee, the issuance
of a security clearance, the reporting
of an investigation of an employee, the
letting of a contract, or the issuance of
a license, grant, or other benefit by the
requesting agency, to the extent that
the information is relevant and nec-

essary to the requesting agency’s deci-
sion on the matter.

(4) Congressional inquiries. Disclosure
from a system of records maintained
by the Army may be made to a Con-
gressional office from the record of an
individual in response to an inquiry
from the Congressional office made at
the request of that individual.

(5) Private relief legislation. Relevant
information in all systems of records of
the Department of Defense published
on or before August 22, 1975, will be dis-
closed to the Office of Management and
Budget (OMB) review of private relief
legislation as set forth in OMB Circular
A–19 at any stage of the legislative co-
ordination and clearance process.

(6) Disclosures required by international
agreements. A record may be disclosed
to foreign law enforcement, security,
investigatory, or administrative au-
thorities. These disclosures are in com-
pliance with requirements imposed by,
or to claim rights conferred in, inter-
national agreements and arrangements
including those regulating the station-
ing and status in foreign countries of
DOD military and civilian personnel.

(7) Disclosure to State and local taxing
authorities. Any information normally
contained in Internal Revenue Service
Form W–2 which is maintained in a
record from a system of records of the
Army may be disclosed to State and
local taxing authorities with which the
Secretary of the Treasury has entered
into agreements under 5 U.S.C., sec-
tions 5516, 5517, and 5520 only to those
State and local taxing authorities for
which an employee or military member
is or was subject to tax regardless of
whether tax is or was withheld. This
routine use complies with Treasury
Fiscal Requirements Manual, Sec. 5060.

(8) Disclosures to the Office of Person-
nel Management. A record may be dis-
closed to the Office of Personnel Man-
agement (OPM) concerning informa-
tion on pay and leave, benefits, retire-
ment deduction, and any other infor-
mation necessary for the OPM to carry
out its legally authorized government-
wide personnel management functions
and studies.

(9) Disclosure to National Archives and
Records Administration. A record may be
disclosed to the National Archives and
Records Administration in records
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management inspections conducted
under authority of title 44 U.S.C., sec-
tions 2904 and 2906.

(10) Disclosure to the Department of
Justice for Litigation. A record may be
disclosed as a routine use to any com-
ponent of the Department of Justice,
when—

(i) The agency, or any component
there of, or

(ii) Any employee of the agency in
his or her official capacity, or

(iii) Any employee of the agency in
his or her individual capacity where
the Department of Justice has agreed
to represent the employee, or

(iv) The United States, where the
agency determines that litigation is
likely to affect the agency or any of its
components, is a party to litigation or
has an interest in such litigation, and
the use of such records by the Depart-
ment of Justice is deemed by the agen-
cy to be relevant and necessary to the
litigation, provided, however, that in
each case, the agency determines that
disclosure of the records to the Depart-
ment of Justice is a use of the informa-
tion contained in the records that is
compatible with the purpose for which
it is collected.

(11) Disclosure for Agency use in Litiga-
tion. A record may be disclosed in a
proceeding before a court or adjudica-
tive body before which the agency is
authorized to appear, when—

(i) The agency, or any component
there of, or

(ii) Any employee of the agency in
his or her official capacity, or

(iii) Any employee of the agency in
his or her official capacity where the
Department of Justice has agreed to
represent the employee, or

(iv) The United States, where the
agency determines that litigation is
likely to affect the agency or any of its
components, is a party to litigation or
has an interest in such litigation, and
the agency determines that their use of
such records is relevant and necessary
to the litigation, provided; however,
that in each case, the agency deter-
mines that disclosure of the records to
the court or adjudicative body is a use
of the information contained in the
records that is compatible with the
purpose for which it is collected.

(c) Disclosure to third parties. Personal
information which may be disclosed
under the Freedom of Information Act:

(1) On military personnel: Name,
rank, date of rank, gross salary,
present and past duty assignments, fu-
ture assignments that are officially es-
tablished, office or duty telephone
number, source of commission, pro-
motion sequence number, awards and
decorations, military and civilian edu-
cational level, duty status at any given
time.

(2) On civilian employees: Name,
present and past position titles, grades,
salaries, duty stations that include of-
fice or duty telephone numbers. How-
ever, disclosure of this information
will not be made where the information
requested is a list of present or past po-
sition titles, grades, salaries, and/or
duty stations and, as such, is:

(i) Selected to constitute a clearly
unwarranted invasion of personal pri-
vacy. For example, the nature of the
request calls for a response that would
reveal more about the employee than
the five enumerated items;

(ii) Would be protected from manda-
tory disclosure under an exemption of
the Freedom of Information Act.

(iii) In addition to the information in
§ 505.3(c)(2) above, the following infor-
mation may be made available to a
prospective employer of a current or
former Army employee: Tenure of em-
ployment, civil service status, length
of service in the Army and the Govern-
ment and, date and reason for separa-
tion shown on the Notification of Per-
sonnel Action, SF 50.

(d) Accounting of disclosure. (1) An ac-
counting of disclosure is required
whenever a record from an Army sys-
tem of records is disclosed to someone
other than the data subject, except
when that record:

(i) Is disclosed to officials within the
Department of Defense who have a
need for it in the performance of offi-
cial business;

(ii) Is required to be disclosed under
the Freedom of Information Act.

(2) Since the characteristics of
records maintained within the Army
vary widely, no uniform method for
keeping the disclosure of accounting is
prescribed. For most paper records, the
accounting may be affixed to the
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record being disclosed. It must be a
written record and consist of:

(i) Description of the record dis-
closed;

(ii) Name, position title, and address
of the person to whom disclosure was
made;

(iii) Date, method, and purpose of the
disclosure; and

(iv) Name and position title of the
person making the disclosure.

(3) Purpose of the accounting of dis-
closure is to enable an individual:

(i) To ascertain those persons/agen-
cies that have received information
about the individual, and

(ii) To provide a basis for informing
recipients of subsequent amendments
or statements of dispute concerning
the record.

(4) When an individual requests such
an accounting, the system manager or
designee shall respond within 10 work
days and inform the individual of the
items in § 505.3(d)(2) above.

(5) The only basis for not furnishing
the data subject an accounting of dis-
closures are if disclosure was made for
law enforcement purposes under 5
U.S.C. 552a(b)(7), or the disclosure was
from a system of records for which an
exemption from 5 U.S.C. 552a(c)(3) has
been claimed (see appendix C to this
part).

[50 FR 42164, Oct. 18, 1985, as amended at 58
FR 51013, Sept. 30, 1993]

§ 505.4 Record-keeping requirements
under the Privacy Act.

(a) Systems of records. (1) Notices of
all Army systems of records are re-
quired by the Act to be published in
the FEDERAL REGISTER. An example is
at appendix A to this part. When new
systems are established, or major
changes occur in existing systems,
which meet the criteria of OMB Guide-
lines summarized at § 505.4(f)(2), ad-
vance notice is required to be furnished
OMB and the Congress before the sys-
tem or proposed changes become oper-
ational.

(2) Uncirculated personal notes, pa-
pers and records which are retained at
the author’s discretion and over which
the Army exercises no control or do-
minion are not considered Army
records within the meaning of the Pri-
vacy Act. Individuals who maintain

such notes must restrict their use of
memory aids. Disclosure from personal
notes, either intentional or through
carelessness, remove the information
from the category of memory aids and
the notes then become subject to the
provisions of the Act.

(3) Only personal information as is
relevant and necessary to accomplish a
purpose or mission of the Army, re-
quired by Federal statue or Executive
Order of the President, will be main-
tained in Army systems of records.
Statutory authority, or regulatory au-
thority to establish and maintain a
system of records does not convey un-
limited authority to collect and main-
tain all information which may be use-
ful or convenient. The authority is lim-
ited to relevant and necessary informa-
tion.

(4) Except for statistical records,
most records could be used to deter-
mine an individual’s rights, benefits, or
privileges. To ensure accuracy, per-
sonal information to be included in a
system of records will be collected di-
rectly from the individual if possible.
Collection of information from third
parties should be limited to verifying
information for security or employ-
ment suitability or obtaining perform-
ance data or opinion-type evaluations.

(b) Privacy Act Statement. Whenever
personal information is requested from
an individual that will become part of
system of records retreived by ref-
erence to the individual’s names or
other personal identifier, the individ-
ual will be furnished a Privacy Act
Statement. This is to ensure that indi-
viduals know why the information is
collected so they can make an in-
formed decision on whether or not to
furnish it. As a minimum, the Privacy
Act Statement will include the follow-
ing information in language that is ex-
plicit and easily understood and not so
lengthy as to deter an individual from
reading it:

(1) Cite the specific statute or Execu-
tive Order, including a brief title or
subject, that authorizes the Army to
collect the personal information re-
quested. Inform the individual whether
or not a response is mandatory or vol-
untary, and any possible consequences
of failing to respond.
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