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CMC (ARAD) prior to responding to re-
quests, including those from Members
of Congress. The foregoing policy
should be considered when weighing
the releasability of the address or
phone number of a specifically named
individual.

[56 FR 66574, Dec. 24, 1991, as amended at 59
FR 29721, June 9, 1994]

§ 701.9 For Official Use Only (FOUO).
FOUO is a marking which is placed

on documents to alert the holder that
they contain information that may be
withheld under exemptions (b)(2)
through (b)(9) of the FOIA. Because
FOUO is not a security classification,
exemption (b)(1) does not apply.

(a) Prior FOUO application. The prior
application of FOUO is not a conclusive
basis for withholding a record re-
quested under FOIA. When such a
record is requested, it shall be evalu-
ated to determine whether FOIA ex-
emptions apply in withholding all or
portions of the record. Information
which is reasonably segregable and
does not fall under a FOIA exemp-
tion(s) must be released to the re-
quester.

(b) Historical papers. Records such as
notes, working papers, and drafts re-
tained as historical evidence of Depart-
ment of the Navy actions have no spe-
cial status apart from FOIA exemp-
tions.

(c) Time to mark records. The marking
of records at the time of their creation
provides notice of FOUO content and
facilitates review when a record is re-
quested under the FOIA. Records re-
quested under FOIA that do not bear
such markings, shall not be assumed to
be releasable without examination for
the presence of information that re-
quires continued protection and quali-
fies as exempt from public release.

(d) Distribution statement. Information
in a technical document that requires a
distribution statement under
OPNAVINST 5510.1 series, ‘‘Depart-
ment of the Navy Information and Per-
sonnel Security Program Regulation,’’
shall bear that statement and may be
marked FOUO, as appropriate.

(e) Location of markings. (1) An un-
classified document that contains
FOUO information shall have FOR OF-
FICIAL USE ONLY typed, stamped, or

printed in capital letters centered at
the bottom on the outside of the front
cover (if any), on each page containing
FOUO information, and on the outside
of the back cover (if any).

(2) An unclassified directive that con-
tains FOUO information shall have
FOR OFFICIAL USE ONLY typed,
stamped, or printed in capital letters
centered at the bottom on the outside
of the front cover (if any), on each page
of the directive top and bottom, and on
the outside of the back cover (if any).

(3) Within a classified document, an
individual page that contains both
FOUO and classified information shall
be marked at the top and bottom with
the highest security classification of
information appearing on the page.

(4) Within a classified or unclassified
document, an individual page that con-
tains FOUO information, but does not
contain classified information, shall
have FOR OFFICIAL USE ONLY typed,
stamped, or printed in capital letters
centered at the top and bottom edge of
the page.

(5) Other records, such as photo-
graphs, films, cassette tapes, movies,
or slides, shall be marked FOR OFFI-
CIAL USE ONLY so that a recipient or
viewer knows the status of the infor-
mation.

(6) Unclassified automatic data proc-
essing (ADP) media with FOUO infor-
mation shall be marked as follows:

(i) An unclassified deck of punched or
aperture cards with FOUO information
shall be marked as a single document
with FOR OFFICIAL USE ONLY
marked on the face of the first and last
card, and on the top of the deck.

(ii) An unclassified magnetic tape,
cassette, or disk pack that contains
FOUO information shall have FOR OF-
FICIAL USE ONLY marked externally
on a removable label. The resulting
hard copy report or computer printout
shall reflect the FOR OFFICIAL USE
ONLY marking on the top and bottom
of each page. It may be accomplished
by using a programmable header or
marking the hard copy manually.

(7) FOUO material transmitted out-
side the Department of the Navy re-
quires an expanded marking to explain
the significance of the FOUO marking.
This may be accomplished by typing or
stamping the following statement on
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the record prior to transfer: ‘‘This doc-
ument contains information EXEMPT
FROM MANDATORY DISCLOSURE
under the FOIA. Exemp-
tion(s)...apply(ies).’’

(f) Release and transmission procedures.
Until FOUO status is terminated, the
following release and transmission in-
structions apply:

(1) FOUO information may be dis-
seminated within Department of the
Navy activities and between officials of
the Department of the Navy and con-
tractors and grantees who conduct offi-
cial business for the Department of the
Navy or Department of Defense. Re-
cipients shall be made aware of the sta-
tus of such information, and trans-
mission shall be by means that pre-
clude unauthorized public disclosure.
Transmittal documents shall call at-
tention to the presence of FOUO at-
tachments.

(2) Department of the Navy holders of
FOUO information may convey such
information to officials in other de-
partments or agencies of the executive
and judicial branches to fulfill a gov-
ernmental function, subject to any lim-
itations contained in the Privacy Act
(PA) (see Subpart F of this Part 701),
pertaining to disclosure of personal in-
formation from PA record systems.
When transmitting these records, en-
sure they are marked FOR OFFICIAL
USE ONLY, and the recipient is ad-
vised the information has been exempt
from public disclosure under FOIA and
that special handling instructions do
or do not apply. For purposes of dis-
closing records, Department of Defense
is the ‘‘agency.’’

(3) Records released to Congress or
the GAO should be reviewed to see if
the information warrants FOUO status.
If not, prior FOUO markings shall be
removed. If the withholding criteria
are met, the records shall be marked
FOUO and the recipient provided an ex-
planation for such exemption and
marking. Alternatively, the recipient
may be requested, without marking the
record, to protect it against public dis-
closure for reasons that are explained.

(4) Each part of electronically trans-
mitted messages containing FOUO in-
formation shall be marked appro-
priately. Unclassified messages con-
taining FOUO information shall con-

tain the abbreviation ‘‘FOUO’’ before
the beginning of the text. Such mes-
sages shall be transmitted per commu-
nications security procedures in ACP-
121 (United States Supplement 1,
‘‘Communication Instructions’’) for
FOUO information.

(g) Transporting FOUO information.
Records which contain FOUO informa-
tion shall be transported in a manner
that precludes disclosure of contents. If
not commingled with classified infor-
mation, FOUO information may be
sent via first-class mail or parcel post.
Bulky shipments that otherwise qual-
ify under postal regulations may be
sent fourth-class mail.

(h) Safeguarding FOUO information.
(1) During normal working hours,
records determined to be FOUO shall
be placed in an out-of-sight location if
the work area is accessible to non-gov-
ernmental personnel.

(2) At the close of business, FOUO
records shall be stored to preclude un-
authorized access. Filing such material
with other unclassified records in un-
locked files, desks, or similar contain-
ers is adequate when U.S. Government
or government contractor internal
building security is provided during
non-duty hours. When internal security
control is not exercised, locked build-
ings or rooms normally provide ade-
quate after-hours protection. If such
protection is not considered adequate,
FOUO material shall be stored in
locked receptacles, such as file cabi-
nets, desks, or bookcases. FOUO
records that are subject to the provi-
sions of the PA (see Subpart F of this
Part 701) shall meet the safeguards for
that group of records as outlined in the
PA systems notice.

(3) Guidance for safeguarding media
marked FOUO and processed by an
ADP system, activity, or network is
addressed in OPNAVINST 5239.1 series,
‘‘Department of the Navy Automatic
Data Processing Security Program.’’

(i) Termination. The originator or
other competent authority, such as an
IDA or appellate authority, will termi-
nate FOUO markings or status when
the information no longer requires pro-
tection from public disclosure. When
FOUO status is terminated, all known
holders shall be notified as practical.
Upon notification, holders shall remove
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the FOUO markings. Records in file or
storage need not be retrieved solely for
that purpose.

(j) Disposal. (1) Non-record copies of
FOUO material (including hard copy
reports and computer printouts) may
be destroyed by tearing each copy into
pieces to preclude reconstructing, and
disposed in regular trash containers.
When local circumstances or experi-
ence indicates that this destruction
method is insufficient, local authori-
ties may direct other methods while
considering the additional expense bal-
anced against the sensitivity of FOUO
information in the records. FOUO in-
formation on unclassified magnetic
storage media shall be disposed of by
overwriting the media one time with
any one character. Storage areas with-
in an ADP system (internal memory,
buffers, registers, and similar storage
areas) may be cleared by using a hard-
ware clear switch, a power-on reset
cycle, or a program designated to
overwrite the storage area.

(2) Record copies of FOUO documents
shall be disposed of following the dis-
posal standards established under
SECNAVINST 5212.5C (Records Dis-
posal Manual) for the particular kind
of record.

(k) Unauthorized disclosure. The unau-
thorized disclosure of FOUO records
does not constitute an unauthorized
disclosure of Department of the Navy
information classified for security pur-
poses. However, appropriate adminis-
trative or disciplinary action shall be
taken against those responsible. Unau-
thorized disclosure of FOUO informa-
tion that is protected by the PA may
result in civil and criminal sanctions
against responsible person(s). The
naval activity that originated the
FOUO information shall be informed of
its unauthorized disclosure.

[56 FR 66574, Dec. 24, 1991, as amended at 59
FR 29722, June 9, 1994]

§ 701.10 FOIA appeals/judicial actions.
(a) How to file an appeal. The follow-

ing guidelines should be followed by in-
dividuals wishing to appeal a denial of
information, a request for waiver/re-
duction of fees, or a ‘‘no record’’ re-
sponse:

(1) The appeal must be received by
the cognizant appellate authority (i.e.,

NJAG or OGC) within 60 days of the
date of the response.

(2) The appeal letter must be in writ-
ing and requesters should provide a
copy of the IDA’s response when filing
a written appeal to the Navy’s appel-
late authorities (OGC or NJAG, de-
pending on subject matter), regarding
an IDA’s decision that a record is ex-
empt in whole or in part or because a
naval activity denied a request for a
waiver/reduction of fees. The requester
should include a copy of the denial let-
ter and provide supporting rationale on
why the appeal should be granted. The
requester may appeal a ‘‘no records’’
response if he/she believes an adequate
search of files was not conducted.

(b) Time of receipt. The time limits for
responding to a FOIA appeal commence
when the appeal reaches the office of
the appellate authority having juris-
diction over the record. Misdirected ap-
peals should be referred expeditiously
to the proper appellate authority.

(c) Appellate authorities.—(1) Respon-
sibility and authority. NJAG and OGC
are authorized to adjudicate appeals
made to the Secretary of the Navy
(SECNAV) on denials of requests for
copies of Department of the Navy
records or portions thereof, or refusals
to waive or reduce fees on matters
within their respective areas of cog-
nizance. That includes the authority to
release or withhold records, or portions
thereof, waive or reduce fees, and to
act as required by SECNAV for appeals
under 5 U.S.C. 552 and subparts A, B, C,
and D of this part. NJAG and OGC are
further authorized to delegate this au-
thority to a designated Assistant
NJAG and the Principal Deputy OGC or
Deputy General Counsel (Logistics), re-
spectively, under such terms and condi-
tions as they may deem appropriate.

(2) Respective areas of cognizance. As
delineated in SECNAV Instructions
5430.25D and 5430.27A (NOTAL), the re-
spective areas of cognizance of NJAG
and OGC for providing legal services
for the Department of the Navy are:

(i) NJAG. In addition to military law,
all matters except those falling under
the cognizance of OGC.

(ii) OGC. Business and commercial
law aspects of:

(A) Acquisition, custody, manage-
ment, transportation, taxation, and
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