§11.1

§11.1 Purpose.

These regulations establish policy
and procedures governing the classi-
fication and declassification of na-
tional security information. They
apply also to information or material
designated under the Atomic Energy
Act of 1954, as amended, as ‘‘Restricted
Data,” or “Formerly Restricted Data”
which, additionally, is subject to the
provisions of the Act and regulations of
the Atomic Energy Commission.

§11.2 Background.

While the Environmental Protection
Agency does not have the authority to
originally classify information or ma-
terial in the interest of the national se-
curity, it may under certain cir-
cumstances downgrade or declassify
previously classified material or gen-
erate documents incorporating classi-
fied information properly originated by
other agencies of the Federal Govern-
ment which must be safeguarded.
Agency policy and procedures must
conform to applicable provisions of Ex-
ecutive Order 11652, and the National
Security Council Directive of May 17,
1972, governing the safeguarding of na-
tional security information.

§11.3 Responsibilities.

(a) Classification and Declassifica-
tion Committee: This committee, ap-
pointed by the Administrator, has the
authority to act on all suggestions and
complaints with respect to EPA’s ad-
ministration of this order. It shall es-
tablish procedures to review and act
within 30 days upon all applications
and appeals regarding requests for de-
classification. The Administrator, act-
ing through the committee, shall be
authorized to overrule previous deter-
minations in whole or in part when, in
its judgment, continued protection is
no longer required. If the committee
determines that continued classifica-
tion is required under section 5(B) of
Executive Order 11652, it shall prompt-
ly so notify the requester and advise
him that he may appeal the denial to
the Interagency Classification Review
Committee.

(b) Director, Security and Inspection
Division, Office of Administration: The
Director, Security and Inspection Divi-
sion, is responsible for the overall man-
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agement and direction of a program de-
signed to assure the proper handling
and protection of classified informa-
tion, and that classified information in
the Agency’s possession bears the ap-
propriate classification markings. He
also will assure that the program oper-
ates in accordance with the policy es-
tablished herein, and will serve as Sec-
retary of the Classification and Declas-
sification Committee.

(c) Assistant Administrators, Re-
gional Administrators, Heads of Staff
Offices, Directors of National Environ-
mental Research Centers are respon-
sible for designating an official within
their respective areas who shall be re-
sponsible for:

(1) Serving as that area’s liaison with
the Director, Security and Inspection
Division, for questions or suggestions
concerning security classification mat-
ters.

(2) Reviewing and approving, as the
representative of the contracting of-
fices, the DD Form 254, Contract Secu-
rity Classification Specification, issued
to contractors.

(d) Employees; (1) Those employees
generating documents incorporating
classified information properly origi-
nated by other agencies of the Federal
Government are responsible for assur-
ing that the documents are marked in
a manner consistent with security clas-
sification assignments.

(2) Those employees preparing infor-
mation for public release are respon-
sible for assuring that such informa-
tion is reviewed to eliminate classified
information.

(3) All employees are responsible for
bringing to the attention of the Direc-
tor, Security and Inspection Division,
any security classification problems
needing resolution.

§11.4 Definitions.

(a) Classified information. Official in-
formation which has been assigned a
security classification category in the
interest of the national defense or for-
eign relations of the United States.

(b) Classified material. Any document,
apparatus, model, film, recording, or
any other physical object from which
classified information can be derived
by study, analysis, observation, or use
of the material involved.
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(c) Marking. The act of physically in-
dicating the classification assignment
on classified material.

(d) National security information. As
used in this order this term is synony-
mous with “‘classified information.” It
is any information which must be pro-
tected against unauthorized disclosure
in the interest of the national defense
or foreign relations of the United
States.

(e) Security classification assignment.
The prescription of a specific security
classification for a particular area or
item of information. The information
involved constitutes the sole basis for
determining the degree of classifica-
tion assigned.

(f) Security classification category. The
specific degree of classification (Top
Secret, Secret or Confidential) as-
signed to classified information to in-
dicate the degree of protection re-
quired.

(1) Top Secret. Top Secret refers to
national security information or mate-
rial which requires the highest degree
of protection. The test for assigning
Top Secret classification shall be
whether its unauthorized disclosure
could reasonably be expected to cause
exceptionally grave damage to the na-
tional security. Examples of ‘‘excep-
tionally grave damage’ include armed
hostilities against the United States or
its allies; disruption of foreign rela-
tions vitally affecting the national se-
curity; the compromise of vital na-
tional defense plans or complex
cryptologic and communications intel-
ligence systems; the revelation of sen-
sitive intelligence operations; and the
disclosure of scientific or technological
developments vital to national secu-
rity. This classification shall be used
with the utmost restraint.

(2) Secret. Secret refers to that na-
tional security information or material
which requires a substantial degree of
protection. The test for assigning Se-
cret classification shall be whether its
unauthorized disclosure could reason-
ably be expected to cause serious dam-
age to the national security. Examples
of “‘serious damage’’ include disruption
of foreign relations significantly af-
fecting the national security; signifi-
cant impairment of a program or pol-
icy directly related to the national se-
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curity; revelation of significant mili-
tary plans or intelligence operations;
and compromise of scientific or techno-
logical developments relating to na-
tional security. The classification Se-
cret shall be sparingly used.

(3) Confidential. Confidential refers to
that national security information or
material which requires protection.
The test for assigning Confidential
classification shall be whether its un-
authorized disclosure could reasonably
be expected to cause damage to the na-
tional security.

§11.5 Procedures.

(a) General. Agency instructions on
access, marking, safekeeping, account-
ability, transmission, disposition, and
destruction of classification informa-
tion and material will be found in the
EPA Security Manual for Safeguarding
Classified Material. These instructions
shall conform with the National Secu-
rity Council Directive of May 17, 1972,
governing the classification, down-
grading, declassification, and safe-
guarding of National Security Informa-
tion.

(b) Classification. (1) When informa-
tion or material is originated within
EPA and it is believed to require classi-
fication, the person or persons respon-
sible for its origination shall protect it
in the manner prescribed for protection
of classified information. The informa-
tion will then be transmitted under ap-
propriate safeguards to the Director,
Security and Inspection Division, who
will forward it to the department hav-
ing primary interest in it with a re-
quest that a classification determina-
tion be made.

(2) A holder of information or mate-
rial which incorporates classified infor-
mation properly originated by other
agencies of the Federal Government
shall observe and respect the classifica-
tion assigned by the originator.

(3) If a holder believes there is unnec-
essary classification, that the assigned
classification is improper, or that the
document is subject to declassification,
he shall so advise the Director, Secu-
rity and Inspection Division, who will
be responsible for obtaining a resolu-
tion.
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