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(2) The information is adequately
stored and processed so that it is pro-
tected against unauthorized disclosure
for other purposes.

[51 FR 7210, Feb. 28, 1986]

§ 431.301 State plan requirements.
A State plan must provide, under a

State statute that imposes legal sanc-
tions, safeguards meeting the require-
ments of this subpart that restrict the
use or disclosure of information con-
cerning applicants and recipients to
purposes directly connected with the
administration of the plan.

§ 431.302 Purposes directly related to
State plan administration.

Purposes directly related to plan ad-
ministration include—

(a) Establishing eligibility;
(b) Determining the amount of med-

ical assistance;
(c) Providing services for recipients;

and
(d) Conducting or assisting an inves-

tigation, prosecution, or civil or crimi-
nal proceeding related to the adminis-
tration of the plan.

§ 431.303 State authority for safe-
guarding information.

The Medicaid agency must have au-
thority to implement and enforce the
provisions specified in this subpart for
safeguarding information about appli-
cants and recipients.

§ 431.304 Publicizing safeguarding re-
quirements.

(a) The agency must publicize provi-
sions governing the confidential nature
of information about applicants and re-
cipients, including the legal sanctions
imposed for improper disclosure and
use.

(b) The agency must provide copies of
these provisions to applicants and re-
cipients and to other persons and agen-
cies to whom information is disclosed.

§ 431.305 Types of information to be
safeguarded.

(a) The agency must have criteria
that govern the types of information
about applicants and recipients that
are safeguarded.

(b) This information must include at
least—

(1) Names and addresses;
(2) Medical services provided;
(3) Social and economic conditions or

circumstances;
(4) Agency evaluation of personal in-

formation;
(5) Medical data, including diagnosis

and past history of disease or dis-
ability; and

(6) Any information received for
verifying income eligibility and
amount of medical assistance pay-
ments (see § 435.940ff). Income informa-
tion received from SSA or the Internal
Revenue Service must be safeguarded
according to the requirements of the
agency that furnished the data.

(7) Any information received in con-
nection with the identification of le-
gally liable third party resources under
§ 433.138 of this chapter.

[44 FR 17934, Mar. 29, 1979, as amended at 51
FR 7210, Feb. 28, 1986; 52 FR 5975, Feb. 27,
1987]

§ 431.306 Release of information.
(a) The agency must have criteria

specifying the conditions for release
and use of information about appli-
cants and recipients.

(b) Access to information concerning
applicants or recipients must be re-
stricted to persons or agency rep-
resentatives who are subject to stand-
ards of confidentiality that are com-
parable to those of the agency.

(c) The agency must not publish
names of applicants or recipients.

(d) The agency must obtain permis-
sion from a family or individual, when-
ever possible, before responding to a re-
quest for information from an outside
source, unless the information is to be
used to verify income, eligibility and
the amount of medical assistance pay-
ment under section 1137 of this Act and
§§ 435.940 through 435.965 of this chap-
ter.
If, because of an emergency situation,
time does not permit obtaining consent
before release, the agency must notify
the family or individual immediately
after supplying the information.

(e) The agency’s policies must apply
to all requests for information from
outside sources, including govern-
mental bodies, the courts, or law en-
forcement officials.
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(f) If a court issues a subpoena for a
case record or for any agency rep-
resentative to testify concerning an ap-
plicant or recipient, the agency must
inform the court of the applicable stat-
utory provisions, policies, and regula-
tions restricting disclosure of informa-
tion.

(g) Before requesting information
from, or releasing information to,
other agencies to verify income, eligi-
bility and the amount of assistance
under §§ 435.940 through 435.965 of this
chapter, the agency must execute data
exchange agreements with those agen-
cies, as specified in § 435.945(f).

(h) Before requesting information
from, or releasing information to,
other agencies to identify legally liable
third party resources under § 433.138(d)
of this chapter, the agency must exe-
cute data exchanges agreements, as
specified in § 433.138(h)(2) of this chap-
ter.

[44 FR 17934, Mar. 29, 1979, as amended at 51
FR 7210, Feb. 28, 1986; 52 FR 5975, Feb. 27,
1987]

§ 431.307 Distribution of information
materials.

(a) All materials distributed to appli-
cants, recipients, or medical providers
must—

(1) Directly relate to the administra-
tion of the Medicaid program;

(2) Have no political implications ex-
cept to the extent required to imple-
ment the National Voter Registration
Act of 1993 (NVRA) Pub. L. 103–931; for
States that are exempt from the re-
quirements of NVRA, voter registra-
tion may be a voluntary activity so
long as the provisions of section 7(a)(5)
of NVRA are observed;

(3) Contain the names only of individ-
uals directly connected with the ad-
ministration of the plan; and

(4) Identify those individuals only in
their official capacity with the State
or local agency.

(b) The agency must not distribute
materials such as ‘‘holiday’’ greetings,
general public announcements, par-
tisan voting information and alien reg-
istration notices.

(c) The agency may distribute mate-
rials directly related to the health and
welfare of applicants and recipients,
such as announcements of free medical

examinations, availability of surplus
food, and consumer protection informa-
tion.

(d) Under NVRA, the agency must
distribute voter information and reg-
istration materials as specified in
NVRA.

[44 FR 17934, Mar. 29, 1979, as amended at 61
FR 58143, Nov. 13, 1996]

Subparts G—L [Reserved]

Subpart M—Relations With Other
Agencies

§ 431.610 Relations with standard-set-
ting and survey agencies.

(a) Basis and purpose. This section
implements—

(1) Section 1902(a)(9) of the Act, con-
cerning the designation of State au-
thorities to be responsible for estab-
lishing and maintaining health and
other standards for institutions par-
ticipating in Medicaid; and

(2) Section 1902(a)(33) of the Act, con-
cerning the designation of the State li-
censing agency to be responsible for de-
termining whether institutions and
agencies meet requirements for partici-
pation in the State’s Medicaid pro-
gram.

(3) Section 1919(g)(1)(A) of the Act,
concerning responsibilities of the State
for certifying the compliance of non-
State operated NFs with requirements
of participation in the State’s Medicaid
program.

(b) Designated agency responsible for
health standards. A State plan must
designate, as the State authority re-
sponsible for establishing and main-
taining health standards for private or
public institutions that provide serv-
ices to Medicaid recipients, the same
State agency that is used by the Sec-
retary to determine qualifications of
institutions and suppliers of services to
participate in Medicare (see 42 CFR
405.1902). The requirement for estab-
lishing and maintaining standards does
not apply with respect to religious non-
medical institutions as defined in
§ 440.170(b) of this chapter.

(c) Designated agency responsible for
standards other than health standards.
The plan must designate the Medicaid
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