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DOMAIN NAME SYSTEM PRIVATIZATION: IS
ICANN OUT OF CONTROL?

THURSDAY, JULY 22, 1999

HOUSE OF REPRESENTATIVES,
COMMITTEE ON COMMERCE,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
Washington, DC.

The subcommittee met, pursuant to notice, at 11 a.m., in room
2322, Rayburn House Office Building, Hon. Fred Upton (chairman)
presiding.

Members present: Representatives Upton, Bilbray, Bryant, Bliley
(ex officio), Klink, Stupak, and DeGette.

Also present: Represntatives Tauzin, and Pickering.

Staff present: Eric Link, majority counsel; Paul Scolese, majority
professional staff, Mike Flood, legislative clerk; and Edith
Holleman, minority counsel.

Mr. UpTON. Good morning everyone. One piece of housekeeping
before we get started. I want to acknowledge and thank the
Berkman Center for Internet and Society at Harvard Law School
for carrying today’s proceeding live over the Internet.

While the Berkman Center has an ongoing relationship with one
of today’s principle witnesses, the Internet Corporation For As-
signed Names and Numbers, or ICANN, I have received assurances
that the funding for Berkman’s presence here today is being pro-
vided directly by Harvard University.

I might also add that this hearing is also being webcasted on the
committee’s website. I hope that many Internet users take advan-
tage of this opportunity to listen in on the subcommittee’s pro-
ceedings.

Today the subcommittee will examine the administration’s efforts
to transfer control of the Internet domain name system from the
public sector to the private sector. This transition is important be-
cause the domain name system is a critical component of the Inter-
net that routes all Internet traffic and allows users to locate
websites and ensure e-mail is properly sent and hopefully received.

As such, it plays a vital role in the stability of the Internet.
Under the direction of a 1997 Presidential Directive, the Depart-
ment of Commerce moved to end the Federal Government’s role in
the DNS. To achieve this, the Department of Commerce released
a series of proposals. The Department of Commerce’s final pro-
posal, known as the “White Paper,” outlined the transfer of many
of the DNS management functions to a private not-for-profit cor-
poration.
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This corporation was to be created by the Internet community at
large through a consensus-building process. Ultimately, ICANN
was selected and recognized as this not-for-profit corporation by
Commerce in October 1998.

Many of the current DNS functions, such as registering .com,
.net, and .org domain names are carried out by Network Solutions,
Inc. or NSI. NSI carries out these functions under an exclusive co-
operative agreement with the Department of Commerce.

NSI signed this cooperative agreement with the National Science
Foundation in 1993. NSF managed this cooperative agreement
until it was transferred to Commerce in September 1998. The Com-
mittee on Commerce gained direct jurisdiction of this issue when
NSF transferred the cooperative agreement to the Department of
Commerce in September 1998.

In October 1998, Chairman Bliley began reviewing the adminis-
tration’s selection of ICANN, how it was formed, and the selection
of ICANN’s board members. During the course of today’s hearing,
I think you will come to see that these questions are just as rel-
evant today as they were last fall. The Department of Commerce
recognized ICANN in November 1998 as the private sector body
who would assume responsibility for the management of the do-
main name system. In the 8 months that have passed since then,
ICANN has attempted to start filling its obligations to the adminis-
tration.

Most notably, ICANN is responsible for introducing competition
into the registration of domain names. Introducing competition in
this area requires the cooperation of NSI, since under its agree-
ment with the Department of Commerce, NSI maintains the au-
thoritative registry of domain names.

Competition for Internet domain name registration currently is
in a test period, with three competitors offering registration serv-
ices, and two others soon to follow. Today we will hear from 3 of
the 5 test-bed registrars.

Recently some problems have developed in the transfer of the do-
main name system from the public sector to the private sector. For
instance, the test-bed period for competitive registrars has been ex-
tended several times. Also, NSI and ICANN have been unable to
reach an agreement addressing the transfer of fundamental respon-
sibilities relating to Internet management. This impasse needs to
be addressed before the administration’s transfer plan can go much
further.

Finally, many observers have taken issue with several decisions
made by ICANN’s unelected interim board of directors, including
their decision to hold portions of their meetings in private, a well
as the imposition of a $1 per domain name fee. However, following
an inquiry by Chairman Bliley regarding these practices, ICANN
announced that it was suspending both until further notice.

Today’s hearing will provide an opportunity to explore the
present state of the domain name system’s transition, and evaluate
whether the administration’s plan, as it is currently being imple-
mented, may benefit or threaten the Internet.

In addition to hearing from the three principal players in this sit-
uation, the Department of Commerce, ICANN and NSI, we also
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will be hearing from a variety of interested parties who will share
their perspective on the present situation.

I thank all of today’s witnesses for testifying before this sub-
committee on a matter that I am sure will take on increasing im-
portance. I would note, too, that those in attendance need to move
from the back wall, or else you will be asked to leave. So, if you
can spread out a little so we can shut that door, it will be helpful.

I yield at this time my ranking member and friend, Mr. Klink.

[The prepared statement of Hon. Fred Upton follows:]

PREPARED STATEMENT OF HON. FRED UPTON, CHAIRMAN, SUBCOMMITTEE ON
OVERSIGHT AND INVESTIGATIONS

One piece of housekeeping before we get started today. I want to acknowledge and
thank the Berkman Center for Internet and Society at Harvard Law School for car-
rying today’s proceedings live over the Internet. While the Berkman Center has an
ongoing relationship with one of today’s principal witnesses, the Internet Corpora-
tion for Assigned Names and Numbers, I have received assurances that the funding
for Berkman’s presence here today is being provided directly by Harvard University.
I might also add that this hearing is also being webcasted on the Committee’s
website. I hope that many Internet users take advantage of this opportunity to lis-
ten in on the Subcommittee’s proceedings.

Today the Subcommittee will examine the Administration’s efforts to transfer con-
trol of the Internet domain name system from the public sector to the private sector.
This transition is important because the domain name system is a critical compo-
nent of the Internet that routes all Internet traffic and allows users to locate
websites and ensure e-mail is properly sent. As such, it plays a vital role in the sta-
bility of the Internet.

Under the direction of a 1997 Presidential Directive, the Department of Com-
merce moved to end the Federal government’s role in the DNS. To achieve this, the
Department of Commerce released a series of proposals. The Department of Com-
merce’s final proposal known as the “White Paper”—outlined the transfer of many
of the DNS management functions to a private, not-for-profit corporation. This cor-
poration was to be created by the Internet community at large through a consensus-
building process. Ultimately, the Internet Corporation for Assigned Names and
Numbers—or ICANN (“eye-can”)—was selected and recognized as this not-for-profit
corporation by the Department of Commerce in October 1998.

Many of the current DNS functions, such as registering com, net and org domain
names are carried out by Network Solutions, Inc.—or NSI. NSI carries out these
functions under an exclusive cooperative agreement with the Department of Com-
merce. NSI signed this cooperative agreement with the National Science Foundation
in 1993, and the National Science Foundation managed this cooperative agreement
until it was transferred to the Department of Commerce in September 1998. The
Committee on Commerce gained direct jurisdiction of this issue when National
Science Foundation transferred the cooperative agreement to the Department of
Commerce in September 1998.

In October 1998, Chairman Bliley began reviewing the Administration’s selection
of ICANN, how ICANN was formed, and the selection of ICANN’s interim board
members. During the course of today’s hearing, I think you will come to see that
these questions are just as relevant today as they were last fall.

The Department of Commerce recognized ICANN in November 1998 as the pri-
vate sector body who would assume responsibility for the management of the do-
main name system. In the eight months that have passed since then, ICANN has
attempted to start fulfilling its obligations to the Administration. Most notably,
ICANN is responsible for introducing competition to the registration of domain
names. Introducing competition in this area requires the cooperation of NSI, since
under its agreement with the Department of Commerce, NSI maintains the authori-
tative registry of domain names. Competition for Internet domain name registration
currently is in a test period, with three competitors offering registration services
and two others soon to follow. Today we will hear from three of the five test bed
registrars.

Recently, some problems have developed in the transfer of the domain name sys-
tem from the public sector to the private sector. For instance, the test bed period
for competitive registrars has been extended several times. Also, NSI and ICANN
have been unable to reach an agreement addressing the transfer of fundamental re-
sponsibilities relating to Internet management. This impasse needs to be addressed
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before the Administration’s transfer plan can go much further. Finally, many ob-
servers have taken issue with several decisions made by ICANN’s unelected interim
board of directors, including their decision to hold portions of their meetings in pri-
vate, as well as the imposition of a $1 per domain name fee. However, following an
inquiry by Chairman Bliley regarding these practices, ICANN announced that it
was suspending both until further notice.

Today’s hearing will provide an opportunity to explore the present state of the do-
main name system’s transition, and evaluate whether the Administration’s plan, as
it currently is being implemented, may benefit or threaten the Internet. In addition
to hearing from the three principal players in this situation—the Department of
Commerce, ICANN and NSI—we also will be hearing from a variety of interested
parties who will share their perspective on the present situation.

I thank all of today’s witnesses for testifying before this subcommittee on a matter
that I'm sure will take on increasing importance.

Mr. KLINK. I thank the chairman again for holding what I think
is a very important hearing on the governing of the Internet and
the process under which the Commerce Department is attempting
to introduce competition into the domain name registry system. I
thank the majority for working with the minority on the witnesses
here today. They have been very cooperative.

The concept of turning over a major portion of the international
Commerce to a non-profit, non-governmental organization is a
grand, complex, and fascinating experiment which has never been
tried before. We do not know if, in the long-run, it is going to be
successful.

If we can judge by the number of calls and visits to our office
from several of the parties before us today, there is a great finan-
cial interest in the outcome. I do hope, however, that despite the
title of this hearing, the majority’s mind has not been made up
about this very new organization, ICANN, but that we are all open
to a full and fair discussion of the issues at hand today.

The Internet Corporation For Assigned Names and Numbers was
established last fall to bring competition to the business of reg-
istering Internet domain names and moving it from the control of
the Department of Commerce to a non-governmental organization.
Currently this business, which is worth hundreds of millions of dol-
lars annually, and growing exponentially, is in the hands of Net-
work Solutions, Inc., through a cooperative agreement with the
Commerce Dept. NSI, by operating a government-created monop-
oly, has grown from a minuscule private company in 1993, which
was being paid by the U.S. taxpayers for its services, to a pub-
lically held, $120 million-plus company, to whom every person in
the world who wants a .com, or .org address pays $70 every 2
years.

Make no mistake, this is a very lucrative business. In the first
quarter of 1999, NSI's earnings increased by 130 percent over the
first quarter of 1998. Its stock is currently selling for $140 a share
compared to less than $20 a year ago.

One of the witnesses today will testify that annual revenues for
domain name registrations are expected to be in excess of $2 billion
in 4 years. Registrars also provide other Internet services. In our
economic system, no one can support the continued existence of
such a monopoly.

I can only hope, Mr. Chairman, that the purpose of this hearing
is not going to be to tear apart or even cripple ICANN, an organi-
zation that has been in existence for less than a year, so that the
competition in domain name registration is delayed again, and
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again, with the deliberate or the unintended effect of extending a
monopoly. Recently there have been some very disturbing reports
on the threats of Internet disruption, intellectual property claims
of the ownership of the .com registry, and delay tactics by NSI to
prolong its unique market position.

Today its Chief Executive Officer was quoted in the Washington
Post as saying, “ICANN is not necessary.” It its testimony, NSI
says that it does not have to recognize ICANN, although the Com-
merce Department has directed them otherwise. NSI also appears
to be saying that it, alone, will decide if ICANN’s procedures for
accrediting new registrars are legitimate or if there is industry con-
sensus.

On the other hand, without any industry input, NSI requires 2-
year registrations with a large penalty for transferring from one
registrar to another. That can only benefit NSI. I am concerned
about what appears to be a school yard bully approach. I expect the
Department of Commerce to take firm and appropriate steps to
deal with these issues.

I have to say that I have seen no indication of that to-date. I also
expect to receive today from NSI their response and their un-
equivocal commitment to furthering full and open competition as
soon as possible. It is one thing to bring forward legitimate issues.

It is quite another for the dominant market player to refuse to
participate in a process because it cannot fully control it. In a grow-
ing market, there should be room for everyone, but everyone is
going to have to give a little. We will also hear from several wit-
nesses today that they believe that ICANN has over-stepped its au-
{J)hori(;:y as a non-representative organization with an unelected

oard.

In this environment in which many parties have vested interest
in the outcome and eventual scope of ICANN’s authority, it can be
difficult for policymakers to determine which issues are legitimate
and which are being raised to cause delay or confusion in creating
a new competitive structure.

However, some of them appear to be worth looking at. They in-
clude the alleged dominance of large corporations with significant
trademark issues at ICANN. Who should determine the procedures
for resolving trademark disputes? Should ICANN use its process
for accrediting registrars to impose unilaterally an alternate dis-
pute resolution process on every holder of a .com or .org address,
or to set jurisdictions for settling trademark disputes?

Should ICANN limit the number of domains and the resulting in-
crease in competition because trademark holders do not want to re-
view large numbers of domains for possible infringements. In its
White Paper, Commerce even suggest that ICANN should order its
registrars to refuse to grant famous name domain addresses to par-
ties that do not hold the trademark for those names.

Many, many people have legitimate claims to addresses that may
be or may become someone else’s trademark. Who is to determine
what a famous name is? The issue of accountability is a major one
for both ICANN and NSI. If ICANN is not responsibility to any
government or governmental organization, to whom does an ag-
grieved party go when a decision by ICANN, or one of its agents,
has damaged that party’s business or their relationship?
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When the interim Chairman of ICANN tells a consumer rep-
resentative that pro-consumer policies will never be adopted by the
board, we must wonder exactly what type of organization we are
setting up. ICANN’s habit of holding part of its board meetings in
closed sessions also appears to be a mistake.

On the other hand, to whom is NSI accountable in its pricing and
contract conditions? Another very important question is how long
NSI should retain its second monopoly as the administrator of the
registry data base without any competitive process to subject fees
and services to market review?

Already, potential competitors are alleging that these fees are
out of control. NSI claims it actually owns the data base to do what
it wants with it. In the long-run, the stability of the Internet is not
dependent on a particular software configuration or the number of
competing domain registries. It must be under the control of an or-
ganization that is perceived by all stakeholders to be completely
trustworthy and fair.

For an organization like ICANN to survive without government
controls and rules, it cannot be perceived as being under the con-
trol of one interest group or another. Congress must move expedi-
tiously to ensue that full competition is commenced immediately.

ICANN must move expeditiously to ensure that it is a represent-
ative organization and has some authority to carry out its man-
date, but neither can do so without the full cooperation of Network
Solutions.

If this is not received, I predict that only the lawyers will benefit
in the end.

I thank the chairman.

[The prepared statement of Hon. Ron Klink follows:]

PREPARED STATEMENT OF HON. RON KLINK, A REPRESENTATIVE IN CONGRESS FROM
THE STATE OF PENNSYLVANIA

Mr. Chairman, thank you for holding this very important hearing on the govern-
ance of the Internet and the process under which the Commerce Department is at-
tempting to introduce competition into the domain name registry system. The con-
cept of turning over a major portion of international commerce over to a non-profit,
non-governmental organization is a grand, complex and fascinating experiment
which has never been tried before. We do not know if, in the long run, it will be
successful. If we can judge by the number of calls and visits to our offices from sev-
eral of the parties before us today, there is great financial interest in its outcome.
I do hope, however, that, despite the title of this hearing, the majority’s mind has
not already been made up about the very new organization, but is open to a full
and fair discussion of the issues at hand today.

The Internet Corporation for Assigned Names and Numbers (ICANN) was estab-
lished last fall to bring competition to the business of registering Internet domain
names and move it from the control of the Department of Commerce to a non-gov-
ernmental organization. Currently, this business—which is worth hundreds of mil-
lions of dollars annually and growing exponentially—is in the hands of Network So-
lutions Inc. (NSI) through a cooperative agreement with the Commerce Department.
NSI, by operating a government-created monopoly, has grown from a minuscule, pri-
vate company in 1993 which was being paid by the U.S. taxpayer for its services
to a publicly held, $120 million-plus company to whom every person in the world
who wants a dot-com or dot-org address pays $70 every two years.

Make no mistake—this is a very lucrative business. In the first quarter of 1999,
NSI’s earnings increased by 130 percent over the first quarter in 1998. Its stock is
currently selling for $140 a share compared to less than $20 a year ago. One of the
witnesses today will testify that annual revenues for domain name registrations are
expected to be in excess of $2 billion in four years. And registrars also provide other
Internet services.



7

In our economic system, no one can support the continued existence of such a mo-
nopoly. I can only hope, Mr. Chairman, that the purpose of this hearing is not to
tear apart or even cripple ICANN, an organization that has been in existence for
less than a year, so that competition in domain name registration is delayed again
and again with the deliberate or unintended effect of extending a monopoly. Re-
cently, there have been some very disturbing reports of threats of Internet disrup-
tion, intellectual property claims of the ownership of the dot-com registry and delay
tactics by NSI to prolong its unique market position. Today, its chief executive offi-
cer was quoted in the Washington Post as saying ICANN is not necessary. In its
testimony, NSI says that it does not have to recognize ICANN, although Commerce
has directed them otherwise. NSI also appears to be saying that it alone will decide
if ICANN’s procedures for accrediting new registrars are legitimate or if there in
industry consensus. On the other hand, without any industry input, NSI requires
two-year registrations with a large penalty for transferring from one registrar to an-
other. That can only benefit NSI. I am very concerned about this school yard bully
approach, and I expect the Department of Commerce to take firm and appropriate
steps to deal with these issues. I must say that I have seen no indication of that
to date. I also expect to receive today from NSI their response and their unequivocal
commitment to furthering full and open competition as soon as possible. It is one
thing to bring forward legitimate issues; it is quite another for the dominant market
player to refuse to participate in a process because it cannot fully control it. In a
growing market, there should be room for everyone, but everyone is going to have
to give.

We also will hear from several witnesses today that they believe that ICANN has
overstepped its authority as a non-representative organization with an unelected
board. In this environment in which many parties have a vested interest in the out-
come and eventual scope of ICANN’s authority, it can be difficult for policymakers
to determine which issues are legitimate and which are being raised to cause delay
or confusion in creating a new competitive structure. However, some of them appear
to be worth looking at. They include the alleged dominance of large corporations
with significant trademark issues in ICANN. Who should determine the procedures
for resolving trademark disputes? Should ICANN use its process for accrediting reg-
istrars to impose unilaterally an alternate dispute resolution process on every holder
of a dotcom or dot-org address or to set jurisdictions for settling trademark dis-
putes? Should ICANN limit the number of domains—and the resulting increase in
competition—because trademark holders don’t want to review large numbers of do-
mains for possible infringements? In its White Paper, Commerce even suggested
that ICANN should order its registrars to refuse to grant “famous name” domain
addresses to parties not holding the trademark for those names. Many, many people
may have legitimate claims to addresses that may be or become someone else’s
trademark. Who determines what a “famous name” is?

The issue of accountability is a major one for both ICANN and NSI. If ICANN
is not responsible to any government or governmental organization, to whom does
an aggrieved party go when a decision by ICANN or one of its agents has damaged
that party’s business or other relationships? When the interim chairman of ICANN
tells a consumer representative that proconsumer policies will never be adopted by
the board, we must wonder exactly what type of organization we are setting up.
ICANN'’s habit of holding part of its board meetings in closed sessions was also a
mistake. On the other hand, to whom is NSI accountable in its pricing and contract
conditions?

Another very important question is how long NSI should retain its second monop-
oly as the administrator of the registry database without any competitive process
to subject fees and services to market review. Already potential competitors are al-
leging that these fees are out of control. But NSI claims that it actually owns the
database and can do whatever it wants with it.

In the long run, the stability of the Internet is not dependent on a particular soft-
ware configuration or the number of competing domain registries. It must be under
the control of an organization that is perceived by all stakeholders to be completely
trustworthy and fair. For an organization like ICANN to survive without govern-
mental controls and rules, it cannot be perceived as being under the control of one
interest group or another. Commerce must move expeditiously to ensure that full
competition is commenced immediately; ICANN must move expeditiously to ensure
that it is a representative organization and has some authority to carry out its man-
date. But neither can do so without the full cooperation of Network Solutions. If this
is not received, I predict that only the lawyers will benefit.
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MASTERS OF INTERNET DOMAINS GO TO WAR
[The Washington Post, July 22, 1999]
By Rajiv Chandrasedaran

Quietly tapped by a Washington lawyer acting on the wishes of a reclusive univer-
sity researcher, the 10 board members were meant to be the first trustees of the
Internet: volunteer stewards who would assume technical control of the global com-
puter network and break up Network Solutions Inc.’s lucrative monopoly in reg-
istering electronic addresses.

It was a task that was almost universally cheered by Internet activists and busi-
nesses when the group was formed nine months ago. But not anymore. A growing
number of critics contend that the group, dubbed ICANN, is stealthily morphing
into a regulatory agency for the traditionally unregulated Internet.

Leading the charge against ICANN—by underwriting activists and hiring lobby-
ists—has been one very self-interested party: Herndon-based Network Solutions,
which is refusing to participate in ICANN’s plans for competition.

The battle between ICANN and Network Solutions has the potential to disrupt
the $150 billion flow of information and commerce on the Internet, as both sides
engage in a tug of war over the network’s master database of addresses. The fight
also underscores how the Internet has graduated from being a creature of high-
minded and free-wheeling academics into a big business proposition that is strug-
gling to establish some form of professional management.

Technical control of the Internet has long rested with the U.S. government, which
created the network in the 1960s. But in a coming-of-age moment for the online
world, the Clinton administration decided last year to transfer its authority to the
private sector—through ICANN.

ICANN is headed by Esther Dyson, an author and analyst who is one of the tech-
nology industry’s best-known leaders. She has forcefully warned Network Solutions
that 1t could lose its right to assign and manage addresses, its chief source of rev-
enue, if it does not cooperate with ICANN. But Network Solutions has been
unmoved, refusing to even recognize ICANN as a legitimate organization. “They’re
not really necessary,” said Jim Rutt, Network Solutions’ chief executive.

Dyson argues that Network Solutions’ opposition to ICANN’s plans to foster com-
petition isn’t based on principle, but out of a desire to “prolong its monopoly.”

Administration officials have called Network Solutions’ refusal to deal with
ICANN “extremely destabilizing for the Internet” and “quite harmful to its develop-
ment.” Network Solutions, in turn, has warned that there would be “serious security
and stability issues” for the Internet if the company is stripped of its ability to man-
age addresses that end with “.com,” “.org” and “.net.” Network Solutions warned
such a move could result in ICANN and the government “disconnecting 5 million
Internet addresses.”

“The risks are very high,” said Harris Miller, the president of the Information
Technology Association of America. “The thought that these obscure techie issues
are somehow going to affect the operation of the Internet is really a very scary prop-
osition.”

Network Solutions, ICANN and the administration all have incentives to reach an
agreement without a bloody fight. For Network Solutions, not striking a deal with
the other two and risking the chance it could lose its address-management role
could worry many of its investors, who recently have bid the company’s stock to
record highs on the assumption that it will continue to dominate the address busi-
ness. For the administration and ICANN, yanking away NSI’s address-management
function could open them to criticism that they are fracturing the network.

“I think we’re all interested in making this work,” Dyson said.

At the same time, industry and government sources say the negotiations have not
progressed significantly in recent weeks, creating a high possibility that no side
might decide to take drastic action. “The process,” said one source close to the mat-
ter, “is not moving forward the way it should be.”

The roots of the current conflict extend back to 1992, when the Internet was the
territory of academics and computer enthusiasts. Needing an organization to man-
age addresses on the network—known as “domain names”—the National Science
Foundation entered into a cooperative agreement with defense contractor Science
Igplplications International Corp., which eventually spun off the business as Network

olutions.

As businesses began their frenetic rush to the Internet, Network Solutions’ arcane
agreement, which allowed it to charge $35 a year to register a domain, quickly
turned into a lucrative government-sanctioned monopoly. To date, the company has
registered more than 5 million domain names, helping it post an $11.2 million profit
on revenue of almost $94 million last year.
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Soon, other firms began demanding a piece of the action, arguing that having a
monopolist running the operation was impeding the growth of electronic commerce.
After debating the issue for months, the White House decided last year to open do-
main registrations to competition and have a nonprofit corporation manage the proc-
ess.

It turned out to be easier said than done.

There was no nonprofit group ready to assume the reins, so the government
turned to Jonathan B. Postel, one of the Internet’s founders. A Birkenstock-wearing
researcher at the University of Southern California who had long been critical of
NSI’s monopoly, Postel set about soliciting suggestions from the Internet community
for the corporation’s board.

Postel then drew up a list and had his Washington-based lawyer, Joe Sims, con-
tact the prospective members. He included such industry and academic luminaries
as Dyson and Linda Wilson, the president of Radcliffe College. But just as the group
was readying its first meeting last fall, Postel died.

The organization, formally named the Internet Corp. for Assigned Names and
Numbers, eventually was pulled together by Sims. In April it picked five firms, in-
cluding Dulles-based America Online Inc., to begin offering domain registrations on
a test basis. ICANN has selected two dozen other firms to offer competing registra-
tion services, but they will not be able to until ICANN, Network Solutions and the
Commerce Department can agree on pricing and other issues.

Under the government’s competition plan, Network Solutions would become one
of several firms offering address registration services, but it would still have the sole
right to run the master database of addresses. That database would tell firms if a
certain address already is taken, preventing them from issuing a duplicate. The
firms would pay a small fee to Network Solutions to keep track of addresses, but
thus far, Network Solutions and the government thus far have been unable to agree
on the size of the fee.

Meanwhile, from almost the instant it was founded, ICANN has come under fire
from many quarters of the Internet community. Activists have questioned the way
the board was picked and its decision to meet behind closed doors. The board’s sub-
sequent decisions to charge a $1 fee on every domain to fund its operations and sup-
port a World Intellectual Property Organization plan aimed at resolving trademark
disputes further enraged the activists, who worry that ICANN is moving well be-
yond its technical management mandate to more broadly regulate the Internet.

“The Internet has been successful because it never had any centralized manage-
ment,” said Tony Rutkowski, an Internet consultant in Northern Virginia who per-
forms some work for Network Solutions. “ICANN appears to be out to change that.”

ICANN officials deny they are moving beyond technical oversight and say much
of the criticism reflects natural growing pains as the Internet moves to a self-gov-
erning structure. Nevertheless, Dyson admits it was a “political and practical mis-
take” to hold closed meetings and vows that future gatherings will be open. And on
lb\/londay, ICANN decided to abandon the $1 fee, which was called an “Internet tax”

y critics.

“It became an issue that distracted from our mission,” Dyson said. She said
ICANN, which is essentially broke, instead will look for contributions from busi-
nesses and the government to keep the group afloat.

Dyson and Sims blame Network Solutions for much of the opposition to ICANN,
which Sims believes, is being used as a whipping boy for Network Solutions’ dis-
agreements with the government. “We’re an easier target than the government,”
said Sims, who contends that Network Solutions “has put a lot of work into sup-
porting, encouraging and actually paying for critics” of ICANN. Network Solutions
also has enlisted a team of high-powered lobbyists, led by Dan Dutko, whose firm
also represents AT&T Corp. and the parent company of Federal Express, to press
its case on Capitol Hill.

Today, House Commerce Committee Chairman, Thomas J. Bliley Jr. (R-Va.) plans
tCo holc}?a hearing titled: “Domain Name System Privatization: Is ICANN Out of

ontrol?”

Given the differences that remain among Network Solutions, ICANN and the ad-
ministration, sources close to the negotiations believe there is a high possibility the
Commerce Department either would strip the firm of its address-management func-
tion or the company would simply walk away from the agreement, opening itself to
competition on more favorable terms and forcing the government to file a lawsuit
if it wants to have someone else run the address database.

Industry and academic experts following the debate worry that both sides are
playing a high stakes game of political chicken with the Internet’s critical infra-
structure.
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said Michael Froomkin, a law professor at the

”»

“There’s an awful lot at risk here,
University of Miami who recently helped start a group called ICANN Watch. “And

thus far, neither side seems to be doing much to minimize that risk.”
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Mr. UPTON. Are you a lawyer?

Mr. KLINK. I am not a lawyer.

Mr. UPTON. I recognize the chairman of the full committee, Mr.
Bliley.

Chairman BLILEY. Thank you, Mr. Chairman.

I am glad you are holding this hearing today. The Internet do-
main name system is at a critical crossroads. It appears that there
may be serious roadblocks to achieving a successful move to private
control of this system.

Consumers, teachers, and businesses have a stake in seeing that
this system go from government control to the private sector. To-
day’s hearing provides an opportunity for the committee and the
public to question the administration’s actions on this plan.

We will hear from the key players on this matter, including
ICANN, the Department of Commerce, and Network Solutions, as
well as others with an interest in this process. Today also marks
the first time that ICANN will appear in a public forum since it
was selected last October to run the day-to-day mechanics of the
Internet.

As part of our larger E-commerce initiative, the committee has
focused on the domain name system. In June of last year, the sub-
committee on Telecommunications, Trade, and Consumer Protec-
tion held a hearing on the future of the domain name system.

As I said at the start of that hearing, “we must see to it that the
transfer of the domain name system ensures stability and con-
tinuity. The failure of the domain name system could have a pro-
foundly negative impact on electronic commerce.”

Given the popularity of the Internet for business, learning, and
entertainment, I believe that this statement is even more true
today than it was in June of last year. That is why, since last June,
the committee has investigated the transition of the domain name
system to the private sector.

We wrote last October to the administration to inquire about the
selection of ICANN. Most recently, last month we asked ICANN
and the Department of Commerce to explain in more detail the rea-
sons for some of ICANN’s actions and the Department’s view of
these actions.

We asked ICANN about the notion that board meetings may be
held in private, and the notion of a $1 per domain name fee. Think
about that; $1 collected for each name, as millions of names come
online. I believe this is an unauthorized tax on the American peo-
ple. Since my inquiries, ICANN appears to be backing down on
both of these misguided ideas.

Needless to say, the impact that ICANN’s actions could have on
the Internet and E-commerce is huge. The committee is obligated
to ask questions. Indeed, failure to ask them would have been a
lapse of duty on our part. There has been much finger-pointing be-
tween ICANN, Network Solutions, and the Department of Com-
merce about who is to blame for this morass and, in particular, the
failure of Network Solutions and ICANN to reach an agreement on
the transfer.

I believe the Department of Commerce needs to answer a few
questions on whether they had a well thought-out plan. I must say
that, at least to this observer, it does not appear some basic issues
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were adequately considered by the administration before it adopted
and implemented its privatization plan.

Therefore, I urge the Department of Commerce to redouble its ef-
forts in this very important area, in order to ensure that the Inter-
net’s stability is not threatened by continuing disagreements re-
lated to the transfer.

I have said on many prior occasions that I fully support the goals
of the administration’s White Paper, which calls for the privatiza-
tion of the domain name system. However, my support for this
process does not mean that I, or this committee, will turn a blind
eye when confronted with troubling developments during this tran-
sition. The Internet is too important to this Nation, and the world
at large, for this committee to stay on the sidelines.

Thank you, Mr. Chairman for your work on this hearing. I want
to thank all the witnesses today for their appearance. I look for-
ward to their testimony.

Mr. UpTON. Thank you, Mr. Chairman. Ms. DeGette.

Ms. DEGETTE. Thank you, Mr. Chairman.

Mr. Chairman, I am eager to get to testimony, so I will not make
a long opening statement. I would ask unanimous consent to put
my full statement and also for other committee members who are
not here to put their opening statements in the record.

Mr. UpTON. Without objection, all members of the subcommittee
and the committee will be allowed to put in their remarks.

Ms. DEGETTE. Thank you, Mr. Chairman.

As in many parts of the country, my home State of Colorado is
participating in the boom associated with the rapid expansion of
the Internet and Internet-related services. Sometimes the pace
change is breath-taking and so are the economics, I think as evi-
denced by our audience here today.

A key component of this economic marvel is that after the Fed-
eral Government provided funding and then developed much of the
Internet in its early day, the free market was allowed to volun-
tarily invest capital, assume risk, and usually to reap the reward
of its investment, often with spectacular results. Today I think we
are addressing another very important piece of the Internet, the
domain name system and our attempts to privatize the registry.
Without this system, the Internet would be like an international
highway system without any road signs. Obviously, a central,
standardized, internationally recognized registry is necessary for
success.

In reviewing the written testimony submitted in advance by
some of the witnesses today, I am concerned, as others have ex-
pressed, about the progress that is being made in moving the do-
main name system registry into the open market where competi-
tion can benefit the consumer in the way it has in so many other
Internet-related services by adding value, significantly reducing
cost, and spurring innovation.

I am also concerned that while we await this expected progress,
there appears to be a private contractor reaping significant benefits
from an apparent monopoly over the domain name system registry.
I am told that the number of domain names registered is doubling
every 9 months. Thus, we should be experiencing a tremendous
economy of scale.
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I look forward to hearing from the Commerce Department wit-
nesses, ICANN and NSI, as to why we are keeping these expected
benefits from consumers and why competition is being hindered in
this service. I expect the issue of the apparent monopoly is, itself,
the heart of the matter and it could easily consume this hearing,
a well as other hearings. I am aware there are many issues of con-
cern regarding the establishment of ICANN. We have heard many
of them here today. I believe it would be difficult for this committee
to flesh out and address all of those issues in just one hearing, but
I do believe they are worthy topics.

I want to thank you, Mr. Chairman, for taking this step forward.
I look forward to additional hearings on this topic, if we need.
Thank you, Mr. Chairman. I yield back the balance of my time.

Mr. UpTON. Thank you. Mr. Bilbray.

Mr. BIiLBRAY. Yes, Mr. Chairman.

I want to thank you for convening this hearing today on this
complex and critical issue. Mr. Chairman, I would say that I think
this hearing is important for a number of reasons. There are a
number of what I see as primary questions that need to be exam-
ined here and now, such as the status of the continuing progress
toward competition in the NSI, the past activities and future inten-
tions of ICANN, and the question of administrative oversight of the
entire process.

Those are important discussions that we need to make. I think
that this hearing will shed a good deal of light on these questions.
From reading the testimony of the first panel of witnesses, it would
appear that a heightened level of understanding, and perhaps com-
munication, now exist between the committee, NSI, and ICANN.

This is beneficial for the purpose of this hearing and more for the
broader discussion of the bigger issues. The continuing positive
growth of the of the Internet is at stake. Mr. Chairman, I hope this
is what we will keep in mind as we hear the testimony of wit-
nesses.

We are in a unique position of being able to profoundly influence
the continuing development of the Internet and clearly it is essen-
tial that we carefully consider all of the information and scenarios
before us so that we can proceed in a wiser manner.

At the end of the day, we need to be assured that the Internet
and the infrastructure that operates it is available, understand-
able, and accountable, not to us or any one entity, but to the public
at large, the student, the businessman, and the consumer.

We have much to learn and to understand about how the future
of the Internet will be shaped. We have a responsibility to do what
we can in order to see that it is done as appropriately as humanly
possible.

Thank you again for holding this hearing, Mr. Chairman. I look
forward to the testimony of the witnesses. I yield back.

Mr. UpTON. Thank you, Mr. Bilbray.

Does the chairman of the Telecommunications Subcommittee
wish to make an opening statement? Mr. Tauzin.

Mr. TAUZIN. Mr. Chairman, if I did make an opening statement,
it would almost be exactly word-for-word what the chairman of our
full committee has already delivered. I want to tell him, make it
ditto. I deeply appreciate his statement today.
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I would only add that just a few months ago, if anyone asked
what ICANN was, they would have guessed it was some sort of
support group for the work of Dr. Normal Vincent Peale. It is only
sort of newly arrived on the scene. It is obviously something we
need to learn a great deal more about.

I can also tell you that I have met with a number of the wit-
nesses who are here today from the Commerce Department, Ms.
Burr, in particular, I can assure I have learned that she is not re-
lated, as some have claimed, to the infamous trader Aaron Burr.

Mr. UpTON. I thought that was Richard Burr.

Mr. TAUZIN. And neither is she related to our great patriot Rich-
ard Burr. Again, I want to thank you and the Oversight Committee
for doing this work. This is critical to the Internet. The work you
do in this Oversight hearing we will follow closely, the Tele-
communications Committee, because of course it is critical to our
work in ensuring that all of us on the Commerce Committee that
commerce is not only protected, but enhanced in this process.

Thank you, Mr. Chairman.

Mr. UpTON. Thank you. Welcome, witnesses.

For the audience, I would note that Ms. Becky Burr is the Acting
Associate Administrator for the Office of International Affairs of
the National Telecommunications Information Agency at the De-
partment of Commerce; Ms. Esther Dyson, Interim Chairman of
ICANN; Mr. Mike Roberts, Interim President and CEO for ICANN;
and Mr. Jim Rutt, CEO for Network Solutions, and Mr. Pincus,
General Counsel of the Department of Commerce.

We have a long-standing practice in this subcommittee of taking
testimony under oath. Do any of you have objection to that?

[Chorus of nays.]

Mr. UpPTON. Also, under House Rules, you are allowed to have
flounsel, if you wish to have it. Do any of you wish to have counsel

ere?

[Chorus of nays.]

Mr. UPTON. I am just checking. We are not lawyers up here.

If you would stand and raise your right hand.

[Witnesses sworn.]

Mr. UptON. Thank you. You are now under oath.

We will start with Ms. Burr.

TESTIMONY OF ANDREW J. PINCUS, GENERAL COUNSEL; AC-
COMPANIED BY BECKY BURR, ACTING ADMINISTRATOR, OF-
FICE OF INTERNATIONAL AFFAIRS, NATIONAL TELE-
COMMUNICATIONS INFORMATION AGENCY, DEPARTMENT
OF COMMERCE; ESTHER DYSON, INTERIM CHAIRMAN,
INTERNET CORPORATION FOR ASSIGNED NAMES AND NUM-
BERS, ACCOMPANIED BY MIKE ROBERTS, INTERIM PRESI-
DENT AND CHIEF EXECUTIVE OFFICER, INTERNET COR-
PORATION FOR ASSIGNED NAMES AND NUMBERS; AND JIM
RUTT, CHIEF EXECUTIVE OFFICER, NETWORK SOLUTIONS
INCORPORATED

Ms. BURR. I am here with the General Counsel.

Mr. Pincus. Thank you, Mr. Chairman.

Ms. Burr and I appreciate the opportunity to testify before this
subcommittee on behalf of the Commerce Department regarding
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management of the domain name system. Continuing the dialog, as
Chairman Bliley mentioned, that has been going on now for more
than a year with the committee on this subject, we certainly wel-
come the interaction and hope it will continue as this process
moves on into the future.

It has by now become a cliche to observe that the Internet is a
totally new phenomenon, born global, growing at a rate unprece-
dented for a new medium of communications and commerce, and
changing rapidly as technology evolves. We believe that this new
phenomenon requires a new approach from government, in par-
ticular, the administration has made private sector leadership and
minimal government involvement the keystone of its electronic
commerce policy. Ultimately, of course, it is the role of government
to ensure that the public interest is protected.

If the private sector cannot accomplish that, then government
must act. We believe we must give the private sector a reasonable
chance to do the job. Unlike many aspects of the Internet, domain
name management has not been a private sector function.

It has been conducted entirely under the auspices of the Federal
Government. For example, as several of the committee members
have mentioned domain name registration services have been
available from only one company, Network Solutions, that operates
pursuant to an agreement with the government.

In July 1997, the President directed Secretary Daley to make the
governance of the domain name system private and competitive.
Following two rounds of notice and comment, and consideration of
more than 1,000 comments, as the chairman mentioned, the Com-
merce Department in June 1998 issued a Statement of Policy, the
White Paper, that is the blueprint for this transition process.

The White Paper set forth substantive conclusions with regard to
domain name management policy, and also laid out a process for
the transition to private sector management and the transition to
competition. The first step in the privatization process came at the
end of November 1998 when, after another public comment process,
the Commerce Department entered into a Memorandum of Under-
standing with ICANN.

The terms of that MOU are important. It did not confer imme-
diately upon ICANN responsibility for domain name system man-
agement. Rather, it is an agreement, “to jointly design, develop,
and test the mechanisms and procedures that should be in place
to transition domain name system management responsibility from
the U.S. Government to a private sector not-for-profit entity.”

Once testing is successfully completed, the MOU states “it is con-
templated that DNS management will be transitioned.” Obviously
if the project is not successful, that transition of responsibility will
not occur. The MOU also incorporates a number of protections.

It bars, for example, singling out one party for disparate treat-
ment, prohibits unjustified or arbitrary actions, and requires that
this private sector management operation be setup in accordance
with the principles that are laid out in the White Paper.

ICANN agreed to do something that was literally unprecedented;
create a private sector organization that encompasses all of the
many and varied Internet constituencies, to do that on a global
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basis, and to create a process that would allow for consensus-based
decisionmaking with respect to domain name management issues.

Given that tall order, it is not at all surprising that ICANN is
not finished yet. It also is not surprising that mid-course correc-
tions have been necessary. It would have been amazing, I think, if
ICANN had done everything perfectly right along in this process
that no one has ever carried out before.

For example, we have advised ICANN to eliminate the $1 fee,
open its board meetings to the public, and make certain other
changes. Surely, additional other corrections will be necessary.
ICANN is now, as it was supposed to be at this point, along the
road to completion, but still a work in progress.

I would like to make one last point about ICANN. The White
Paper recognized that at the same time that ICANN was creating
its structure for consensus-based decisionmaking, the interim board
would be required to make specified, initial decisions; particularly,
those relating to establishing competition.

We simply could not postpone the introduction of competition
until ICANN’s structure was finalized. As several members of this
subcommittee have mentioned, getting competition into the system
was just too important.

Therefore, the process of introducing competition has moved for-
ward. It is also important to note that ICANN is not the only entity
with work to do. A fundamental principle of our domain name pol-
icy, as I have said, is ensuring competition. That means that Net-
work Solutions, which operates the central registry of names for
the commercially significant domains, .com, .net, and .org must
agree to principles that will produce real competition between it
and other registrars.

Network Solutions now provides both its registry, central reg-
istry, and retail registrar services pursuant to its agreement with
the government and therefore it operates under government over-
sight. For that government oversight to be eliminated, it must be
replaced by principles that will ensure competition.

That means that Network Solutions, and other providers of reg-
istration services to the public, must operate under the same rules
so we have a level playing field for competition. It means that Net-
work Solutions must not be able to use its position as the sole oper-
ator of the central registry in which all names must be placed for
the system to work.

It cannot use that position to advantage its own registration op-
eration or disadvantage competing registration providers; some of
which, as the chairman mentioned, will be testifying before this
subcommittee later today. We have laid out in some detail what we
see are the relevant issues in the response to Chairman Bliley’s let-
ter. Our discussions with NSI are ongoing, but as yet none of these
issues have been resolved satisfactorily.

Thank you again for the opportunity to appear before this sub-
committee. Ms. Burr and I look forward to answering your ques-
tions.

[The prepared statement of Andrew J. Pincus follows:]
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PREPARED STATEMENT OF ANDREW J. PINCUS, GENERAL COUNSEL, DEPARTMENT OF
COMMERCE

Thank you, Mr. Chairman and Members of the Committee, for this opportunity
to report on progress towards transitioning management of the Internet domain
name system (“DNS”) to the private sector.

The Commerce Department’s Statement of Policy on the Management of Internet
Names and Addresses (the “White Paper”), issued thirteen months ago, identified a
number of tasks to be undertaken on a priority basis in order to transition DNS
management to the private sector: (1) private sector creation and organization of a
new, not-for-profit corporation to conduct DNS management; (2) rapid introduction
of competition in the provision of domain name registration services; (3) adoption
of policies to reduce conflicts between trademark holders and domain name reg-
istrants; and (4) review of the root server system to increase the security and profes-
sional management of that system.

Creation and Organization of New Corporation

The Internet Corporation for Assigned Names and Numbers (ICANN) has made
considerable progress toward establishing the structures for representative decision
making contemplated in the White Paper, but there is still important work to be
done:

* ICANN'’s top priority must be completing the work necessary to put in place an
elected board of directors on a timely basis. Specifically, it must do everything
within its power to establish the Supporting Organizations, and ensure the elec-
tion of nine board members by those Organizations to begin serving at the No-
vember 1999 Board Meeting. And it must work diligently to complete the process
for electing at-large directors by June 2000.

* ICANN should eliminate the $1 per-year per domain name registration user fee.
Although the user fee may be determined to be an appropriate method for funding
ICANN’s activities, it has become controversial, and we believe a permanent fi-
nancing method should not be adopted until after the nine elected members are
added to the ICANN Board in November. That will ensure that this important
decision is made in accordance with the representative, bottom-up process called
for in the White Paper. In the meanwhile, we will work with ICANN and the en-
tire Internet community, to the extent permitted by law, to obtain interim re-
sources for ICANN.

¢ ICANN should immediately open its board meetings to the public. Transparency
is critical to establishing trust in decision making. And trust is essential for
ICANN’s ultimate success. As a general matter, ICANN has undertaken the vast
majority of its work in an open and transparent manner. The final step of opening
the board meetings is critical to establishing trust in ICANN.

e There is concern in the Internet community about the possibility of over-regula-
tion, and therefore ICANN should assure all registrars and registries, through
contract, that it will restrict its policy development activities to matters that are
reasonably necessary to achieve the goals specified in the White Paper and that
it will act in accordance with the procedural principles set forth in the White
Paper.

With these actions, and the other steps already taken by ICANN, we believe that
ICANN will put itself on a very firm footing to achieve the goals and principles
spelled out in the White Paper. The ICANN apparently agrees and wrote to the De-
partment of Commerce on July 19, 1999 indicating that these suggestions would be
implemented.

Introduction of Competition in Domain Name Registration

Again, there has been considerable progress: the Shared Registration System
(SRS) has been created; new registrars have been accredited under guidelines estab-
lished by ICANN; Network Solutions, Inc. (NSI) has licensed the SRS to those reg-
istrars on an interim basis; and testing of the SRS has begun. But significant work
still remains to be done in order to establish robust competition:

e NSI must fulfill its obligation to recognize ICANN as required by Amendment 11
of the Cooperative Agreement. This requires NSI and ICANN to reach agreement
on a number of contractual issues. The transition of DNS management to the pri-
vate sector can succeed only if all participants in the domain name system—in-
cluding NSI—subject themselves to rules emerging from the consensus based, bot-
tom-up process spelled out in the White Paper.

e With respect to NSI’s provision of registry services—as to which an unsuper-

vised NSI would be able to exercise market power today and for the foreseeable
future—we believe the NSI-ICANN agreement must assure reasonable super-
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vision to prevent the exercise of that market power in a way that injures con-
sumers. With respect to NSI’s provision of registrar services, robust competition
in the provision of those services—and the lower prices and greater choice that
are the benefits of competition—cannot occur until all purveyors of those serv-
ices abide by the same rules.
¢ But what if an agreement cannot be reached? NSI’s view is very clear. Its posi-
tion is that when the Cooperative Agreement terminates, whether prematurely
or upon its expiration on September 30, 2000, NSI will be free to operate these
domains without any supervision by the government. The Commerce Depart-
ment believes just as strongly that NSI does not have the legal right to operate
these domains in the authoritative root in perpetuity. We believe that all or
part of the functions now performed by NSI under the Cooperative Agreement
could be reassigned through a competition and, unless NSI won the competition,
it would cease to have any legal right to provide the recompeted services. And
even if that were not so, an NSI unconstrained under U.S. law would quickly
become a target of action by other countries in order to protect consumers
against the exercise of market power.
¢ This path—failure to reach agreement with ICANN, recompetition of the Coop-
erative Agreement and the likely results that would follow, together with action
by foreign governments—would be extremely destabilizing for the Internet and
therefore quite harmful to its development. We have been able to reach agree-
ment with NSI in the past each time it has been necessary to do so in order
to enable the DNS process to move forward. There is no reason to believe that
agreement cannot be reached on the remaining questions. We believe all parties
should put aside inflammatory rhetoric, set aside parochial concerns, and work
for a fair solution that is in the interest of the entire Internet community.
NSI and the Department of Commerce must reach agreement on a post-Testbed
license for registrars’ use of the SRS. Remaining issues include modification of the
SRS to allow registrars to offer different term lengths (and thus compete on this
basis in addition to price); and allowing registrants to switch registrars without
forfeiting the time remaining on an existing registration contract, upon payment
of a cost-based transfer fee (the current system requires the transferring reg-
istrant to forfeit all time on its existing registration and pay an additional two-
year fee). We are very concerned that imposing this monetary penalty on transfer
of existing registrations among registrars creates a barrier to robust competition.
We also must reach agreement on the size of the per-registration fee to be paid
to NSI as registry.
NSI and the Department of Commerce also must resolve issues regarding the
availability of the WHOIS database, and the .com, .net, and .org zone files. NSI
took certain actions earlier this year without the consent of the Commerce De-
partment that restricted access to this information, which had previously been
widely and readily available to the Internet community. We strongly support the
prohibition of uses that adversely affect the operational stability of the Internet,
but we oppose other restrictions on third-party use of this information, which has
been compiled by NSI in the course of its operations under the authority of the
U.S. Government.
The Commerce Department and NSI also must reach agreement concerning the
appropriate use of the InterNIC.net website. The Commerce Department believes
that InterNIC should remain a neutral website for the purpose of educating the
public about the introduction of competition in domain name registration and pos-
sibly for providing a comprehensive WHOIS service.

Domain Names and Trademarks

The provisions of the ICANN Accreditation Agreement, together with the rec-
ommendations of the World Intellectual Property Organization (WIPO) when fully
implemented, reflect the recommendations of the White Paper related to reducing
friction between trademark owners and domain name holders. We commend
ICANN for its prompt action on these issues, and urge it to proceed promptly,
pursuant to the appropriate ICANN procedures, to establish a uniform dispute
resolution procedure for cybersquatting.

Management of the Root Server System

The Department of Commerce and ICANN are proceeding to implement the White
Paper’s call to develop and implement means to increase the security and profes-
sional management of the Internet root server system.

I want to thank the Committee for inviting me to testify today on this important

issue. We have attached our response to Chairman Bliley’s letter of June 22, 1999
which discusses these issues in greater detail. As always, the Department of Com-
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merce welcomes the Committee’s interest in the DNS process. I would be pleased
to answer any questions you may have at this time.
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T—_—T‘ GENERAL COUNSEL OF THE

s UNQIEIEED STATES DEPARTMENT OF COMMERCE
% @ :? Wwashingzon, 0.C. 2023

July 8, 1999

The Honorabie Tom Bliley

Chairman, Committee on Commerce
United States House of Representatives
Room 2125 Raybum House Office Building
Washington, DC 20515

Dear Chairman Bliley:

I amn writing to respond to your letter to Secretary Daley dated June 22, 1999, in which you
eXpress concern about recent steps taken by the Internet Corporation for Assigned Names and
Numbers ("ICANN") related to the transition to privatized management of the Intemnet Domain
Name System (“DNS™).

The Department of Commerce welcomes the Committee’s continuing interest in this process. As
you point out in your letter, we share the same goal: transitioning DNS management
responsibility to a new, not-for-profit corporation “govemed on the basis of a sound and
transparent decision making-process, which protects against capture by a self-interested faction.”
To this end, Department staff has regularly met with the Committee staff to provide information
and to seek Congressional input concerning this complex process.

Before turning to the specific questions posed in your letter, I thought it would be useful to
provide a more general report on the status of the DNS transition process.

Summary

The Commerce Department's Statement of Policy on the Management of Internet Names and
Addresses (the "White Paper"), issued thirteen months ago, identified a number of tasks to be
undertaken on a priority basis in order to transition DNS management to the private sector:

(1) private sector creation and organization of a new, not-for-profit corporation to conduct DNS
management; (2) rapid introduction of competition in the provision of domain name registration
services; (3) adoption of policies to reduce conflicts between trademark holders and domain
name registrants; and (4) review of the root server system to increase the security and
professional management of that system.

Creation and Organization of New Corporation

ICANN has made considerable progress toward establishing the structures for representative
decision making contemplated in the White Paper, but there is still important work to be done:

. ICANN's top priority must be completing the work necessary to put in place an elected
board of directors on a timely basis. Specifically, it must do everything within its power
to establish the Supporting Organizations, and ensure the election of nine board members
by those Organizations to begin serving at.the November 1999 Board Meeting. And it
must work diligently to complete the process for electing at-large directors by June 2000.
(Page 11)
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. ICANN should eliminate the S1 per-year per domain name registration user fee. Although
the user fee may be determined to be an appropriate method for funding ICANN's
activities, it has become controversial, and we believe a permanent financing method
should not be adopted until after the nine ¢iecied members are added to the ICANN

- . Board in November. That will ensure that this important decision is made in accordance

 with the representative, bottom-up process called for in the White Paper. Inthe
meanwhile, we will work with ICANN and the.entire Internet community, to the extent
permitted by law, to obtain interim resources for ICANN. (Page 11)

+. . ICANN should immediately open its board meetings to the public. Transparency is
eritical to establishing trust in deciston making. And trust is essential for [CANN's
ultimate success: As:a general matter, ICANN has undertaken the vast majority of its -
work in an open and transparent manner. The final stepof opening the board mestings is
critical to establishing trust in ICANN. (Page 12)

. There is concert in the Internet community about the possibility of over-regulation, and
therefore ICANN should assure all registrars and.registries, through contract, that it will
restrict its policy development.activities to matters that are reasonably necessary to

- achieve the goals specified in the White Paper and that it will actin accordance with the
procedural principles set forth in the White Paper. (Page 17)

With these actions, and the other steps already taken by ICANN, we believe that ICANN will put
. itself on a very firm footing 0 achieve the goals and principles spelled out in the White Paper.

Introduction of Competition in Domain Name Registration

Again, there has been considerable progress: the Shared Registration System {SRS) has been
creatéd: new registrars have been accredited under guidelines.established by ICANN; NSI has
licensed the SRS to those registrars on an interim basis; and testing of the SRS has begun. But
significant work still remains to be done in order to-establish robust competition:

. NSI must fulfill its obligation to recognize ICANN. This requires NSI and ICANN 10
reach agreement on a number:of contractual issues. The transition of DNS management
- 1o the private sector can-succeed-only if all participants in the domain name system -
including NSI ~ subject themselves to rules emerging from the consensus based, bottom-
up process spelled out in the White Paper. )

. With respect to NSI's provision of registey services - as to which an unsupervised
- NSIwould be able to exercise market power today and for the foreseeable furure -
we believe the NSI-ICANN agreement must assure:reasonable supervision to
prevent the exercise'of that market power in 2 way that injures consumers. With
“respect to NSI's provision of registrar services, robust competition in the
:prowision of those services — and the lower prices and greater choicé that are the
- benefits of competition - cannot occur untii all purveyors of those services abide
by the same rules. {Page 14)

. But what if an agreement cannot be reached? NSI's view is very clear.-Its
position is'that when Cooperative Agreement terminates, whether prematurely or
upon its expiration on September 30, 2000, NSI will be free to operate these
domains without any supervision’by the Government. The Commerce
Department believes just as strongly that NSI does not have the legal right to
operate these domains in the authoritative root in perpetuity. We believethat ail

. orpant of the functions now performed by NSI under the Cooperative Agreement
could be reassigned through a competition and, untess NSI won the competition,
it would cease to have any legal right to provide the recompeted services. And
even if that were not so, an NSI unconstrained under US law wonld quickly
become a target of action by other countries in order to protect consumers against
the exercise of market power. (Page 18)

. This path — failure to reach agreement with ICANN, recompetitidn of the
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Cooperative Agreement and the likely results that would follow, together with
action by foreign governments ~ would be extremely destabilizing for the Intemet
and therefore quite harmful to its development. We have been able to reach
agreement with NSI in the past each time it has been necessary to do so in order to
enable the DNS process to move forward. There is no reason to believe that
agreement cannot be reached on the remaining questions. We believe all parties
should put aside inflammatory rhetoric, set aside parochial concerns, and work for
a fair solution that is in the interest of the entire Intemnet community. (Page 19)

. NSI and the Department of Commerce must reach agreement on a post-Testbed license
for registrars’ use of the SRS. Remaining issues include modification of the SRS to allow
registrars to offer different term lengths (and thus compete on this basis in addition to
price); and allowing registrants to switch regisrars without forfeiting the time remaining
on an existing registration contract, upon payment of a cost-based transfer fee (the current
system requires the transferring registrant to forfeit all time on its existing registration
and pay an additional two-year fee). We are very concerned that imposing this monetary
penalty on transfer of existing registrations among registrars creates a barrier to robust
competition. We also must reach agreement on the size of the per-registration fee to be
paid to NSI as registry. (Page 20)

. NSI and the Department of Comumnerce also must resolve issues regarding the availability
of the WHOIS database, and the .com, .net, and .org zone files. NSI took certain actions
earlier this year without the consent of the Commerce Department that restricted access to
this information, which had previously been widely and readily available to the Internet
community. We strongly support the prohibition of uses that adversely affect the
operational stability of the Intemnet, but we oppose other restrictions on third-party use of
this information, which has been compiled by NSI in the course of its operations under
the authority of the U.S. Government. (Page 21)

. The Commercs Department and NSI also-must reach agreement concerning the
appropriate use of the InterNIC.net website. (Page 22)

Domain Names and Trademarks

K The provisions of the [CANN Accreditation Agreement, together with the
recommendations of the World Intellectual Property Organization (WIPQ) when fully
implemente 1, reflect the recommendations of the White Paper related to reducing friction
between trademark owners and domain name holders. We commend ICANN for its

. prompt action on these issues, and urge it to proceed promptly, pursuant to the
appropriate ICANN procedures, to establish 4 uniform dispute resolution procedure for
cybersquatting. (Page 23)

Management of the Root Server Svstem

. The Department of Commerce and ICANN are proceeding to implement the White
Paper’s call to develop and implement means to increase the security and professional
management of the Internet root server system. (Page 24)

Al Background

The Intemet we know today grew rapidly from its origins as a United States government research
project into an intemational medium for commerce, education, and communication. When the
application known as the World Wide Web was launched, the information riches of the Intemnet
became readily accessible to non-technical end-users. No longer an exclusive province of
computer scientists, a broad range of interests -- commercial, non-profit, educational, and other --
joined the Internet community and began using the Internet to communicate, to exchange ideas
and information, and to conduct commerce.

When the Administration began its review of electronic commerce issues in 1996, there were two
sxisting governmental mechanisms for coordinating the DNS. Those govemment mechanisms
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consisted of (1) a cooperative agreement between the National Science Foundation (NSF) and
Network Solutions, Inc. (NSI) for managing the generic top level domains (gTLDs) (the
Cooperative Agreement), and (2) a contract between the Defense Advanced Research Projects
Agency {DARPA) and the Information Sciences Institute (ISI) at the University of Southemn
California under which the ISI performed a number of management and policy. coordination
functions collectively known as the Intemet Assigned Numbers Authority (IANA). By early
1997, it was clear that although these mechanisms had adequately managed the system in its
early years, each had inherent limitations that could create a drag on the growth of the Internet.

Withrrespect to technical and policy cocrdination, LANA functioned ably for years under the
leadership of the late Dr. Jon Postel. Dr. Postel was a well respected technologist, skilled in the
art of conflict resolution as well. As the.Intemet community became increasingly diverse,
however, and as the disputes became comunercial in nature, it became unworkable to rely ona
single individual to coordinate the domain name system. Dr. Postel recognized this and initiated
an international discussion, called the International Ad Hoc Committee (1LAHC) in September of
1996. The IAHC process lead to the creation of the gTLD Memorandum of Understanding
(¢gTLD MOU). The Adminisration was concemed that the gTLD MOU relied too heavily on
international-governmental bodies and did not enjoy adequate support from the comumercial
community and other private sector communuties.

The Cooperative Agreement between NSF and NSI made NSI the exclusive provider of
registration services in the .com, .net, and .org gTLDs, encompassing beth management of what
we now refer to as the central database, or “registry” function, as well as serving as the interface

- with individual domain name registrants, the “registrar” function. Initially, NSF paid NSI to
performthese tasks... Beginning in 1995, however; NSF authorized NSI to charge 370 for a two-.
year.registration.

For a number of reasons, primarily having to do with the global nature of the Internet, .com, .net,
and..org today enjoy a dominant position in the most commercially valuable Internet
registrations." Registrations in .com, .net and .org account for nearty 75% of all third levet
domain name registrations.’ Put simply, 2 .com, 'net, and .org domain name today is the
overwhelming choice for entities launching comrmercial and non-profit Internet appiications
designed to appeal 10 2 multinational audience. Inmore conventional economic terms,
registering a name in these domains is so commercially atractive that an exclusive provider of
ragistry or registrarservices for these domains would be able to exercise market power in
dictating the terms for the provision of those services, because its terms are not likely to be
subject to competition from alternative name registration options. Whether or not competition
will develop in the futre is not possible to predict, but today — and for the reasonably

foreseeable future - there simply is no competitive alternative.

Consumers and businesses around the.world began to complain about the absence of competition
in this tucrative domain name registration market. Governments around the world complained
that it was inappropriate that these services were available exclusively through a monopoly
created and controlled by the United States government,

Thus, when the Administration began work on DNS privatization there was widespread
disapproval of the then-current DNS management structure, and change was clearly needed to
address a number of issues:

. There was widespread dissatisfaction about the absence of competition in domain
name registration,

! In addition to-the gTLDs there are over 200 country-code top levei domains
(ccTLDs) that might have been expected to provide some competition. But relevant data indicate
that the ccTLDs have not yet presented a serious challenge to the commercial dominance of the
¢TLDs. For example, even the largest ccTLD, .de (Germany) accounts for only 4% of all
registered domains. Source: NetNames Ltd. Hitp://www.netmames.com.

" Scurce: NetNames Ltd. http://www netmames.com.
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. Conflicts between trademark holders and domain name holders had become
increasingly common, and mechanisms for resolving these conflicts were
expensive and cumbersome. '

. Commercial users, many of whom were staking their future on the successful
growth of the Internet, were calling for a robust and professional management
structure.

. An increasing number of Intemet users resided outside the United States, and they
desired increased participation in the formulation of policy related to the
management of the DNS.

. Continued direction and funding of DNS activities by U.S. research agencies was
becoming inappropriate, given the increasingly global and cormumercial nature of
the Internet.

On July 1, 1997, the President released 4 Framework for Global Electronic Commerce and
directed the Secretary of Commerce to privatize the management of the DNS in 2 manner that
increases competition and facilitates international participation in its management.

On June 5, 1998, the Department of Commerce issued a Statement of Policy entitled _.
Manragement of Internet Names and Addresses (the “White Paper”).’ The White Paper was the
product of an extensive public consultation process that included a Request for Comuments
(RFC), on which the Department received more than 430 comments, and a discussion draft
entitled 4 Proposal to [mprove the Technical Management of Internet Names and Addresses (the
“Green Paper™), on which the Department received more than 650 comments.' In addition to
conducting a careful review of the comments received on the RFC and the Green Paper, the
Administration consulted extensively with a wide variety of members of the Internet community
including Intemet engineers, businesses using the Internet, intellectual property holders, civil
liberties advocates, non-commercial domain name holders, Internet users, and governments
around the world. The Department of Commerce also consulted with Congress, and participated
in three Congressional hearings.

The White Paper, reflecting the views of the overwhelming majority of commenters, called upon
the private sector to create a new, not-for-profit corporation to assume responsibility, over time,
for the management of certain aspects of the DNS. The White Paper identified four specific

- functions to be performed by this new corporation:

. To set policy for and direct the allocation of Intemnet protocol (IP) number blocks;

. To develop overall policy guidance and control of top level domains (TLDs) and
the Internet root server system;

. To develop policies for the addition, allocation, and management of gTLDs, the

establishment of domain name registries and domain name registrars and the
terms, including licensing terms, applicable to new and existing gTLDs and
registries under which registries, registrars, and gTLDs are permitted to operate;

. To coordinate maintenance and dissemination of the protocol parameters for
Internet addressing.

The White Paper also articulated the fundamental policies that would guide United States
participation in the transfer of DNS management responsibility to the private sector: stability;
competition; private, bottom-up coordination; and representation.

The White Paper listed a number of tasks to be undertaken on a priority basis.
First, the creation and organization of a new, not-for-profit corporation to manage the

DNS. The White Paper anticipated the need for an interim or initial (the terms are used
interchangeably) Board of Directors of the new, not-for-profit corporation to carry out

3 Tab 1.

4 The RFC, the Green Paper, and public comments on these documents are posted
online at www ntia doc gov/ntiahome/domainname/domaiphome.htm.
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specific tasks expeditiously. The intenm board was to establish 2 system for electing the
Board of Directors the new corporation and cornplete its organization in accordance with
the White Paper principles.

Second, the White Paper identified as a high priority-the rapid introduction of
competition in the provision of domain name registration services: The interim board of

- the new corporation was to develop policies for the addition of new TLDs and to
establish qualifications for domain name registries and registrars. The Department of
Commerce committed to enter into an agreement with NSI by which NSI would agree to
take specific actions, including commitments as to.pricing and equal access, designed to
permit the development of compeétition in/domain name registration. and to.approximate
the conditions that would be expected inthe:presence of marketplace competition.

Third, the White Paper recommended that the-new corporation promptly adopt specific
policies designed to reduce conflicts between trademark holders and domain name
registrants. The White Paper indicated that the United States - would ask the World
Intellectual Property Organization (WIPO) to-convene an intemational process to develop
a set of recommendations-on these matters to be presented to the Interim Board for its

- consideration as soon as possible. o

Fouirth, the. White Paper committed the United States to undertake z review of the root
server system to recommend.means to increase the security and professional management
of the system. “The recommendations of this'study were to be implemented as part of the
“transition process, and the new corporation was to develop a comprehensive security
strategy.for DNS management.

“The following is an examination of progress made to date, and work remaining to be done, in
each of these areas.

B. Private Sector Creation and Organization of the New Corporation

The White Paper’s call forprivate sector creation of a new, not-for-profit corporation to manage
DNS issues resulted in five separate submissions, each of which was posted by NTIA for
comment.’ The submissions and corments received evidenced clear support for moving forward
with the submission of the JANA on behalf of the Internet Corporation for Assigned Names and
Numbers (ICANN). On October 20,-1998, NTIA wrote to ICANN noting the public support for

-moving forward with the ICANN model.* NTIA’s letter aiso cited a number of specific concerns
raised by commenters, and asked ICANN to address these concerns. Following receipt of a
revised ICANN submission’, the Deparment of Commerce entered into a Memorandum of
Understanding with ICANN for collaborative development and testing of the mechanisms,
methods, and procedures necessary to transition management responsibility for specific DNS
functions to the private sector.’ The MOU constituted recognition of ICANN as the new, not-
for-profit corporation for DNS management and specifically contemplated ultimate transition of
management responsibility to ICANN. Consistent with the White Paper approach, however, any
such transition would oeeur over time as the corporation becomes operational and stable.

Also in October of 1998, the Department of Commerce and NSI amended the Cooperative
Agreement to facilitate the stable evolution of the domain name system in accordance with the

4 These subrnissions, and public comment on them, are posted at

www.ntia.doc.gov.
¢ Tab 2.
Tab 3.
! Tab 4.
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White Paper. Amendment 11 to the Cooperative Agresment’ had four specific purposes,
including “the recognition by NSI of the new, not-for-profit corporation when recognized by the
U.S. Government in accordance with the White Paper.” Because Amendment 11 was executed
on October 7, 1998, prior to the Department of Commerce's recognition of [CANN en
November 23, 1998, the new not-for-profit corporation was referred to in Amendment 11 as
“NewCo." Amendment 11 also extended the Cooperative Agreement through the transition
period (until September 30, 2000) but specifically provided that as the United States Govemnment
transitioned DNS responsibilities to [CANN, corresponding obligations under the Cooperative
Agreement would be terrninated and, as appropriate, covered in a contract between NSI and
ICANN,

1. Progress on Organization of ICANN and Electign of Beard of Directors

ICANN’s achievements are very impressive, especiaily given the difficuity in creating a new
organization to represent the multifaceted Internet community. Over the past seven months it has
made steady progress in establishing structures for the represeniative, bottom-up processes
contemplated in the White Paper. )

[CANN’s submission to the Department of Commerce, which included its Bylaws and Articles

_of Incorporation, contemplated the creation of three policy development bodies, cailed
“supporting organizations” or “SOs.” Half of the elected board, or nine members, were to come
from the SOs.”

In keeping with the principle of private, bottom-up coordination, the SOs were to be self-forming
bodies.

. On March 4, 1999, ICANN provisionally recognized the first SO, the Domain
Name Supporting Organization (DNSO). The DNSO is comprised of seven
separate constituency groups, and on May 27, 1999, ICANN recognized six of the
DNSO’s seven initial constituencies; recently the final initial constituency -- non-
commercial domain name holders -- released a compromise organizational

document.

. ICANN has received a consensus proposal for the formation of the Protocol
Supporting Organization, which it expects to recognize at its next meeting in
August. .

. Organizers of the Address Supporting Organization have not reached agreement on

a consensus proposal, although we understand that progress is being made. Itis
hoped that a consensus proposal will emerge prior to [CANN's August meeting,

As a result of the progress on SO formation, ICANN is expected to add nine new, elected
members to the Board of Directors by the time it meets in Los Angeles on November 2, 1959,

In response to Internet community consensus that some merbers of the board should be elected
by a vote of ICANN members, ICANN revised its Bylaws to require the election of nine At-Large
Directors. The [CANN Board has taken the following steps to implement a system for electing
At-Large Directors:

. As one of its first actions, [CANN created a Membership Advisory Committee
(MAC) to develop recommendations for a membership structure that would elect

* Tabs.
10 On December 21, 1998, ICANN posted guidance on the preparation and
submission of proposals for the three supporting organizations (SOs). The ICANN guidance
called for the SOs to be self-organizing, in keeping with the White Paper principle of bottom-up
decision making. As a result, organization of each of the SOs has proceeded at a pace not within
ICANN's control. ICANN has acted, however, upon request of the organizers, to facilitate SO
formation.
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its nine At-Large Directors (and thus replace the initial or interim board with

- elected board members).
« . The MAC submined-its recommendations for an open membership structure in
May; 1999.
. ICANN staff will report in August on the administrative requirements, cost,

outreach, and logistical requirements of implementing the MAC recommendations.
2. Progress Towards Implementation of Additional Assurances-with Respect to Due Progess

The ICANN bylaws commit the corporation to develop an independent review process, to provide
an additional check on actions taken by the corporation that are not:consistent with its Articles of
Incorporation and Bylaws. On March 31, 1999, ICANN announced the creation of an
Independent Review Advisory Committée with representatives from seven countries. This
committee is charged to advise ICANN on creation of a structure for independent third party
review of ICANN decisions. It has already begun its work and is expected to report at the August
meeting.

3. Important Remaining Tasks

IC ANN has accomplished much in the seven months since it was recognized by the Department
of Commerce-at the end of 1998, but there is still more work to be done. The Department wrote
to ICANN on July 8, 1999, suggesting that ICANN take several specific steps in order to
implement appropriately the principles set forth in the White Paper.’® These suggestions are
summarized below:

a. Complete ICANN organizational structure and elect Board of Directors

As indicate& above, [CANN is moving towards completion of its organizational structure and
Board election process. It is critical that ICANN do everything within its power to finalize the
organizationrof the SOs and produce nine elected board members by November.

- The Department of Commerce also expects the ICANN Board to move expeditiously to establish
aprocess.and time-line forelecting At-Large Directors. This task must be ICANN’s highest
‘priotity. . Indeed, we can think of very little that is more important to the success of this
-experiment in self-ordering than the prompt establishment of a fully elected Board of Directors.
At the'same time, we believe that no good will be served by moving forward on elections without
appropriate:structural safeguards to prevent capture and/or election fraud. We have called on
ICANN to complete this process by June 2000.

b. Following the Addition of Elected Board Members in November, adopt a comprehensive
self-funding arrangement based on fair and ransparent funding mechanisms

The White Paper stated that the new not-for-profit corporation should be funded by Internet
stakeholders, including registries and registrars. [CANN concluded that it should initially finance
its operations through a payment by registrars of a user fee of $1 per year per domain name
registered. This payment obligation was included in the accreditation agreement formulated by
ICANN after notice, opportunity to comment, and a public meeting,

In recent weeks the user fee has become controversial. Although the $1 fee may be determined to
be an appropriate method for funding ICANN activities, and we believe such a fee would be
lawful,” we believe that ICANN should eliminate the fee. Adopting a permanent financing

H Tab 6.

2 The draft Accreditation Guidelines, including a draft Accreditation Agreement,

was posted by ICANN for public comment on February 8, 1999. These drafls, and the public
comments submitted, can be found on the ICANN web site, at www.icann.org.

b This is discussed in greater detail below.
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systemn is an important step that, we believe, should await the addition of the nine elected
Directors in November. That will ensure that this important decision is made through a
representative, bottom-up process.

To date, ICANN has been funded through corporate contributions and extensions of credit. In the
short term our recommendation means that [ICANN must receive government funding, continue to
rely on corporate contributions, or finance itself through some combination of both sources. We
pledge to work with ICANN and the entire Internet community, to the extent permitted by law, to
secure interim resources for ICANN.

c. Implement Procedures Designed to Enhance Transparency and Ensure Due Process

To date, all ICANN Board meetings have provided for a day of public input into key -uestions
that have been posted online in advance. This public input has then been followed by 2 day in
which the Board meets in closed session, discusses the issues in light of the public input, and then
makes decisions. Minutes of the meetings have been provided promptly, but the discussions have
not been made public, At this important time, when the process is still evolving and the creation
of public trust is crucial to the success of ICANN, we also recommend that ICANN immediately
open its board meetings to the public. The Board must, of course, retain the ability to close its
meetings when proprietary, confidential, personnel, or litigation-related matters arz being

~ discussed.

C. Introduction of Competing Registrars in .com. .net and .org

One of the principal short-term goals identified in the White Paper is the introduction of
competition in the provision of domain name registration services. Under the MOU with [CANN .
and Amendment 11 to the Cooperative Agreement with NSI, the Department of Commerce,
ICANN, and NS all are required to participate in opening the gTLDs currently administered by
NSI under the Cooperative Agreement to multiple registrars who would compete with one another
in providing services to new and existing domain name registrants. Amendment 11 provided for
the development, deployment, and licensing by NSI (under a license agreement to be approved by
the Department of Commerce) of 2 mechanism to allow multiple registrars to submit registrations
for the gTLDs for which NSI now acts as the registry. This system is known as the Shared
‘Registration System, or SRS. Under the MOU, ICANN is called upon to accredit competing
registrars (Accredited Registrars, as identified in Amendment 11) through development of an
accreditation procedure that subjects such registrars to consistent requirements designed to
promote a stable and robustly competitive DNS.

1. Prog‘ ress with Respect to the Introduction of Competition

Considerable progress has been made toward introducing competition, but a number of serious
issues remain unresolved.

a. ICANN’s Adoption of Registration Accreditation Guidelines and Selection of Registrars

On February 8, 1999, ICANN issued proposed guidelines for the selection and accreditation of
registrars in the .com, .net, and .org domains. The accreditation guidelines (Guidelines), which
included a draft agreement between ICANN and Accredited Registrars (the Accreditation
Agreement) addressed financial and business qualifications, privacy and security issues, the
provision of up-to-date registration information, the need for prepayment of registration fees, and
other items. The Guidelines also specifically provided that Accrzdited Registrars would
implement trademark dispute resolution policies when and if such policies were adopted by
[CANN.
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All of the issues contained in the Guidelines and the Accreditation Agreement, with the exception
of privacy issues, were explicitly contemplated in the White Paper. With respect to.privacy, the
Guidelines and the Accreditation Agreement require Accredited Registrars to notify registrants
how their information would be.used, consistent with Administration policy calling for self-
regulation to ensure effectiverprivacy protection on the Internet.”

- ICANN received comments from over-50 individuals and entities, and devoted a portion of its
open meeting on'March 3, 1999510 the guidelines. The guidelines were revised and adopted by
ICANN on thebasis of this public input.”®

On April 21, 1999, ICANN selected five Accredited Registrars to participate in Phase [ testing of
the SRS (the Testbed). Fifty-two additional registrars have been approved for accreditation by
ICANN to compete once the Testbed phase is completed, currently scheduled for July. 16, 1999.%
NST agreed in April to permit post-testbed registrars to receive SRS software in order to begin
work prior to the completion.of the testbed. The Department of Commerce has communicated
extensively and directly with registrars accredited by ICANN.

b. NSI's'Development of the SRS and its Interim Licensing Agreement

» Pursuant to Amendment 11 of the Cooperative Agresment, NSI developed the SRS software to
carry out its funetions as registry for .com, .net and .org. The SRS allows multiple registrars to
submit domain name registrations to the registry for the .com, .net and .org domains.

On April 21, 1999, the Department of Comumerce approved NSI's License and Agreement with
Accredited Registrars foruse during the Testbed period.'”  This agreement established a Testbed
price-cap for registry services (the price charged by NSI to registrars) of $18 for a two-year
registration.

NSIand the Department of Commerce continue to discuss the terms of'the post-testbed NSI
License and Agreement with Accredited Registrars. The open issues are discussed in greater
detail below.

' Testing of the SRS is Underway

Following [CANN's designation of the Testbed Registrars on April 21, 1999, progress in testing
the SRS was slow. Some of the delay is attributable to implementation glitches, design problems,
and other problems that seem to be inevitable in this business."¥ We continue to monitor the
situation and believe that progress is being made on system testing. At this point, three of the
Testbed Accredited Registrars are performing live registrations, but only one has been doing so
for more than a week. In order to subject the. SRS to vigoroustesting, therefore, it will be
necessary to extend the Testbed period.

2.~ important Remaining Tasks

Significant work remains to create an environment-that permits. full and fair competition among
registrars in .com, .net and .org.

“ The Guidelines also provided for the $1 fee, discussed above.

1 Tab 7.
1 Tab 8.
v Tab 9.

18 Tab 10.
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a. NSIand ICANN must reach agreement on the terms under which NSI fulfills its
obligation to recognize ICANN

. NSI specifically agreed in Amendment 11 to the Cooperative-Agreement to enter into a contract
with- thenot-for-profit corparation recognized by the United States Government pursuant to the
White Paper, and-agreed that the corporation would have the authority to carry out its
responsibilities under the White-Paper.. The purpose of the recognition requirement in

~Amendment 11 is twofold: first to obligate NSI to follow through on its public-.commitment to
cooperate with and participate in the implementation of the White Paper;.and second, to ensure
that INSE's activities as a registry and as registrar would be subject to rules emerging from the

.consensus based, bottom-up process spelled-out in the White Paper.

It is worth briefly summarizing the reievant provisions of Amendment 11. Network Solutions

- agreed to recognize NewCo “when recognized by the USG in accordance with the provisions of
the Statement of Policy.” (Purpose clause). Network Solutions further committed to enter into a
contract with NewCo, and acknowledged “that NewCo will have the authority, consistent with the
provisions of the Statement of Policy and the agreement between the USG and NewCo, to carty
out NewCo's Responsibiiities.” (NewCo Clause). Under Amendment 11, NewCo's
Responsibilities specifically-inctude the-establishment and implementation of DNS policy and the

- terms, including licensing terms, applicable to new and existing gTLDs and registries under which
registries, registrars and gTLDs are permitted to operate.” (Assistance to NewCo clause and
“Transition” Section of White Paper.)

The key question, of course, is what the terms of the NSI-ICANN agreement should be.

With respect to NSI's.provision of registry services — as-to. which an unsupervised NSI would be

able to exercise market power today.and for the foresceable future - we believe the agreement

“must assure reasonable supervision (similar to that under the Cooperative-Agreement) to prevent

the exercise-of that market power in a way that injures consumers. After all, the whole purpose of

. the introduction of competition is to provide lower prices and greater choice for consumers.

.. Based on the principles of the White Paper and Amendment 11 spell out the relevant principles.
For example: -~

. The operations of a registry and of a registrar, if conducted by the same entity, should be
separated so revenues and assets of the registry are not utilized to financially advantage
registrar activities to the detriment of other registrars.

. “The price to be paid by registrars for each domain name registration to the registry
should reflect demonstrated costs and a reasonable rate of return.

. Access to the registry should be provided on a non-discriminatory basis.

- With respect to NSI's provision of registrar services, robust competition in the provision of registrar
services - and the lower prices and greater choice that attend such competition — cannot occur until
all purveyors of those services abide by the same rules."”

We believe that the appropriate rules for registrars are embodied in the ICANN Accreditation
Agreement. Of course, there is always room for improvement and a number of stakeholders have
made good suggestions for fine-tuning the Accreditation Agreement, which we continue to consider

o The basic set of uniform rules for registrars necessary to ensure the stability and

smooth operation of the Internet, the components of which were articulated in the White Paper,
include:

i Registrar commitment to gather and provide public access to specified, accurate
and up-to-date information from domain name registrants;
2. Registrar commitment to escrow that data in order to ensure that domain name

registrants can continue to be serviced in the event that the registrar becomes
unable to do so;
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and discuss with ICANN as they are received. For examrie, in response to a comment from the
intellectual property community that the Accreditation Agreement should require registrars to
conduct a reasonable degree of screening of registration czta, to bolster the quality of data in
WHOIS, ICANN revised the Accreditation Agreement to require registrars to abide by any later-
adopted policies related to the verification of contact information.™

NSI has not, to date, executed an Accreditation Agreemert nor agreed to provide registrar services in
accordance with the substantive provisions of that agreement. We understand that NSI's objections
fall into three categories: first, NSI asserts that ICANN has not been “recognized” by the Commerce
Department and thus NSI is not obligated under Amendment 11 to execute any agresment with
ICANN; second, NSI believes that ICANN Accreditation should be limited to an evaluation of the
business and financial capacity of an applicant to be a registrar; and third, NSI objects to specific
terms in the Accreditation Agreement.

With respect to the first objection, NSI has asserted that the MOU did not constitute “recognition” of
ICANN. As we understand it, NSI's position appears to be that such recognition will not'take place
until the Department of Commerce transfers authority (as opposed to operational responsibility) over
the root server system to ICANN. The White Paper contemplated a gradual transition to private
sector management to ensure stability, and transfer of authority over the root would necessarily
come at the end of any transition. Moreover, the transition described in the White Paper necessarily
depends on NSI's early cooperation. To clear up any misunderstanding, the Department
subsequently issued a letter to NSI specifically recognizing ICANN for purposes of Amendment
n:

NSI has stated repeatedly that the ICANN Accreditation Agreement should be limited to an
evaluation of the business and financial capacity of a would-be registrar. Indeed, previous
Department efforts to facilitate a contractual agreement berween NSI and ICANN were unsuccessful
in late March of 1999 because NSI insisted that it would ot enter into any contract with ICANN
that did not specifically preclude the existence of separate contracts between ICANN and the
Accredited Registrars. NSI proposed, instead, that ICANN should enter into a contract with NSI as
registry, in which NSI would agree to “flow through” the substantive provisions of the Accreditation
Agreement to Accredited Registrars. We understand NSI's position to be that this architecture
reflects a more orderly contract hierarchy and avoids the possibility of conflicts between the terms of
NSI’s relationship with Accredited Registrars and the terms of ICANN’s relationship with
Accredited Registrars.

We agree that the “flow through™ of terms from ICANN to NSI as registry and then to Accredited
Registrars might, in some sense, be perceived to be more orderly. However, the architecture
proposed by NSI undermines the fundamental premise of the White Paper -- that the DNS should be

3. Registrar commitment not to activate a domain name registration unless and until
it has received a reasonable assurance of payment for the registration;
4. Registrar commitment to bind registrants by contract to provide specified,

accurate and up-to-date contact information, to participate in alternative dispute
resolution mechanisms, and to submit to the jurisdiction of specified courts of
law; :

Registrar commitment to comply with minimal fair information practices related
, to notice, choice and access to personal information;

6. Registrar commitment to abide by a code of conduct and uniform dispute
resolution mechanisms if adopted by ICANN consensus in accordance with
articulated procedural safeguards including transparency; and

7. Registrar commitment to pay specified user fees adopted by ICANN consensus in
accordance with articulated procedural safeguards.

w

0 WHOIS is the database of domain name registrant and registration information.

a Tab 11.
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managed by the private-sector based on voluntary contractual undertakings among interested
stakeholders. In‘addition, this architecture interposes NSI between ICANN-and the Accredited
Registrars affected by [CANN policy:development, in effect giving NSk:a veto over any ICANN
developed.policy relating to registrars:in .com, .net and .org. If, for example, ICANN:were to
promulgate a policy supported by consensus.and developed in accordance-with transparent and fair
processes, as required by the ICANN bylaws, meaningf:! implementation of that policy would be
entirely up to NSI. The-absence of contracts between ICANN and its Accredited Registrars also
removes any mechanism whereby ICANN and Accreditzd Registrars could provide for the payment
of registrar user fees. Presumably such fees would instead come from the registry, giving NSI
considerable leverage over [CANN’s finances. Nothing in the White Paper or Cooperative
Agreement contemplates that NSI is to have such contol.

We understand that NSI’s objections to specific provisicns of the Accreditation Agreement flow
from a concemn about creeping regulatory authority. We note that the scope of ICANN’s authority is
bounded by its bylaws, which-set out the purpose of the corporation, the processes it must follow
when pursuing these goals, and the need for consensus on the specific approach adopted to pursue
these goals. We also believe that antitrust law also constains ICANN policy development to that
which is reasonably necessary to achieve the legitimate goals of the corporation, in a manner that is

.. no broader than necessary to achieve those goals.

“Nonetheless, we believe it would be constructive to have a clearer articulation of the limits of

- ICANN’s authority. For these reasons we have urged the Board to assure registrars and registries,
including NS, through contract, that ICANN will restrict its policy development to matters that are
reasonably necessary to achieve the goals specified in the White Paper, in accordance with the
principles of faimess, transparency and bottom-up decision making articulated in the White Paper.
This commitment would, in effect, give all who enter into agreements with ICANN a-contractual
right to enforce safeguards that are now contained in the ICANNbylaws and in the antitrust laws of

. the United States.

We are also prepared to discuss any other concerns that NSI has with the terms of the existing
Accreditation Agreement.

NSI has also publicly stated that ICANN's rules should apply to all similarly situated top level
domains - which is to say-ccTLDs that do not require a meaningful connection to the jurisdiction
associated with the TLD or the registrant’s agreement to submit to and be bound by the courts of
that jurisdiction (so-called “Open ccTLDs"). There may be somemerit to this view, and it deserves
-further consideration. Open ccTLDs potentially provide competition for .com, .net and .org and thus
their coverage could-become a basic faimess issue at some point, although currently registrations in
-com, .net and .org dwarf registrations in even the most popular ccTLDS, whether open or closed.
Moreover, we believe that the smooth operation of the Intemnet will be enhanced by greater clarity
about what rules apply in a given situation. The White Paper strongly endorsed the principle,
however, that national governments should continue to have policy authority over their ccTLDs.
Thus, the United States has initiated discussions within the ICANN Govemmental Advisory
Committee (GAC) in an effort to secure international, governmental support for the proposition that
Open ccTLDs should be subject to the same rules applicable to gTLDs. This process wiil take time,
however, and its outcome is not under ICANN’s conwol. It therefore provides no basis for an
interim exemption of .com, .net, and .org from policies developed in accordance with the White
Paper.

The hardest, and most important, task we face at this point is to create an atmosphere of greater trust
and cooperation in implementation of the White Paper.  The Department of Commerce believes that
all interests will be served by eliminating the level of inflammatory rhetoric being currently
displayed on all sides. The stakes here are too great — nothing less than allowing the Intemnet to
realize its full potential as a vehicle for comment, education, and commerce. We all must put aside
parochial concems and work toward that end.

We have been able to reach agreement with NSI in the past each time it has been necessary to do so
in order to enable the DNS process to move forward. There is no reason to believe that agreement
cannot be reached on the remaining questions. Our discussions with NSI are ongoing, and we are
hopeful that they will advance to a satisfactory resolution on a timely basis.
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What if an agreement cannot be reached?

NSI's view is very clear. Its position is that when the Cooperative Agreement terminated, whether
prematurely or upon its expiration on September 30, 2000, NSI will be free to operate these domains
without any supervision by the Government:

+  to charge whatever registration fee it wishes
+ 1o discontinue accepting registrations from competing registrars

« to decide whether, and on what terms, 'to make WHOIS and zone file data available to
intellectual property owners seeking to fight piracy, and to anyone else

+  to decide whether or not to provide a dispute resolution system for trademark infringement
»  to unilaterally determine how the .com, .net, and .org functions are managed globally
«  to decide whether or not registrants should pay for a domain name before it is activated

+ 1o decide whether domain names are registered on a first-come, first-served basis, oton some
other basis™

The Commerce Department believes just as strongly that NSI does not have the legal right to
operate these domains as it wishes in the authoritative root in perpetuity. We believe that the
functions now performed by NSI under the Cooperative Agreement could be reassigned through a
recompetition of those tasks. Upon such reassignment, NSI would cease to have any legal right to
provide either registry or registrar services in the authoritative root, unless it won the competition ~
and provided those services under the terms of the new agresment ~ or provides registration
services through an agreement with [CANN.

More fundamentally, from a policy perspective, NSI's position has disturbing implications for the
future of the Internet:

a. Will companies be willing to continue to invest in new Internet applications if entry to the only
commercially relevant domains is under the unsupervised control of one company?

b. Will inteflectual property firms be willing to digitize their content and distribute it over the
Intemnet if their ability to combat piracy depends on the unsupervised decision of one company
about whether to make available information about the location and ownership of web sites?

¢. Will companies be willing to invest in new trademarks, or bring existing marks to the Internet if
their ability to effectively enforce their trademark rights rests in the unsupervised discretion of
one company?

d. Will companies be willing to invest in new technology that could enhance the Internet if the
decision to deploy such technology rests in the unsupervised discretion of one company?

Even if the Department of Commerce did not intervene to prevent this result, we believe it is very
clear that other countries would step in to impose limitations on NSI. During the comment process
that culminated in the issuance of the White Paper, other governments were very forceful with
respect to the need to introduce real competition and impose constraints on NSI. Without an
appropriate outcome in the present negotiations, we believe NSI would quickly become a target of
action by other countries in order to protect consumers against the exercise of monopoly power.

po

Of course, NSI's conduct would be subject to the Federal antitrust laws. But
antitrust actions are complex and expensive and offer an uncertain outcome, often after lengthy
delay. Here, where the risk of harm to consumers is great, we should not ~ and we will not —
pass up the opportunity to ensure through these negotiations that consumers are able to reap the

full benefits of robust competition.
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For these reasons, we think it clear that — one way or the other - NSI's provision of registry and
registrar services will eventually be subject to reasonable standards, spelied out in the White Paper
and in Amendment 11, to.ensure the full and fair cornpetition that will lead to lower prices and
greater consumer choice. Obviously, failure to reach agreement with ICANN, recompetition of the
Coeperative Agreement, and the likely resuits that would follow, together with action by other
govermnments, will be extremely destabilizing for the Internet and therefore quite harmful to its
development. We therefore believe that it is in everyone's interest ~ the Internet community, NSI,
ICANN, and the United States to resolve.these issues amicably, reasonably, and in-a manner that
promotes the consensus policy goals of the White Paper. We plan to do everything we can to reach”
that result.

b. The Commerce Department and NSI must agree on a post-Testbed license for use of the SRS
by Accredited Registrars

As discussed above, the Commerce Department and NSI have not yet reached agreement on a post-
Testbed license for.use of the SRS. Following are the principal issues under discussion:
. The SRS requires all registrants in .com, .net and .org to register a domain name for an
initial two-vear term. The Department of Commerce believe