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HOW EFFECTIVELY ARE FEDERAL STATE
AND LOCAL GOVERNMENTS WORKING TO-
GETHER TO PREPARE FOR A BIOLOGICAL,
CHEMICAL OR NUCLEAR ATTACK?

TUESDAY, APRIL 2, 2002

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT EFFICIENCY, FINANCIAL
MANAGEMENT AND INTERGOVERNMENTAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,
San Francisco, CA.

The subcommittee met, pursuant to notice, at 10 a.m., in the
Phillip Burton Federal Building and U.S. Courthouse, Ceremonial
Courtroom, San Francisco, CA, Hon. Stephen Horn (chairman of
the subcommittee), presiding.

Present: Representatives Horn and Honda.

Staff present: J. Russell George, staff director and chief counsel,
Bonnie Heald, deputy staff director; and Justin Paulhamus, clerk.

Mr. HORN. A quorum being present, this hearing of the Sub-
committee on Government Efficiency, Financial Management and
Intergovernmental. Relations will come to order.

On September 11, 2001, the world witnessed the most devastat-
ing attacks ever committed on U.S. soil. Despite the damage and
enormous loss of life, the attacks failed to cripple this Nation. To
the contrary, Americans have never been more united in their fun-
damental belief in freedom and their willingness to protect that
freedom.

The diabolical nature of those attacks and then the deadly re-
lease of anthrax sent a loud and clear message to all Americans:
We must be prepared for the unexpected. We must have the mech-
anisms in place to protect this Nation and its people from further
attempts to cause massive destruction.

The aftermath of September 11th clearly demonstrated the need
for adequate communications systems and rapid deployment of
well-trained emergency personnel. Yet despite billions of dollars in
spending on Federal Emergency Programs, there remain serious
doubts as to whether the Nation is equipped to handle a massive
chemical, biological or nuclear attack.

Today, the subcommittee will examine how effectively Federal,
State and local agencies are working together to prepare for emer-
gencies. We want those who live in the great State of California
and the good people of San Francisco and San Jose and Long
Beach, CA, to know that they can rely on these systems; should the
need arise.
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We are fortunate to have witnesses today whose valuable experi-
ence and insight will help the subcommittee better understand the
needs of those on the frontlines. We want to hear about their capa-
bilities and their challenges and concerns. We want to know what
the Federal Government can do to help with what they may not be
doing.

We welcome all of our witnesses and look forward to their testi-
mony.

[The prepared statement of Hon. Stephen Horn follows:]
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Opening Statement

Chairman Stephen Horn
Subcommittee on Government Efficiency,
Financial Management and Intergovernmental Relations
April 2, 2002

A quorum being present, this hearing of the Subcommittee on Government Efficiency, Financial
Management and Intergovernmental Relations will come to order.

On September 11, 2001, the world witnessed the most devastating attacks ever coramitted on
United States soil. Despite the damage and epormous loss of life, those attacks failed to cripple this
nation. To the contrary, Americans have never been more united in their fundamental belief in freedom
and their willingness to protect that freedom.

The diabolical nature of those attacks and then the deadly release of anthrax sent a loud and clear
message to all Americans: We must be prepared for the unexpected. We must have the mechanisms in
place to protect this nation and its people from further attempts to cause massive destruction.

The aftermath of September 11" clearly demonstrated the need for adequate communications
systems and rapid deployment of well-trained emergency personnel. Yet despite billions of dollars in
spending on federal emergency programs, there remain serious doubts as to whether the nation's public
health system is equipped to handle a massive chemical, biological or nuclear attack.

Today, the subcommittee will examine how effectively federal, state and local agencies are
working together to prepare for such emergencies. We want those who live in the great State of California
and the good people of San Francisco and San Jose to know that they can rely on these systems, should the
need arise.

We are fortunate to have witnesses today whose valuable experience and insight will help the
subcommittee better understand the needs of those on the front lines. We want to hear about their

capabilities and their challenges. And we want to know what the federal government can do to help.

We welcome all of our witnesses and look forward to their testimony.
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Mr. HORN. We are delighted to have with us today Representa-
tive Michael Honda from the San Jose area, former mayor. He will
be the ranking Democrat.

We will do as we do in Washington, that the witnesses and espe-
cially those at the State and local level and the first responders,
will have a summary of their written statement. I have read them
all and they are excellent. Don’t read them to us because we just
don’t have the time.

The General Accounting Office goes with us everywhere because
they are our arm for research and what we want to do is get the
essence of it because your statement is automatically in the record
when I call on you. Give us the best points. If we had GAO, we
would have a 40-page presentation or so and they have done 50
studies on the subject. Hopefully there will be more that will help
many of you.

With that, I will swear you in following Mr. Honda’s opening
statement. I now call on him for up to 5 minutes on an opening
statement.

Mr. HONDA. Thank you, Mr. Chairman. I would like to begin by
thanking my colleague Congressman Steve Horn for calling this
field hearing, and especially for his tireless work throughout the
past decade in Congress.

I would especially like to recognize the expertise and dedication
in the area of information security, an issue that is closely related
and closely impacts my Silicon Valley District as well as the entire
Nation. Congressman Horn is retiring from Congress this year,
and, on behalf of the entire California Delegation, I would like to
thank him for his service, his dedication, and vision.

I would like to compliment the Chair for bringing such a diverse
group of Federal, State, and local officials together, and especially
for allowing these State and local representatives to speak early in
this program.

Local civil servants, firemen, law enforcement, personnel,
healthcare workers, and many others are on the frontlines in the
event of a terrorist attack. We in Washington must do our best to
ensure that they are adequately equipped and trained to handle
any such crisis. That is why it is essential that Congress maintain
an open dialog with our first-responders and be responsive to their
concerns.

States and counties are struggling financially to meet their
homeland security needs. In the first 2%2 months since September
11th, California local governments have encountered budget over-
runs of 13 percent in public safety. Cities and counties in Califor-
nia alone estimate over $1 billion in additional one-time and ongo-
ing funding needs for 2002.

On numerous occasions, local officials have expressed to me the
difficulty in adequately preparing their communities and in equip-
ping their first-responders. Many have been forced to double and
sometimes triple their expenditures for everything from 911 opera-
tors to police overtime.

Emergency response forces that were once considered more than
adequate are now finding themselves under funded and overworked
often forcing local agencies to delay maintenance and training, or
defer the purchase of new equipment.
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Cities and local municipalities are facing a squeeze on many lev-
els. As they spend more on police overtime and security, they face
lower revenue due to an economic slowdown. States are facing
similar challenges. This means that localities are not receiving as
much funding as they have in the past in the State budget. As local
agencies try to improve their capabilities by increasing training for
first-responders, building better Emergency Response Systems, and
making other needed improvements, they are forced to tap into an
ever-decreasing budget.

The tragic and sudden events of September 11th, and the almost
constant state of alert that all levels of government have been
forced to maintain thereafter, have caused a reexamination of
homeland security throughout the Nation. It is vitally important
that the Federal Government understand this and act to meet
unfulfilled and growing local needs.

I hear people throw around the term “homeland security” as if
it were term, a mainstay of America’s vocabulary. But in truth,
“homeland security” is a fairly new term, and its use denotes a
comprehensive and coordinated approach to domestic defense.

Just as the term is new, so is an effort of this magnitude, ur-
gency, and expense.

Last, I would like to share that those of us in Congress under-
stand, at least the Chair and I understand our role and we are
here to hear from the locals as to the kinds of needs that you are
faced with on a daily basis.

If we are going to develop and implement a comprehensive ap-
proach to homeland security that can deal with catastrophic events
like biological, chemical or nuclear attacks, we must be sure to
work closely with our colleagues at the State and local level to cre-
ate an integrated response that maximizes all resources in our
portfolio by minimizing delays and lack of coordination.

I look forward to your testimony this morning. Thank you.

[The prepared statement of Hon. Michael M. Honda follows:]
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U.S. Congressman Mike Honda
Opening Statement
Government Efficiency Financial Management
and Intergovernmental Relations Subcommittee
- Field Hearing on Homeland Security
San Francisco, CA
April 2,2002

e [ would like to begin by thanking my colleague
Congressman Steve Horn for calling this field
hearing, and especially for his tireless work
throughout the past decade in Congress.

¢ [ would particularly like to recognize his
expertise and dedication in the area of
information security, an issue that closely
impacts my Silicon Valley District as well as the
entire nation. Congressman Horn is retiring
from Congress this year, and, on behalf of the
entire California Delegation, I would like to
thank him for his service, dedication, and vision.

¢ [ would also like to compliment the Chair for
bringing such a diverse group of federal, state,
and local officials together—and especially for
allowing these state and local representatives to
speak early in this program.
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e Local civil servants-- Firemen, law enforcement
personnel, health care workers, and many others
are on the front lines in the event of a terrorist
attack. We in Washington must do our best to
ensure that they are adequately equipped and
trained to handle any such crisis—that is why it
is essential that Congress maintain an open
dialogue with our first responders and be
responsive to their concerns.

¢ States and counties are struggling financially to
meet their homeland security needs. In the first
two and a half months since September 11,
California local governments have encountered
budget overruns of 13% in public safety. Cities
and counties in California alone estimate over $1
billion in additional one-time and ongoing
funding needs for 2002.

¢ On numerous occasions, local officials have
expressed to me the difficulty in adequately
preparing their communities and in equipping
their first responders. Many have been forced to
double and sometimes triple their expenditures
for everything from 911 operators to police
overtime.
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e Emergency response forces that were once
considered more than adequate are now finding
themselves under funded and overworked—often
forcing local agencies to delay maintenance and
training, or defer the purchase of new equipment.

¢ Cities and local municipalities are facing a
squeeze on many levels. As they spend more on
police overtime and security, they face lower
revenue due to an economic slowdown. States
are facing similar challenges—this means that
localities are not receiving as much funding as
they have in the past in the state budget. As
local agencies try to improve their capabilities by
increasing training for first-responders, building
better emergency response systems, and making
other needed improvements, they are forced to
tap into an ever-decreasing budget.

e The tragic and sudden events of September 11,
and the almost constant state of alert that all
levels of government have been forced to
maintain thereafter, have caused a reexamination
of homeland security thought the nation. Itis
vitally important that the federal government
understand this and act to meet unfulfilled and
growing local needs.
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e [ hear people throw around the term “homeland
security” as if it were always a mainstay of
America’s vocabulary. But in truth, “homeland
security” is a fairly new term, and its use denotes
a comprehensive and coordinated approach to
domestic defense.

e Just as the term is new, so is an effort of this
magnitude, urgency, and expense.

e We should therefore not be surprised that the
federal government is still working through the
difficult process of defining our security
challenges and allocating available resources as
necessary.

e As a Vice-Chair of the Democratic Homeland
Security Task Force, I worked with many of my
colleagues in the House of Representatives to
author 2 bills that comprehensively address real
and urgent security needs here at home.

¢ In doing so, we took a bottom-up approach:
identifying problems on the ground faced by
local agencies, and then developed solutions on
the federal level to help solve them.
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e We’ve also taken steps to improve postal safety,
responding to the postal service’s demand with
over $1 billion in new technology and training
for postal employees. Included among this is
scanning technology to detect chemical and
biological contaminants as well as sanitation
equipment to neutralize any threats.

e Lastly, we’ve enhanced interagency coordination
through better use of network and wireless
technology, in hopes of avoiding duplication of
effort and intelligence lapses

e Unfortunately, Congress has yet to pass
comprehensive homeland security legislation.
We must work together in a bipartisan fashion,
to finish the job legislatively and pass a strong,
comprehensive bill to bolster the ability of state
and local governments to respond to a crisis.

e Ultimately, if we are to develop and implement a
comprehensive approach to homeland security
that can deal with catastrophic events like
biological, chemical, or nuclear attacks, we must
be sure to work closely with our colleagues on
the state and local level to create an integrated
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response that maximizes all the resources in our
portfolio, while minimizing delays and lack of
coordination.

e I look forward to hearing your testimony.
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Mr. HorN. I thank you, gentlemen. Now, as you know, since it
is an investigative committee of the House we swear in all wit-
nesses. That includes your staff also. If they are going to whisper
to you in the question period, we may as well get everybody in-
volved.

[Witnesses sworn.]

Mr. HORN. The clerk will note that the six witnesses accepted the
oath. We are delighted to have you here and we thank you. You
have submitted wonderful statements and we are going to use
those for a basic report to the House of Representatives.

Then, as I said earlier, we would appreciate it if you would, in
the 5 or 6 or 7 minutes, hit the high-points of what you have put
in for the record. Let us start now with Mr. Canton, the Director
of the Mayor’s Office of Emergency Services in the city of San
Francisco.

We are delighted to have you here, Mr. Canton.

STATEMENTS OF LUCIEN G. CANTON, DIRECTOR, MAYOR’S OF-
FICE OF EMERGENCY SERVICES, CITY OF SAN FRANCISCO;
GEORGE VINSON, SPECIAL ADVISOR TO THE GOVERNOR ON
STATE SECURITY, STATE OF CALIFORNIA; JOHN F. BROWN,
M.D., M.P.A., F.A.C.E.P., ATTENDING PHYSICIAN, SAN FRAN-
CISCO GENERAL HOSPITAL, ASSISTANT PROFESSOR, UNI-
VERSITY OF CALIFORNIA, SAN FRANCISCO; DR. FRANCES
WINSLOW, DIRECTOR OF EMERGENCY SERVICES, CITY OF
SAN JOSE; MARIO H. TREVINO, CHIEF OF DEPARTMENT, SAN
FRANCISCO FIRE DEPARTMENT; PRENTICE SANDERS, AS-
SISTANT CHIEF, SAN FRANCISCO POLICE DEPARTMENT;
RONALD W. COCHRAN, LABORATORY EXECUTIVE DIRECTOR,
LAWRENCE LIVERMORE NATIONAL LABORATORY

Mr. CANTON. Good morning. My office represents a strategic ca-
pability for the Mayor of San Francisco. Our job is to coordinate
interagency planning and to stimulate departments talking to each
other and dealing with incidents that require the services of more
than one department.

I think one of the points I would like to make this morning is
that terrorism is not new to San Francisco. We have experienced
this over the years in the 1960’s and 1970’s. We saw shootings. We
saw bombings. It is not something that we don’t think about.

However, even with that background, even with our history,
without the use of Federal funding that we received from the
Nunn-Lugar-Domenici funding in 1996, it is more than likely that
we would not have been able to develop the capacity that we have
today.

From that point of view, Federal funding was absolutely essen-
tial to getting us interested and getting us started and providing
us with the political will to do things.

The other thing is that this particular program had a lot of bene-
fits for us as a city. Even though the funding is small and had
some things we had to commit to doing, it allowed us to increase
our capability to respond. It also allowed us to work together better
as a team so there were a lot of good that went beyond just what
the funding provided for.
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That, however, should not be taken as an indicator that we are
prepared for a terrorist attack. I think you will hear from my col-
leagues that, we better than anybody, understand how much more
we still have to do.

One of the concerns that we had about the funding that was pro-
vided was that it really was for first response. A first response
without a followup capability, the ability to deal with the victims
of a particular incident really doesn’t do much. We realized that
the type of incident that we were looking at would involve all hos-
pitals and ambulance services, not only in San Francisco, but
throughout the Bay Area.

Our concern really was that the funding was a good start, but
it was not really enough for everything we needed. One of the prob-
lems we had was that funding was based on a needs assessment
done at a national level. They never really came down to us, they
never asked, “What do you need at the local level?” A lot of things
we consider very important to the area, our mutual aid programs,
our ability to respond and work together, our ability to assist other
jurisdictions, were not considered.

The issue of hospitals and the problems we have within the San
Francisco Bay Area were not addressed in any of the funding. Es-
sentially, we took the money that was provided and took the capa-
bilities we had existing, and tried to do as much as we could with
what we had. Again, I don’t think we should look at the funding
received under Nunn-Lugar as meeting all the needs for the city
of San Francisco. I think it’s a good start. I think we’ve come a long
way but there is still a lot more to be done.

Part of the problem that we’ve experienced with the funding is,
again, that it is scattered through a number of different Federal
agencies. The application processes that are involved, the reporting
requirements that are involved vary from agency to agency. In
many cases we don’t know when grant funds are available until the
last possible minute and it is difficult for us to apply for them.

In many cases the type of requirements that are put on us to get
those grant funds are really completely onerous compared to the
amount of funding that we are going to be provided. In many cases
we have to look and say, “Is the little bit of money we are getting
appropriate for the level of work we are going to have to commit
to this?”

One of the other things that we found is a number of programs
that have been preexisting have been diminishing in funds over the
years. I mention in my statement about the Emergency Manage-
ment Preparedness Improvement Grant. That money has seen a
substantial decline in the city of San Francisco over the last few
years.

The other thing that we’ve noticed is that a lot of the require-
ments for the funds that we are provided with are restrictive. For
example, one of our teams wanted an extra laptop computer. That
was not allowed under a particular funding program and we had
to submit other items. We get grant funds but we are not really
able to make decisions about how we use those funds.

We feel we need funding that allows us the flexibility to respond
to what we feel are our needs. Part of the problem that we have
here is the city like all the other jurisdictions in the United States
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right now, is undergoing a budget crunch. We are looking at a sig-
nificant shortfall that is going to affect our ability to respond and
it is going to make it very difficult for us to do contingency plan-
ning.

Consequently, Federal funds are important but we need to decide
what areas those can be used in. For us in many cases it is easier
for us to get things through our budget, to justify single expendi-
tures or capital expenditures, than it is for us to add additional po-
sitions for planning and for doing the sort of administrative work
that some of these programs require.

It’s very important that as we look at how we can stimulate
things, we look at the flexibility at the local level to be able to say,
“I want to use this much money for this purpose and this much
money for that purpose,” and give us that flexibility.

What do we envision we would need? A block grant that’s from
a single source, somebody that we can deal with. We are more than
happy to be held accountable for funds that are provided to us.
We’ve been doing that for years. That’s part of our job. What we
would like to see are those requirements reduced to the point
where they are manageable and we can give you some concrete evi-
dence of what we’ve done.

On the other side of the coin, there are other things that you will
hear my colleagues speak about such as intelligence sharing. One
of the problems that we have is it is very difficult for us to know
exactly what’s going on and what is happening in the intelligence
community. That is even to the point where some of our senior law
enforcement officials are not cleared to receive the type of informa-
tion they need.

There’s very little intelligence that actually reaches us through
the emergency management community. The State of California
has tried to fill the gap for us but it is very difficult because there
is no preexisting condition.

The last thing I would like to mention is that we really do need
some national priorities. What is it you expect us to be able to do
at the local level? What is it we should be focusing on? What is im-
portant to us? Also to remember as we do this, as we set these pri-
orities that we are committed at the local level to multi-hazard
planning. We cannot forget that we have things like earthquakes
and tsunamis that we have to deal with on a day-to-day basis. Any
capability we develop must be able to be used for multi-hazard
planning. Thank you.

[The prepared statement of Mr. Canton follows:]
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Testimony before the Committee on Government Reform's Subcommittee on
Government Efficiency, Financial Management and Intergovernmental
Relations
April 2, 2002

My name is Lucien Canton and I am the Director of Emergency Services for the City and
County of San Francisco. In this capacity, I am responsible for the coordination of City
interagency response plans. With me today is our Fire Chief, Mario Trevifio, our Assistant Chief
of Police, Prentis Sanders, and the Medical Director of our Emergency Medical Services Agency,
Dr. John Brown. We share the responsibility for protecting the citizens of San Francisco against
potential terrorist attacks. While our work to date has raised the City's level of preparedness, we
have been hampered by the lack of significant funding from the State and Federal governments.

San Francisco is 1o stranger to terrorism. In the 60's and 70's we had direct experience
with groups such as the Symbionese Liberation Army, the Black Guerilla Family, and the Zebra
killers. We had bombs explode outside police stations and random shoetings of police officers
and citizens. Major events such as presidential visits, the celebration of the 50th Anniversary of
the United Nations Charter, and the Millennium Celebration have offered attractive targets and
required detailed security planning. The international reputation of the City itself guarantees that
any terrorist attack in San Francisco would receive worldwide attention. Consequently, our
emergency planning has always included provision for terrorist attack. However, until recently, a
terrorist attack was considered to have a very low probability of occurrence and our response
capacity was limited to the standard response we would make to any incident involving multiple
casualties.

Domestic Preparedness Program - Use of Initial Funding

In late 1996, San Francisco was selected as one of the jurisdictions to receive Federal
funding under the Nunn-Lugar-Domenici bill to develop a response capability to weapons of
mass destruction. City planners were initially skeptical because of the small amounts of money
involved ($300,000 for equipment and $300,000 for training) versus the large workload required
and because terrorism was still perceived as a low-probability threat. However, we felt that
participation in the program would enhance our capability to respond to a large-scale release of
hazardous materials, a type of incident that is certainly very possible in a large city, particularly
following a major earthquake. Without the Federal funding, it is unlikely we would ever have
been able to do the detailed planning needed to develop this response capability.

To manage the project we formed 'steering committee of senior representatives from the
fire and police departments, the Department of Public Health, the District Attorneys Office, the
City Attorneys Office, the Sheriffs Department, and the Mayor's Office of Emergency Services.
This steering committee deals with policy issues and oversees the work of an operations
subcommittee comprised of experts from various City agencies. The subcommittee develops and
maintains our concept of operations and other technical documents used by our metropolitan
medical strike team.
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The strike team is an inter-agency team that is assembled in response to an actual or
threatened use of a weapon of mass destruction. We designed this team around existing
department units, such as the fire department's hazardous materials team and the police bomb
squad. The team is trained to work together to minimize loss of life, rescue victims, and
coordinate any criminal investigation resulting from the incident.

In addition to developing this multi-agency strike team, it was also essential to train City
personnel who would first come into contact with a weapon of mass destruction. This meant
developing and providing basic awareness training to all first responders. We also developed
training for supervisors who would have to make the initial decisions at the scene and for the
senior level personnel who would have to manage the incident. This required a considerable
commitment of City resources, all of which was absorbed by the City departments involved.

The Domestic Preparedness Program has had a number of very positive outcomes for the
City. The development of the strike team gave us an added capacity to deal with a large-scale
hazardous materials release and an increased capacity to deal with mass casualties. However, the
single most important benefit of this program has been to increase our ability to work together on
complex incidents. As we developed and trained the strike team, the personnel involved gained a
better understanding of each other's capabilities and limitations. The result has been a significant
improvement in inter-agency operations. Police and fire units train together on a monthly basis
and we are seeing more joint exercises among City agencies.

Chiefs Trevifio and Sanders can address the development of the strike team in more
detail.

Domestic Preparedness Program - Non-funded Critical Issues

It was immediately apparent to our planners that development of the strike team was not
in itself enough for us to deal with an incident involving a weapon of mass destruction. The
strike tcam would need to be supported and we would need a system that could handle the
follow-on care of the victims. Consequently, we evolved the concept of a metropolitan medical
response system that would include the strike team and the supporting medical system. This
system recognizes the importance of public and private ambulance services and of local and
regional hospitals in supporting the initial response efforts. In addition, our planners recognized
that some victims would self-evacuate to local hospitals and that there would be an influx of
persons experiencing hysterical symptoms without any actual exposure, It is critical, therefore,
that hospitals have the capability to triage, decontaminate, and treat patients affected by a weapon
of mass destruction. However, no funding has been provided for this purpose and few hospitals
have developed plans or conducted exercises on mass decontamination.

A further concern for us has been our limited capacity to deal with bio-terrorism. Our
funding so far has been dedicated to the development of the metropolitan medical strike team
with very little going to the development of our public health system. Leaving aside the risk of
terrorism, our public health system would be stretched to cope with an outbreak of infectious
disease. Dr. Brown will address these issues in greater detail in his remarks.

Our ability to assess threats has also been hampered by a fragmented intelligence system.
Many Federal agencies are unable or unwilling to share intelligence with high-ranking members
of our police department owing to agency restrictions on the release of information. Offices of
emerpency services are provided with even less information and there is no formal mechanism
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for providing us with the limited information we do receive. Information is frequently released to
the media before being made available to local government, leaving us at a disadvantage in
dealing with the media and the public. There also seems to be considerable confusion between
situational intelligence, that is information regarding the general threat, and operational
intelligence, information that is part of an active investigation. Chief Sanders will speak to some
of these issues in his testimony.

Our initial funding was based on a formula derived at the national level and not on our
local needs. In fact, it was only within the last year that we received funding to conduct a risk
assessment. Consequently, while the work we have done is a good first step, we can by no means
claim to be fully ready for a terrorist attack. We have built on existing resources and use the
synergy of multi-agency response but program administration, equipment, and personnel training
have all been limited by available funding. In addition, without the support of a full metropolitan
medical response system to provide long-term patient care and increased capacity in our public
health system to deal with bio-terrorism, a first response team is limited in what it can
accomplish.

The selection of the cities to receive funding was also done with limited threat assessment
and did not take into account our operating relationships and mutual dependency in the Bay Area.
In essence, it created a system of haves and have-nots. Under our State's Master Mutual Aid
Agreement, we are expected to support other California jurisdictions in times of emergency. No
Bay Area county would withhold a resource from a sister county in need. However, we were told
that under the Federal program our strike team was not intended for use outside our jurisdiction.
Consequently, there was little standardization built into the program and no funding to develop a
deployment capability for a response outside the City. This severely hampers our ability to
deploy multiple teams from different jurisdictions to respond to a large emergency. This contrasts
considerably with the highly successful urban search and rescue program administered by FEMA
in which interoperability was a prime concern.

A major problem for us was the fragmentation of funds among different federal agencies.
Our initial funding was provided directly by the Department of Defense and the US Public
Health Service, each of which had separate application and reporting requirements. Additional
funds were late provided to us through the State of California. All this funding was extremely
focused on specific items or activities and did not allow for flexibility at the local level. In some
cases, items we felt we needed for our strike team, such as laptop computers, were denied. No
funding was provided for program administration; all such work had to be done in addition to the
already heavy workload of agency planners. Since funding is so fragmented, it is often difficult to
know what grants are available.

I believe that many of the problems we have experienced are common to other
jurisdictions involved in this program and that you will hear the same observations over and
over. I respectfully refer the committee to Dr. Amy Smithson's book, "Ataxia: The Chemical and
Biological Threat and the US Response". Dr. Smithson, a researcher at the Henry L. Stimson
Center, has done an excellent job of summarizing the problems local jurisdictions have had with
the Domestic Preparedness Program.

Emergency Management Preparedness Grant
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In addition to funding received from the Domestic Preparedness Program, all our offices
receive Federal funding from other programs that can be used in full or in part for preparing for
terrorist attacks. In the case of the Mayor's Office of Emergency Services, we receive an annual
Emergency Management Preparedness Grant from FEMA. Over the past five years, we have seen
the grant requirements shift from very restrictive, with onerous reporting requirements, to a block
grant with simplified reporting. This has made the program much more useful to us, allowing us
to-apply the funds where we think the need is greatest. On the other hand, we have also seen the
amount of funds provided to local government shrink, both because of decreased Federal funding
and because of a revision to the State funding formula. Since the grant is administered through
the State of California, a large portion of the grant is used by the State to support the work of the
Govemor's Office of Emergency Services. In San Francisco, we have seen a decrease in funds
from over $200,000 in FFY 97 to less than $99,000 in FFY 02.

The International Association of Emergency Managers, the National Emergency
Managers Association, and the US Conference of Mayors all support the standardization and
funding of integrated emergency management programs and agree that local offices of emergency
services should serve as the integrating element of homeland security. However, local funding is
limited and many of my colleagues rely heavily on the Emergency Management Preparedness
Grant. Reduction of these grant funds has meant loss of personne] or reduction in programs. In
the case of San Francisco, we have been able to absorb these reductions but in these austere
financial times, with the City facing a $130 million dollar shortfall, there is no additional funding
for terrorism planning. Any resources we devote to this type of planning must be reallocated
from other programs administered by my office. Increased funding to local offices of emergency
offices is absolutely essential.

Physical Security

One of the issues that we have been wrestling with since September is the issuc of
physical security. Even a major jurisdiction such as San Francisco does not have a single office
responsible for security of public facilities. Some of these needs can be met through our police
and sheriffs department but even here our resources are limited. There is little funding available
for the purchase of consulting services or security hardware in our austere budgets. There is also
tremendous confusion over what constitutes acceptable levels of physical security at the local
government level. Many such standards already exist within Federal agencies but are scattered
and not readily accessible. There is clearly a need for a clearinghouse for infrastructure protection
information and for funding for infrastructure protection.

Recommendations

Qur first priority must be to get funds into the hands of local governments with a minimum of
delay. We are the first line of defense and the ones who will bear the brunt of a terrorist attack.
We need a single source of funding that consolidates all the various agency programs and
streamlines the application process. Ideally, what we would like to see is an unrestricted block
grant that allows us to decide the priorities for funding. I believe that as you hold these hearings
around the country you will find a consistency among requests, both from individuals and from
the organizations that represent us. We need the following:
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Funding for local response agencies. Such funding should be in the form of unrestricted
block grants to local Offices of Emergency Services that can be dispersed to local
response agencies.

Funding for significant improvements to the public health system.

Funding for training and exercises. Our Domestic Preparedness Program was effective
because of instructor training and supplies provided by the Department of Defense and
contractor assistance in developing our initial exercises.

Development of realistic standards for equipment, training, and response protocols for
first responders and for physical security measures for both the public and private sector.

Aggressive research, development, and deployment of new technologies such as chemical
and biological dctection equipment. Currently we are at the mercy of vendors who make
claims that we are not equipped to verify.

A single release point for accurate and timely information on threat analyses, response
protocols, etc. The multiplicity of government websites makes it difficult to obtain
information to develop adequate plans or to respond to citizen inquiries.

Cooperative intelligence sharing with local law enforcement and offices of emergency
services.
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Mr. HorN. Well, thank you. That’s well said and well done. Since
you mentioned the intergovernmental problems here on informa-
tion, I am going to put in the record at this point after your testi-
mony the letter that Mr. Shays, who is Subcommittee on National
Security, Veterans Affairs and International Relations. I joined him
in that, or he joined with me.

That is the letter to Mr. Sensenbrenner, the chairman of the
Committee on Judiciary, and we will have that come up when we
get back from the District where he gets H.R. 3483, the Intergov-
ernmental Law Enforcement Information Sharing Act of 2001. I
talked to Mr. Sensenbrenner before I left and came out here and
he said that should have been done months ago and we are going
to do it. The FBI is being very helpful on this.

Let us go on now to the people that are really on the firing line.
That’s Mario H. Trevino, the Chief of the Department of Fire for
the city of San Francisco.

Mr. TREVINO. Good morning. Thank you, Mr. Chairman. I would
like to begin by thanking you for the invitation to testify before
you. But mostly to thank you for continuing to take the potential
threat of terrorism as seriously as you obviously do.

The events of September 11th, as you stated previously, have
very dramatically illustrated the responsibility that we in the fire
service will bear in the event of a domestic terrorist attack.

Our fire department here in San Francisco has since participated
in a number of preparedness efforts and drills in conjunction with
other local State and Federal agencies which I would be happy to
describe for you more fully once we get the microphones straight-
ened out.

Most significantly what we’ve done is we have redirected our
planning and training efforts to focus on terrorism type incidents.
For example, in the event of a bomb-type situation we need to focus
on training our people to be aware of the potential for secondary
devices and to maintain the security of our personnel since we
know that we will be unable to help anyone if we ourselves become
injured. We are doing everything we can to harden the city and
county of San Francisco against such potential threats.

At the Federal level there is expertise, I think, located in various
different components around the country. It seems that the most
important message we would like to extend to you is what is nec-
essary for us is a single point of contact for emergency agencies to
deal with through the Federal Government so that we can not only
provide input, but also receive information. As my companion, Lou
Canton, has indicated, it is essential that we get up-to-the-minute
intelligence information as it is allowed to be received by agencies
such as ours.

A second point that, I think, is very important is in the issue of
grant funding. We are encouraged by the level of funding that is
making its way through Congress at this time, the $900 million in
fire grants and the potential for $3.5 billion for homeland security.

The point that I would like to make is it is essential that those
funds, if past through the States, as I understand they will be, that
process is done so without any redirection of those funds so that
as much of the money as possible comes to the aid of the emer-
gency agencies that will be responding.
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We know, and I know after 29 years of experience in the fire
service, that in the event of such a disaster the first responders
that you see represented here today will be alone and work the dis-
aster until other assistance arrives and that could be anywhere
from hours to days.

I would also like to make a point of the fact that I am a member
onh th? Terrorism Committee of the International Association of Fire

iefs.

We work very diligently to try and preplan not only for our indi-
vidual fire departments, but for fire departments across the coun-
try and bring those messages back to them to help them identify
funding, help them identify strategies, and to direct whatever ef-
forts they can to make them as solvent and as effective as possible.
I am prepared to answer any questions you may have.

[The prepared statement of Mr. Trevino follows:]
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Good Moming, Mr. Chairman. I am Chief Mario Trevifio of the San Francisco Fire
Department. 1 would like to start by thanking the Committee for inviting me to testify
before you today.

The issue of preparedness for terrorism is one in which the San Francisco Fire
Department has an abiding interest, as do all fire departments across the nation. For
years, 1 have for years been personally involved in domestic terrorism preparedness
efforts, both as a fire chief and as a member of the Terrorism Committee of the
International Association of Fire Chiefs.

The events of last September demonstrated very dramatically illustrated the responsibility
we in the fire service will shoulder when such incidents are perpetrated against our
communities. Federal efforts aimed at helping us prepare have gotten off to a good start
in past several years. Our fire department has participated in training programs provided
by the Departments of Defense, Health and Human Services, Justice and the Federal
Fmergency Management Agency. The training programs offered by these agencies have
been very beneficial, and will provide an excellent basis for our response capabilities.
We have also received limited equipment grant funding that has enabled us 1o begin the
process of outfitting our personnel with the necessary personal protective, detection and
communications equipment.

However, as both a participant and an observer of our national effort to prepare states and
{ocal communities for the threat of terrorism in America, I believe that further steps need
to be taken by both Congress and the administration to craft a more well-ordered national
strategy. It has been my experience, shared by many of my colleagues in other
jurisdictions, that efforts undertaken to-date at the federal level, while in themselves
valuable, would greatly benefit from an increased level of coordination and
accountability. Efforts that may be duplicative, or worse, contradictory, lead to confusion
at the local level and expend precious federal resources unnecessarily. Efforts underway
at the federal, state and local levels of government ought to be better synchronized for the
benefit of public safety.

The sum of human effort is greater than the individual parts. If none of us can guantify,
or even find, the parts, it is more likely that the sum total of our national preparedness
effort will be diminished. In my view, a more focused effort would be more effective.
A suitable example is the coordinated effort here in San Francisco between the Fire,
Police, EM.S., Health Community, State, and Federal agencies.

At the federal level, there is certainly expertise located in different agencies that should
be leveraged to create the most effective preparedness effort possible. It seems to me,
and to many of my colleagues in the fire service, that this could be better accomplished
by designating one federal official with responsibility and authority to coordinate and
deliver these programs. We have in the past requested a single-point-of-contact in
Washington that we can access for answers and provide input to as we move forward.
Toward that end, we were pleased to learn that Congress approved and funded the Office
for National Preparedness at the Federal Emergency Management Agency last fall.
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Quantifying our efforts is also an issue. We as a nation have thus far not attempted to
define, quantifiably, what an acceptable level of preparedness is. Without clear,
attainable preparedness goals, it is difficult to make progress in any arena. In the fire
service, we have a good idea of what it takes to support a measurable level of service to
our communities.  Standard fire protection, for example, requires a level of preparedness
that includes arbitrary response times. More importantly, we know what equipment and
staffing we must bring to the fireground to put the fire out. We also have a clear
understanding of the tasks that fire fighters must be able to perform to succeed.

The International Association of Fire Chiefs' terrorism committee is comprised of fire
chiefs from across the country, all of whom have decades of experience in responding to
and mitigating public emergencies of all kinds. It is our view that an overarching plan
should be adopted that would better define local preparedness for response to terrorist
incidents.

I would suggest that our efforts coincide with a plan that would facilitate and encourage
both interagency coordination and the development of performance objectives that clearly
define the tasks that first-responding agencies need to perform in order to mitigate a
terrorist incident. Institutionalizing this approach, in all fifty states, leaves plenty of room
for experimentation and innovation by state and local officials. It provides for flexibility
that would ensure better preparation among local first responders by focusing on those
areas in which a particular community's level of preparedness is deficient when measured
against these performance objectives.

A comprehensive national strategy should provide a framework that avoids the one-size-
fits-all approach that has to an extent been employed in the past. Such a plan would
consider existing local, state, regional and federal response assets and require their
inclusion in a local planning effort.

Existing assets would include local Hazardous Materials response teams, Emergency
Medical Services and Metropolitan Medical Response Systems, where available. State
assets would include any assets available to state governments, including National Guard
and other assets that may be available to a particular state. Regional assets would include
Urban Search and Rescue teams, located in the various FEMA regions, and the National
Guard Civil Support Teams that are being stood-up around the country. Federal assets
are too numerous to name completely, but include the FBI's HazMat Response Unit, and
the Defense Department's recently created Joint Task Force for Civil Support. These are
all examples of existing assets that should be included in the overarching plan.

Grant funding should be used to assist first responder agencies in meeting performance
objectives developed to identify those actions which must be taken to mitigate a terrorist
incident. It must also be borne in mind that training efforts must be renewed constantly
to maintain adequate proficiency. Perhaps most importantly, the overarching plan should
provide us with not only a clear set of goals, but should also define the most important
goal of all: adequate domestic preparedness.
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Hinging grant funding on local interagency planning that includes appropriate state and
federal response agencies would contribute markedly to our national preparedness effort.
When communities have demonstrated a willingness to work in partnership with each
other, they should then be assisted with means to address the performance objectives that
need to be met to ensure public safety in the event of an incident of terrorism.

Grant funding made available to first responders has, until recently, been administered
directly to local governments. Congress has chosen henceforth to deliver aid, through-
the-states, to "state and local” first responders. It is incumbent upon Congress and the
administration to take the necessary steps to ensure that whatever funding is available for
the purpose of preparing commurities for incidents of terrorism be passed through state
agencies to local agencies without being diverted for other purposes.

I know that this and other congressional Committees have heard testimony from fire
chiefs in the past. We as a group have emphasized the role of local public safety
persomnel, particularly fire fighters, in responding to incidents of terrorism. When
emergencies oceur, time is a critical factor. I know, through 29 years of experience in the
fire service, that local emergency personnel will work alone in the crucial hours
immediately following an event. [ can not emphasize this point enough.

In explaining ourselves to Congress we have asked for assistance in training and
equipping fire fighters to deal with what is being called "Weapons of Mass Destruction”
terrorism.  We have spoken of the need to enhance existing capabilities rather than
creating new ones.

I say this to make a final point. Federal assistance provided toward that end is important.
It has been used to help us in our national effort. In San Francisco, like other local
agencies in communities around the country, we have spent far more in local tax
revenues on terrorism preparedness than we have received from other sources. Local
expenditures here in San Francisco will continue for as long as a threat exists. My point
is that the character of terrorism warrants an orderly, focused national effort that should
enhance, and not replace, the local one.

Mr. Chairman, thank you again for inviting me to testify today. I am happy to answer
any questions the Committee may have.
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Mr. HorN. Thank you. We will now move to the Assistant Chief
of the San Francisco Police Department, Prentice Sanders.

We are glad to have you here, Mr. Sanders.

Mr. SANDERS. I am very honored to be here, sir, and certainly
want to thank you and your committee for having the interest in
our first-responders and the people who are going to be on the
frontlines in dealing with a new phenomenon in our American sys-
tem of government.

We have, as law enforcement, had to switch to an entirely new
job. We are beyond not only keeping our traditional job of fighting
crime in our streets. We are now set with a job of preparing for
and deterring acts of violence similar to those of war.

We are also looking at new systems of how we are to respond to
massive damage. In 1996 the Nunn-Lugar bill responded to Wash-
ington. I responded to Washington with a team, and the team that
you are looking at here at the table, to attempt to cope with some-
thing that is totally out of the American—we didn’t have any expe-
rience at it.

However, San Francisco, based on some prior natural disasters,
we had a little bit of a head start. San Francisco received some
Federal grants and we started to see where best to use those Fed-
eral grants, even though they were not adequate to cover all the
things that we needed.

What have we done to this point? In 1998 San Francisco pur-
chased some protective equipment. Being police officers we will al-
most always be the first-responders when there is trouble, and cer-
tainly as depicted in our heros and brothers and sisters in New
York and Washington, DC, we are the ones who have to run to-
ward whatever is going on that is a catastrophe. We started to look
at how we can protect those individuals and receive the type of
equipment and protective clothing they would need.

We also formed a Metropolitan Medical Task Force and a team
where all safety personnel, medical personnel, and those persons
who will be responsible for handling the very first stages after an
event. We put together that team and started to setup systems to
deliver services and stabilize situations wherever they may happen.
And certainly keeping in mind weapons of mass destruction both
chemical, biological, radiological and other highly explosive sys-
tems.

What do we need? Certainly, I was very happy when I learned
that you brought your committee here. We need funds. The great-
est ideas in the world can’t be consummated without having ade-
quate funding. We are looking at the funding that we have and
looking at the system of delivering that funding.

We would like to work with our State and Federal people to see
that we can get that funding in an adequate fashion so that we can
have in place an adequate system of responding to the kinds of ca-
tastrophes that our world now tells us that exist.

That is an overview of what we have done. Let’s talk about what
we've planned. Law enforcement is in an entirely new learning
mode. The San Francisco Police Department developed the five-
phase program to begin to answer mass casualty incidents. We also
have been holding tabletop exercises and drills with the other
members of our team so that we learn to work as a team. Like any
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other good team, each party knows their part in the play and car-
ries that part out.

We focused a great deal on schools because if there would be a
catastrophe there, whatever catastrophe may happen in our city,
we want to be sure that our young people are able to, first of all,
be safe and able to coordinate a system that can reunite them with
their families at the earliest possible time.

The responsive procedures we are setting-up, and we’re certainly
learning from one another, our extension of our police procedures
and handling of violent mass casualty incidents. We have coordi-
nated among all of the other jurisdictions, public safety jurisdic-
tions within our jurisdictions and neighboring jurisdictions.

What’s up now? Deterrents and response. Deterrents have now
become, as I pointed out—there are people among us who would
bring this upon us. We have setup deterrents and then created a
response form methodology for responding to it.

I will be happy to answer any questions, and certainly inside of
the document that I gave you is a detailed look at the plans for San
Francisco. Again, we appreciate you coming and showing interest
in our city.

[The prepared statement of Mr. Sanders follows:]
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Overview

+ What's been done
» What's planned

« SFPD Capabilities
* Problems

* Priorities

» Recommendations
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SFPD Violence and Mass Casualty
Incident project.
» 5-phase program begun addressing mass

causality incidents (MCI) on February
2000

» Focused on schools and high-rise
structures

» Response procedures executed during the
NY/DC WMD attacks on SEP 11%*

* Pre-selected victim evacuation and recovery sites were activated in the event
of attack as part of the rapid consequence management procedures.
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’
[ What's Up? ]
/ DETERRENCE: \ RESPONSE:
* 95/5% deterrence * OCT '00:
and response Standardized MCI
ture response and
pos L. recovery plan
 Increased joint developed (Red
training with: Bool)**
— SF Emergency * JUN '98: SF Metro
Services Medical TF est.
- OES

\ — FBI (SF) /

DETERRENCE
SF Emergency Services:
Fire/EMS
Dept. of Public Health

Office of Emergency Services:
San Francisco
Coastal Region
State

RESPONSE
**911-REDBOOK (www.sfgov.org/police/public/crisis)
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What's Next? (2002)
KDETERRENCE: \ / RESPONSE: \

« APR: Standardized . {;"AY: J%int tlﬂ. )

Personal Emergency Plan esp-on er training

for SF * MAY: Regional and
" State level

* JUL: Regional » communications

intelligence cross-training exercise

e SEP: WMD Joint
Training Exercise

e /

N /

DETERRENCE:

Personal Emergency Plan. Standardized plan of how to report
emergencies, or suspicious occurrences and how to contact family members
during a crisis. The plans will be made available for SF community, schools,
and workplace.

Regional intelligence cross training. Specialized training for local
Bay Area law enforcement agencies outlining gathering, analysis, and
dissemination of Criminal and Situational intelligence.

RESPONSE:

Joint 15t Responder Training. Training of 1t response level police officers to
stop or resolve MCIs and work in a joint operations environment with fire and EMS services.
Objective is 2000 emergency personnel trained in a 5-month period.

Regional and State level communications exercise, Local, Regional, State,
and Federal level exercise to assess compatibility of existing radio/telecommunications and
information flow.

Airport {;oint training exercise (WMD). Assessment of 1% and specialized
response to a WMD attack. The exercise will involve SFPD, FBI, Airport, SF Emergency
Servit():g?_sfand address inter-agency command, control, communications, and intelligence
capabilities.
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SF Police Capabilities

Posture Operational Imperatives Status

Deterrence g:gg:f;;;’;ﬁglgggmna' level IN DEVELOPMENT
Deterrence | Criminal Inteli (Dissemination local/state/fed) | IN DEVELOPMENT
Deterrence | Risk management IN DEVELOPMENT
Response | 15T Response IN DEVELOPMENT
Response | Command & Control MISSION CAPABLE
Response | Radio compatibility (Regional) IN DEVELOPMENT
Response | Specialized 15t Response (WMD / MMTF) DEVE{%‘:‘RS,:‘:;EQ.D

Response

Initial consequence Mgt.

MISSION CAPABLE
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FEDERAL ASSISTANCE ISSUES

Support: Shortfalls:
U.S. Coast Guard ¢ No federal funding
» No participation by
FEMA in:
~ Qutreach

— Training assistance

SUPPORT:
The U.S. Coast Guard has increased its involvement and support
to San Francisco WMD related operations and training.
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Federal Funding/Support

Sources
Source Status Rating
FEMA None No involvement

Office of Justice |None
Program (DOJ)

1122 Program |Active Limited — must be
New equipment narcotics related
1032 Program |Acitve Limited - must be

Used equipment narcotics related

FEMA:

«Office of the National Preparedness Group (Terrorism)
*No outreach

*No presence at exercises

Office Justice Program (DOJ):
sLengthy procurement process yields obsolete equipment
eCumbersome

- 3-year forecast required

- Excessive details required (i.e. gloves sizes and NSNs)

1132 Program:
+$500,000 provided to SFPD over the past 5 years for-equipment

» No training funds for basic training, joint training, equipment, or sustainment
training funds available
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State Priorities:

— Intelligence sharing
— Threat analysis

- Risk management
— 1%t response
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Recommendation

» 150-day plan

— Regional-level needs assessment for law
enforcement agencies

— Based on existing threat assessment

- Training specific areas of command, control,
communications, & intelligence

— Personnel trained, equipped in 1%t Response

— Facilities and staff in place improve both
criminal and situational intelligence
operations.

Regional needs assessment based on existing threat assessment of the Bay Area
COMMAND

* Increased training for on-scene incident command (ICS) for 1% responders

»  Funding training of a full-service department operations center (DOC)
CONTROL

= Personnel trained, equipped in 1% Response

» 1. Primary 1% responders

- Rapid response, control, assessment and actions to resolve or mitigate
the of MCIL.

-~ Rapid coordination with fire/EMS services.
2. Specialized secondary respenders (Metro Medical TF)
- Additional/updated specialized equipment and training
- Ratjonalization of assets and protocol
»  Sustainment training program for personnel and their equipment
» Increased funding for air operations
. Command platform
. Communications/radio repeater platform
COMMUNICAITONS
Acquisition of equipment to integrate radio frequencies of emergency service during
multi-agency operations.
INTELLIGENCE
Increased training to local law enforcement agencies in the areas of criminal and
situational intelligence, it's use and restrictions.
* Regional-level, facility and staff to improve criminal and situational intelligence.

. Gathering, analysis, classification, and dissemination of criminal
information to other state LEA regions and federal agencies.

. Networking with existing law enforcement intelligence networks to
expand early warning capabilities to the public.

. Sustainment training
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Summary

* What's been done
+ What's planned

« SFPD Capabilities
* Problems

* Priorities

» Recommendations

11
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Mr. HORN. We thank you now only for your oral statement but
your written statement as well. That was very helpful.

We now go to Dr. John Brown, the Attending Physician for the
San Francisco General Hospital and Assistant Professor at the Uni-
versity of California, San Francisco. For those that didn’t know
they had a campus in San Francisco, they have one of the world’s
greatest medical schools in dental, I guess, and nursing is still
there. I remember seeing it when Earl Warren was still Governor
and that was one of his great contributions. Thank you for coming.

Mr. BROWN. Thank you, Representative Horn and Representative
Honda. I appreciate the opportunity to talk with you. I am Dr.
John Brown, the medical director of the San Francisco Emergency
Medical Services System. I also work as an attending physician at
the Emergency Department at San Francisco General Hospital.

I would just like to highlight a few areas of the testimony I've
submitted to you. First, I want to say that we have come a long
way in the 4-years of our participation in the Metropolitan Medical
Response System Process. We have established the multidisci-
plinary Metropolitan Medical Task Force to upgrade our abilities to
respond in the field to any terrorist attack or event.

We have a very detailed concept of operations and response plan
for biological threats. We have trained a large number of personnel,
most is medical and public safety, including the hospital personnel.
And we have conducted some major drills in that area and distrib-
uted a level of decontamination equipment and personal protective
equipment to all the hospitals in our system.

We, do need however, to sustain this effort and we have a dire
need for continuing funding of the MMRS program. We need sus-
tained funding for the areas of our pharmaceutical cache of equip-
ment and supplies in case of—to be able to respond immediately
in case of a terrorist attack.

We need to enhance our ability to take care of large numbers of
casualties in the field quickly. We need to enhance our training of
public safety and healthcare providers. We need improved decon-
tamination equipment for our personnel and a cache of equipment
and supplies at the treatment facilities themselves.

Finally, we need to expand our drills and exercises to include
drills within our region and increasing and improved drills without
State and Federal partners.

I would like to concentrate most of my testimony on the current
status of our healthcare system. The healthcare system, especially
the emergency-care system, is very stressed and has little excess
capacity to deal with the large number of casualties that an attack
of weapons of mass destruction might generate.

I think without our funding levels being preserved, we will be
sliding backward to the level of preparation where we were 2 or 3
years ago which was not as good. We will obviously do the best we
can with what we have in any circumstance, but years of cost-cut-
ting at the Federal and State levels in healthcare and healthcare-
training programs have left us with little in reserve for large-scale
emergencies.

Currently, I am recommending that we develop a surge capacity
in San Francisco to be expanded in order to handle a weapons of
mass destruction incident. We do rely on our regional partners, the
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other hospitals, and healthcare systems in our region to assist us
in time of disaster.

However, the American Hospital Association did a report in 1999
that found a decrease of 8.1 percent in the number of emergency
departments nationwide since 1994. In that same period there’s
been a decrease in total in-patient hospital beds of 15.6 percent.
Our capacity is diminishing throughout the country.

During the attacks on the World Trade Center and Pentagon of
September 11, 2001, San Francisco had a peak hospital bed avail-
ability of 198 in-patient beds. This meant that with optimal notifi-
cation and time for mobilization, which is approximately 3 to 4
hours, a total of 198 hospital beds were available in all 10 of our
hospital facilities to treat any victims from an attack if we had had
an attack in San Francisco on that day. While these are in-patient
beds only, not emergency department treatment spaces, we have a
lot more of those. Emergency departments face similar constraints.

Ambulance diversion rates, which are a marker for how busy
emergency departments are, have been going up slowly over the
past several years. We average in San Francisco 6 percent ambu-
lance diversion during the summer months and 12 percent during
the winter. Any terrorist attack that were to take place during this
high diversion period would mean very little capacity available to
treat additional victims.

We do rely on only one level-one trauma center which is San
Francisco General Hospital which adds vulnerability to our system.
We have no permanent medical helicopter landing facilities in San
Francisco that we could utilize to transfer patients rapidly.

With appropriate funding, disaster hospital capabilities can be
incorporated into the current system by several mechanisms; in-
creasing the current stock of hospital beds, increasing the size of
current emergency departments, opening new emergency depart-
ments, having a disaster hospital capability constructed and the
ability to utilize that rapidly, being able to convert sub-acute facili-
ties such as skilled nursing facilities, skilled nursing beds into
acute beds, and then developing a Federal disaster hospital re-
sponse such as the hospital ships or fleet hospitals that are in the
military system.

I thank you for your time and attention. I would be happy to an-
swer questions.

[The prepared statement of Dr. Brown follows:]
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LOCAL GOVERNMENT AND EMERGENCY MEDICAL SERVICES (EMS)
PREPARATION FOR TERRORIST ATTACK UTILIZING A WEAPON OF
MASS DESTRUCTION
TESTIMONY BY JOHN BROWN MD, MEDICAL DIRECTOR, SAN
FRANCISOC EMS SYSTEM AND ATTENDING PHYSICIAN, SAN
FRANCISCO GENERAL HOSPITAL EMERGENCY DEPARTMENT TO THE
SUBCOMMITTEE ON GOVERNMENT EFFICIENCY, FINANCIAL
MANAGEMENT AND INTERGOVERNMENTAL RELATIONS HEARING IN
SAN FRANCISCO ON TUESDAY, APRIL 2, 2002

Thank you, Representative Horn, and members of the Committee for the opportunity to
speak with you today about our preparation for a potential terrorist attack using
biological, chemical or nuclear agents. [ have been involved in disaster preparation for
the City and County of San Francisco since assuming my duties as Medical Director of
the EMS System in December of 1996, and specifically with our preparation for a WMD
attack since the initiation of the Metropolitan Medical Response System in 1998.

I would like to make three broad summary statements concerning our preparedness, and
then further discuss each point in detail. First, we have come a long way in the four years
of our participation in the MMRS process. We have greatly improved our ability to work
among departments at the City level, and with our regional partners such as the FBI and
the State Department of Health on an intergovernmental level.

Second, we are in danger of loosing much of the ground we have gained, specifically
ability to maintain local caches of supplies and equipment, and the training of personnel
that are our front line responders (including hospitals in the case of bioterrorism) without
sustainment funding of the system currently in place. 1 predict that within 2 to 3 years we
will fall back to our previous, lower Jevel of preparation without such funding.

Third, our emergency health care system is currently very stressed and has little excess
capacity to deal with the large numbers of casualties that a WMD attack by terrorists
would likely rapidly generate. We will do the best we can with what we have, but years
of cost-cutting at federal and state levels in health care and health care training programs
have left us with little in reserve for large scale emergencies. Your immediate attention
in terms of improving health care resource allocation, continued funding of the MMRS
program, providing opportunities for local governments to obtain critical health

infrastructure improvements, and enhanced training and hospital preparation
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requirements is needed to make us truly prepared for a terrorist attack on the domestic

front.

1.

Improvements Achieved to Date in EMS/Department of Health Disaster Preparation

Establishment of the multi-disciplinary Metropolitan Medical Task Force with
detection, extraction, decontamination and WMD patient treatment capability
Training provided to public safety personnel (police, public works, transit, firefighter,
dispatch, Emergency Medical Technician (EMT), paramedic, nurse, physician and
hospital safety personnel

Development of the Bay Area Terrorist Working Group, a regional entity with
representatives of federal, county, city and health care organizations meeting
regularly to update members on current threats and response activities

Production of the Metropolitan Medical Response System Concept of Operations and
the Bio Response Plan and training of responding personnel in these plans

Major drills involving fire, transit, police, hospital, local government, department of
public health, and US Army Reserve testing scenarios for major explosions, chemical
and radiological contamination, biological attack and loss of local health
infrastructure

Establishment of local equipment and pharmaceuticals cache to initiate treatment of
victims of a WMD attack

Public education efforts for disaster preparation to include potential WMD threats
(home and office preparation, establishing a health care provider relationship, local

sources of information, etc.)

. Need for Maintenance of MMRS Program Funding

Current MMRS funding opportunities are inadequate to maintain our capability

($50,000 contract extension offered to develop a 5-year MMRS plan)

Sustainment funding is needed for the following areas:

¢ Personnel support for system administration/development

e Replacement and expansion of pharmaceutical and supply/equipment caches as
they reach expiration dates and new medical recommendations occur

* Enhancement of Multi-casualty treatment capacity, e.g. Field Care Clinics, Multi-

Casualty Care Units (mobile stocks of medical care equipment and supplies)
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¢ Training of public safety and health care providers

e Decontamination equipment and supplies for health care facilities

¢ Development of caches of pharmaceuticals and medical equipment/supplies at
health care facilities

s Drills and exercises involving local, state and federal assets including Disaster
Medical Assistance Teams, and the National Pharmaceutical Stockpile

Continue the advantage of MMRS direct Federal-to-Local government contracting,

i.e. more money reaches the first responder level, which is where lives will be saved

in any terrorist attack (6, 12 or 24 hour response intervals are too long)

Continue to provide federal assistance to states to improve the public health

infrastructure, such as regional public health laboratories and state-wide drills and

exercises

Improve Hospital Capacity

Current emergency care capacity in San Francisco is insufficient for handling a WMD
incident

During the attacks on the World Trade Center and the Pentagon of 9/11/01, San
Francisco had a peak hospital bed availability of 198 beds. This meant that with
optimal notification and time for mobilization (approximately 4 hours) a total of 198
hospital beds were available in all 10 of our Hospital Facilitics to treat any victims
that might have come from a terrorist attack.

While these were inpatient beds only (not Emergency Department treatment spaces),
Emergency Departments face similar constraints.

Ambulance Diversion rates, which are defined as the amount of time per month that
Emergency Departments are at their maximum capacity and turmn away ambulances,
are a marker for the capacity of the system to take patients at any moment in time.
Ambulance Diversion rates in San Francisco range from 6 % during the summer to
12% during the winter. '

A terrorist attack that took place during a high-diversion period would result in
minimal care being available for victims.

San Francisco-has only one Level 1-trauma center prepared to treat the most severely

injured of any such attack.
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e There are no permitted medical helicopter landing facilities in San Francisco, making

patient transfer to regional medical facilities more difficult.

e With appropriate funding, disaster hospital capabilities can be incorporated into the

current system by several mechanisms:

Increasing current stock of hospital beds

Increasing size of current emergency departments

Opening new emergency departments

Having disaster hospital capability constructed and kept in reserve (models of this
include Utrecht Disaster Hospital in the Netherlands, a 100-bed facility
constructed in a former fallout shelter, and the Canadian emergency hospital
system, with over 80 field hospitals stored throughout the county in semi-tractor
trailer trucks)

Having the ability to rapidly convert sub-acute hospital beds into acute care
disaster beds, e.g. in-hospital skilled nursing facilities to acute medical/surgical
ward beds

Developing a federal disaster hospital response, e.g. via hospital ships or military
field hospitals or their equivalents. The problem here is the likely several hour or

days’ response interval

Again, I appreciate the opportunity to speak to you about our preparatory efforts, and

would be happy to answer any questions you might have. Irefer you to our EMS Agency

website, www.dph.sf.ca.us/ems for further information on our system status, disaster

policies and procedures and for contact information. Thank you.
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Mr. HORN. Thank you very much. We will get into a lot more of
this because you’ve made a whole series of good points in your writ-
ten paper and we will be working that one over for questions.

We now go to Dr. Frances Edwards-Winslow, the Director of
Emergency Services for the city of San Jose.

Dr. EDWARDS-WINSLOW. Good morning, Representative Horn and
Representative Honda. It’s an honor to be here with you this morn-
ing to share some information about my city, San Jose, the capitol
of Silicon Valley and the largest city in the Bay Area.

We have a long history of involvement in civil defense in San
Jose going back to the 1950’s and the cold war period. We have
continued to develop our capabilities and emergency preparedness
?"om that time forward looking at dual use as an important focus
or us.

San Jose is aware of many natural disasters. This is earthquake
month and, in fact, at this moment California is holding a duck-
and-cover drill throughout the State, sponsored by the Office of
Emergency Services, to remind all of us that disasters can come
with no notice.

Because of this basis, we were able to rapidly join the Nunn-
Lugar-Domenici program to create some new capacities in the city
of San Jose building on our existing capacities. We had existing
Neighborhood Watch programs, Community Emergency Response
Team, and Safe School Initiatives all in place in 1997 when we,
like San Francisco and 26 other American cities, were invited to
join the Nunn-Lugar-Domenici program and begin receiving Fed-
eral assistance to enhance our capabilities for emergency response,
especially for explosions, chemical attacks, and biological attacks
related to terrorism and other hostile actions.

The Nunn-Lugar-Domenici program provided direct funding to
the 27 selected cities. This money came to us through contractual
arrangements and other agreements with our Federal partners. We
performed specific work and in exchange they gave us financial and
other kinds of support so that we could, as my colleagues have al-
ready described, establish the Metropolitan Medical Task Force to
respond at the field level, a Metropolitan Medical Response System
to care for patients, including physicians offices and hospitals, as
Dr. Brown has described.

We received training, equipment, and supplies. However, at this
point we have no promise of sustainment of these efforts we have
bought at such a great expense. The city of San Jose spent $1 mil-
lion in police overtime alone in the first year of our participation
in this program. In order to be a very active partner with our Fed-
eral colleagues, we need to ensure that the Federal Government
continues to be our partner with us in this extremely important
multi-use effort.

Our biggest expense at this time is the cost of training our per-
sonnel. Police and fire personnel generally cannot receive adequate
training in an on-duty mode. They need to be in an off-duty envi-
ronment which usually means overtime is paid either to the stu-
dent sitting in the classroom or someone in the field back-filling for
that student.

In addition, we have developed pharmaceutical stockpiles which
have been described by my colleagues to some degree. My testi-
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mony includes a larger list. This material generally has a shelf-life
of about 5 years. We have estimated that we will need $300,000
every 5 years to sustain our existing level of pharmaceuticals
which is not actually adequate for the size of our community.

It is barely adequate for the immediate emergency response
needs. We recognize and appreciate the development of the Na-
tional Pharmaceutical Stockpile by our colleagues at the Depart-
ment of Health and Human Services. But for 12 hours, at least, we
will be on our own.

The Push Package will then arrive with the help of the National
Guard. We hope to get that distributed efficiently but then the
larger longer-term care requires the deployment of the National
Pharmaceutical Stockpile which has to come from a vendor man-
aged inventory at various places in the United States. Local pre-
paredness is what will save lives. Patients must be rescued and
treated in the first few hours in order to make a significant dif-
ference in the outcome for them.

Furthermore, to make this kind of patient care possible, requires
two levels of surveillance and epidemiology. Explosions, radiological
events, and chemical events are self-announcing. We know imme-
diately that the event has happened and roughly how many victims
we have to deal with. Biological events will be stealth events, un-
known until victims begin to be ill because many of the illnesses
present as flu-like symptoms initially.

Dr. Brown and his colleagues will be challenged to differentiate
between flu season events, for example, and an outbreak of some-
thing that was induced by a hostile partner. We, therefore, need to
greatly enhance our surveillance and epidemiology capacity not
only in the event of terrorism, but also to improve the public health
of our country and citizens.

We need to find ways to support emergency preparedness of our
hospitals. Dr. Brown has touched on that but I want to emphasize
that our hospitals today are not prepared. They are not prepared
for an earthquake. They are not prepared for a bad hazardous ma-
terials accident. They are definitely not prepared for a terrorist at-
tack.

We have no surge capacity left in our system. Here in California
as a former member of the Seismic Safety Commission, I want to
remind you that in 2010 we will close still more hospital facilities
because of their seismic weaknesses. We need some Federal assist-
ance in finding the right answer for balancing current needs, po-
tential disaster response needs, and catastrophic events that we all
surely hope will not happen.

Medicare and insurance currently give no money to hospitals to
provide “Environment of Care” activity to ensure that disasters can
be appropriately responded to and this needs to change.

Finally, I want to emphasize the very, very difficult position that
our elected officials are in at the local level in California. Because
of Proposition 13 they are already dealing with very straightened
budget available to them. The demands from the community for
many types of services continue to exist. Neighborhood services,
traffic calming, and environmental issues go on and develop as our
communities enlarge.
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We are the capital of the Silicon Valley. Our colleagues in San
Francisco are also very involved in high-technology. We all hope to
continue to work with our colleagues at the Federal level so that
we can provide community services and support for this vibrant
part of our national economy. Thank you.

[The prepared statement of Dr. Edwards-Winslow follows:]
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Preparing for WMD/NBC Events in San Jose

By Frances Edwards-Winslow, Ph.D., CEM
Director, San Jose Metropolitan Medical Task Force
City of San Jose Qffice of Emergency Services

855 N. San Pedro Street, San Jose, CA 95110
408-277-4595  frances.winslow(@ci.sj.ca.us

The City of San Jose has a history of preparedness for emergencies and disasters.
Starting with the Civil Defense program of the 1950’s the City of San Jose has
cooperated with national and statewide disaster preparedness programs. The city’s
original emergency operations center was built with matching federal funding during the
Cold War. Dedicated emergency management staff members were assigned to the Fire
Department. Following the 1989 Loma Pricta Earthquake the City Council reassigned the
emergency management function to the City Manager’s Office and created an Office of
Emergency Services with a fulltime professional emergency manager as director. In 1990
a new Emergency Operations Center was opened with modern communications and
technology assets. This facility has been continuously improved to meet the evolving
needs of emergency management in California.

Even before Freedom Corps San Jose’s elected officials understood the
importance of involving the community members in providing for their own safety.
Programs like Neighborhood Watch, Volunteers in Policing and San Jose Prepared!, the
community emergency response team, have support throughout the San Jose community.
Over 1100 residents participate in San Jose Prepared!, for example. These residents take
16.5 hours of classes including home and personal emergency preparedness, disaster fire
fighting, disaster medicine and psychology, and light search and rescue techniques. Upon
completion of their training they are awarded a uniform of a hard hat vest and waist pack
in a distinctive green that identifies them to community members and first responders.

In 1997 the City of San Jose was selected as one of the first 27 cities in the Nunn-
Lugar-Domenici Domestic Preparedness Program. San Jose is the eleventh largest city in
the United States, the Capital of the Silicon Valley, and the #1-#3 dollar value exporter.
San Jose is the home of a well-known sports venue, an international airport, and a major
university. Materials for WMD/NBC activities are readily available locally. Toxic gasses
and industrial hazardous materials are used throughout the industrial areas of the Silicon
Valley, and biological materials are available in research facilities.

In May 1997 the Project Officer from Department of Health and Human Services
(DHHS) met with City staff for the first time to begin the development of the San Jose
Metropolitan Medical Task Force (MMTF). The DHHS program required the creation of
a response plan specific to a WMD/NBC event. The Director of the Office of Emergency
Services was assigned as the MMTF Director and lead for the San Jose Domestic
Preparedness effort. She assembled a committee that represented all the professions
needed to create and staff the Metropolitan Medical Task Force. The original members
included City - staff members from Fire (Operations, Hazardous Incident Team,
Emergency Medical Services, Public Information Officer and Training), Police (Field
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Operations and Training) and the Office of Emergency Services. County partners
included the Public Health Officer, Medical Examiner/Coroner, Emergency Medical
Services staff’ and a Public Health nurse. Private industry representatives were the
ambulance company with the emergency response contract and a representative of the
local Hospital Council.

Once the MMTF Committee was formed, the City Council signed a contract with
the DHHS to create a plan, and to develop a list of needed pharmaceuticals, equipment
and supplies. The San Jose MMTF selected the enhancement model, using all on-duty
personnel as MMTF members, and developed a plan based on the Incident Command
System and the Standardized Emergency Management System, required for State
reimbursement of emergency response costs in California. The Fire Department’s
existing hazardous materials response plan became the basis for the MMTF Response
Plan. Related plans incorporated by reference into the MMTF Response Plan included
the San Jose Emergency Operations Plan, the San Jose Fire Department response
manuals and Field Operations Guide, the San Jose Police Department response plan, the
countywide Multiple Casualty Incident Plan, and the County Disaster Medical/Health
Plan. These supporting plans detail patient care and standard operating procedures in the
field. In addition, California has statewide master mutual aid agreements for fire and law
enforcement resources, and a state coordinating plan for medical resources.

Following the week long Department of Defense train-the-trainer classes, the
MMTF Committee selected the suite of supplies and equipment needed to augment
existing materials for response to a WMD/NBC event. All supplies and equipment had to
be dual use because new items that could be integrated into regular use would be familiar
to the first responders, and routinely maintained in good working order through constant
use and regular review. DOD provided $300,000 worth of training materials to support
the on-going delivery of WMD/NBC response training to the first responder community.
San Jose shared the cache with the other hazardous materials teams in the County, as
these teams are essential mutual aid partners for San Jose. The funds available through
the DHHS contract were used to purchase decontamination equipment and equipment
storage and transport trailers, so that all the MMTF equipment can be rapidly moved
where needed.

San Jose’s effort was assisted by the development of two users groups. Under the
guidance of the Region IX DHHS project officers, a MMTF Cities Group was developed
that meets quarterly. The group includes MMTTF cities and the DHHS project officers, as
well as State health and emergency medical services staff members, Office of Emergency
Services staff, and National Guard representatives; and federal partner agencies, such as
the Army Reserve and the Coast Guard. These meetings provide a platform for the
exchange of ideas, consultation on plan development problems, and presentation of
unique solutions that could be replicated in other jurisdictions. Through this mechanism
draft plans and pharmaceuticals purchase lists were also shared.

The second key users group is the Bay Area Terrorism Working Group,
BATWING. Under the leadership of the FBI’s Bay Area Terrorism Coordinator,
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representatives of fire, law, emergency medical services and emergency services mest
quarterly. Meetings include presentations by State officials, federal resource personnel,
and subject matter experts, such as staff from the Monterey Institute. It is the only arena
where all four MMTF professions regularly meet together to share intelligence about
WMD. Critical issues in the recent past have included appropriate response plans for
anthrax events.

The San Jose Response Plan was the first ICS-compliant written plan, and after it
was completed the DHHS issued a contract extension to pay for enhancements to the
biological attack response planning elements. All areas of the plan were enhanced, and
whole new chapters were written to detail response guidelines for all phases of biological
terrorist attack response: surveillance, epidemiology, medical diagnosis, site and non-site
response, and community recovery. Annual review and updating by the MMTF
Committee coincides with the twice-yearly exercises of the plan, which include tabletop
exercises and full-scale field exercises.

The major problems encountered are related to sustainment funding. First,
training time for existing city staff members is very expensive. Since the San Jose MMTF
is an on-duty task force, all Fire and most Police field operations staff members hav