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(1)

COORDINATED INFORMATION SHARING AND
HOMELAND SECURITY TECHNOLOGY

FRIDAY, JUNE 7, 2002

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY AND PROCUREMENT

POLICY,
COMMITTEE ON GOVERNMENT REFORM,

Washington, DC.
The subcommittee met, pursuant to notice, at 10 a.m., in room

2154, Rayburn House Office Building, Hon. Thomas M. Davis
(chairman of the subcommittee) presiding.

Present: Representatives Tom Davis of Virginia, Jo Ann Davis of
Virginia, Horn and Turner.

Also present: Representative Harman.
Staff present: Melissa Wojciak, staff director; George Rogers,

Uyen Dinh, and John Brosnan, counsels; Victoria Proctor, profes-
sional staff member; Teddy Kidd, clerk; Todd Greenwood and Nick
Vaughan, interns; Mark Stephenson, minority professional staff
member; and Jean Gosa, minority assistant clerk.

Mr. TOM DAVIS OF VIRGINIA. We have Members moving to take
their seats. We’re going to start with Members’ statements.

Good morning. I want to welcome everybody to today’s oversight
hearing. After September 11th, there’s been a sea change in the
mission of government. The first priority of the Nation has become
homeland security. To win this fight, the government must be able
to detect and respond to terrorist activity. We also must be ready
to manage the crisis and consequences of future attacks, to treat
casualties, and to protect the functioning of critical infrastructures.
Thus, defending America in the new war against terrorism will re-
quire every level of government to work together with citizens and
the private sector.

More than ever our success is dependent upon collecting, analyz-
ing and appropriately sharing information that exists in data
bases, transactions and other data points. Effective use of accurate
information from divergent sources is critical to our success in this
fight. Indeed as the President said last night in his speech to the
Nation, ‘‘Information must be fully shared so we can follow every
lead to find the one that may prevent a tragedy.’’

The President spoke with vision about our Nation’s titanic strug-
gle against terrorism and the triumph of freedom over fear. I ap-
plaud his leadership in asking the Congress to create a Depart-
ment of Homeland Security. I’ll be working with our colleagues to
enact legislation to meet his call. I believe the proposed Depart-
ment of Homeland Security will greatly assist information sharing
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by reorganizing the government along the more rational strategic
lines that will more efficiently pursue homeland security. The new
Department will be a customer of the FBI and the CIA and will
be able to analyze, diffuse and disseminate information to Federal,
State and local agencies, the private sector and citizens.

However, integration of the information systems and practices of
the agencies to be consolidated into the new Department will be a
prime concern, as will the new information-sharing relationships
that will evolve between the Department of Homeland Security, the
FBI, the CIA and other agencies.

I’m also heartened to see that the plan for the new Department
of Homeland Security includes flexible acquisition policies to en-
courage innovation and rapid development of critical technologies.
This concept is at the core of H.R. 3832, the Services Acquisition
Reform Act that I recently introduced. I look forward to discussions
with the administration to further redefine the legislation and
move forward the new Department.

Today’s hearing continues the subcommittee’s oversight of the
barriers to robust information sharing, both within and between
agencies. In February of this year, we reviewed some of the man-
agement initiatives and technology acquisitions needed to ensure
that stovepipes of knowledge and a lack of coordination between
agencies would not compromise homeland security. While new
funding for procurement of products and services is certainly need-
ed if the government is going to effectively modernize, share infor-
mation and win the war against terrorism, we should also contin-
ually measure the results of the government’s efforts. When it
comes to the war on terrorism, Americans are not asking for more
spending; they are asking for more spending that works.

Unfortunately, as witnessed in the February hearing revealed,
there has not been an organized, cohesive and comprehensive proc-
ess within the government to evaluate private sector solutions to
the problems of information sharing and homeland security. Many
technology firms with expertise to address homeland security mat-
ters have indicated that they are having a hard time getting a real
audience for their products.

Addressing the acquisition challenges to achieve homeland secu-
rity must be a priority so that we can begin to leverage America’s
competitive advantage in IT innovation for the benefit of all Ameri-
cans. After the February hearing we introduced legislation to facili-
tate private sector innovation by establishing an interagency team
of subject matter experts to issue major announcements seeking
unique and innovative anti-terror solutions. These experts would
also screen and evaluate innovative proposals for industry and
send them to the proper Federal agencies for action. This legisla-
tion would also launch a program offering monetary awards to com-
panies with the best and most cutting-edge terror-fighting solu-
tions. In addition, it would establish an acquisition pilot program
to encourage agency professionals to creatively use streamlined au-
thorities and waivers to buy commercial, off-the-shelf solutions
with immediate impact on homeland security.
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In this hearing I look forward to hearing from the agencies and
leading companies represented for their insights into how pro-
grammatic changes, management initiatives and technology acqui-
sitions can contribute to the better sharing of information and the
achievement of the homeland security mission.

[The prepared statement of Hon. Thomas M. Davis follows:]
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Mr. TOM DAVIS OF VIRGINIA. I now yield to my ranking member,
Mr. Turner from Texas, for his opening statement.

Mr. TURNER. Thank you, Mr. Chairman. I appreciate the good
timing of the hearing that you called this morning, and I join with
you in commending the President on his initiative to create a new
Cabinet-level position for homeland security. As you know, there
has been legislation pending in the Congress which I have sup-
ported to accomplish that, and I think that the President’s initia-
tive will be well received, and I look forward to the work that our
committee will have the opportunity to do in refining that proposal.

We all know that the attacks of September 11th have created the
greatest challenge our Nation has faced in its history, and the so-
phistication and fanaticism of al Qaeda and similar organizations
no doubt represent a challenge that all of us must work together
to address.

I appreciate all of our government agency witnesses here today,
as well as the private sector witnesses who have come. One of the
common complaints that I’ve heard from the private sector busi-
ness folks during the last few months is that they go to the Office
of Homeland Security, and they present their ideas and offer up
various proposals, and yet they never hear anything, and obviously
part of that problem exists because of the lack of authority in the
Office of Homeland Security. The President’s reorganization effort
will, I think, resolve that, and we will be on our way toward utiliz-
ing the best that the private sector has to offer in the war on ter-
rorism.

I think the American people have been quite tolerant and forgiv-
ing of the intelligence failures that led to the tragic events of Sep-
tember 11th, but I have no doubt that we will be all held account-
able in the event of another similar event. And so it is up to us
to put our shoulder to the wheel, both in the government sector,
as well as to bring in the best assistance we can find from the busi-
ness community to be vigilant, prepared and to address the threats
that we face.

Responding to the challenge requires, I think, new thinking,
thinking out of the box, new methods, new technologies. All of this
can be provided if we build a good, strong working relationship
with the powerful forces of the private sector in this country, and
I look forward to working with the chairman to accomplish that.
And, again, I thank our witnesses for being here today.

Thank you, Mr. Chairman.
Mr. TOM DAVIS OF VIRGINIA. Thank you, Mr. Turner.
Mrs. Davis, any statement?
Mr. Horn.
The gentleman from California is recognized.
Mr. HORN. Thank you, Mr. Chairman.
This is a very important hearing. My Subcommittee on Govern-

ment Efficiency, Financial Management and Intergovernmental Re-
lations has been holding a series of field hearings on how effec-
tively the Federal Government is helping State and local agencies
prepare for another terrorist attack. We started in Nashville, and
we’ve done a few more: Phoenix, Albuquerque, Los Angeles, San
Francisco. Witnesses from local agencies in each of these cities
have said that intelligence sharing and their ability to commu-
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nicate with other local and Federal agencies are among the very
leading concerns. These are the men and women who will be on the
front lines should another attack occur.

We must do everything possible to ensure that they’re equipped
with the best information possible so that they can effectively and
efficiently protect and serve the American people, and I would like
to, Mr. Chairman, put in the record a letter that Mr. Shays and
myself sent to Mr. Sensenbrenner, the chairman of the Committee
on the Judiciary, with the bill we put in, H.R. 3483, the Intergov-
ernmental Law Enforcement Information Sharing Act of 2001. Mr.
Burton is very supportive of this, and Mr. Shays and myself, Ms.
Schakowsky, Mrs. Maloney, so forth, and if I might put that in
and——

Mr. TOM DAVIS OF VIRGINIA. Without objection, it will be put in
the record.

[The prepared statement of Hon. Stephen Horn follows:]
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Mr. HORN. Because whatever you’d like to put on language, we
don’t have a big ego about this, we just want to get the job done.

Mr. TOM DAVIS OF VIRGINIA. Well, thank you very much, Mr.
Horn.

The subcommittee is now going to hear testimony from our first
panel. We have Mr. Randall Yim, the Managing Director of the Na-
tional Preparedness Team at GAO; Mr. Mark Forman, a frequent
contributor to this subcommittee’s work, the Associate Director of
Information Technology and E-government at OMB; George
Bohlinger, the Executive Associate Commissioner for Management
at INS; Dr. William Raub, the Deputy Director, Office of Public
Health Preparedness at HHS; and Mr. Robert Jordan, the Director
of the Information Sharing Task Force at the FBI. I appreciate ev-
eryone being here.

It’s the policy of this subcommittee that all witnesses be sworn,
so if you would stand with me and raise your right hands.

[Witnesses sworn.]
Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
Mr. Yim, why don’t we start with you and move straight down

the line. Your total testimony is going to be—is a part of the
record, so it’s in the record. What I’d like you to do is try to use
5 minutes to hit your key points. There’s a light in front of you.
When it turns orange, you have a minute to try to hit your 5 min-
utes and try to keep it moving along. Most of the Members have
read the total testimony, so our questions are kind of ready, but
we’d like you to hold it to 5 minutes.

Mr. Yim, thank you for being with us.

STATEMENTS OF RANDALL YIM, MANAGING DIRECTOR, NA-
TIONAL PREPAREDNESS TEAM, GENERAL ACCOUNTING OF-
FICE; MARK FORMAN, ASSOCIATE DIRECTOR, INFORMATION
TECHNOLOGY AND E-GOVERNMENT, OFFICE OF MANAGE-
MENT AND BUDGET; ROBERT J. JORDAN, DIRECTOR, INFOR-
MATION SHARING TASK FORCE, FEDERAL BUREAU OF IN-
VESTIGATION; GEORGE H. BOHLINGER III, EXECUTIVE ASSO-
CIATE COMMISSIONER FOR MANAGEMENT, IMMIGRATION
AND NATURALIZATION SERVICE; AND WILLIAM F. RAUB,
Ph.D., DEPUTY DIRECTOR, OFFICE OF PUBLIC HEALTH PRE-
PAREDNESS, DEPARTMENT OF HEALTH AND HUMAN SERV-
ICES

Mr. YIM. Thank you very much, Mr. Chairman and members of
this committee. Thank you for inviting me to share information
with you about the critical need for information sharing, and inte-
gration of new and existing technologies, and to an effective strat-
egy for homeland security.

Although there are many players in this complex arena of home-
land security, we all share the same goal, to make our great Nation
more secure against terrorists and to prevent tragedies such as
September 11th from ever occurring again. This will be a formida-
ble task, since it will be very difficult to stop an enemy that is
fluid, less structured and deliberately tries to blend into the back-
ground with our Federal, State and local governmental institutions
that are more highly structured and less agile, making it all the
more important that our governments adopt the innovative and
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creative tools of government that are flexible and have adaptable
characteristics.

We could never be 100 percent secure or 100 percent prepared,
but we can be better prepared. Everyone cannot do everything, and
everyone cannot and should not do the same things. Instead we
must augment, foster, develop and maintain what particular gov-
ernments do best, what the private sector and local communities do
best and integrate these efforts through our national strategy.

To fashion such a strategy, we’ll need to identify those key
enablers to the creation and implementation of the strategy. Clear-
ly better information sharing and IT architectures are one of the
most critical enablers, and expanding and adapting our sizable ad-
vantages in technology and research and development, using our
positive asymmetries effectively against the asymmetric threats
posed by terrorists will be a key enabler. We must overcome road-
blocks that have been identified, such as protection of proprietary
and sensitive information, including information that may ad-
versely affect business value and financing, legal barriers such as
antitrust and liability concerns, jurisdictional and turf issues such
as those being highlighted in the current exploration of stovepiping
in intelligence and law enforcement communities, and format and
architecture mismatches to prevent sharing and interconnectivety
even when people want to share.

And we will need to identify an investment strategy that maxi-
mizes the use of our finite human and fiscal capital resources so
our strategy is both affordable and sustainable, and we need to
begin now since our threats are now. This means we cannot, unfor-
tunately, wait to and only design new architectures from scratch,
but we must assess what we currently have; assess what others
have done and what they are doing when facing problems that
share characteristics with our fight against terrorism; determine
how we can adapt and refine existing or analogous mechanisms;
and also consider good old-fashioned low-tech and common-sense
solutions and solutions that rely on the smarts of our citizens and
government leaders. And finally, we have to acknowledge that any
national strategy lacking measurable objectives, measurable per-
formance indicators and accountability mechanisms will not be sus-
tainable.

There is no doubt that there is more than one way to accomplish
these goals. The GAO has focused upon the factors relevant to the
decisionmaking process and some of the emerging and best prac-
tices that may be adaptable to the homeland security mission. It
is important not only to do things right, but also to do the right
things. This means we have to get the right information to the
right people at the right times, and we also have to do the right
things with that information. So we will need an integrating strat-
egy that makes sense of the information that separates the rel-
evant few from the general noise, that helps us to find the relevant
needles in the haystack that spur us to take further action to pre-
vent, interdict and respond to terrorists; and we have to do this in
ways that are already familiar to State and local and private sector
first responders so that we don’t start from scratch, and consider
adaptive use of programs that are already integrated into State
and local and private sector response mechanisms, that com-
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plement rather than become additional burdens, because we all
know that we are asking these people to undertake significant
homeland security tasks in addition to their other duties and re-
sponsibilities, all with finite human and fiscal resources.

Some good examples of effective use of information in new tech-
nologies exist, and more are beginning to emerge. We’ve illustrated
some of these for you in the one-page handout that we’ve distrib-
uted for you today. For example, computer intrusion detection sys-
tems constantly try to monitor deviations from, ‘‘normal back-
ground,’’ to detect potential threats.

The same know-how can be applied to airline data bases, energy
supply and infrastructure monitoring systems, cargo container
tracking or manifest systems, all to try to detect anomalies from
a, ‘‘background that may be an indicator to spur further action.’’

Increasing use of digitized information, the power of digitization,
integrating satellite-derived digital imagery with digitized maps of
critical infrastructure and computer modeling to provide gaming
simulations to guide preparedness or predict attacks or identify
vulnerabilities. These models could even help us determine what
types of data needs to be collected now, not only once, but consist-
ently over time, to develop trends that would help us establish a
background, and models could also be used to perhaps assign re-
sponsibilities to different jurisdictions or Federal agencies for de-
tection and prevention.

We will need not only, thus, to rely on new technologies, such as
advancements in biometrics and devices to detect biological and ra-
dioactive agents in hidden locations, such as within cargo contain-
ers, but also adaptive use of existing technologies as well as com-
mon-sense and low-tech approaches. Above all, we will need to fos-
ter and augment and stimulate creative tools of government, com-
binations of high and low tech in ways we might not have imag-
ined. Who would have thought that one of our most effective weap-
ons in Afghanistan would have been 21st-century airplanes and
smart weaponry guided to their targets by the cavalry on horse-
back?

Mr. Chairman, this concludes my statement, and GAO is pleased
to assist in whatever way we can.

Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
[The prepared statement of Mr. Yim follows:]
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Mr. DAVIS OF VIRGINIA. Mr. Forman, thanks for being here.
Mr. FORMAN. Good morning, Mr. Chairman, Congressman Turn-

er and members of the subcommittee. I thank you for your leader-
ship in holding hearings on information sharing and knowledge
management issues for Federal agencies in the wake of the terror-
ism attacks. The President’s announcement last night dem-
onstrates that the administration considers homeland security to
be a top priority. The enterprise architecture and e-government ini-
tiatives I’ll discuss today will assist in accomplishing this mission.

As you know, many Federal agencies are engaged in homeland
security efforts that will require sharing information. Associated
with that are many IT projects that are overlapping or redundant,
when we need them to be integrated and unified. For example,
there are eight law enforcement case management systems among
our largest IT investments. To ensure investments improve oper-
ational performance across agencies, the President proposed in the
fiscal year 2003 budget request the creation of an information inte-
gration program office known in the budget as the Homeland Secu-
rity Information Technology and Evaluation Program within the
Department of Commerce’s Critical Infrastructure Assurance Of-
fice.

I’ll discuss five key barriers that need to be addressed for find-
ing, tracking and responding to terrorist threats. Creating the In-
formation Integration Program Office is critical to overcoming these
barriers.

The first impediment concerns agency culture. Agency cultures
reflect long-standing roles and responsibilities. Homeland security
activities affect roles and responsibilities that cut across jurisdic-
tions of Federal, State and local government organizations. Bar-
riers associated with insular agency cultures will be overcome by
providing a sustained level, high level of leadership and commit-
ment, establishing an interagency government structure and giving
priority to cross-agency work.

Second, citizens must trust the security and privacy of the gov-
ernment. Achieving a secure homeland must be accomplished in a
manner that builds trust, preserves liberty and strengthens our
economy. Agencies are currently building strong controls into both
e-government and homeland security systems. OMB will monitor
agency security and privacy performance, as I’ve noted in previous
statements before this subcommittee.

Third, a major obstacle is a lack of funding for initiatives that
cross agency boundaries. Funding is provided in a manner that
matches long-standing departmental silos. We are seeing this issue
as we’ve tried to obtain funding for cross-agency e-government ini-
tiatives and the Information Integration Program Office. We have
recommended approaches such as greater Appropriations Commit-
tee attention to cross-agency issues.

A fourth difficulty is stakeholder resistance. The Federal Govern-
ment is not structured for undertaking cross-agency initiatives.
These initiatives threaten traditional concepts of accountability and
responsibility. Stakeholder resistance will be minimized by timing
performance evaluations to cross-agency success and having mem-
bers of the President’s Management Council work collectively on
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initiatives. The Information Integration Program Office will also
assist in this regard.

Fifth and finally, the lack of a Federal enterprise architecture
hampers efforts to communicate across business lines. Agencies
generally buy systems that address internal needs, and rarely are
those systems able to interoperate or communicate with people in
other agencies. A common integrated business and technology ar-
chitecture will help to organize these systems and the information
they contain in order to retrieve, analyze and act upon information.

The Federal Government requires business processes that allow
for a comprehensive approach to prepare for, mitigate and respond
to terrorist activities. It’s critical to have the Information Integra-
tion Program Office design interagency business and information
architectures that will support this interagency access to informa-
tion.

OMB and the Office of Homeland Security are currently defining
a baseline of homeland security-related activities that serve as
components in the Federal business reference model. The baseline
lists those problems, constraints and gaps within the government’s
information and data base and recommends actions to address
those gaps; additionally will identify modular and reusable IT capa-
bilities and ways to configure it to support key homeland functions
and the lines of business.

As noted in the President’s budget, e-government projects have
significant impact on homeland security efforts, and today I’d like
to discuss three of those projects.

Project SAFECOM will identify and implement solutions that en-
able interoperability for public safety communication across all lev-
els of government. Additionally, the administration’s Geospatial
One-Stop will build a distributed infrastructure that enables use of
seamless, standardized geographic and geospatial data. Third, the
administration’s disaster management e-government initiative will
be the authoritative one-stop shop for end-to-end information and
services related to Federal disaster management activities.

Improving our interoperability with State and local partners is a
key piece of the President’s management agenda for e-government
and for homeland security.

In conclusion, the administration is focused on identifying, locat-
ing and establishing mechanisms to share across government the
information required to protect the Nation’s border and to prepare
for, mitigate and respond to terrorist activities. The President’s
budget noted that we need to focus these efforts on two measures
of success: First, accelerating response time, and second, improving
decisionmaking quality.

I appreciate the opportunity to brief you today on how we are in-
tegrating the work and results of homeland security enterprise ar-
chitecture and e-government initiatives.

Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
[The prepared statement of Mr. Forman follows:]
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Mr. TOM DAVIS OF VIRGINIA. Mr. Bohlinger.
Mr. BOHLINGER. Morning, Mr. Chairman and members of the

committee. I appreciate the opportunity to participate in your con-
tinuing review of information sharing and knowledge management
between and among Federal agencies in the war against terrorism.

Since September 11th, we at the Immigration and Naturalization
Service have seen the unprecedented sharing of data and knowl-
edge among Federal agencies. Under the direction and leadership
of the Attorney General, all components of the Department of Jus-
tice have stepped up efforts to coordinate information and improve
data sharing in the common effort to prevent terrorism and disrupt
its sources.

The INS is clearly one of the core agencies that requires en-
hanced information-sharing capabilities. Just as we need to tap
into additional external sources of data to support our enforcement
and intelligence functions, so can the data we collect be crucial to
other law enforcement and intelligence communities. Consequently,
we are deeply involved in efforts to overcome the barriers to the
appropriate and secure exchange of data and, just as importantly,
the conversion of data to useful information that supports clear
operational objectives.

The INS has worked on important data-sharing initiatives in
both the pre- and post-September 11th periods. As early as 1985,
INS was sharing vital information with the U.S. Customs Service.
Other data-sharing programs have been under way for some time
with the Department of State, the U.S. Marshals Service, the FBI
and the Social Security Administration. INS also assists State and
local law enforcement through its Law Enforcement Support Cen-
ter.

We also verify immigration status for State and local benefit-
granting agencies, some employers and some State driver’s license
bureaus. However, in all of these data-sharing initiatives, we have
to be sensitive to established regulatory, statutory and policy con-
straints in the routine and customary use of information by other
agencies. While making information available to other entities, se-
curity, privacy considerations and appropriate user access are pri-
mary considerations.

The management principle guiding INS’s approach to develop-
ment of information systems is to build a sound strategic founda-
tion. INS has established important mechanisms to address this
principle internally. Our initial contribution to a governmentwide
effort is to assure that our own information environment is sound
and interoperable. Our formal enterprise architecture and technical
architectures are nearing completion. Additionally, our information
technology investment management process ensures that IT invest-
ments are spent wisely and coordinated among INS components. In
doing so, we are mindful of the relationships that we must support
with our technical enhancements while integrating our business ob-
jectives and developing technical solutions.

The development and prioritization of clear and integrated Fed-
eral law enforcement in intelligence mission requirements is an un-
dertaking that must be completed quickly. Only when these are
clearly articulated can industry assist us meaningfully in applying
the best technical solutions.
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Some of the most compelling progress that I have seen in recent
months has been the formalization of the planning and manage-
ment processes that must occur if the wide array of Federal, State,
local and private entities are to achieve the level of information
sharing that we all desire. This will ensure that we first define
what our operational objectives should be, identify the data and
data sources needed to support those objectives, and then apply the
appropriate technological solutions to deliver that information. This
leads to the crucial task of examining the barriers that may inhibit
or otherwise thwart full partnership between public and private
sectors in coming together in the war against terrorism.

Barriers come in two forms, human and technological, and they
manifest themselves three ways, through cultural, organizational
or resource approaches. Like many of my colleagues, I have met
with representatives from the private sector who have proffered
technologically based products and solutions to any number of
counterterrorism-driven prevention, detection and mitigation sce-
narios. Their sincerity and commitment are of the highest order.
Unfortunately, in many instances, they perceive the Federal Gov-
ernment as an unresponsive bureaucracy. Some have suggested
that the Federal procurement process may be to blame. However,
I believe it would be a mistake to look at the procurement process
as the sole culprit. If clear requirements can be formulated, many
procurement alternatives are available that can fulfill our needs
while ensuring broad participation by industry.

Without well-defined requirements, even the best solutions stand
little chance of effective and timely application. Encouraging the
private sector to participate in problem solution through the re-
quest for information as well as other processes prior to the initi-
ation of a formal procurement makes good sense. This will preserve
a fair and open procurement process enabling the government to
make best use of America’s technological superiority and the cre-
ative problem-solving resources in the private sector.

In summary, we in the Federal Government must establish and
employ standards for information sharing between and amongst
ourselves and further fully define our mission requirements or
needs. Then we can take advantage of the wealth of existing tech-
nology solutions that currently exist within Federal agencies and
corporations. This will enable us to develop solutions that better
balance our openness to new ideas with applications that directly
address our needs.

Thank you, Mr. Chairman, for this opportunity, and I appreciate
the opportunity to appear with you—before you and the committee.

Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
[The prepared statement of Mr. Bohlinger follows:]
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Mr. TOM DAVIS OF VIRGINIA. Dr. Raub.
Mr. RAUB. Morning, Mr. Chairman, Mr. Turner, members of the

committee. I appreciate the opportunity to represent the
Department——

Mr. TOM DAVIS OF VIRGINIA. Push your button there.
Mr. RAUB. I appreciate the opportunity to represent the Depart-

ment of Health and Human Services and describe our activities re-
lated to the theme of the hearing this morning.

With your permission, Mr. Chairman, I’ll submit my prepared
statement for the record and make only a few comments now. First
has to do with the item on our perception of barriers to achieving
homeland security.

With respect to bioterrorism and other aspects of public health
emergencies, we believe we face formidable problems, but that none
of them are intrinsically insurmountable. We don’t believe that we
can anticipate every threat scenario, but we do believe that with
a strong, sustained and closely coordinated effort among public
health, medical, scientific and technological communities, we can
develop the basic capabilities we need to respond effectively.

On pages 3 and 4 of my prepared statement, I summarize five
fundamental functions that a local community must be able to do
if it is able to respond effectively to bioterrorism or some other pub-
lic health emergency. All five of those functions currently are do-
able with current knowledge and current technology. Doing any one
of them is hard. Doing all five is very hard. Doing all five in every
community in the country is daunting. But that’s, in fact, what
we’re attempting to do.

We have a vigorous effort under way and our State and our local
partners are responding enthusiastically to this. The President and
the Congress for this fiscal year have provided more than $1 billion
for this purpose, and we have moved very quickly to mobilize it.
Moreover, the President is requesting more than $1.5 billion for the
similar purpose in fiscal year 2003. We have in place cooperative
agreements with every State and other eligible entities. We are
well along with them in their work plans for use of these funds.
These plans focus on particular targets, things we call critical
benchmarks and critical capacities, and the watchwords for all of
this are speed, flexibility and accountability; speed in getting the
money out, flexibility in giving the State and others considerable
discretion in how they address the benchmarks we’ve set out, but
also accountability, because at the end of the day, unless we have
measurable milestones and objective evidence of enhanced pre-
paredness, we will not have met the charge of the President and
the Congress.

My second area of comment has to do with information tech-
nology and its applications in that in every one of those five fun-
damental functions and many other aspects of public health, infor-
mation technology is absolutely central to public health prepared-
ness. I’m talking about electronic communications, computer-ma-
nipulable data bases and about statistical and analytical software.
The information technology community has presented us with a
wealth of tools and, in fact, is way ahead of our ability to apply
them right now.
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In some States in this Nation, the public health capabilities are
already linked by high-speed Internet connections with substantial
computer systems supporting them. In other public health depart-
ments in our Nation, there are no computers. There are no Internet
connections. There are rotary telephones, and case reports arrive
by postcard. We have a substantial effort in front of us to reduce
the variance in this.

Our immediate challenge is to choose judicially amongst the in-
formation technology options available to us as a community with
respect to the effectiveness for our immediate and longer-term pur-
poses, the efficiency and the economy with which we can deploy
them, and, most of all, achieving the interoperability. Unless these
systems link at every level from the fundamental connections to
the operating systems, to the applications programs, we will fail in
achieving the kind of true public health system we must achieve.

Our Centers for Disease Control and Prevention has promulgated
a set of information technology standards. It’s been adopted by our
other agencies and is being used in our efforts with not only State
and local health departments, but also hospitals throughout the
United States.

As this effort evolves with our State and local partners, we look
forward to our and their collaborations with the information tech-
nology industry as we can catch up and make more effective use
of what’s available and as they proceed to offer us a still richer
array of capabilities for us.

Thank you, Mr. Chairman.
Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
[The prepared statement of Mr. Raub follows:]

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00064 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



61

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00065 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



62

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00066 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



63

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00067 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



64

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00068 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



65

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00069 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



66

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00070 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



67

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00071 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



68

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00072 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



69

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00073 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



70

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00074 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



71

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00075 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



72

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00076 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



73

Mr. TOM DAVIS OF VIRGINIA. Mr. Jordan.
Mr. JORDAN. Good morning, Mr. Chairman and members of the

subcommittee. My name is Bob Jordan, and I serve as the head of
the FBI’s Information Sharing Task Force. I welcome this oppor-
tunity to meet with you today about the status of the FBI’s infor-
mation-sharing initiatives within the Bureau and with other gov-
ernment agencies for homeland defense purposes.

The FBI is an organization in change. Not only are we struc-
turally different, but in very fundamental ways Director Mueller
has revamped our approaches to counterterrorism and prevention.
Since September 11th, we have seen massive shifts in our resource
deployments. Our missions and priorities are being redefined to
better reflect the post September 11th realities. As an agency we
are committed to devoting whatever resources are necessary to
meet our prevention mission and continue to sustain a dramatically
enhanced worldwide counterterrorism effort. A substantial compo-
nent of this approach is information sharing not only at the Fed-
eral level, but also within the entire law enforcement and intel-
ligence communities. Over the last several years, much has im-
proved, but this seemingly simple issue is actually a complex myr-
iad of technology, legal policy and cultural issues.

Since the tragic events of September 11th, this single issue criti-
cal to public safety is receiving the sustained high-level attention
necessary to ensure that everything that can be done is being done.
In that regard, I’m happy to say that the spirit of collaboration and
willingness to exchange data has never been stronger or more pro-
nounced than it is today. Many of the legal and policy impediments
that kept us from more fully exchanging information in the past
have been or are now being changed.

The Patriot Act has greatly improved our ability to exchange
data within the Intelligence Community and across law enforce-
ment. In addition, the Attorney General’s recent directive to in-
crease coordination and sharing of information between DOJ, FBI,
INS, Marshals Service and the Foreign Terrorist Tracking Task
Force on terrorist matters and to establish secure means of work-
ing with State and local officials are major milestones in improving
our information-sharing and collaboration efforts.

Equally important, the difficult technology challenges we all face
are on top of everyone’s list. This is especially so at the FBI. Under
Director Mueller’s leadership, the FBI on every front is hard at
work carrying out the Attorney General’s information-sharing di-
rective.

Within the FBI, Director Mueller has taken on the challenge of
improving information sharing and has directed FBI executive
management to develop every means necessary to share as much
information as possible with other agencies, as well as State and
local law enforcement. Years of experience have demonstrated that
joint terrorism task forces, JTTFs, have proven to be one of the
most effective methods of unifying Federal, State and local law en-
forcement efforts to prevent and investigate terrorist activity.
There are currently 47 JTTFs. We are working expeditiously to es-
tablish JTTFs in each of our 56 field offices. As recently as 1996,
there were only 11 of these task forces.
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The creation of JTTFs this year is resulting in an expanded level
of interaction and cooperation between the FBI and our Federal,
State and local counterparts. Among the full-time participants in
JTTFs are INS, Marshals Service, Secret Service, the FAA, Cus-
toms, ATF, State Department, Postal Inspection, IRS, Department
of Defense and U.S. Park Police. State and local agencies are heav-
ily represented. Information is also being shared with the Trans-
portation Security Administration and the U.S. Coast Guard.

The FBI has a long tradition of exchanging unclassified informa-
tion with Federal, State and local law enforcement agencies on
warrants, fingerprints, forensic information and watch lists. The
last few years have seen dramatic increases in the exchange of spe-
cific case-related information, due in large part to the proliferation
of JTTFs. Now we are improving our sharing of classified informa-
tion again through such mechanisms as the JTTFs.

Director Mueller has undertaken several initiatives that directly
enhance the FBI’s information-sharing capacities. All of these ef-
forts are designed around the recognition that post-September
11th, the FBI has adopted both a new focus and priorities that rec-
ognize that a substantial investment is being made in prevention.
A few examples include Director Mueller has named Lewis Kay,
who is currently chief of the High Point, North Carolina, Police, to
be the FBI’s Assistant Director for Law Enforcement Coordination.
Our Office of Intelligence is now part of the FBI’s organizational
structure. The FBI has undertaken major recruiting and hiring ini-
tiatives to bring into the FBI private sector IT experts who can
greatly assist our sizable IT projects. We have a new Records Man-
agement Division that has been established, and the FBI is detail-
ing personnel to other agencies and vice versa to ensure that infor-
mation is shared and understood within our agencies. These efforts
are particularly critical to programs like our National Infrastruc-
ture Protection Center, the Counterterrorism Center at CIA and
others.

Information security is a significant issue in these initiatives. We
must balance our desire to share information as freely as possible
with the need for the security of information.

I’m going to go to the last part of my comments here. The FBI’s
future ability to deter and prevent crimes requires the use of cur-
rent and relevant IT. We have several critical initiatives under way
to upgrade the FBI’s IT infrastructure and investigative applica-
tions. Funding for these programs is essential to provide our inves-
tigators and analysts with IT resources and tools.

That concludes my prepared remarks, Mr. Chairman. I’ll be
happy to answer any questions.

Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
[The prepared statement of Mr. Jordan follows:]
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Mr. TOM DAVIS OF VIRGINIA. The subcommittee is pleased to
have Representative Jane Harman from California sit in with us
today, and I would ask unanimous consent to allow her to give a
statement and participate in a hearing.

Hearing no objection, the gentlelady from California is recog-
nized.

STATEMENT OF HON. JANE HARMAN, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF CALIFORNIA

Ms. HARMAN. Thank you, Mr. Chairman, and Mr. Turner and
members of the subcommittee. I’m delighted to be here, and I want
to commend you on your perfect timing. So far as I can tell, this
is the first hearing on a critical piece of the homeland security sub-
ject to be held following the President’s dramatic, bold and coura-
geous announcement of last night. Good work.

Mr. TOM DAVIS OF VIRGINIA. Thank you. We saw it coming.
Ms. HARMAN. I also want to say about you, Mr. Chairman, that

we go way back. You know, the Smith-Amherst Axis is pretty pow-
erful, but also we represent communities that have some of the
fastest growing tech communities on the planet. In my case, my
district in southern California has a very large aerospace base. I
know yours does, too, but I think mine is bigger. No competition
here. It’s diversified, and a lot of the aerospace companies—in fact,
we’re going to hear from one later—have large IT businesses.

I would like to, if you don’t mind, welcome one of my constituents
who will testify on your second panel, Ron Sugar, who is the presi-
dent and chief executive officer of a tiny little firm called Northrop
Grumman, and that is an example of the diversification that I’m
talking about.

I just wanted to make a few points. First, I am late and I apolo-
gize, because I was one of 10 Members of the House and Senate
who was at the White House meeting with the President and Gov-
ernor Ridge today to talk about next steps in the turf and other
battles related to unfolding this new Department of Homeland Se-
curity. I thought it was a very constructive meeting, and I think
that this topic that you are exploring today is absolutely central to
an effective homeland security effort, and the effort to put more
functions into one department is related, does have a relationship
to the need to improve information sharing.

It’s not that it’s a magic answer. It’s not that all the information
sharing we need will happen inside the borders of the Department
of Homeland Security. Obviously other departments are rep-
resented here, and they need to share, too. But it is that this is
a critical piece of the reason why we need to do this Department
of Homeland Security.

Let me just touch on three issues, and I’ll just summarize my
testimony. First is procurement. As I mentioned, I represent a
huge IT base in the South Bay of Los Angeles. Lots of the firms
there, both aerospace and nonaerospace, have developed critical
technologies that we need for a successful homeland security effort,
and they don’t really know how to access the Federal Government,
how to learn about what’s needed, and how to conform whatever
products they make and services they render to what’s needed. And
we have tried hard to find places in the Federal Government that
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should be the right places to access, like the Technical Support
Working Group, TSWG, at DOD, and that effort, for example, has
a very capable leader, John Reingrubber, who came to Los Angeles
to meet with members of these firms. But his group has been over-
whelmed by requests, and there’s no possible way that one place
in the Defense Department can handle all of the needs.

I want to commend you for H.R. 4629, of which I am a cosponsor,
and I know that legislation would create a body responsible for re-
ceiving and routing technology proposals to the right government
agencies. I think that’s a good start. I think we need that regard-
less of the need to create the Department of Homeland Security.
But as you know, none of this is easy. The new organization would
have many bureaucratic challenges, need to recruit staff and so
forth. Nonetheless, I think it is an important thing that we con-
sider your legislation, and I strongly support it.

The second issue is data integration. I think, again, both the gov-
ernment and private witnesses understand this. Example: The In-
telligence Community needs to be able to access information in any
agency and to search multiple data bases for common themes.
Looking backward in hindsight is always better. Wouldn’t it have
been great if we could punch in ‘‘flight training’’ and ‘‘Moussaoui,’’
just two random ideas, and have multiple hits in FBI reports, the
CIA watch list, FAA rosters?

When you talk about connecting the dots, you talk about data in-
tegration, and we need work on our data integration processes, and
in that regard I think this new analytical capability that the Presi-
dent is proposing for the Office of Homeland Security is a terrific
idea. Even this morning the press was asking about, well, what
about the CIA and the FBI and all of the other agencies? Isn’t this
duplication? Or shouldn’t they be pulled into all of this? And my
answer is, yes and no. Yes, it’s duplication. Another set of eyes, an
analytical capability focused on homeland security to make sure
that we do connect the dots and that our threat condition warnings
are as accurate and informational as possible is a great idea. The
no is that, no, we don’t need to move the FBI and the CIA some-
place else. They have important functions which they should still
continue to perform. But at any rate, data integration is a big deal.

Final comment is on public-private partnerships, and, again, Mr.
Chairman, I want to commend you and Mr. Turner and the others
for all of the work that you do. It was true sometime back that we
had and could afford separate industrial bases, a defense industrial
base and a commercial industrial base. We invested huge amounts
of money in government R&D. A lot of the most critical tech-
nologies that we employ across the board now, like GPS, were in-
vented by the government, and with all affection for Al Gore, the
Internet was invented by the government. But nonetheless, it is
now true that we can no longer afford separate industrial bases.
We need one industrial base with both commercial and government
application, and most of that base does presently reside and should
reside in the private sector, and that is why it is so critically im-
portant that we leverage private sector technologies for government
uses.

In many cases the government can serve as an information clear-
inghouse, sharing best practices and reports. The Cyber Security
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Information Act, H.R. 2435, is a good example of this. But it is also
true that the government has to find better mechanisms to lever-
age technologies. The future of homeland security will depend on
whether we do this well, and I have no doubt that our second panel
will talk about how best to do that.

I just want to commend you one more time, and it’s the last time
I’m planning to flatter you this week, no matter what, for your
enormous leadership and your partnership on a bipartisan basis
with those of us in this House who have focused on this issue for
a long time. I think that this is the future, and I’m very happy that
you let me participate in your hearing. Thank you.

Mr. TOM DAVIS OF VIRGINIA. Well, thank you, and you keep talk-
ing that way, you can come to any of our hearings.

[The prepared statement of Hon. Jane Harmon follows:]
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Mr. TOM DAVIS OF VIRGINIA. Thank you very much, Ms. Harman.
Let me just say your leadership on a number of these issues has
been very, very important to our coalition in the House, and I’ll
continue to value your advice, expertise and leadership as we move
through this. So thank you very much for being here.

I’m going to start the questioning with Mrs. Davis. We’ll do 5
minutes around the first time. Then we’ll move to Mr. Turner and
back and forth.

Mrs. JO ANN DAVIS OF VIRGINIA. Thank you, Mr. Chairman, and
thank you, gentlemen, for being here to testify this morning.

Sort of in conjunction with what my colleague from California
said, I believe she stated that she has a lot of private IT companies
that don’t know how to access what the Federal Government needs,
and in that regard are your agencies or your departments, are they
inundated with private sector security technology proposals, No. 1?
And two, do you believe you have the staff qualified to sort out
what would be useful and what would not be useful? And do you
have the procedures in place to accomplish your goals? Any of you?
Do you want to start, Mr. Yim?

Mr. YIM. Yes. I think one of the concerns that the GAO has is
how will the variety of technical solutions be evaluated. I think a
lot of agencies would be deluged with proposals, and do we have
effective mechanisms to assess the viability efficacies of that? The
GAO has undertaken a pilot project working with the National
Academy of Sciences to evaluate, for example, emerging biometric
techniques. So even though we may not have the expertise in-
house, although we have substantial expertise in-house, we wish to
augment that with the significant scientific base provided by the
National Academy, and that is one model I think that we could
pursue.

Mr. TOM DAVIS OF VIRGINIA. Anyone else?
Mr. FORMAN. I’d like to speak a little bit about the framework

that was laid out in the Clinger-Cohen Act. I really don’t think the
problem at this point is with the procurement work force in terms
of staffing requirements. I think the problem, as was indicated, is
in the requirements definition.

You know, the issue of how we bring technology in the govern-
ment has been going on for several decades and is—just as the
Congresswoman stated, a shift from the government being at the
leading edge of technology to being significantly behind commercial
industry technology led to several rounds of legislation. Most of
that legislation said we’re trying to choose technology through the
procurement process, but we don’t have the requirements well
enough defined to make any use of the technology. So we tend to
buy it as commercial best practices, and we hear terms like
‘‘governmentizing the technology.’’ If we risked that with some of
this leading-edge technology, we’re not going to get the benefit out
of it. We’re going to expend too much out of it.

So the issue is if we’ve got 50 proposals for different aspects of
security technology, can the government today become the systems
integrator? Do we want it to become a systems integrator? Right
now we don’t have the talent, and we don’t have the technical
skills. I know this has been a subject of another hearing in another
very fine piece of legislation from this subcommittee. We have to
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focus on clearly understanding our requirements, and we also, I
think, have to focus on getting good teamwork in industry.

You know, when a company goes out to buy security technology,
it’s not quite the same as they announce that they’ve been hit by
some cybervandals, and then people start showing up. They gen-
erally look for a security architecture, a comprehensive solution ap-
proach. That’s what we are trying to do in the Federal Government
as well, and I think that may be tough to understand for a lot of
industry, that the government works not by being our own integra-
tor oftentimes. So when they come to—many companies that have
just pieces of the technology puzzle come to talk to us, they expect
us to know how to integrate it together and to buy the pieces.
That’s very difficult right now for the Federal Government.

Mr. BOHLINGER. I’d like to assure you that the three of us did
not get together before we were making these comments, but—and
not to sound like just reiterating——

Mrs. JO ANN DAVIS OF VIRGINIA. It’s OK.
Mr. BOHLINGER. The issue is requirements. There’s no question

about it. We are significantly engaged in meeting with people from
the private sector and have been going to their forums, talking
with them individually, meeting with the senior people from these
corporations, and there are many wonderful ideas out there, but
can you imagine ideas just being thrown over the transom, all of
which are good? How do you sort them out?

And what I said in my testimony I think I’d like to emphasize
again is that we need to be able to tell the people in the private
sector exactly what our needs are and allow them to——

Mrs. JO ANN DAVIS OF VIRGINIA. Let me interrupt you there, be-
cause my time is about running out. Where do you get what your
needs are? Who gives them to you? All three of you have said re-
quirements. Where do you get them from?

Mr. FORMAN. I—especially in this area of security, there are two
areas. One is in the Government Information Security Reform Act
requirements that were laid out. The baseline set of best practices
identified by the National Institute for Standards and Technology
gave us the ability to do a gap analysis. It’s a very comprehensive
gap analysis. That’s led to a listing, a plan of actions and mile-
stones, that in some agencies are 2 or 3 inches thick, and those are
the requirements. So we’re first year into the process, several
months into the process. We now—the requirements are there, and
we can make sense and go buy the technology.

Mr. BOHLINGER. If I might just continue for a second on the re-
quirements issue, I think it’s both on a macro and a micro scale.
On the macro scale, it’s something that has also been discussed
here in talking about enterprise architectures. Federal agencies
must have robust and thoroughly vetted enterprise architectures,
and this is exactly how we are doing our business. On the micro
area of requirements, it’s as you go out with specific requests, and
that might be a particular system having to do with something that
just is local, it may be a nationwide system, but being able to clear-
ly lay out in the request for information—and I’m a great pro-
ponent of that, of allowing corporations that come in and suggest-
ing solutions to well-defined requirements, then allow you to go out
with RFPs that people can apply their best technology to.

VerDate 11-MAY-2000 10:37 May 05, 2003 Jkt 000000 PO 00000 Frm 00096 Fmt 6633 Sfmt 6633 D:\DOCS\85840.TXT HGOVREF1 PsN: HGOVREF1



93

Mrs. JO ANN DAVIS OF VIRGINIA. Mr. Chairman, can they all
have the time to answer?

Mr. TOM DAVIS OF VIRGINIA. Go ahead.
Mr. RAUB. I can just comment briefly. With respect to Health

and Human Services, we won’t claim perfection in our interface
with the private sector, but we believe we’re doing well and are
getting better.

Secretary Thompson is taking two major structural steps that
have helped us along. One is the creation of the office I represent,
the Office of Public Health Preparedness, last November. He’s
given us a focal point within the Secretary’s office for all $3 billion
worth of it related to bioterrorism across our 11 agencies in the De-
partment. And representatives of the technology community have
not been bashful in seeking us out, nor have we in our interactions
with them, either for activities of our own office or steering them
to the Centers for Disease Control and Prevention, the National In-
stitutes of Health, the drug administration or other elements of our
Department.

Even before that, last summer the Secretary created his Council
on Private Sector Initiatives. The idea was to bring together a team
of representatives from every agency in the Department that would
meet on a regular basis and be a one-stop shop for members of the
community to bring ideas that might have some pertinence to pro-
grams of Health and Human Services. This is not limited to terror-
ism. It’s much more broadly including the hospital sector. At a
most recent meeting of that team, no fewer than nine company rep-
resentatives were present describing their activities, how they
might relate to Health and Human Services, and seeking some re-
quirements and general guidance of how best to relate to the De-
partment.

Mrs. JO ANN DAVIS OF VIRGINIA. Thank you.
Mr. Jordan.
Mr. JORDAN. As I mentioned in my direct testimony, the FBI has

begun to hire outside IT experts who are helping us sift through
the various suggestions made to us, and we are well along in that
process. And we have an established process for interfacing with
the private sector.

Ms. JO ANN DAVIS OF VIRGINIA. Thank you, Mr. Chairman.
Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
Mr. Turner.
Mr. TURNER. Thank you, Mr. Chairman.
Mr. Forman, talk to us a little bit about how far along we are

in developing the enter prise architecture that is necessary for
homeland security and how the new Homeland Security Depart-
ment or office will function with regard to the work that, appar-
ently, currently you are responsible for.

Mr. FORMAN. I can’t at this point discuss any of the issues relat-
ed to the President’s announcement last night. It is just too early
in the process. But as you point out, there are many issues that
need to be addressed. So let me go through what issues you raise.

We are taking a two-tiered approach with respect to homeland
security that there very clearly has to be progress made in home-
land security lines of business, is the way we refer to them. A line
of business could be disaster management preparedness. Within
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that, people have to make architecture decisions. They have got to
look at which agencies, which organizations within those agencies
have what roles and responsibilities, and what performance results
or outcomes those organizations are supposed to achieve. Within
that, there is an awful lot of overlap, so we have to have some clear
way to identify those. We call those business functions.

And so you could have, for example, within disaster manage-
ment, emergency planning, and you would find out that there are
many bureaus involved in that planning. You would also find out
that there is a core business process, a way of doing disaster plan-
ning that cuts across those department—departments, and is prob-
ably replicated multiple times. They probably have redundant in-
formation systems. And the unfortunate thing about this is, when
you pull in the focus of this, the citizen voice, the customer, if you
will, which tends to be State and local emergency management offi-
cials, they have told us consistently, it is too confusing to deal with
all these different activities, these different processes run by these
different entities of the Federal Government.

So identifying that, consolidate it, that’s what I call simplified
business process. To interoperate with State and local government
requires pulling people together and identifying, depicting, laying
out the way we are going to work together, and we call that process
design or process integration.

So, indeed, you have these in the multiple: homeland security
functions. Steve Cooper, who is doing terrific work as essentially
the CIO for the Office of Homeland Security, has laid out a concept
as referred to as Foundation Projects; and, within those types of
projects are essentially these kind of more detailed architecture
projects. At a high level, we are making sure that all the different
departments and agencies that play in that line of business are
working together with him.

The actual work that needs to be done has to be done under
some cross-agency organization. We have laid that out as the Infor-
mation Integration Program Office, and we have requested accel-
erating that fund—that funding into the supplemental, and then
that would be managed under the CIAO, the Critical Infrastructure
Assurance Office.

So, at the high level, my office is making sure we are moving for-
ward on the architecture, those business components that we have
measures of effectiveness.

At the next tier down this Information Integration Program Of-
fice, working with the Office of Homeland Security, making sure
that people are coming together to actually lay that out and go
through the thought work, which can then define requirements.
That work is due to be completed at the end of this fiscal year, so
the end of September.

Mr. TURNER. It has been suggested by the GAO that we can’t
wait for this architecture to be developed, we have got to move fast-
er. How do you respond to that?

Mr. FORMAN. We are moving faster, and the tradeoff I have is
between roughly 2,900 major and significant IT projects in the
budget. At the same time, we do not have 2,900 solutions archi-
tects. We don’t have 2,900 world-class program managers.
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So the trick is to allow enough good things to move forward with-
out tying up resources that we need to focus. We are focusing our
efforts on the strategic priorities that were in the budget: the war
on terrorism, homeland security, revitalizing the economy. So we
are not trying to boil the ocean, per se, but focus our resources.

Mr. TURNER. Do you have any comments on that from the GAO’s
perspective?

Mr. YIM. Well, I think that is actually the right strategy, but we
also need to look and see what we currently have, what capabilities
are currently already integrated into State and locals and the pri-
vate sector which would be feeding the information up into the in-
tegrating strategy that would be included in the Office of Home-
land Security and the national strategy. There is existing architec-
ture that already is there that could be adapted, and one of the
reasons why we may want to look at that is not only because it is
familiar to State and local governments, and this would not be
viewed as an additional burden upon them, but much of the infor-
mation being collected there is being collected for other purposes,
which, frankly, would help assure the reliability and validity of
some of that data, rather than specialized data calls related to the
Office of Homeland Security or any Federal agency asking for spe-
cific information.

For example, if highway information was being collected for high-
way improvement or Federal funding of highway projects, for ex-
ample, but that was also relevant to evacuation proposals or the
ability to bring law enforcement or first responders into an area of
concern quickly, we would hate to see a specialized data call that,
frankly, could be skewed or perhaps being done on too quick of a
basis. We would like to have the ability to draw from existing data
sets that were generated for other purposes. So the key would be
integrating those data sets, being able to define some set of format
or to focus on middleware that could integrate diverging formats so
that there could be some central model in which these disparate
data pieces could be sent and something made of the information
in a timely manner.

Mr. FORMAN. I concur 100 percent with that.
Mr. TURNER. Do we have the staffing and expertise to accomplish

this?
Mr. FORMAN. We do. We have to supplement it with the wonders

of the IT industry. There is no question about it. Part of the emerg-
ing technologies, especially in the middleware arena in what’s re-
ferred to as objectory architectures, where things—you hear terms
like plug and play—now give you the ability to quickly leverage
that data base or that work flow that was built for a different pur-
pose, but fits this new mission. That’s new technology. That’s come
out over the last 9 months to 12 months. And so we have to operate
with the contractors helping us in this arena, consultants helping
us who have already thought through this. We are not the first in-
dustry to grapple with this issue.

Mr. TURNER. Thank you, Mr. Chairman.
Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
Let me ask a general question. First I will start with Mr.

Bohlinger.
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I understand that the development of requirements is a key chal-
lenge, but are those requirements not the result of agency and gov-
ernment interaction? Would that process not be enhanced by a sin-
gle portal type of process that we envision in our legislation? What
I’m trying to say is, I am not sure you even know all your require-
ments sometimes until you have gone out to the private sector and
seen what they have available and some of the issues they are
tackling. There is an awareness gap sometimes between what gov-
ernment is doing and working on and what the private sector is out
there doing.

Mr. BOHLINGER. I certainly concur with that, and as I said the
request for information process and also more informal process
working with the various private sector associations. Heaven
knows, we don’t know what the universe is out there, and it’s a
continuing education process, an education process for us in the
Federal Government, and an education process for those in the pri-
vate sector, on not only how you access the Federal Government,
but how you assist. There are ways to assist that make a great
deal of sense in helping refine requirements, in helping us under-
stand, on the Federal side, the best way to apply technologies.

So I certainly do agree with you that these avenues have to be
explored just because of the volume and complexity of the data.

Mr. TOM DAVIS OF VIRGINIA. OK. Dr. Raub, let me ask you; you
refer to Secretary Thompson’s Council on Private Sector Initiatives
to improve the security, safety, and quality of health care. The
Council was established in part to provide the private sector with
a single point of contact for innovative ideas that cut across HHS’s
agencies and departments. Now, H.R. 4629, which I’ve introduced,
would, among other things, establish a similar mechanism in the
Office of Federal Procurement Policy, would apply to all agencies
for innovative homeland security solutions. What do you think
about extending the concept you use at HHS government-wide?

Mr. RAUB. Well, the concept has proved quite efficacious for
HHS, and, in principle, I see no reason why it couldn’t work on a
broader basis across other agencies. Were that to be established,
we would certainly work cooperatively and hard to ensure its suc-
cess.

Mr. TOM DAVIS OF VIRGINIA. OK. Some allege that there was a
communications breakdown between the CDC and the FBI and oth-
ers when the anthrax letters came to Capitol Hill, New York and
Philadelphia. Do you have any thoughts on that?

Mr. RAUB. Yes, sir, I do. I think both agencies have worked hard
at that communication issue, and we believe will continue to im-
prove. Some of the issues are the fundamental differences in our
missions and our cultures that I think both agencies are doing bet-
ter to recognize and understand one another. For example, when
a matter involves a potential crime scene or a subject under sur-
veillance from the FBI’s perspective, which we appreciate signifi-
cantly, a close hold of that kind of information and a very delib-
erate process is critical to be able to bring an ultimate successful
prosecution. At the same time, the public health community needs
to ensure that it has the information early enough to be able to
mount various kinds of protective initiatives in the community.
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So I think in general our view is the more time we spend inter-
acting with one another, understanding the missions, the re-
straints, the better those communication systems can be.

Mr. TOM DAVIS OF VIRGINIA. Thank you.
Mr. Jordan, let me ask you a couple questions. FBI Agent Rowley

testified yesterday at the Senate hearing that field agents have less
access to information than the press because there are too many
layers within the organization that clog information sharing. Do
you have any comments on the reorganization efforts that have
been announced by the FBI and how they might contribute to bet-
ter information sharing?

Mr. JORDAN. Well, the reorganization efforts plan that the Direc-
tor has submitted focus on having the FBI recognize that terrorism
is our No. 1 mission, and that we are going to put more resources
on terrorism, not just the investigation, but the prevention of it.
And as we respond to that challenge, we are going to have new in-
formation needs and challenges to share our information outside
the FBI with other intelligence and law enforcement agencies as
well as make sure that information gets out to our field, which Spe-
cial Agent Rowley is a representative.

So we recognize the need to—we need to share our information
outside, but internally first, and we are making efforts in that re-
gard.

Mr. TOM DAVIS OF VIRGINIA. Well, one of the reasons we called
the hearing today was to determine the progress that Federal agen-
cies involved in the homeland security were making in assessing
the respective knowledge needs and information-sharing require-
ments.

There has been a lot of Monday-morning quarterbacking on this.
Where are we in the process, in your opinion, over at the FBI?

Mr. JORDAN. We have made great strides. Our—outside of the In-
telligence Community, our single largest group of partners in the
prevention of terrorism are 650,000 State and local police officers
who are the largest single available force to help us in a war
against terrorism. We have met with them through their major city
chiefs, through the ,IACP, International Association of Chiefs of Po-
lice, their representatives. We have attended their recent informa-
tion-sharing summit. Director Mueller was the keynote speaker.

As I mentioned in my direct testimony, the directors brought in
a high-profile chief to basically ensure that we recognize that State
and local law enforcement are our partners in this effort, and that
we get them the information they need, and that they share with
us the—exactly what it is that they need. There are some obstacles,
and, for example, some of the information that would be valuable
to them is classified. It’s probably not feasible to get Secret or Top
Secret security clearances for 650,000 police officers. Maybe there
is something in the middle that we can do, maybe some middle—
or maybe there is a way to create a classification level below Secret
where we can take information and change some of its attributes
so that it could be disseminated at a below Secret level.

I mean, these are all the things we are working on. We are work-
ing on them with State and local law enforcement, and our Joint
Terrorism Task Forces are probably one of the best and most suc-
cessful and, historically, best efforts in this regard.
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Mr. TOM DAVIS OF VIRGINIA. Some of the Secret stuff always gets
in the hands of the press. So, you know, you want to get it in the
hands of the agents as well.

Mr. JORDAN. Yeah.
Mr. TOM DAVIS OF VIRGINIA. All right. Thanks.
Let me ask Mr. Forman. Your statement stresses the important

role that standards play in ensuring that the different systems can
work together in furthering the homeland security mission. Where
does the responsibility rest for developing and enforcing these
standards?

Mr. FORMAN. There are two types of standards. One is at the
technology level, and that resides with the Secretary of Commerce,
and largely standards being defined at the National Institute for
Standards and Technology. The other is a common component or
standard of functionality, if you will. That’s what we have under-
taken via the CIO Council, and with the Federal Enterprise Archi-
tecture Program Office work that my office is overseeing. So I have
kind of taken on that responsibility in my role at OMB on those
functional standards. But we are doing it and the enforcement of
it via the CIO Council’s architecture committee. And, in that man-
ner, as you know, probably the fastest way to get a standard is to
get everybody who has to buy the technology to agree that this is
what they are going to buy, this type of functional capability, and
therefore ensuring not just the agreement on the standard, but the
enforcement of that standard.

Mr. TOM DAVIS OF VIRGINIA. Thank you. I’m just going to make
a final comment, and then I think Ms. Davis has a couple more
questions.

Do you have a couple more questions for this panel? I think Jo
Ann wants to get a question cleared up.

You know, we have gone through some of these security briefings
on the House floor, and I get more out of CNN and Fox News than
I do from our security briefings. And, of course, they are so nervous
that somebody is going to leak something I assume they have the
same kind of problems in the FBI and other agencies with getting
word down to members on the street, to employees on the street
who could use information, but are just so afraid that the classi-
fication, whether it’s Secret or Top Secret or classified doesn’t fit.
And we have got to find a way to cut through this and get the in-
formation to the people on the street appropriately.

That has been one of the problems; as we look back and try to
Monday-morning-quarterback this we get so hung up on all these
classification systems that the word is not getting out in an appro-
priate fashion to the people who could benefit from it. The press
has no problem getting ahold of a lot of this stuff and so we are
basically victims of our own overregulation and inability to classify.
And it’s something we have got to continue to wrestle with. And
also in our conversations with the private sector, some of this stuff
I think we are overly protective of. That’s just an observation, step-
ping back.

But I see a lot of progress being made, and I appreciate every-
body taking the time to share with us and answer our questions
today.

Ms. Davis.
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Ms. JO ANN DAVIS OF VIRGINIA. Thank you, Mr. Chairman. And
I don’t mean to beat a dead horse, but I’m sort of just a straight-
talking person, and I’ve got to say, I didn’t understand your an-
swers. The best I could understand is that the resources aren’t the
problem; the problem is the requirements and defining the require-
ments. But aren’t you all supposed to define the requirements?

Mr. FORMAN. Well, we have new major IT investments in this
year’s budget, roughly $30 billion, and so the requirements have to
come, we know best practices, from the people who are actually
doing the work. When we bring in modern tools and techniques for
essentially e-business in the private sector, that has tremendous
applicability in virtually all the homeland security areas.

Ms. JO ANN DAVIS OF VIRGINIA. So are you supposed to, sir, de-
fine the requirements?

Mr. FORMAN. No. It’s got to be at the level of the people actually
who will use it in doing the work, married together with the CIOs
or people within the CIO organization who are responsible for iden-
tifying.

Ms. JO ANN DAVIS OF VIRGINIA. How long does it take to do that
and then to get the—I mean, by the time you do all that and get
the technology in place, isn’t it outdated?

Mr. FORMAN. No. Unfortunately, we tend to hide behind that in
resisting change in many of the Federal agencies. It shouldn’t take
more than a couple weeks or a month to do this.

Ms. JO ANN DAVIS OF VIRGINIA. So, then, the problem more is
in the culture and not requirements?

Mr. FORMAN. And resistance to change.
Ms. JO ANN DAVIS OF VIRGINIA. Which is the culture.
Mr. FORMAN. I tend to focus on, both dealing with the industry

and with the agencies, these two simple measures of outcome that
I mentioned before. How do we increase their response time, cycle
time, the decisionmaking time? How do we improve the quality of
the decisions that you are responsible for?

And I give the same test to the industry folks that come in, and
I found from industry, some of the folks will come back to us with
a very low-cost, very modern solution just because of the tech-
nologies that are out there. And when I look at low cost, I mean
40-, 50-, $60,000 for a program that had been budgeted for $30 mil-
lion. To me, that’s the pay off of bringing these modern tech-
nologies in; but what it means is people in the line of business do
their work differently. If they don’t sign up to doing their work that
way, then we won’t get that acceleration in decisionmaking, we
won’t get the results. What we will get is a 50-, $60,000 effort that
turns into a $30 million effort and doesn’t give us the results.

This is a chronic problem. It’s been around for about 10 years
now in government. It’s part of change management, and, at the
end of the day, a big part of the puzzle that we are using here is
the management scorecard. We are literally tracking whether the
agencies are adopting these modern business approaches and scor-
ing them on that on a quarterly basis.

Ms. JO ANN DAVIS OF VIRGINIA. Well, maybe I just did things a
little different in the private sector, but when I had people that
worked for me, if they didn’t do the changes the way I wanted
them, they weren’t there anymore.
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Thank you, Mr. Chairman.
Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
Anything anyone on the panel want to add additionally?
Well, thank you all very much for your testimony today and in

your answering our questions. If you want to supplement anything
over the next couple of weeks, feel free to. I’ll put it in the record.

I’m going to declare about a 2-minute recess as we switch panels.
We have an outstanding panel coming up: Dr. Sugar of Northrop
Grumman, who has already been introduced by Ms. Harman; Mr.
Johnson, KPMG; Mr. Fitzgerald from Oracle, I see in the audience;
and Mr. Pomata from webMethods. We will just take a couple min-
utes to exchange, and we will be back in 2 minutes. Thank you.

[Recess.]
Mr. TOM DAVIS OF VIRGINIA. I think we can resume the hearing.

If everyone could just remain standing here, I want to swear our
next distinguished panel in.

[Witnesses sworn.]
Mr. TOM DAVIS OF VIRGINIA. Let me just explain. This isn’t the

major investigative committee in Congress; so, by our rules, we
swear every witness in. We are not trying to catch you on every-
thing, but those are just the rules we operate under.

And so let me start with Dr. Sugar and work our way down. Try
to keep it to 5 minutes. Again, we have the lights on there, and
we will give some time for questions and then submit. And thank
you for being with us today, Dr. Sugar.

STATEMENTS OF RONALD D. SUGAR, Ph.D., PRESIDENT AND
CHIEF OPERATING OFFICER, NORTHROP GRUMMAN CORP.;
LEONARD POMATA, PRESIDENT, FEDERAL GROUP,
WEBMETHODS, INC.; S. DANIEL JOHNSON, EXECUTIVE VICE
PRESIDENT, PUBLIC SERVICES, KPMG CONSULTING, INC.;
AND KEVIN J. FITZGERALD, SENIOR VICE PRESIDENT, GOV-
ERNMENT, EDUCATION & HEALTHCARE, ORACLE CORP.

Mr. SUGAR. Can you hear me?
Thank you, Mr. Chairman, Ms. Davis, Mr. Turner. It’s always a

pleasure to meet with you. My name is Ron Sugar, president and
chief operating officer of Northrop Grumman, Incorporated, one of
our Nation’s major defense industrial firms. Northrop Grumman
has a dedicated work force of over 100,000 engineers, scientists,
and other professionals applying advanced technology in support of
our military services and other governmental agencies. It’s a great
privilege to appear before you today and to talk about some of my
observations on the important issue of providing technology solu-
tions to the serious homeland security challenges facing our Nation
today.

As a senior executive of a major defense firm, I cannot advise you
on national policy or how to organize the government to approach
this daunting task of homeland security. I can, however, provide a
perspective on how those of us in the world of technology can help
address this major challenge, and I can suggest certain steps the
government can take to create a favorable environment where the
innovative thinking, the manufacturing skills, and the procedural
discipline of the defense industry could be applied to this pressing
national need.
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One should not underestimate the power of American industry,
working with government, to provide good solutions to major chal-
lenges. We do rise to the occasion. The record of the past speaks
for itself. The Manhattan Project of World War II, the development
of strategic weapons and ICBMs during the cold war, and the plac-
ing of a man on the moon in the 1960’s demonstrate what can be
accomplished in a relatively short period of time when efforts are
focused, resources are provided, and there is a national will to do
it. As with these past examples, of course, urgency must now pre-
vail.

I would like to identify for you three concerns that I believe may
be inhibiting our ability to bring the power of American techno-
logical capability into this effort, and I will call them the three Rs,
for lack of a better term: requirements, resources, and release from
unreasonable liabilities. Requirements, resources, and release from
unreasonable liabilities. Addressing these three Rs will greatly im-
prove the requirement for industry to innovate and create effective
technology solutions for this problem.

Now, let me briefly address what I mean by these three items.
First, requirements. Despite the passage of 9 months, there are
still very few specific requirements that have been identified by the
many numerous agencies at all levels of government on what they
need to meet the challenges that they face. We typically in industry
provide technological solutions in response to governmental re-
quests for proposals or requests for information, and their compan-
ion statements of requirements or specifications. Because there is
great uncertainty among many agencies about their exact roles and
missions in homeland security, there have been to date very few
RFPs as a result of September 11th, and I would strongly second
the testimony of Mr. Bohlinger from the INS on this matter. Re-
quirements are very, very important here.

Second, resources. Now, certainly much money has been appro-
priated to date for this effort. With the original emergency funding,
the current supplemental under consideration, and the fiscal 2003
proposal, there has been over $100 billion identified for homeland
security, but the large percentage of these funds is for response
and recovery. Very little to date has translated into requests for
specific technology solutions. Neither Northrop Grumman Corp.,
nor any other major corporation that I know of at the moment, is
yet able to determine from a business standpoint the additional
business or revenue potential of this important emerging homeland
security market. We know something is there, but we are not quite
sure what it is and how we are going to address it.

And, finally, there is the third R: release from unreasonable li-
ability, or indemnification. Many companies, including our own,
now have technologies available to assist all levels of government
in detecting and preventing future terrorist attacks. Paradoxically,
our tort system has the capability of shifting the economic loss due
to a terrorist criminal act onto those providing the tools to detect
and prevent such acts.

Despite our best efforts, no technical system is infallible. The un-
intended consequence of even a single failure in a well-intended
system or device that we might provide could result in a significant
legal exposure that could financially ruin a company. Prudent com-
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panies may find themselves unwilling to provide their critical tech-
nologies to the government and its agencies that need them be-
cause of the great financial risk involved. At Northrop Grumman,
for example, we find ourselves face to face with this very issue now
in our efforts to provide the Postal Service with a biological detec-
tion system to counter the anthrax threat. Clearly, containing li-
ability exposure for those in industry who are trying to do good is
a major policy issue that must be addressed by both Congress and
the executive branch.

Now, if we can successfully deal with these three Rs, we can do
a lot of good things. We have, for example, at Northrop Grumman
sophisticated airborne surveillance platforms, such as the Global
Hawk, that can be adapted for use in improving border and coast-
line security. We have Fire Scout, a smaller unmanned helicopter
that can provide point surveillance around ports or other vulner-
able national assets such as nuclear power stations. We have mod-
ern command, control, communications systems that can be adapt-
ed for domestic use by State and local organizations. We have in-
creasingly effective systems for detecting and tracking chemical
and biological agents. We have sophisticated information tech-
nology systems capable of managing and integrating large amounts
of data, making it rapidly available. This can assist security offi-
cials, immigration officers, Customs agents, and the Border Patrol
in greatly complicating any terrorist efforts to launch coordinated
and deadly attacks against American facilities and citizens. We can
do a lot right now.

Now, from a classical business perspective, however, homeland
security would be viewed as an emerging market. But to be vibrant
and viable, any market needs customers with clearly defined needs
who have funds they are willing to spend to secure goods and serv-
ices. Presently, with a handful of exceptions, the homeland security
market is still somewhat clouded.

Mr. Chairman, your legislation, H.R. 4629, aimed at promoting
innovative solutions for homeland security is a very appropriate
first step. Its recommendation establishing an office to rapidly re-
view technology proposals while providing procurement point of
entry will be most helpful. I would urge you to move this legisla-
tion forward as quickly as possible. Combined with the President’s
announcement last evening about an establishing a Department of
Homeland Security, this should provide increased momentum to
allow us to bring the full power of our industry to bear.

Finally, let me be frank. I am concerned about the rate of
progress we are making in protecting the Nation. This is a serious
issue. Many good ideas are flowing from both the government and
from industry. What we need now are the firm, specific require-
ments, immediately available funding resources, and protection
from the risks of unreasonable liability. Give us these and we in
industry will provide our Nation the tools to do this job.

Mr. Chairman, I applaud the efforts of the committee. I wish you
well in your important endeavors, and thank you very much for
having me here today.

Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
[The prepared statement of Mr. Sugar follows:]
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Mr. TOM DAVIS OF VIRGINIA. Mr. Fitzgerald.
Mr. FITZGERALD. Mr. Chairman, Ranking Member Turner, Con-

gressman Davis, my name is Kevin Fitzgerald. I am the senior vice
president of Oracle Corp., and on behalf of Oracle, I would like to
thank you for inviting me to share experiences and perspective on
information sharing and homeland security technology.

Mr. Chairman, since September 11th, we have been engaged in
a battle on two fronts. First, we have been fighting to protect the
lives of Americans from the threat of terrorism, and at the same
time we have been struggling to protect the single most important
asset needed to promote and preserve liberty and prosperity: the
U.S. economy. If the investments made today to improve our home-
land security prove ineffective, we will have missed a seminal op-
portunity to shape our future for the better, an opportunity that we
are unlikely to see again.

If we step back and look at the goal of strengthening homeland
security, the over whelming obstacle will be the effective
partnering of the organizations, public and private, involved in the
process. There are national, State, and local organizations geared
toward law enforcement and intelligence, first responders, health
care, Border Patrol, transportation, agriculture, and countless oth-
ers. It is difficult to know where to start, and spending our Nation’s
tax dollars effectively will be challenging.

In order to protect the United States, we need an integrated na-
tional strategy and information infrastructure; yet implementing a
national strategy with countless independent organizations will be
like building a plane with at least 50 totally independent contrac-
tors. One builds the wings, another builds a navigation system, and
yet another builds the fuselage and so on. Even if each organiza-
tion excels at his or her given task, it will still work in a vacuum
without any guidance on how and whether these separate parts
work together in an effective whole, the combined concoction could
never fly.

Imagine building our homeland security information systems air-
plane—like this airplane, not having any way to ensure they fit
into a broader national strategy. The result will be a waste.

Fortunately, the President took a step in the right direction yes-
terday with his proposal to create a Department of Homeland Secu-
rity, which would provide for a clearinghouse for terrorism intel-
ligence. This is a significant and positive development, and I hope
Congress will act on the President’s proposal before you adjourn
later this year.

For this new Department to succeed, Congress will have to target
a significant amount of investments toward information technology.
No doubt information is one of the most powerful weapons that we
have in the fight against terrorism. The fact is that we have an ex-
traordinary amount of information, but we lack sufficient capability
to establish relationships between various information sources.
Even today we see there are lots of facts we had about the individ-
ual terrorists responsible for the attacks on September 11th. Since
we were unable to bring these facts together, intelligence agencies
and law enforcement were not able to see the whole picture.

It would not be possible, prudent, or politically expedient to try
and build a single national system for homeland security informa-
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tion; we can, however, make it possible for the relevant organiza-
tions to build their systems in such a way that, although they are
different, they can work in concert to support a national homeland
security strategy, or, in more practical terms, a Department of
Homeland Security.

Accomplishing this requires a commitment to standards. If Con-
gress provides homeland security resources to 50 States, absent
any kind of systematic direction, it will be used in at least 50 dif-
ferent ways, and certainly far more if these resources flow to local-
ities. The system that would be built under this scenario may have
local needs, but they will almost certainly not talk to one another
unless there is an effort on a national level to require a few stand-
ards for information sharing and security. For information systems,
those standards fall into three categories: data, integration, and se-
curity.

Data standards provide guidelines for how data is collected and
stored, making data possible—sharing possible. For example, in
law enforcement, the Department of Justice has defined a standard
called the National Incident-Based Reporting System, or NIBRS.
This standard defines guidelines for collecting and reporting infor-
mation related to criminal incidents. So if my system is NIBRS-
compliant, and your system is NIBRS-compliant, then we can com-
pare data with one another because we both use and understand
the codes that represent that type of criminal incident. Data stand-
ards like NIBRS are critically important for ensuring that once we
establish connectivity between systems, we will know how to com-
pare and interpret the results.

Integration standards define how a system exposes its data to
other systems. For example, Web Services standards like WSDL,
UDDI, and SOAP, define how a system wraps its data and pub-
lishes it to other systems. So a system can use these standards to
say, in effect, I know all about pilot licenses in the State of Florida.
If you give me a Social Security number, I will check your creden-
tials and then give you XML in the following format that includes
that person’s license information. This approach means that I don’t
care what a system does or how it was built, I only care that it can
accept and answer my question.

Perhaps the most important form of information standard is
geared toward security. The most significant barrier to information
sharing will not be technical issues, but concerns raised by organi-
zations about exposing their data to potentially insecure systems.
There are well-established standards in existence, and they have
matured around the world, and they are now accepted globally. In
the United States their use is managed by NIAP, the National In-
formation Assurance Partnership. This is a collaboration between
the National Security Agency and the National Institute of Stand-
ards and Technology.

Consistent government enforcement of security standards has
been a source of frustration for Oracle. Despite its importance to
national security, what we too often see is that the requirements
for independent security evaluations are waived in procurement.
This summer, a National Information Assurance Acquisition policy
called NSTISSP No. 11 is scheduled to go into effect for systems
that contain information relating to national security and requires
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these systems to use products that have undergone an independent
security evaluation. After September 11th, it is fair to say more
and more Federal systems have a direct link to national security.
Thus, policies like this one need to be strengthened and enforced
through the procurement policy.

What can the Federal Government do to better ensure the use
of these standards? First, national agencies need to take respon-
sibility for defining more data standards as the Justice Department
has done in the defining of NIBRS. Second, we urge Congress not
to try and create integration standards. Industry and the Internet
are defining and refining these standards faster than the govern-
ment possibly could. Exploit what they develop. Third, Congress
should encourage relevant agencies to enforce NSTISSP No. 11.
These standards and processes are already in place.

We all know there will be an accounting for how Congress has
targeted Federal spending on homeland security, and, with the
President’s announcement yesterday, this new Department, should
Congress create it, will likely be held accountable as well for the
administrative success of homeland security. If the result is 1,000
little systems with no improved national capacity to deal with the
threat of terrorism, the American people will recognize this failure
of planning and protection. Let’s work together to make sure that
doesn’t happen. Congress, in its role as policy leader, can include
appropriate standards to guide Federal, State, and local organiza-
tions down a common path of information sharing. The information
technology industry can devise the systems to make sure these
policies can work to accomplish our national goals.

Thank you again, Mr. Chairman, for the opportunity to be heard
today. I look forward to answering any questions you have.

Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
[The prepared statement of Mr. Fitzgerald follows:]
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Mr. TOM DAVIS OF VIRGINIA. Mr. Johnson.
Mr. JOHNSON. Mr. Chairman and members of the subcommittee,

thank you for this opportunity to share KPMG Consulting’s views
on the topic of homeland security. My name is Dan Johnson, and
I lead our public services business unit, which is comprised of over
3,000——

Mr. TOM DAVIS OF VIRGINIA. Mr. Johnson, you don’t need to keep
it a secret; you need to turn on your microphone.

Mr. JOHNSON. Got it now?
Mr. TOM DAVIS OF VIRGINIA. Got it.
Mr. JOHNSON. Sorry. I’ll start over again.
Mr. Chairman and members of the subcommittee, thank you for

this opportunity to share KPMG Consulting’s views on the topic of
homeland security. My name is Dan Johnson, and I lead our public
services business unit, which is comprised of over 3,000 profes-
sionals serving Federal, State, and local government clients.

KPMG Consulting supports large-scale information technology
modernization programs at many of the Federal agencies that are
critical to our homeland security efforts, including the Immigration
and Naturalization Service, the Customs Service, the Department
of State, the Internal Revenue Service, the Federal Aviation Ad-
ministration, Coast Guard, and the military departments, as well
as many public safety agencies in key States such as Pennsylvania,
New York, Texas, California, South Carolina, and the District of
Columbia. Most recently we have been engaged to help stand up
the Transportation Security Agency in defining its mission activi-
ties in business processes as well as supporting development of an
entry/exit system at Immigration and Naturalization Service which
would document the arrival and departure of aliens at U.S. ports
of entry.

Mr. Chairman, we feel that our 40 years of experience in serving
government entities such as these and the knowledge of their orga-
nizations, systems, processes, and protocols that experience brings
uniquely qualifies KPMG Consulting to discuss change manage-
ment issues and technology acquisition measures as they relate to
homeland security. In the aftermath of September 11th, when
KPMG Consulting mobilized to provide recovery assistance to our
New York Port Authority and New York Department of Finance cli-
ents at the World Trade Center, as well as our DOD Office of the
Comptroller clients at the Pentagon, the requirements for a higher
level of cooperation and collaboration between Federal, State, and
local governments, as well as the private sector, has reached a new
level of urgency. We would like to address several areas which will
impact and challenge attaining that higher level of integration.

The first is leveraging existing capabilities. We must get a firm
grasp of the information available today, the technologies that are
being employed, and match that data and those technologies to
identifiable programs. An example we are most familiar with is the
Pennsylvania Criminal Justice Network, commonly referred to as
JNET. Following the crash of United Airlines Flight 93 in Western
Pennsylvania, a JNET terminal was set up for the FBI. Running
the Flight 93 passenger list through JNET and searching multiple
Commonwealth justice system data bases simultaneously, the FBI
was able to identify one of the suspected terrorists on board, and
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confirmed that another suspected terrorist was, in fact, already in-
carcerated.

The JNET story is a microcosm of the challenges that homeland
security faces. Initiated in 1998, it overcame the stovepipe terri-
torial issues of sharing sensitive information across 17 different
State agencies, 2 cities, and 20 counties, now totaling over 5,000
users this year. It did so with an architecture which lent itself to
gradual and interactive development showing incremental benefit
and promoting comfort among its stakeholders as it evolved. It did
so through strong executive sponsorship and a centralized inde-
pendent budget for it alone. It did so through protecting the integ-
rity of the individual stakeholder data bases by implementing rigid
access controls, and it did so by establishing a government struc-
ture in which all the key stakeholders were represented.

The second area, as agencies look across their investments with
an eye toward addressing homeland security missions, they must
first determine what information is needed before looking for new
technology solutions. They must match this with their understand-
ing of what their problems are, what technologies exist today to ad-
dress those problems, and how can they best leverage those tech-
nology solutions and improve upon them. Then, and only then, can
agencies take the next step of determining what else needs to be
done, what other technologies must be acquired.

Last, Mr. Chairman, we commend you for introducing H.R. 4629,
which would establish a program to encourage and support carry-
ing out innovative proposals to enhance homeland security. Its pro-
visions for the streamlined acquisition of innovative solutions cer-
tainly is needed.

In our experience, application of IT investment and portfolio
management disciplines is essential to the success of a technology
program of the magnitude of homeland security. A set of standard
criteria should be established to streamline and focus the screening
of these technology proposals and to normalize the evaluation of
their potential. Using this type of approach, each proposal is
viewed as a component of an overall homeland security technology
portfolio. The portfolio would be continuously monitored and ad-
justed as new proposals were presented and technologies were test-
ed and implemented, and would ensure that all components of
homeland security are considered against an integrated framework.

Mr. Chairman, again, thank you for holding this important hear-
ing today. We look forward to working closely with you and the rest
of the subcommittee in any way you deem appropriate.

Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
[The prepared statement of Mr. Johnson follows:]
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Mr. TOM DAVIS OF VIRGINIA. Mr. Pomata, you are our cleanup
speaker here.

Mr. POMATA. Thank you. Mr. Chairman, thank you for the oppor-
tunity to testify today. My name is Len Pomata, and I serve as the
president of webMethods’ Federal business unit, part of
webMethods, Incorporated, a Fairfax, Virginia, company.

WebMethods manufactures integration software, a technology
that enables the government agencies and companies of all sizes to
connect their computers and data systems together. The technology
is straightforward, cost-effective, reliable, secure, and readily avail-
able. It facilitates the right information getting to the right people
at the right time.

It is interesting that much of America’s investment to date in
homeland security has been spent on the last line of defense,
guards, gates, and guns. That’s a natural and critical part of the
response, but there is a part of the September 11th answer that
has still received too little public attention, and that is the use of
information technology as a proactive first line of defense. It is
ironic, because it is information technology and those capabilities
that give America one of the greatest competitive advantages in
combating terrorism and securing the homeland.

The INS and the FBI are currently highly visible examples of the
need for integration software and the sharing of information across
agencies. Like most Americans, I applaud these agencies for their
dedicated employees and their leadership, but there are lessons we
have learned and can learn from the events of September and the
importance of sharing critical information. In some instances agen-
cies had identified important information, but the information was
not effectively coordinated into a common view or given to relevant
officials.

I realize that in many instances substantial policy and political
issues may argue against sharing, but there is no technological rea-
son. My point, Mr. Chairman, is that sharing of critical informa-
tion, both inside and outside the government, is straightforward
and relatively easy. Linking systems has become secure and afford-
able. At webMethods, we know this because we do this every day
in our business.

Public and private sector organizations alike face the cultural
policy issues, but I would like to mention a few lessons that we
have learned in addressing this with our customers.

First, organizations don’t have to share or integrate entire sys-
tems, only that which is important, only that which is defined as
part of their critical mission. Defining those as precisely as possible
can make the cultural and political boundaries and barriers seem
much lower than they may first appear.

Second, simply connecting data bases and applications does not
produce the right information to the right people. It is necessary
to define the mission and particular information to be shared in a
logical process, and not an artificial organization. That is what de-
termines what—and you need to determine who is providing and
who is receiving information. Those are the critical parts.

Third, it should be remembered the purpose of integrating infor-
mation is not just to distribute it, but to be able to push it or give
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it to those—that right information to the high-level officials as well
as down to the field agents that may need it in a push technology.

Fourth, as customers like Covisint, an e-business exchange for
major automakers, we have discovered the utility of building an on-
line hub, for instance, that has competitive organizations plugging
in, and without disclosing proprietary information works very well
in the commercial sector, and this is a model that I think the gov-
ernment may use for sharing information in the public sector.

You know, there is a temptation to think that with so much
money already spent on information systems, surely we can be
much better at coordinating information; but these systems have
become increasingly more complex, and have been dedicated to
very specific tasks, and have become individual silos and islands of
information, which actually can sometimes hamper the facilitation
of information coordination. These systems contain mountains of
information, and, as a result, helping them simply to communicate
with each other has the potential to tap tremendous new value
from existing resources.

Traditionally this integration of disparate systems, applications,
and data bases has taken place through costly, time-consuming
customization efforts. Until recently, it would require deploying
scores of programmers and software writers to go into a company
or agency and manually write code to create custom connections
among these systems. In recent years, particularly in the last 12
to 17 months, this has become virtually unnecessary. It can now
be done far more quickly, cheaply, and reliably, largely through off-
the-shelf software. As a result, companies and agencies can now
modernize and extend the life of old systems and avoid the huge
expense of replacing them, much like the Navy might view in ex-
tending the life with modernization of one of their ships.

Integration software can make this happen now amongst the
vast—and makes this happen now amongst the vast majority of the
top 2,000 global companies. Government, too, is now appreciating
the power and the potential of this latest IT revolution.

Integration software depends on language protocols. One of those
is XML. Recently the GAO emphasized the importance of XML and
the need for government to focus on it in terms of standards and
utilization. As the GAO pointed out, XML offers the greatest poten-
tial for agencies to share information with each other and across
the government. XML is here now and is the language that can be
used to integrate complex technology systems, built over time, mul-
tiple platforms, and they can work together.

Mr. Chairman and members of the committee, every American
recognizes the importance of homeland security, and for obvious
reasons. My message to you is that government, recognizing the
importance of information technology, information sharing, and
new integration technologies, can contribute to this effort. This
subcommittee in particular, and the committee in general, has been
the voice of ensuring the effective use of different technology gets
distributed across the government. Mr. Chairman, I applaud this
hearing and encourage you to continue this program.

Finally, Mr. Chairman, I, as well as some of the other panelists,
would like to take this opportunity to express my strong support
for H.R. 4629, your bill. As any business executive can tell you,
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even the brightest and best ideas would not advance unless there
was a process and organization that could properly review them
and advance them. Especially in times that call for urgent action,
there must be an effective and efficient clearinghouse within the
government to consider leading-edge technology. Your idea was
well thought out and responded to concerns of your February hear-
ing. I know that the committee considers the testimony of its wit-
nesses, and I appreciate the opportunity for the private sector to
be at this hearing. I stand ready to answer any questions.

Mr. TOM DAVIS OF VIRGINIA. Thank you.
[The prepared statement of Mr. Pomata follows:]
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Mr. TOM DAVIS OF VIRGINIA. I am going to recognize.
Ms. Davis to start the questions, but I’ve got to ask this question:

This XML, this is new to me. Is this kind of a universal language
that everybody can tap into?

Mr. FITZGERALD. Central markup language.
Mr. POMATA. And it is used within the Internet. It’s an Internet

technology language. It allows many different types of systems over
many different platforms to communicate through the Internet and
share information.

Mr. TOM DAVIS OF VIRGINIA. How widely used is that in the pri-
vate sector?

Mr. POMATA. Very, very extensively.
Mr. FITZGERALD. Pervasively.
Mr. TOM DAVIS OF VIRGINIA. You have got to remember, I left

PRC in, what, 1994.
Mr. POMATA. A few years ago.
Mr. TOM DAVIS OF VIRGINIA. I’m just trying to get it.
OK. Ms. Davis.
Ms. JO ANN DAVIS OF VIRGINIA. Thank you, Mr. Chairman.
And thank you, gentlemen, for being here.
And, Dr. Sugar, it is a pleasure to see you again.
You know, I sit on the House Armed Services Committee, and

you talk about turf wars, you have got the Army, Navy, Air Force,
Marines, and there is a little turf war there sometimes. But in this
war in Afghanistan, I was able to watch how, when there was a
requirement, we had an Army fellow on a horse, and we had a
Navy pilot in the sky, and within a 2-week period they developed
technology on a Palm Pilot for that Army fellow, the soldier on the
horse, to let the Navy pilot know exactly where to drop the bomb.
So in a 2-week period, we can get the technology.

And, Mr. Johnson, I want to go to you.
Well, Dr. Sugar, I heard you say that requirements were—you

were still waiting on the requirements. And you heard me in the
former panel ask those why we don’t have them; and, if I heard you
correct, Mr. Johnson, you said that relatively, you know, in a short
period of time, you could get those requirements. Those weren’t
your words, but that’s what I gleaned out of it. But we are 9
months since September 11th, and we don’t have requirements. We
are nowhere close in many of these agencies to seeing what we
need to help us with homeland security, and we are getting ready
here to vote on the proposed new Department of Homeland Secu-
rity.

Should we be having a struggle getting those requirements from
these agencies? I know you are contracted with some of them, but
not all of them. Can you help us out, help me out, there to under-
stand why we don’t have them?

Mr. JOHNSON. Well, I think the driver here is the sense of ur-
gency. When we were prosecuting the war in Afghanistan, the
sense of urgency was very, very high in terms of being able to get
things done on short notice. The example I used in Pennsylvania,
again, was a situation where it is a somewhat smaller group of peo-
ple, a little narrowly focused effort to go forward with. But the
driver is—this country can do amazing things in short order when
there is a sense of urgency to drive it to that, and I think many
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of us see that we don’t see that sense of urgency as being pushed
down through the organization to execute those things in a rapid
fashion.

Ms. JO ANN DAVIS OF VIRGINIA. Well, I would certainly hope we
don’t have a another disaster for that sense of urgency.

Dr. Sugar, do you want to add something?
Mr. SUGAR. Could I add to that? I certainly agree on the urgency

sense. There is no question about that necessity is the mother of
invention. When lives are on the line, people do remarkable things
and put aside partisan and parochial boundaries.

There is also an issue of skills, and skills and the ability to know
how to define requirements, how to transform a nebulous set of
needs or vague sense of wants into very specific actionable state-
ments and quantitative measures that can be used, and then put
in place the technology that solves the problem. That’s a skills set
which doesn’t generally reside, quite frankly, in most of the agen-
cies in the U.S. Government, and generally does not reside in great
abundance in the State and local government agencies around the
country. That is not an indictment of them, it is just simply a fact
that it is just not something that has been done. It has been devel-
oped in the Intelligence Community, it has been developed in the
Department of Defense. Certainly the ballistic missile program and
all these things have enforced that discipline.

So, there is an issue of not just urgency and a desire, but there
is an issue of skills and capability.

One thought could be that, for the Office of Homeland Security
and perhaps even for this agency that might be created by such a
bill as proposed here, you could have either a DARPA-like or a sys-
tems-engineering-like organization, a seat-like organization whose
job it is to look at being sort of a central clearinghouse of require-
ments and standards so that you don’t have to replicate the cre-
ation of something every police department in the Nation is going
to need, you know, at every police department. So the thought of
skills and methodology would be very helpful here as well.

Ms. JO ANN DAVIS OF VIRGINIA. Well, let me ask, on the Depart-
ment of Homeland Security that is proposed, as I understand it,
there is going to be one element that would analyze all the infor-
mation. So if I am hearing you correct—all the information from,
I guess, the FBI, everyone, I guess. If I’m hearing you all correctly,
that wouldn’t even be—I mean, it’s not possible because we can’t
get the information to them; is that correct?

Mr. FITZGERALD. That’s——
Ms. JO ANN DAVIS OF VIRGINIA. Is that what I’m hearing?
Mr. FITZGERALD [continuing]. Pretty much correct. Grants will be

given by the Justice Department to local police departments to
build systems, and then we will have necessary standards associ-
ated with those, so when the information that they gather is re-
quested, it may not be able to be understood by the Office of Home-
land Defense.

Ms. JO ANN DAVIS OF VIRGINIA. Thank you, Mr. Chairman. I
think that is all I have.

Mr. TOM DAVIS OF VIRGINIA. Thank you very much.
Mr. Turner.
Mr. TURNER. Thank you, Mr. Chairman.
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Dr. Sugar, talk to us a little bit about the problem that you men-
tioned briefly in your testimony that you had with the Postal Serv-
ice on the liability issue for the anthrax, the detection equipment
purchase.

Mr. SUGAR. Yeah. And, again, this is not the forum to talk about
a very specific issue and a specific contract, but it does, I think,
represent a problem we are all facing.

We have a system which we think can solve a problem. We had
a certain quantity of these things planned to be ordered. We had
to cut back that quantity because we were unwilling to take it past
the stage of prototype demonstration until we were certain that
putting it in the field, and if there were any unintended con-
sequences, it would not come back and materially impact or finan-
cially destroy our company. That’s really the situation.

Now, there is an indemnification, I guess the 85804, which is in
place for—which is public law, which helps; it’s nuclear and other
identification, and that is very helpful. It is used certainly in all
of our defense work.

What’s not as clear is when we migrate the products to other ci-
vilian agencies, the State and local agencies or, frankly, even the
private sector, for example, a private company that owns and oper-
ates a nuclear power plant and wants to utilize one of our great
devices that one of our companies comes up with, how do you en-
sure that we’re not going to end up, you know, having a situation
where no good deed ever goes unpunished? We do something good,
and we have something happen bad. It’s a serious issue.

I’m not a lawyer, but I know that this is now becoming—emerg-
ing as a stumbling block on even the very few RFPs and programs
we’re seeing. I think you’re going to see this become a very broad
issue. It’s going to become a policy issue for the Nation.

On the other hand, I would say that no Federal agency wants to
take on unlimited liability that may be created by a contractor who
provides a device which then reflects back on the government.

So we’re going to have to find some way as a Nation to figure
out how to share this so we can get on with applying technology
correctly.

Mr. TURNER. So you’re saying there’s no statutory authority now
for an agency to negotiate this issue of liability with a private sec-
tor vendor?

Mr. SUGAR. I think there is in some cases. I know, for example,
with the U.S. Navy we can receive, because we build nuclear air-
craft carriers, a nuclear indemnification as part of 85804. I’m not
sure how widely that is allowed with other agencies or whether it,
in fact, becomes a local decision of the contracting officer on any
given procurement.

Mr. FITZGERALD. Capping liabilities would clearly be a step in
the right direction.

Mr. TURNER. Thank you.
Mr. TOM DAVIS OF VIRGINIA. Thank you. I appreciate you raising

the liability issue, because we don’t think about that.
Many times as we go out to contracting and—government law-

yers are trained to protect the government. If something goes
wrong, it’s the other guy’s fault; and, of course, it has the end re-
sult of sometimes discouraging some of those innovative ideas, in-
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novative companies, from doing business with the government. You
get higher markups in the private sector, you know, why do you
have to come here?

So I appreciate you raising that. I think we will take a closer
look at that.

Any more specific examples that you can give to the subcommit-
tee in terms of where that has been a deterrent or where maybe
a company has in good faith provided a service and it went awry
and they ended up losing their shirt? I know some State and local
government instances of that, but at the Federal level that would
be helpful to get it into the record so the members could under-
stand why they’re waiving something that otherwise it seems we
wouldn’t do. So I appreciate you raising that factor, and we’ll take
a closer look at that.

You know, virtually all of the private-sector witnesses here today
have, in one way or another, expressed a concern about our ability
to take advantage of the technology that the private sector has to
offer. I think there’s a great frustration at this point among compa-
nies who have invested in new ideas and think they can be of serv-
ice, maybe make a profit along the way. But you have ideas that
we’re just not utilizing. What are the specific problems you face in
getting that to market at this point?

Maybe this homeland security agency will be more of a clearing-
house. Maybe our legislation, if it is enacted, can at least give you
some kind of organized route where you can pursue some of these.
But do you have particular concerns regarding attacks on computer
systems and infrastructure and intellectual property piracy issues?

Let me just try to hit those two offhand. Does anybody want to
go——

Mr. FITZGERALD. Yeah, sure.
For Oracle Corp., I think our frustration comes in—we built sys-

tems specifically for the government for intelligence and defense
purposes to share classified data, various classifications to audit all
data to make sure we know who sees what. Once we spent the mil-
lions and tens of millions of dollars to build these systems, the gov-
ernment tends not to include them as part of the procurement proc-
ess; and we sit there and scratch our heads at that. We’ve built a
solution specifically to attack a problem like this, and then when
it’s waived or it’s—agencies are given waivers around the policies
associated with security and the sharing of classified data, we won-
der why we spent the money to do it.

So I guess our situation is slightly different, Congressman Davis,
in the sense that we stepped up the ante and put the money to do
the development. Then we find that many agencies won’t use what
we’ve developed, and it’s been developed for that purpose.

Mr. TOM DAVIS OF VIRGINIA. Let me ask—Mr. Pomata, let me
ask you. You’ve been in the business a long time.

The Federal Government has a history of failed system develop-
ment efforts. A lot of times we’ve spent a lot of money and we don’t
get what we want. It used to be that it was driven by the procure-
ments itself, that we were so afraid of—once you’d go out with an
RFP, you were so afraid of changing it even as your needs changed,
because you’d have to go back out to the street. You’re afraid of
protests.
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We’ve tried to loosen that up a little bit. I don’t know how it’s
actually working, but we’re trying to loosen it up a little bit so that
the government buyers who know what they want can go off and
they have GWACS and schedules and areas where they can go out
and say, here’s what we want, how do you provide it? And not have
to go out the route we used to have to have.

Can you think of other steps that the government can take to en-
sure that systems that we get work properly? You’ve sat on the
other side of this for years.

Mr. POMATA. I think a couple things. I think——
Mr. TOM DAVIS OF VIRGINIA. Go ahead.
Mr. POMATA. Did you——
Mr. TOM DAVIS OF VIRGINIA. No. I was going to go with you first.
Mr. POMATA. Sorry. One of the things I think of is that require-

ments need to be well defined. We know that. But as procurements
progress, there are typically requirement changes. So there needs
to be some flexibility on both sides to be able to understand as
changes come up how to handle them.

The other thing we found is that a lot of the requirements in the
IT world and a lot of the way procurements were proposed and exe-
cuted was that, rather than utilize commercial standards, rather
than utilize commercial off-the-shelf software, the government al-
ways insisted that they had unique requirements and that they
had to be custom tailored to what they needed to do, as opposed
to try to change some of the processes to conform and to use off-
the-shelf software, a lower risk approach. So, typically, the risk is
higher when you try to customize things.

Mr. TOM DAVIS OF VIRGINIA. And more expensive, too.
Mr. POMATA. And more expensive. And I think part of the solu-

tion there is for—even in homeland defense certainly there are mis-
sion-critical things that are going to be very specific and very im-
portant to the way the government needs to look at data and needs
to do business, but I would suggest there are robust off-the-shelf
technologies available that can be implemented quicker, faster and
more—and cheaper into the systems at lower risks to solve the gov-
ernment’s problem. I think we should look at that.

Mr. TOM DAVIS OF VIRGINIA. OK. Does anyone else want to add
anything to that?

Mr. JOHNSON. Yes, I’d like to add a few things.
There are a couple of aspects that are common to many of the

failures that we’ve seen. One is in some cases a lack of top leader-
ship which can push down activity requirements and implementa-
tion across multiple stovepipes. In other words, without top man-
agement, emphasis on a major program of that size is typically
doomed to failure.

A second one is there has to be a very strong government project
manager and project team involved going forward, and oftentimes
there’s a shortage of those within government agencies.

A third one is that these large-scale systems and implementation
efforts are certainly team approaches. They cannot be executed
from an arm’s-length arrangement between contractor and govern-
ment agency. The team going forward needs to be effectively trans-
parent and committed to the success of the program, rather than
operating in an impeding communication kind of atmosphere.
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Mr. TOM DAVIS OF VIRGINIA. OK. Anyone else on that?
Let me address the culture issues. Improving information shar-

ing for homeland security is one of the largest changes to manage-
ment initiatives I think that’s ever been attempted. Many view the
culture gap between the public and the private sectors as just a
significant impediment to leveraging private sector management
expertise to private and the information sharing that we need to
get to. Any suggestions for bridging the gap?

Mr. FITZGERALD. Well, I think it’s somewhat hard, because
there’s an arm’s-length relationship between the government and
the contractors on many of these projects. We all have to remem-
ber, at the same time, we all have the best interests of the country
involved. We want to bring our skills to bear on these innovative
solutions, as the bill you’re sponsoring points out, and there has to
be a little bit of a trust factor. I know trust is a difficult commodity
to have between government and industry, but the stakes are very
high.

Mr. TOM DAVIS OF VIRGINIA. Now, you all hire people who
worked for the government to come work for you.

Mr. FITZGERALD. Yes.
Mr. TOM DAVIS OF VIRGINIA. They could have some knowledge to

try to at least do translations and speak the language.
Mr. FITZGERALD. Yeah. And that does help, Congressman. But,

again, there is still an insular attitude toward the private sector.
So I think there just has to—and I’m not sure what the answer to
that is. We really don’t. We’ve all struggled with that. But I know
from speaking with the other members with me today, I mean,
we’re all sitting here with one purpose. We are interested, we are
capable, and we all believe in what we have ahead of us is a very
important project.

Mr. TOM DAVIS OF VIRGINIA. Dr. Sugar, let me ask you a ques-
tion. In your testimony, you talked about much of what Northrop
Grumman has done for years and that the defense program area
can be adopted for use domestically by State and even local organi-
zations. In your experience, do the State and local organizations
have the human resources needed to implement these programs?

Mr. SUGAR. Well, the fact is it varies, but generally not at the
levels that you’d want. I think that the challenge here is to create
standard solutions that we can replicate, that are easy to use, that
we can also assist with training and to conduct exercises in stand-
ard ways so that you’re not reinventing the wheel.

You know, if you think about it, we have 40 or 50 Federal agen-
cies, 50 States and probably 200 cities of more than 100,000 or
200,000 people. So you can imagine that if everybody is trying to
solve a problem like this, you might have 10,000, 50,000 solutions,
and that is total chaos. And the irony is it’s basically the same
problem. It’s the same problem being replicated.

So one value we could have here from your bill and from a cen-
tral department is that a certain class of problems which are going
to clearly be what you might call killer apps in the software busi-
ness, where you have a standard need for a baggage detection or
a standard need for a sniffer for biochem or something, can be
identified. Requirements can be quickly finalized for it. RFPs can
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go out. The best ideas from industry can be brought together, and
that can become a standard solution.

It doesn’t even necessarily have to be the same guy. It can be a
standard set of specifications that apply; and as long as you comply
with that you’ve got a qualified device that is homeland security,
department-qualified, and that becomes the standard.

By the way, if that is used in some way which creates an unin-
tended consequence but you did comply with this in good faith, you
have some limitations around your liability. I think that is the way
to address the issue of the training and viability for the people
around——

Mr. TOM DAVIS OF VIRGINIA. We don’t even have to legislate this.
We’re such a huge purchaser in the market that if we could keep
our procurement needs consistent we would be able to define the
marketplace. But we’re not consistent. That’s one of the problems.

Mr. FITZGERALD. In the granting process as well, too, because
many of these systems will be purchased through grants from var-
ious agencies.

Mr. TOM DAVIS OF VIRGINIA. That’s where Mr. Forman and the
previous panel just need to step up. Still so often within agencies
we’re finding disparate ways to get there, and it’s just not consist-
ent. That really rings true.

Well, I want to thank you all. Those are all the questions I have.
Any other questions for the panelists?
I said I’d get us out at 12, and we’re a few minutes late, but ac-

tually the questions took a little longer.
I think this has been a good panel and a very timely panel, and

I appreciate the thoughtfulness and reflection that each of you
have brought to this today.

Let me sum up. I’m going to enter into the record the briefing
memo distributed to the subcommittee members.

[The information referred to follows:]
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Mr. TOM DAVIS OF VIRGINIA. We’ll hold the record open for 2
weeks from today for those who want to forward submissions for
possible inclusion. I suggest, with the delay of regular mail going
in and out of the Capitol campus, that you e-mail these submis-
sions to the attention of my counsel, George Rogers, and we’ll get
them in.

All right. Thank you very much. These proceedings are closed.
[Whereupon, at 12:12 p.m., the subcommittee was adjourned.]

Æ
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