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PRESIDENT BUSH’S PROPOSAL TO CREATE A
DEPARTMENT OF HOMELAND SECURITY

THURSDAY, JUNE 20, 2002

U.S. SENATE,
COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 9:35 a.m., in room
SD-106, Dirksen Senate Office Building, Hon. Joseph L
Lieberman, Chairman of the Committee, presiding.

Present: Senators Lieberman, Levin, Akaka, Durbin, Cleland,
Carper, Carnahan, Dayton, Thompson, Stevens, Collins, Voinovich,
Cochran, Bennett, Bunning, and Fitzgerald.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. The Committee will come to order.

Good morning. This morning, the Committee returns to its con-
sideration of the creation of a new Department of Homeland Secu-
rity—a focused domestic defense agency which would guard our
great country against those who seek to suppress our values and
destroy our way of life by terrorizing our people.

Our challenge and our responsibility, after September 11, is to
adapt, respond, and reform to protect the American people from fu-
ture terrorist attacks. There should be no contention on this mat-
ter. We have so much more strength, wealth, talent, and tech-
nology than our enemies have, and we have our enduring faith,
unity, and patriotism to guide us in our work.

If you look at American history, you see two remarkable realities,
which is that no matter how much we change to meet the chal-
lenges of each succeeding generation, we have stayed, in essence,
the same people with the same values. Now we have got to change
again to become not just safer, but better. In part, this is a matter
of executive reorganization, but it is also more broadly a test of
whether we can transform the people’s government at a time of cri-
sis against the friction of entrenched interests while protecting our
fundamental freedoms.

The urgency of our circumstances after the terrorist attacks of
September 11, requires us to proceed with a singular focus on
swiftly creating a new department of our government that has an
unequivocal mission, broad jurisdiction, defined lines of authority,
and adequate resources to get the job of homeland security done.

In our work here, we have strong foundations to build on—the
excellent work done by the Hart-Rudman Commission, whose co-
chairs we will hear from today. The proposal reported out of this
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Committee last month, and the President’s proposal of 2 weeks ago,
all call for a Cabinet-level Homeland Security Department.

I am very grateful that the President’s plan is, in many respects,
similar to our Committee’s proposal. That will certainly make our
work here more manageable, but there are differences between the
two plans, and we will have to reconcile them.

We must also be open to construct the additions of ideas not in-
cluded in either proposal or adequately covered in either proposal.
Remember, we are not trying to create the biggest department here
possible, but we are determined to build a structure that will give
the American people the best protection we can give them.

With all due respect to some who will criticize this reorganiza-
tion, this is not about rearranging the deck chairs on a sinking
ship; this is about building a stronger ship of state that is better
equipped to carry the American people safely through the rough
waters ahead.

Now among the unsettled questions we face in our work are the
following:

First, we have to improve the collection of domestic terrorism in-
telligence, and decide how best to redress the awful lack of coordi-
nation and information sharing among key agencies of our govern-
ment. The FBI and the CIA, now appears to have been the most
glaring failure of our government leading up to September 11.

The Committee’s legislation would create a statutory office for
combatting terrorism within the White House to oversee such co-
ordination. The President’s proposal would create an Information
Analysis Center in the Department of Homeland Security which
would collect and analyze intelligence.

Neither proposals may be adequate to meet terrorist threats.
Others have suggested, for instance, that we should take an even
bolder step by creating a domestic intelligence agency similar to
those in Britain and other European countries, perhaps within the
Department of Homeland Security, perhaps outside it. We should
consider those alternatives and others as well.

Second, we must determine how best to integrate the resources
and expertise of our military into this effort. The Department of
Defense itself is in the process of being refocused to meet the chal-
lenges of asymmetrical, high-tech terrorist threats. A new modern
command headquartered in Colorado Springs, Colorado, is being
created, which will take on the responsibility of homeland defense
for the Pentagon. So a Department of Homeland Security that ig-
nores these evolving plans of our military will be the weaker for
it.

Third, we must optimize coordination between the new Depart-
ment of Homeland Security and the hundreds of thousands of local
police officers, fire fighters, emergency response workers, and pub-
lic health officials on the front lines in our States, counties and mu-
nicipalities. Those professionals, those public servants can be criti-
cally important, not just as first responders, but as intelligence
gatherers. They must be in the mix, not on the sidelines, as we for-
mulate this new agency. They will need to receive significant addi-
tional funds to do the job that we are asking them to do.

I know there are likely to be other important areas that will need
resolution and clarification, but I feel very strongly that this cannot
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be a leisurely process. Slowly, but surely, will not do it in this case.
We must proceed swiftly and surely because our terrorist enemies
have clearly not abandoned their intention to do the American peo-
ple terrible harm.

So I hope to move this legislation through the Committee and to
the Senate floor by mid-July. I hope we can pass it and send it to
the President by September 11, at best, or by the end of the ses-
sion, at least.

After September 11, the meaning of security has changed in
America. The painful fact is that we allowed ourselves to become
vulnerable, but as we rebuild and raise our defenses, we must not
grow fearful, we must not begin to believe that future successful
terrorist attacks are inevitable or that future loss of American life
must be accepted as a necessary casualty of freedom. That is why
we need to raise our guard and organize our strength quickly and
surely in this new department.

A long time ago, in 1777, William Pitt, the elder, advised the
British, with regard to the feisty colonies that had broken away
from the Crown that by securing their freedom, America cannot be
conquered. Two hundred and twenty-five years later, we will prove
Pitt right again.

Creating a Department of Homeland Security now is, in fact, a
direct fulfillment of the mission that those feisty and principled
Founders of ours gave us, who are privileged to serve today in our
Federal Government when, they wrote the Preamble to our Con-
stitution. “To form a more perfect union, establish justice, ensure
domestic tranquility, provide for the common defense, promote the
general welfare, and secure the blessings of liberty to ourselves and
our posterity.”

When we come together in this session of Congress to create this
new department, as I am confident we will, we will have formed
a more perfect union, ensure domestic tranquility, provide it for the
common defense, and secure the blessings of liberty to ourselves
and our posterity.

Senator Thompson.

OPENING STATEMENT OF SENATOR THOMPSON

Senator THOMPSON. Thank you very much, Mr. Chairman.

The legislation we are considering today has been preceded by a
national consensus that is rarely achieved. Most Americans now
clearly agree that deficiencies in our homeland security must be
addressed for reasons too obvious to mention.

A structural change in our Executive Branch institutions, and
hopefully later on our Legislative Branch, clearly, will be part of
the solution to making our country safer.

I am very pleased that Governor Ridge could be here with us
today. Governor, you are, without a doubt, the Nation’s foremost
expert on President Bush’s reorganization proposal, and I must say
your leadership over the past 10 months has been outstanding. You
effectively coordinated the Federal Government’s response to sev-
eral different crises and built from scratch the Office of Homeland
Security. You have also been a reassuring presence to the Amer-
ican people.
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We are also joined today by Senators Hart and Rudman. It took
courage a year and a half ago to propose a massive reorganization
of Federal Government’s homeland security efforts. Prior to Sep-
tember 11, there seemed to be no reason to reorganize on such a
grand scale, yet you were not detered. You pressed on. Today, you
can say you had the right idea and can be credited as the fathers
of the concepts behind the President’s proposal and Senator
Lieberman’s bill. Gentlemen, you displayed a considerable foresight
in devising your proposal, and your country owes you a debt of
gratitude.

When this Committee considered Senator Lieberman’s bill, I had
thought that, while a new statutory framework with a head con-
firmable by the Senate was necessary, a coordinator of the many
government agencies relating to homeland security was probably
preferable to a new department. It seemed impossible to bring in
all of the homeland security-related agencies into a new depart-
ment. Mainly, I thought that it would be impossible to pass any
legislation without the support of the administration, and that we
should wait until the administration had an opportunity to make
its own assessment. Well, now it has done so.

Over the past 10 months, the President’s Office of Homeland Se-
curity closely examined every facet of our homeland security effort.
It considered numerous homeland security organization proposals
that emerged from outside studies, commissions and Members of
Congress. The administration eventually came to the conclusion
that reorganization on a grand scale needed to be done.

The President’s proposal would not have been possible had the
administration not taken the time to conduct this comprehensive
review. This legislative proposal is unique in many ways. Reorga-
nization on this scale has not occurred for 50 years. It moves 22
agencies and programs, with just 170,000 employees, in a total pro-
posed fiscal year 2003 budget of nearly $38 billion.

While it is very bold in scope, it is very brief in detail. It gives
the new Secretary broad authority to organize his new department
without telling him how to do it, unlike other reorganization pro-
posals of the past. While I think that this is a good thing for the
most part, it will surely engender much discussion, as it should.
We should not shy away from the fact that while some bureauc-
racies will be reduced or eliminated, we are creating a large new
bureaucracy with new leadership, a new culture, and a new mis-
sion. It is going to be complex and difficult.

However, even advocates of smaller government realize that it is
a mission vital to the security of this Nation. Protecting the citi-
zens of this country is the most important responsibility of this
government. This new department must improve communication
between our border agencies, protect our critical infrastructure,
provide up-to-date analysis of the threats facing our Nation, and
improve and streamline coordination of the Federal Government’s
emergency response efforts.

Moreover, it will also have to work to ensure that the new de-
partment has a clear mission understood by all of its employees,
sufficient research and development capacity, as well as adequate
talent for its new Intelligence Analysis Unit.
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Now, during this process, we should also consider what tools that
we must give the administration and the Secretary for this new de-
partment. The President has requested that the Secretary be given
great latitude in redeploying resources, both human and financial.
I believe the Secretary will need as much flexibility as possible.
The ability to develop its own acquisition system, for example,
would be an invaluable tool for this new department.

Information technology is not something that the Federal Gov-
ernment does very well, but in this new department, information
technology must serve as a key backbone by tying different offices
together and allowing the department to share and analyze critical
information.

Moreover, the department should have significant flexibility in
hiring processes and compensation systems and practices. Home-
land security is too important not to have a high-performance, ac-
countable workforce. Creating a results-based framework of clear
strategic and annual goals linking day-to-day operations to these
goals and understanding results being achieved should be guiding
principles for this new organization.

But while considering what this new department must, and
should, do, let us be clear about what creating this new department
will not do. It does not address what I consider to be the most im-
mediate and troubling deficiencies in our country’s intelligence and
counterintelligence/counterterrorist capabilities.

The areas of most immediate concern, quite frankly, even more
than reorganization in our battle against terrorism, have to do with
the collection, analysis and dissemination of intelligence informa-
tion. Clearly, the FBI, the CIA and other intelligence-related agen-
cies are in need of substantial reform, a different mind-set and a
different way of doing business. Reform must be done, not as a part
oflhomeland security legislation, but within those agencies them-
selves.

Finally, Mr. Chairman, I know that we are going to work long
and work hard under your leadership and the initiatives that you
have already taken in this area. Because of the scope of what we
are doing, the importance of what we are doing, and the fact that
once passed into law, this new framework will be a part of the
American fabric forever, let us take the time necessary to carefully
consider all of the issues presented by this legislation. Then we can
move forward together with the confidence that we have truly
taken a major step toward enhancing our Nation’s security.

Thank you very much.

Chairman LIEBERMAN. Thank you, Senator Thompson, for the
very thoughtful statement. I look forward to working with you on
this with the same sense of purpose, and shared purpose, that you
and I have had in so many other matters we have worked on to-
gether.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you, Mr. Chairman. Thank you for your
leadership in this area. The bill that you have introduced, and
which we have now passed in this Committee and is now on the
calendar, is going to be the bill that we will use as the beginning



6

point, the starting point for what has to be done and has to be done
quickly.

I want to join you in welcoming Governor Ridge and our wit-
nesses. He has done an outstanding job in the few months that he
has been on the job, and we want to thank him for that. As we look
forward to changes that have to be brought about, we do not want
to overlook the work that he has done.

We should not kid ourselves or the public about the complexities
involved in developing this major reorganization. We know you
have to crack some eggs to make an omelette. We have to make
sure that when we crack the eggs, we don’t end up with scrambled
eggs.

For example, the agencies that are being proposed to move to a
new department are, in many cases, agencies that are currently
broken—the INS, to name just one. We have to make every effort
to reform agencies that need reform as we move them to a new de-
partment, rather than simply transferring a broken agency, and
that is going to take some time and some real effort.

Of particular concern to most of us is whether or not this depart-
ment is going to improve the coordination and the analysis of intel-
ligence information. As important as the restructuring of our agen-
cies and functions is, it pales in significance when compared to the
need to change and reform the way in which we do not adequately
analyze and utilize intelligence information. I am going to come
back to that in a moment, but first a word of history.

We have been around this block before many times in the last
15 years. Starting in 1986, when the Director of the CIA created
the DCI Counterterrorist Center, or the CTC, for the CIA to defeat
terrorism, a major responsibility of the CTC was to coordinate the
intelligence community’s counterterrorist activities and the sharing
of information. When one goes to the Central Intelligence Agency’s
website and reads the functions of the Counterterrorist Center, it
sounds exactly like what still needs to be done.

The CTC’s mission is to assist the Director in coordinating the
counterterrorist efforts of the intelligence community. And now I
am reading the website of the Counterterrorist Center. “By imple-
menting a comprehensive counterterrorist operations program to
collect intelligence on, and minimize the capabilities of, inter-
national terrorist groups and State sponsors; exploiting all source
intelligence to produce in-depth analyses of the groups and States
responsible for international terrorism; coordinating the intel-
ligence community’s counterterrorist activities.”

Sound familiar? It is what still needs to be done and what has
not been done.

In 1989, with the explosion of the Pan Am jet over Lockerbie, the
Counterterrorist Center was showcased as the promising innova-
tion to respond to that terrorist act in a coordinated and effective
way.

In 1994, President Clinton issued a presidential decision direc-
tive to foster increased cooperation, coordination and accountability
among all U.S. counterintelligence agencies. That directive created
a new structure under the National Security Council, a new Na-
tional Counterintelligence Center, led by a senior executive in the
FBI, and it required the exchange of senior managers between the
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CIA and the FBI to ensure close and timely coordination between
the two agencies. That directive was issued after a review of intel-
ligence operations following the Aldrich Ames espionage investiga-
tion and highlighted the need for improvements in the coordination
of our counterintelligence activities, and on and on.

After the terrorist embassy attacks in Nairobi and Tanzania, the
general counsel of the CIA was quoted as saying that the CIA and
the FBI had to confront their lack of cooperation, but that they
were making some headway in the investigation.

In September 1998, after a meeting of more than 200 officials
from across the country in Washington to discuss emergency pre-
paredness, in light of the growing fear of terrorism, the domestic
preparedness coordinator in Atlanta was quoted as saying, “even
we often do not know who to talk to at the Federal level.”

Addressing the failures of coordination, both within agencies and
between agencies, is not just a question of coordination between
our agencies, it is a question of coordination within agencies, which
we have found does not exist in our intelligence hearings which are
going on right now.

So, as important as the shifting of functions is from one agency
to another so that we have a much greater Homeland Security
Agency with responsibility and accountability—it pales in signifi-
cance when compared to the need to get our intelligence act to-
gether, to put together the information in one place, where it can
be assessed, where it can then be acted upon, and most impor-
tantly, where somebody can be held accountable. That account-
ability does not exist now. We must make sure that it is created,
and I consider that to be our greatest chore.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you very much, Senator Levin.

Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman, for convening this
hearing.

Our purpose, which is to begin examining President Bush’s pro-
posal to create a new Department of Homeland Security is of ut-
most importance. The decisions that Congress will make over the
next several weeks on reorganizing the Executive Branch will have
both near- and long-term consequences for the preservation of our
democratic institutions, our national security, and the success of
the war against terrorism.

Two of our distinguished witnesses this morning, former Sen-
ators Warren Rudman and Gary Hart, have noted that we face a
threat that is neither conventional war, nor traditional crime, and
combatting it requires new government structures, new policies,
and new thinking. They are absolutely right.

The President has recognized that reality by proposing a bold
and unprecedented reorganization of the Executive Branch to bol-
ster homeland security. Since September 11, much has been done
to make our Nation more secure. Congress has approved billions of
dollars to help beef up security. The administration has created an
Office of Homeland Security and proposed tens of billions of dollars
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in additional spending to secure our borders, protect critical infra-
structure and train first responders.

The President has also recently signed into law legislation to
help us deter, detect and respond to a bioterrorism attack. There
is still much work that remains to be done, including reorganizing
the Federal Government to provide the best possible structure to
deal with the current and future threats to our security.

One must improve coordination among Federal, State and local
governments, as well as the private sector. We must have adequate
funding. We must avoid wasteful duplication. We must have real-
istic plans and effective training and exercises. We also must en-
sure that information about the presence of terrorists and potential
threats is shared among Federal agencies so that the Berlin Walls
that have impeded communication and cooperation are taken down
once and for all.

As many as 100 Federal agencies, with hundreds of thousands of
Federal employees, now share responsibility for homeland security.
When that many entities are responsible, nobody is really account-
able, and turf wars and bureaucratic barriers are inevitable. The
President’s plan may not be perfect and there are many questions,
but it certainly represents an excellent beginning. It will remedy
many of the weaknesses in our current structure, including a
patchwork of agencies and the resulting lack of focus, poor commu-
nication, myriad jurisdictional rivalries, and the inadequate shar-
ing of intelligence and information generally.

The magnitude and complexity of the tasks before us are
daunting. The implications of our decisions are great. While we
cannot afford to rush to a judgment that we will later regret, we
also cannot afford to delay. We must get this one right, for our fu-
ture may well depend on it.

Chairman LIEBERMAN. Thank you very much, Senator Collins.
Senator Carnahan.

OPENING STATEMENT OF SENATOR CARNAHAN

Senator CARNAHAN. Thank you, Mr. Chairman.

Governor Ridge, I want to thank you for answering your coun-
try’s call to duty during such perilous times. Our Nation is very
grateful.

In one of Shakespeare’s plays, two people meet who have not
seen each other for some time, and one does not recognize the
other. The one that is unrecognized explains: “Grief hath changed
me since you saw me last.” Well, grief, and fear, and insecurity
have changed the face of America, and we are now having to think
about things that we did not even dream as being imaginable many
years ago. During this time of uncertainty, the American people are
looking to their government for leadership.

Since September 11, under the guidance of Senator Lieberman,
this Committee has been laying the groundwork to develop a na-
tional strategy to secure our homeland. We learned from our hear-
ings that our government is currently not structured to meet the
new threats that we face. We responded by reporting an excellent
bill that would create a Department of Homeland Security, and
now we will be perfecting that bill in light of the President’s pro-
posal.
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I commend President Bush for his decision to support the cre-
ation of a Homeland Security Agency, and I pledge to work with
him to create a strong, effective, and well-equipped agency, one
that is robust and ready. The American people rightly demand that
the first duty of the Federal Government is to provide security. So
we should give this department the personnel and the resources it
needs to get the job done. I think it would be a mistake to set arbi-
trary limits at the beginning of the process; rather, we should es-
tablish a clear mission for the department, then dedicate the re-
sources needed to accomplish that mission.

As we set about the task of creating the new agency, I want to
raise a couple of general thoughts about the capabilities that we
will need.

First, this agency, more than most, will have to coordinate with
State and local governments. Homeland security is a joint responsi-
bility, requiring a partnership of effort. We need to do a better job
of making sure that States and localities have the resources they
need. I have heard repeatedly from responders in Missouri that
they lack the funds for basic equipment to respond to national se-
curity threats. Remarkably, despite the clear intentions of Con-
gress, very little funding has made its way down to the local level
since September 11. I hope that improving this situation will be
among the new agency’s priorities.

Second, coming from the Heartland, I believe it is important for
the administration to focus on developing a strategy to avoid agro-
terrorism. Because our farmers feed the world, we need a com-
prehensive effort to protect our food supply, and we need to imple-
ment it right away.

Finally, I would like to learn more about the President’s proposal
to create a division dedicated to protecting Americans from bioter-
rorism and weapons of mass destruction. I have been focusing on
the issue of dirty bombs. The DOD authorization bill that is on the
floor contains requirements for the Department of Energy to de-
velop plans for securing radiological materials around the world.

Of course, in light of the recent detention of Jose Padilla, we
need to increase our vigilance in protecting radiological materials
right here in the United States. I will be interested to learn about
the administration’s plans to do this.

I want to thank Governor Ridge, Senator Hart, and Senator Rud-
man for testifying today. As I said, Senator Lieberman, you have
led well, and I know you will continue to point the way in this new
effort.

I want to close by saying that during the past 9 months, we have
heard a great deal about threats, and plots, and dangers, and they
certainly do exist, and because they do we must be vigilant, but we
must not be fearful. I take solace in the words written by the late
Jack Buck, whose passing we mourn this week. Just after the at-
tacks on September 11 he wrote, “With one voice we say, as our
fathers did before, we shall win this unwanted war, and our chil-
dren will enjoy the future we will be giving.”

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Carnahan.

Senator Voinovich.
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OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. Thank you, Mr. Chairman. I commend you
for being one of the Senate’s first responders to the President’s pro-
posal to create a new Department of Homeland Security by sched-
uling this hearing so expeditiously.

I extend a warm welcome to our distinguished witnesses, includ-
ing Homeland Security Director Tom Ridge, who I have had the
pleasure of working with in the National Governors’ Association
and the Council of Great Lakes Governors. It is comforting, Tom,
to know that you have been working on this issue for quite some
time. I also welcome Senator Hart and Senator Rudman.

On June 6, the President announced his proposal to the Nation
for the largest government restructuring in over 50 years. The last
restructuring of this magnitude resulted in the creation of the De-
partment of Defense, the CIA and the National Security Council in
1947. The creation of a new Department of Homeland Security
shows that we are in this fight for the long haul, and it will require
a commitment from all of us to win this war on terrorism at home
and abroad.

As a Federalist, I do not, as a rule, advocate increasing the size
or scope of the Federal Government, but this is a necessary stra-
tegic reorganization that will coordinate and oversee the full range
of domestic security resources to more effectively address the new
threats and challenges that we face.

Securing our homelands against enemies who have neither terri-
tory nor government means we have to be more creative and
proactive. Our critical assets include transportation, information
network, cyber and telecommunications, energy and power plants,
financial markets, our public health system, and most importantly,
our people.

Protecting Americans from further acts of terrorism is our top
national priority. It is an enormous job that involves the cooper-
ations of hundreds of thousands of dedicated local, State and Fed-
eral employees who guard the entrances and borders of our coun-
try, gather and analyze intelligence, protect our citizens and inves-
tigate leads, make arrests, and respond to assist the victims of ter-
rorist attacks.

These brave Americans are our Nation’s fire fighters, first re-
sponders, Federal investigators, ambulance drivers, health care
providers, analysts, scientists, and men and women in uniform who
work around the clock and around the world.

Fifteen short months ago, in February 2001, the Hart-Rudman
Commission released its final report on the status of U.S. security
in the 21st Century. At the time of the release of that report, I sus-
pect that no one realized how urgently needed the recommenda-
tions of that report would be to our national security.

One of the Commission’s findings was, “Attacks against Amer-
ican citizens on American soil, possibly causing heavy casualties,
are likely over the next quarter century.” The Commission further
stated that, “The United States finds itself on the brink of an un-
precedented crisis of competence in government,” and that “the
maintenance of American power in the world depends on the qual-
ity of the U.S. Government personnel, civil, military, and at all lev-
els.”
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Based on my past experiences, I did not support the initial push
in Congress to create a new Homeland Defense Agency. As a
former governor and mayor, I do not believe Congress should force
a management structure on an administration without its input
and agreement, and the administration originally did not favor the
creation of a Cabinet-level department.

The President’s new proposal follows months of analysis, and
Congress should now work closely with the President to expedite
the creation and operation of the new agency. Mr. Chairman, we
must set aside partisan differences to ensure that the new Depart-
ment of Homeland Security has the people, the process, and tech-
nology to complete its vital mission.

Many have questioned whether it will work, however, citing as
examples the past failures of Federal agencies to cooperate, com-
municate and operate with a level of effectiveness that is needed
to get the job done. I hope that because the administration has
been so deliberate, and I assume there is strong support within the
Executive Branch to create the new department, that the execu-
tives in those departments will rise to the occasion and dem-
onstrate the leadership necessary to motivate their employees. The
interpersonal skills of those executives and their commitment are
going to be very, very important if this reorganization is going to
succeed.

This new agency is a needed step forward, but without also mak-
ing it easier to recruit and retain good people, the agency’s effec-
tiveness is threatened. Rearranging the furniture will accomplish
little without the people to sit on it. We have a real opportunity
with this new department to do it right the first time and provide
the tools needed for success, including the ability to hire, train and
retain the right people. The war on terrorism has been successful
so far. At the same time, however, we are losing the war for talent.

I would conclude that unless you address the personnel problem,
as so well enunciated in the Hart-Rudman report, this reorganiza-
tion is not going to be successful. Governor Ridge, about a third of
the people in five large agencies of this new department are going
to retire by the year 2004 or 2005. So we have a critical problem
that needs to be addressed.

I think you know that we have introduced legislation that rep-
resents a broad consensus on some of the things that we need to
do across the board to give the government the flexibility to attract
and retain the best and brightest people in government. I would
hope that that is a major emphasis of reorganization.

I know that there are some broad flexibilities that you are asking
for the new department. I would like to see exactly what those
flexibilities are and how they fit into this legislation that I have
been working on for the last couple of years and see if they can be
harmonized.

Thank you, Mr. Chairman.

[The prepared statement of Senator Voinovich follows:]

PREPARED STATEMENT OF SENATOR VOINOVICH

Thank you, Mr. Chairman. I commend you for being one of the Senate’s “First
Responders” to the President’s proposal to create a new Department of Homeland
Security by scheduling this hearing so expeditiously. I extend a warm welcome to
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all of our distinguished witnesses, including Homeland Security Director Tom Ridge
and former Senators Hart and Rudman.

On June 6, President Bush announced his proposal to the Nation for the largest
government restructuring in over 50 years. The last restructuring of this magnitude
resulted in the creation of the Department of Defense, the CIA and the National
Security Council in 1947. The creation of a new Department of Homeland Security
shows that we are in this fight for the long haul, and it will require a commitment
from all us to win this war on terrorism at home and abroad. As a Federalist, I
do not, as a rule, advocate increasing the size or scope of the federal government,
but this is a necessary strategic reorganization that will coordinate and oversee the
full range of domestic security resources to more effectively address the new threats
and challenges we face.

Securing our homeland against enemies who have neither territory nor govern-
ment means we have to be more creative and proactive. Our critical assets include
transportation, information networks (cyber and telecommunications), energy and
power plants, financial markets, our public health system, and most importantly,
our people. Protecting Americans from further acts of terrorism is a top national pri-
ority. It is an enormous job that involves the cooperation of hundreds of thousands
of dedicated local, state, and federal employees who guard the entrances and bor-
ders of our country, gather and analyze intelligence, protect our citizens and inves-
tigate leads, make arrests, and respond to assist the victims of terrorist attacks.
These brave Americans are our nation’s firefighters and first responders, federal in-
vestigators, ambulance drivers and health care providers, analysts, scientists and
men and women in uniform who work around the clock, around the world.

Fifteen short months ago (in February 2001) the Hart-Rudman Commission re-
leased its final report on the status of our national security. One of the Commis-
sion’s findings was that “Attacks against American citizens on American soil, pos-
sibly causing heavy casualties, are likely over the next quarter century.” The Com-
mission stated further that, “The United States finds itself on the brink of an un-
precedented crisis of competence in Government,” and that “The maintenance of
American power in the world depends on the quality of U.S. Government personnel,
civil, military, and at all levels.”

Based on my past experiences, I did not support the initial push in Congress to
create a new homeland defense agency. As a former governor and mayor, I do not
believe Congress should force a management structure on an Administration with-
out its input and agreement and the Administration originally did not favor creation
of a cabinet level Department. The President’s new proposal follows months of anal-
ysis and Congress should now work closely with the President to expedite the cre-
ation and operation of this new agency.

Mr. Chairman, we must set aside our partisan differences to ensure that the new
Department of Homeland Security has the people, the process, and the technology
to complete its vital mission. Many have questioned whether it will work, however,
citing as examples, the past failures of federal agencies to cooperate, communicate
and operate with the level of effectiveness and reliability that is needed to get the
job done. Because the Administration has been so deliberate, I assume that there
is strong support within the Executive Branch to create the new Department and
that the executives will rise to the occasion and demonstrate the leadership nec-
essary to motivate their employees.

This new agency is a needed step forward, but without also making it easier to
recruit and retain good people, the agency’s effectiveness is threatened. Rearranging
the furniture will accomplish little without the people to sit on it. We have a real
opportunity with this new department—to do it right the first time and provide the
t({ols needed for success: including the ability to hire, train and retain the right peo-
ple.

The war on terrorism has been successful so far. At the same time, however, we
are losing the war for talent. In May, I met with representatives from the FBI
Agents’ Association to discuss the human capital challenges facing their Special
Agents. The problems confronting their workforce were similar to the ones I have
heard about from almost every federal department and agency: an aging workforce,
outdated personnel systems, and not enough new talent coming in the door. The
meeting solidified my belief that we must conduct a thorough examination of the
federal government’s classification and compensation system to assess what is need-
ed by the federal workforce in the 21st century. This is more than a human capital
management problem; it’s a matter of national security.

Classification and compensation reform are only two pieces of the human capital
puzzle. According to recent findings from the Partnership for Public Service, nearly
one-third of the employees in the five major agencies forming the Department of
Homeland Security will be eligible to retire in the next five years. Mr. Chairman,
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I hope that you find these statistics as troubling as I do. It is imperative that we
provide the Administration with new tools to shape and manage a 21st Century fed-
eral workforce.

To provide the Executive Branch with a foundation for the necessary system, I
am pleased to announce that today I am introducing the Federal Workforce Im-
provement Act of 2002. I developed this legislation after extensive collaboration and
cooperation from key stakeholders, including officials from the Bush Administration,
former Clinton Administration, our federal employee unions and private and non-
profit sector management experts. It is not the 100% solution to our personnel prob-
lems, but it provides agencies, managers, and employees with enhanced flexibilities
and training needed to accomplish their mission.

We must also consider the human resource proposal submitted by the President
in his Homeland Security bill. This proposal calls for the creation of a Department
with significant flexibility in hiring processes, compensation systems and practices,
and a performance management system to recruit, retain, and develop a motivated,
high-performance and accountable workforce. It may be the right solution for this
agency.

Mr. Chairman, thank you for your efforts on this issue, and I look forward to a
lively and engaging discussion with our witnesses.

Chairman LIEBERMAN. Thank you, Senator Voinovich. Senator
Durbin.

OPENING STATEMENT OF SENATOR DURBIN

Senator DURBIN. Thank you, Mr. Chairman. Governor Ridge,
thank you for being here. Thank you for your service to our coun-
try. I believe all of us have said, and it bears repeating, that the
President made an excellent choice in asking you to take on this
historic responsibility. You have handled it well, we have enjoyed
working with you, and I look forward to this experience.

I want to thank Senators Hart and Rudman for their continued
service to this country. Your recommendations are the backbone for
this hearing and for many of the proposals for genuine reform, and
thank you for that.

Governor Ridge, let me follow up with Senator Voinovich’s ques-
tion because, under his leadership, our Subcommittee has focused
on this question of resources in the Federal Government. There has
been no greater leader on the issue than Senator Voinovich, who
has really reminded us that, as good as the ideas may be, we need
the very best men and women in America prepared to serve our
country and to make them work. I hope that becomes an important
part of this conversation.

Second, and I think equally important, is to consider the tech-
nical capacity of the Federal Government today to meet this chal-
lenge. Several weeks ago, the Attorney General suggested that we
might initiate a program of photographing and fingerprinting many
of the millions of visa holders who come into the United States
each year. Certainly, you can argue that that is a valuable law-en-
forcement tool and that we want to protect our Nation and its in-
habitants from anyone who comes to this country seeking to do
something which is evil or wrong. But we have to put it in the con-
text of technical reality, and the context of technical reality tells us
that today we are physically incapable of even considering a pro-
gram of this magnitude.

We were told by the Inspector General at the Department of Jus-
tice that 6 years ago Congress mandated the Immigration and Nat-
uralization Service to keep track of all exit visas in the United
States. We told them get your act together. We want to know who
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is leaving this country, who had a visa. Six years later, they still
have not done it, and according to the Inspector General, they are
years away.

Three years ago, we told the INS and the FBI, you each are col-
lecting fingerprint databases. Merge them into one so you can work
cooperatively together. Three years ago we gave them that man-
date. It still has not happened. According to the Inspector General,
we are still a long way from seeing it achieved. So the idea of ex-
panding the collection of this data, in a dramatic fashion, to include
100,000, a half-million or 5 million more pieces of information is
certainly an interesting goal, but one that is currently unachievable
with our current technical capacity and level of cooperation be-
tween agencies. I think this has to be a critical part of this con-
versation.

The second thing I would like to point out to you is the whole
question of food security. It is something we have talked about, I
have discussed with Secretary Thompson and the President, I
think that this departmental proposal gets close to considering
with the transfer of APHIS into this new Department of Homeland
Security. This is a major vulnerability in America that we cannot
ignore. The possibility that the next attack is going to be against
our food supply is sad reality, but it is a reality, and we have to
focus on it. I hope that we can consider, within this new depart-
ment, some authority to bring together the 12 different Federal
agencies responsible for food safety into one scientific, coordinated
effort. I hope that can be part of it.

The final point I will make is this: There was a recommendation
made by Senators Hart and Rudman, also made by General McCaf-
frey when he testified before this Committee in October of last
year, which is not part of either Senator Lieberman’s proposal or
the President’s, that I would commend to all of the Members of the
Committee, and that is the suggestion of the role of the National
Guard in this conversation.

We have an enormous asset in America in our National Guard.
We spend about $15 billion a year on the National Guard. We have
men and women who are dedicated to the country and show it with
the sacrifice that they make, but we clearly can use them, I think,
more effectively as part of homeland security. That was suggested
by Senators Hart and Rudman, that they would be the front-line
force for the defense of America. It was suggested by General
McCaffrey as well.

I hope that, as we consider the President’s proposal, we will go
beyond talking of coordination with the National Guard and start
actively engaging them in being the front line of defense in every
State of the Nation. This is a role they were originally intended to
accomplish. It is one that I think they can handle extremely well,
and I hope that we can utilize their great resources and talent to
make it happen.

Thank you for being here today.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Durbin. Senator Ben-
nett.
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OPENING STATEMENT OF SENATOR BENNETT

Senator BENNETT. Thank you very much, Mr. Chairman. Gov-
ernor Ridge, welcome. Sometime this morning we will give you an
opportunity to talk, but not very soon. [Laughter.]

Chairman LIEBERMAN. We are getting there.

Senator BENNETT. I have two themes, neither one of which will
come as a surprise to Members of this Committee. I have discov-
ered there is no such thing as repetition in the Senate, and so I
will launch on both my themes again.

First, the recognition that, in today’s world, as a result of the In-
formation Revolution, a revolution as fundamental as the Indus-
trial Revolution was—everything is connected, and it is connected
by computers, it is connected to cyber activity—and I commend
you, Governor Ridge and the administration, for recognizing that in
your basic proposal and talking about the importance of informa-
tion sharing and protection of our critical infrastructure, as rep-
resented by computers and high-tech connections.

A terrorist who wishes this country ill could bring us to our
knees economically without setting off a single bomb. If he could
get into the telecommunications system, shut down the Fedwire,
there would be no financial transactions of any kind take place in
this country. The devastation would be more far-reaching, admit-
tedly not more deadly in terms of human life, but more far-reach-
ingdon the economy than a nuclear device set off on Manhattan Is-
and.

Your proposal recognizes this. I want to underscore, once again,
how important I feel this is. I have a bill that deals with it. We
have had a hearing on it in this Committee. We have had hearings
on this issue before the Joint Economic Committee, and I want to
underscore the fact that you recognize the importance of this, you
realize that we are in a brand-new world, that the private sector
that owns 85 to 90 percent of the critical infrastructure will not
share information about cyber attacks with the government unless
they can be sure that that information, when it is shared, is secure.

Members on this Committee have heard me on this subject many
times, but I do not want to let the opportunity pass without under-
scoring it once again and making it clear that I am prepared to
work with you in any way to see to it that this portion of our pro-
tection is given the proper significance and attention.

Now the other theme that I have stems from my own experi-
ence—and, once again, Members of the Committee have heard
this—I was almost present at the creation of the Department of
Transportation, which comes closest, I think, to being a parallel to
what we are doing here. The FAA was a separate administration,
reporting directly to the President; the Highway Administration
was in the Commerce Department; the Coast Guard was in the
Treasury Department—the Coast Guard seems to be a nomad,
being picked up and moved around all over the government here;
the Urban Mass Transit Administration was in HUD, and all of
these agencies, pulled from a variety of existing departments and
circumstances into a central group.

When the Nixon Administration took office, and I joined the staff
of Secretary Volpe, another distinguished New England governor
who came down to try to pull something together, the Department



16

was 18 months old and all over the lot. There was little or no cohe-
sion after 18 months.

And I will not bore you with the details of what I went through
trying to bring my office together. I was in charge of all congres-
sional liaison. Every single one of the groups I have described, plus
several more, had their own congressional liaison operation, and
pulling them all together into a single operation that was reporting
to and, more important, loyal to the Secretary, was one of the most
significant organizational challenges I have had in my young life.

Now the point I want to make is do not put your initial proposals
as to how the department will be structured or functioned into con-
crete too soon. We were still making adjustments 10 years later,
and Congress thought they gave us flexibility to do that for a long
period of time, and when that period of flexibility ran out, we still
wished we had it.

I say to you, Governor Ridge, and to you, Chairman Lieberman,
let us structure this in such a way that the Cabinet officer has as
much flexibility as possible, for as long as possible, to move boxes
around if, after you discover that putting one thing here makes
eminent good sense the first time you do it, and after 9 months or
12 months or 20 months, you say, no, it really belongs over here.
Let us leave the CEO of this giant new corporation that we are cre-
ating with the flexibility to make those kind of changes on into the
further, rather than lock him up on the basis of our wisdom be-
tween now and the end of this year.

That is the other theme that I feel very strongly about, having
lived through a similar kind of experience, and I will burden the
Committee with my expertise again and again on this subject be-
cause I feel so strongly about it.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Bennett.

Senator Dayton.

OPENING STATEMENT OF SENATOR DAYTON

Senator DAYTON. Thank you, Mr. Chairman.

I will echo your remarks, Senator Bennett, with regard, when
you are hung up through seniority as I am, avoiding the futility of
repetition or the futility becomes readily apparent. As my freshman
colleague, Senator Nelson, once observed in the Senate, if it has not
been said by everyone, it has not been said. I will proceed on that
basis to, first of all, say to you, Governor Ridge, as others have,
thank you for your very distinguished service to our country at this
critical time. Senators Hart and Rudman, I say the same to you.

Mr. Chairman, I thank you for your leadership in this area. I
also thank you for your initiative with the legislation that we are
now integrating along with the President’s proposals. Your fore-
sight in this has already been demonstrated to have been quite pre-
scient. Thank you.

I hope and trust that we can proceed in a good, bipartisan way
to bring forth this entity that must serve the entire Nation and
must do so very swiftly. My experience parallels Senator Bennett’s
from the Executive Branch of State Government. There, the reorga-
nization of agencies which I participated in were in the single digit,
rather than in the triple digit, and the number of employees in-
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volved were in the thousands, rather than the hundreds of thou-
sands. I am sure that you, as the Governor of Pennsylvania, had
similar experiences with the perils and pitfalls of reorganization of
agencies.

Unavoidably, they involve some measure of short-term pain and
the hope of long-term gain. In this situation we do not have that
luxury of time. We need the short-term gain and the benefits of
this coordination, and we need to sustain those benefits over the
long-term.

I would agree with Senator Bennett. I think one of the keys is
to give maximum flexibility to the new Secretary to shape this
agency in a way that involves more than just rearranging old ad-
ministrative boxes. That can enable him or her to eliminate the
redundancies and to create the new synergies that are necessary.
I also think the problems that the new Secretary and management
team will face within the new agency may be less than without the
agency. This is because the major intelligence-gathering agencies,
such as the CIA, are still outside of this entity, as are the major
law-enforcement agencies, such as the FBI.

I, in my questioning, would like to inquire as to the reasons, the
rationale for excluding the major players in the creation of this
other new major player. I would like to ask how it is that it can
gain this new entity, the necessary co-equal working status, the ac-
cess to information and the parallel coordination of activities with
these other major intelligence and law-enforcement players.

We have seen the lack of effective communication, between the
FBI and the CIA. We have seen the lack of effective communication
within the FBI itself. So how is this new agency going to gain the
necessary status? How will they create the imperative and the will-
ingI}?ess of these major agencies to communicate and share informa-
tion?

Then, in addition to instilling the will to communicate, we must
provide the way to communicate. I assume that the computers and
the communications systems within these 100-plus different enti-
ties that are going to be brought together in this new agency are
going to be different from one another. In many cases, they are
going to be incompatible, as evidently the FBI's are with the CIA’s.

We have got to provide the necessary funding up front for com-
pletely new, state-of-the-art computer communications systems for
this agency. If it is appropriate, for the CIA, the FBI hooking up
with the National Security Council. We have to bring all of us into
the modern era. We can afford to have no less than whatever is
called for in this situation to allow these agencies to have as much
seamless communication among themselves and within themselves,
as they can possibly have.

In that regard, I will just say that, in addition to the supreme
importance of the selection of the new Secretary of this depart-
ment, is the importance of the selection of a Deputy Secretary or
someone from the private sector who has the experience and exper-
tise with large-scale corporate mergers. This person needs to have
dealt with these problems on a hands-on basis so they can provide
the maximum amount of expertise and coordination so we can
avoid the kind of delays that others have identified that would be,
I think, just crucially important in this situation to maximize the
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expertise we have throughout this country, and much of that is in
the private sector, how we can do this as quickly and as efficiently
as possible.

I trust we will pass this legislation very soon so you can get
started immediately. I think that is very important. Come back
then and tell us what more is needed, but let us get started.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Dayton. Senator
Cochran.

OPENING STATEMENT OF SENATOR COCHRAN

Senator COCHRAN. Mr. Chairman, thank you for convening today
this hearing to examine, first of all, your legislation for creating a
Department of National Homeland Security along with the Presi-
dent’s initiative in establishing the Office of Homeland Security
and now his proposed legislation to reorganize existing agencies
under a new department of government. I think all taken together
are very important contributions to enhancing our national secu-
rity.

It is clear that winning the war against terrorism and defending
the American people from terrorist attack will require a major reor-
ganization of the government. While reorganization by itself will
not be sufficient to secure our Nation from terrorism, it is a very
important step. Reorganizing our national security agencies is
something that has not been done since 1947, and I think we
should learn from that fact that the product we produce, as a Com-
mittee, may very well have the same long-lasting effect on our Fed-
eral Government, as did the reorganization of 1947.

The proposal before us is very important and deserves our very
best efforts. I am encouraged, because we are off to a genuine, bi-
partisan beginning in this effort, that we will be successful in doing
something very positive and important for our Nation when we re-
port out legislation to create this new department.

Chairman LIEBERMAN. Thanks, Senator Cochran. Senator
Cleland.

OPENING STATEMENT OF SENATOR CLELAND

Senator CLELAND. Thank you very much, Mr. Chairman.

Governor Ridge, good morning, sir. I am proud to be with you.
I feel a certain kinship with you, having served in Vietnam and
having fought that war. I think that you and I grew up in an era
where those of us who served in the military felt that we were
doing our country a service and, in effect, defending our homeland
by serving abroad because we felt that the enemy was over there
and better to fight them over there than here.

Quite frankly, I am sure, from time-to-time, that you are like me
in that you never dreamed that you would be using the phrase
“homeland defense” in this particular context. Literally, you are
trying to figure out not only how the military can go on the stra-
tegic offensive against the bad guys somewhere else in the world
over there, but how we can go on the strategic defensive over here
and organize ourselves in a better way that protects ourselves and
defend ourselves.
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You may feel, and I have thought about this about your position,
you may feel like that drunk who was arrested for the hotel fire,
and he told the police officer that, yes, he was drunk, but that bed
was on fire when he got in it. [Laughter.]

In many ways, I am sure you feel that somewhat. This bed was
on fire when you got in it. We would like to help you put that fire
out and get better organized in defending our country.

A couple of things that have really come to my mind bear on the
Armed Services Committee. I have the seat that was formerly held
by Senator Nunn. He came to our Committee and talked about his
experience in a mock exercise defending our homeland put on by
Johns Hopkins last June called “Dark Winter,” a mock smallpox at-
tack, and he played the role of the President. He said a few days
into it he got very frustrated with bureaucracy. What he was really
trying to say was the myriad of the different agencies that seem
to be unorganized and have no clear line of communication or gen-
eral authority.

I, also, am reminded of Senator Pat Roberts on the committee
about 3 years ago was Chairman of the Emerging Threat Sub-
committee of the Armed Services Committee, and he had a wonder-
ful sense of humor. So at one point he called in about 20 or 30
agencies engaged in so-called homeland defense or bioterrorism
preparedness and so forth and told them just to sit in the chairs
in the order that they were organized, and of course it was just mu-
sical chairs.

After September 11, we are all in this boat together, and we have
to figure out a way to better organize ourselves. I think, for me,
the guideposts for our meeting this challenge are, first, does the
new organization or the new proposal help improve communication,
coordination and cooperation—the three “C’s.” They seem to be
things we have difficulty with, whether it is at the intelligence
community level or at our homeland security level.

Second, I do feel that the acid test is it must work for our home-
towns. If homeland defense does not work for our hometowns,
something is missing, and that is a tremendous challenge.

Third, again, building on the Armed Services Committee, I do
have some legitimate questions about how the Homeland Security
Agency, which I will support and was the original co-sponsor of the
legislation that came out of this Committee, how that entity inter-
acts with, shall we say, the Coast Guard and the National Guard
and also the new CINC that will be put in charge of military oper-
ations in North America and Canada.

So there are a lot of questions out there, but I just want to wel-
come you to the “burning bed” here. We are all in it together, and
I look forward to putting out the fire.

Thank you very much.

Chairman LIEBERMAN. Thank you, Senator Cleland. Senator Ste-
vens.

OPENING STATEMENT OF SENATOR STEVENS

Senator STEVENS. Thank you, Mr. Chairman.

I want to tell you, at the beginning, that Senator Byrd and I are
working on a response to your letter concerning the impact of this
legislation on the appropriations process.
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Chairman LIEBERMAN. Thank you.

Senator STEVENS. We do hope that you and other Members of the
Committee will consider our comments. As a former Chairman of
this Committee, I intend to be deeply involved in this process, if
possible, because, as my comments will indicate, I have some real
problems with it, and I have discussed these previously with Gov-
ernor Ridge.

Last October, the subcommittee of the Commerce Committee
dealing with Oceans and Fisheries held a hearing on the role of the
Coast Guard and NOAA in strengthening security against marine
threats. Following September 11, the Coast Guard diverted numer-
ous cutters to secure ports and began missions of patrolling waters
that approach critical infrastructure, such as nuclear power plants,
water treatment plant intakes and oil refineries. That was appro-
priate and necessary in that emergency, and the Coast Guard per-
formed extraordinarily.

However, even at that time, the Coast Guard expressed concerns
that it could not actively patrol the fishing grounds, could not en-
force the Nation’s exclusive economic zone from foreign intrusion,
and it could not perform other priority missions such as search and
rescue, narcotics interdiction, and its role in terms of maintaining
the blockade against Iragq.

This situation has been attenuated somewhat by resuming the
normal activities of the Coast Guard, but having watched those
events, I am really concerned about the role and the mission of the
Coast Guard in this new department. There are missions that are
absolutely vital to our total Nation, particularly vital to our State
of Alaska, which has half the coastline of the United States, and
the waters off our shores produce half of the fish consumed by the
United States. When you look at that and have the total abandon-
ment of that mission by the Coast Guard, as is implied by the con-
cept in this bill, I think that concept requires refinement and deep
consideration.

We are entirely in support of the concepts of homeland security.
The Coast Guard has primarily had a role of external security, not
internal security. I know, for political reasons, we are not going to
call this the Department of Internal Security, but that is what it
will be. To abandon the concept of the Coast Guard, in terms of
maintaining the safety of ships off our shore, particularly the small
boat safety in the areas of our enormous population centers of the
country, would be wrong.

To abandon the role of the Coast Guard in the area of maintain-
ing not only the protection of the fisheries, but the safety of our
fishing fleets, I think if you look at a place like Dutch Harbor, and,
Governor Ridge, I looked at it for a long time because my son used
to be captain of one of those king crab boats, three times he went
out with three other boats and came back alone. They were 2,000
miles from the Coast Guard. The only thing to save them was the
search and rescue capabilities of those Coast Guard helicopters.
They were not available because the Coast Guard had been sent on
a new Bluewater Mission, in terms of the narcotics interdiction and
the patrolling of Iraq.

Now we have tried our best to increase the facilities of the Coast
Guard to meet their needs, and we have tried to ensure that the
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country understands what it means to the coastline, what it means
to external security which, from my point of view includes the pro-
tection of our fisheries. It took us 20 years to get the foreign na-
tions out of our waters and to restore the capability of protecting
the reproductivity of the fisheries off our shore. We have done a
marvelous job. The major fish—pollock—has increased in its bio-
mass 5 to 10 times since we started managing it correctly and kept
the foreigners off of it.

If the result of this legislation is to take the Coast Guard off of
that mission, it denies the ability to maintain the boats that are
necessary to assure the fisheries are patroled, we would lose the
largest biomass of fish that has the greatest productivity for the fu-
ture of the world.

I hope that the administration will listen to those of us who rep-
resent Alaska. It is unfortunate there are just three of us who rep-
resent half the coastline of the United States, but I have been here
long enough to think that I can find a way to do that, and I hope
that you will give us the cooperation to see to it that we can do
that.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks, Senator Stevens. Senator Akaka.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Mr. Chairman. I wish to
welcome our witnesses. Governor Ridge, it is good to have you here.
I also want to say good morning to our former colleague, Senator
Hart and Senator Rudman, and thank you all very much for the
part you have been playing in our national security and for being
a springboard for our discussion today.

I join with the themes and concerns expressed by my colleagues.
I want to speak about an integral part of the responsibility of this
Homeland Security Department that hasn’t been discussed. As we
review the administration’s proposal for Department of Homeland
Security, we must not forget the 170,000 Federal employees who
will staff this new agency. I look upon this as the hands that will
drive and make this new department successful.

It is vital that as we seek to protect America by reorganizing the
government we do not overlook the fundamental rights of our Fed-
eral employees. The creation of this new department should not be
used as a vehicle to advance broad changes to existing laws that
erode the rights now accorded to these Federal employees. These
rights do not pose a threat to our national security and should not
be used as a litmus test for the patriotism of the Federal workforce.

The administration’s proposal calls for enhanced management
flexibilities in hiring, compensation and workforce management.
Many of the workforce challenges that these flexibilities propose to
address are not new. I find it interesting to note that the Comp-
troller General convincingly argues that agencies already have 90
percent of the tools needed to manage more effectively.

Rather than doing away with what has worked, we should ask
why agencies are not using the flexibilities they have now. Real so-
lutions for civil service reform require strong leadership from the
top down. There must be a commitment to the Federal merit sys-
tem and the employees it protects.
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The Federal service is a model, fair employer. This comes from
a long tradition of Congress and the Executive Branch working
with employee unions and management associations to enhance the
principles of accountability, openness and procedural justice in gov-
ernment. Throughout our Nation’s history, Federal employees’
rights have been compatible with national security.

The right to collective bargaining, a fair grievance system, equi-
table pay and protection from retaliation from disclosing waste,
fraud and abuse are consistent with homeland security. It is impor-
tant to note that Federal employees are prohibited by statute from
striking. Their right to union representation does not constitute a
national security risk nor are union members less loyal than other
Americans.

As Chairman of the International Security, Proliferation and
Federal Services Subcommittee, I will continue to work with my
colleagues to ensure that our homeland security is strengthened
and the rights of our Federal employees are preserved. These objec-
tives are complementary.

On September 11, the Federal workforce responded with courage,
loyalty and sacrifice, reminding us that we are all soldiers in the
war against terrorism. As we begin the difficult task of reorga-
nizing broad segments of the Federal workforce into this new de-
partment, let us recognize the valuable contributions Federal em-
ployees make to their government and their Nation.

Thank you very much, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Akaka. Senator Bun-
ning.

OPENING STATEMENT OF SENATOR BUNNING

Senator BUNNING. Thank you, Mr. Chairman, and I would espe-
cially like to thank Governor Ridge, my former colleague on the
House Banking Committee and the former governor of my adopted
State, for being here today. I, also, would like to thank Senators
Hart and Rudman for their fine report.

September 11 has forever changed the way this country thinks
about its safety and security. President Bush’s proposal to create
a new Department of Homeland Security is just one more step this
administration is taking to protect the American people. I would
also like to mention the fact that Senator Lieberman’s bill that
came out of this Committee also can help both sides merge their
ideas in a bipartisan manner.

The President’s proposal is an aggressive plan that will affect, as
Senator Akaka just said, 170,000 Federal employees and will com-
bine everything from FEMA to INS to the Transportation Security
Administration. Creating this department will be one of the biggest
endeavors Congress has ever undertaken, and it will require a
truly bipartisan effort on behalf of all of our members, not only on
this Committee, but on the floor of the U.S. Senate.

Just like in the forties, when Congress created the Defense De-
partment, we need to put our differences aside and do what is best
for the country. In many respects, the department’s success and the
security of this country will depend on how willing we are to do
this and to work together. We cannot let the American people
down. Everybody on this Committee will try very hard not to do
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that. This important issue is too critical to the defense of our coun-
try.

We also should not lose sight of the fact that this new depart-
ment will only be one component of homeland security. We will
continue to rely on the Department of Defense, the FBI, the CIA,
and other intelligence agencies to do their jobs and provide us with
critical information. Unfortunately, we were completely caught off-
guard on September 11, and these agencies must make necessary
reforms to ensure that we are never in that position again.

I look forward to working with the administration, and the Mem-
bers of this Committee on creating this new department and I ap-
preciate the time Governor Ridge and our other witnesses have
taken today to be with us. Thank you.

Chairman LIEBERMAN. Thank you, Senator Bunning. Senator
Carper.

OPENING STATEMENT OF SENATOR CARPER

Senator CARPER. Thanks, Mr. Chairman, and I will say to my
friend and former colleague, dear colleague, welcome, and we are
delighted that you are here today.

I want to lead off my comments, Mr. Chairman, simply by ex-
tending to Governor Ridge our thanks, our thanks for his continued
service to our country, our thanks for his willingness to step down
as governor in mid-term, and as an old governor, I know how hard
that is. I thank you for his willingness to endure extended separa-
tion from your family, and as one who knows his family, I know
that is difficult.

Thank you, governor, for your willingness to work long hours.
Thank you for your willingness to put up with a lot of second
guessing from guys like me and others, not only in government, but
outside of government as well. I am grateful—we are all grateful
for what you do every day.

I have a lot of respect for the judgment of Senators Hart and
Rudman, who we are going to hear from in a few minutes. I cer-
tainly have a lot of respect for Senator Lieberman, who has au-
thored legislation to redraft/redraw the way we run homeland secu-
rity in this country. There is a lot of expertise on this Committee,
not only in the Members, but in the staff as well.

I feel a whole lot better about our chances of crafting a plan that
will work because you are going to be involved, Governor Ridge,
and because those with whom we work, and the President and full
administration are going to be involved to try to figure out not only
what will sound good, what meets the common-sense test, but what
will truly enhance not just our sense of security in this country, but
will actually make us safer.

We will get to a point here in a few minutes where we can ask
some questions, and one of the questions I will be asking—and I
know others will, as well, and I think you are addressing it in your
testimony—is this issue of sharing information, not just sharing in-
formation across intelligence-collecting agency lines, but acting on
the information that we have received.

The other thing I would say, as governors, from time-to-time, we
actually reorganize our State Governments. I am trying to think of
how the size of this undertaking might compare to reorganizing a
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part of a State Government. We have about 25,000 State employees
in Delaware, when you add in all of the educators and police offi-
cers. My guess is, in the Commonwealth of Pennsylvania, it would
probably be between 150,000 and 200,000 people.

So this job is about the size, I think, of reorganizing the whole
government of the State that you once led, and I feel encouraged
that we are going to do a better job because you are going to be
involved in working with us, rather than sitting on the sidelines.

Finally, I would just say, Mr. Chairman, heretofore, the success
of this position, the ability of a person in the position of Governor
Ridge to be successful depends, in large part, on his relationship
with the President and the willingness of the President to listen to
him and to act on the advice that he receives from Governor Ridge.
His ability to serve well in this capacity also draws from the great
respect that a bunch of us have for him.

My guess is his family will not let him serve in this capacity for-
ever, and at some point in time they are going to pull him back
home and reclaim him as their own, and when that happens, who-
ever is going to take his seat and fill his role might not have the
kind of relationship that he enjoys and, frankly, may not have the
kind of stature and respect that Governor Ridge enjoys within this
body, and throughout the government, and I think throughout the
country.

So it is a big day for us. It is an important undertaking for us,
and it is one that we approach with that in mind. Frankly, again,
I am just so pleased that we are going to be working on this one
together, rather than at cross purposes.

Thank you very much.

Chairman LIEBERMAN. Thank you, Senator Carper. Senator Fitz-
gerald.

OPENING STATEMENT OF SENATOR FITZGERALD

Senator FITZGERALD. Thank you, Mr. Chairman, and welcome,
Governor Ridge.

I want to dispense with an opening statement so that we can fi-
nally get to Governor Ridge’s testimony. It has been almost 2
hours. I just want to welcome you to the Committee. I want to em-
phasize that I hope Congress can move quickly to enact the nec-
essary legislation to put the new department in place. We do not
have that much time. We really have a few weeks in July and Sep-
tember to work on this.

I hope that this Committee, and I appreciate the Chairman
promptly convening this hearing, that we can work to merge this
Committee’s bill, the Chairman’s bill that is already on the Senate
floor, with the President’s proposal. This is very important. It is
more important than anything else we do, I think, because it is
about protecting our people here at home, and so I look forward to
working with Governor Ridge.

I compliment you for your hard work in protecting our Nation
thus far and for your solid proposal. I also want to thank Senators
Hart and Rudman for their important contribution.

So thank you very much, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Fitzgerald.
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I thank all of my colleagues for their opening statements. Some-
times Senator Thompson and I only do the opening statements, but
this is a matter of such importance that I wanted to give each
Member of the Committee of both parties a chance to speak, and
I think it was well worth it. I appreciate your patience in sitting
through it, Governor Ridge.

I thank my colleagues for their thoughtfulness. Some of them
have raised some very reasonable questions. I thank them for their
sense of urgency because, unlike some of the other great reorga-
nizations, creation of the Department of Energy or Department of
Education or Department of Transportation or even the Depart-
ment of Defense in 1947, in this case, the enemy really is at our
door. I mean, the enemy has really struck us here at home, and
there is a great sense of urgency in doing this work together.

My impression from the opening statements is exactly what I
think all of us would want. We are on the same team, and we are
on the same team with you, Governor Ridge, and with the Presi-
dent. I hope that the Committee can go to the floor united on a pro-
posal. If, per chance, we do not, I am confident that the divisions
between us will not be partisan. That is exactly the way it should
be.

I thank you, Governor Ridge, for being here. We are honored. 1
believe this is your first official testimony before the Committee of
the Congress.

Governor RIDGE. Yes, it is.

Chairman LIEBERMAN. Long awaited, much pursued, greatly an-
ticipated, and I thank you for honoring this Committee by being
here.

Obviously, you had a distinguished history and record of public
service and private life, as a Member of Congress, in public service,
and Governor of Pennsylvania. It has been a pleasure to work with
you, and I know that we will work very closely together to get this
job done.

I am pleased to call on you now. I think the least we can do for
you, after having you sit through this, is to tell you to go on and
speak for as long as you want to make your points. [Laughter.]

TESTIMONY OF HON. TOM RIDGE,! DIRECTOR, OFFICE OF
HOMELAND SECURITY

Governor RIDGE. Well, first of all, Chairman Lieberman, let me
thank you for the extraordinary courtesy that you, and Senator
Thompson, and your Committee have shown to me, even prior to
this day, when I testify publicly.

I, frankly, felt it was very appropriate that I sit, and listen, and
learn and catch a glimpse of some of the legitimate concerns that
your colleagues have. I think there is unanimity, there is a shared
sense of urgency, there is a shared commitment to getting it done.
We know there may be some differences of opinion as to how we
accomplish the goal, but I share the same optimistic tone that you
do that we will get it done. As everyone on the Committee has
talked about, we must get it done.

1The prepared statement of Governor Ridge appears in the Appendix on page 77.
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So I have prepared a fairly lengthy testimony, and I would like
to share with you an abbreviated version and then get into the
questions and answers.

Chairman LIEBERMAN. Good.

Governor RIDGE. Thank you.

To all of the Committee Members, I want to thank you very
much for the opportunity to testify today in support of the Presi-
dent’s historic proposal to create a new Department of Homeland
Security. I am here in keeping with the President’s very specific di-
rective to me to appear before you to present and to explain this
legislative proposal.

The President has given me an additional responsibility, by vir-
tue of Executive Order, to lead a Transition Planning Office in the
Office of OMB, as we work with the Congress of the United States
toward the goal of securing a Cabinet-level Department of Home-
land Security. It is certainly in that capacity that I am prepared
to testify not only before this Committee, but as you pointed out,
Senator Lieberman, there has been some pent-up interest in my
testimony, and we are going to do our best to respond to other re-
quests as well.

I want to reiterate personally the President’s desire to work with
Members of Congress in a bicameral, bipartisan way, and to thank
all of you for the bipartisan support you have already expressed
and the commitment to act on this proposal by the end of this ses-
sion. There are other more optimistic time frames, and the Presi-
dent’s instruction to us is that the Congress will work its will ac-
cording to the schedule that it deems appropriate and your job is
to work with them according to their schedule to get it done.

As I mentioned before, lengthier testimony has been submitted
for the record, so I would just like to make a few preliminary re-
marks.

First of all, I wanted to assure Members of the Committee and
Members of Congress that this proposal was the result of a delib-
erative planning process that really began with an effort led by
Vice President Cheney a year ago in May 2001 and continued as
a part of the mission of the Office of Homeland Security when it
was created on October 8, 2001.

My staff and I have met with thousands of government officials
at the Federal, State, and local levels, with hundreds of experts
and many private citizens. Throughout these discussions, we have
constantly examined ways to organize the government better.

The President’s proposal also draws from the conclusions of
many recent reports on terrorism, reports by blue-ribbon commis-
sions, and you have identified the two primary authors of one that
was a focal point of not only your proposal, I believe, Senator
Lieberman, but obviously it is reflected in the President’s proposal
as well, that of Senators Hart and Rudman, the Bremer Commis-
sion, the Gilmore Commission, and as you can well imagine there
have been a variety of reports from different think tanks around
the country that we took a look at as well.

It also drew on the legislative proposals of Members of Congress.
We have had many discussions with them about various details of
their individual proposals. I remember very distinctly a conversa-
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tion I had with you, Senator Lieberman, about your proposal some
time ago.

This historic proposal would be the most significant trans-
formation of the U.S. Government since 1947. The creation of this
department would transform the current, and occasionally very
confusing, patchwork of government activities related to homeland
security into a single department whose primary mission is to pro-
tect our homeland. Responsibility for homeland security, as Mem-
bers of Congress know, is currently dispersed among more than
100 different government organizations.

I think we all agree we need a single department whose primary
mission is to protect our way of life and to protect our citizens, a
single department to secure our borders, to integrate and analyze
intelligence, to combat bioterrorism and prepare for weapons of
mass destruction, and to direct emergency response activities. With
the creation of this department, we will put more security officers
in the field working to stop terrorists and, hopefully, managed
right, pool our resources in Washington managing duplicative and
redundant activities that drain away critical homeland security re-
sources.

The proposal to create a Department of Homeland Security is one
more key step in the President’s national strategy for homeland se-
curity. Like the national security strategy, the national strategy for
homeland security will form the intellectual underpinning to guide
the decisionmaking of planners, budgeters, and policymakers for
years to come.

I will tell you there are really no surprises in the remainder of
the national strategy to be released later this summer. From secur-
ing our borders, to combatting bioterrorism, to protecting the food
supply, the majority of the initiatives the Federal Government is
pursuing as part of our strategy to secure the homeland have al-
ready been discussed publicly.

The strategy will pull together all of the major ongoing activities
and new initiatives that the President believes are essential to a
longer term effort to secure the homeland.

I would like to just turn to the details of the President’s plan,
if I might, for a moment. I did not keep an accurate count. My
sense it is just about every one of your colleagues, along with you,
Senator Lieberman, have highlighted the need to do a better job
with intelligence gathering, fusion, dissemination and action, and
that goes to the heart of the highest priority of homeland security,
and that is prevention.

Prevention of future terrorist attacks must be our No. 1 priority.
It is a shared goal. Because terrorism is a global threat, we must
have complete control over who and what enters the United States.
We must prevent foreign terrorists from entering and bringing in-
struments of terror, while at the same time facilitate the legal flow
of people and goods on which our economy depends. Protecting our
borders and controlling entry to the United States has always been
the responsibility of the Federal Government, yet this responsi-
bility is currently dispersed among more than five major govern-
ment organizations in five different departments.

The new department would unify authority over the Coast
Guard, Customs Service, Immigration and Naturalization Service
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and Border Patrol, the Animal and Plant Health Inspection Service
of the Department of Agriculture, and the recently created Trans-
portation Security Administration. All aspects of border control,
including the issuing of visas, would be not only informed, but im-
proved, by a central information sharing clearinghouse and compat-
ible databases.

Preventing the terrorists from using our transportation systems
to deliver attacks is closely related to border control and the pri-
mary reason that we would ask the Congress of the United States
to take the newly created Transportation Security Administration
and graft it onto, in part, to Senator Lieberman’s bill.

Our international airports, seaports, borders, and transportation
are inseparable. The new department would unify our govern-
ment’s efforts to secure our borders and the transportation systems
that move people from our borders to anywhere within our country
within hours.

While our top priority is preventing future attacks, we cannot as-
sume that we will always succeed. Therefore, we must also prepare
to recover as quickly as possible from attacks that do occur. I had
some experience with the Federal Emergency Management Agency
as a Member of Congress, both in terms of their response to nat-
ural disasters that struck my congressional district, along with
working with Senator Stafford on the revision of the Federal Emer-
gency Management Agency back in the eighties. I am well aware
of the core competencies that they have and the primary respon-
sibilities that they have within this country.

The Department of Homeland Security will build upon this agen-
cy as one of its key components. It would build upon its core com-
petencies, and the relationship that it has established over years,
if not decades, with the first responders as they turn out to respond
to the natural disasters that normally brings FEMA to your com-
munity.

The new department would assume authority over Federal grant
programs for local and State first responders, such as the fire fight-
ers, the police, the emergency medical personnel, the humble he-
roes that we kind of took for granted in our communities before
September 11 and suddenly now are at the forefront of our efforts,
as so many of your colleagues have indicated by their brief opening
remarks, that we need to integrate into any national capacity that
we develop to combat terrorism.

This new department would build a comprehensive National Inci-
dent Management System that would consolidate existing Federal
Government emergency response plans into one generally all-haz-
ard plan. We enhance the capability of this department, we en-
hance the capability of FEMA. It will be not only better equipped
to deal with a terrorist event, but, frankly, better equipped to deal
with any other event to which they have historically responded.

The department would ensure that response personnel have the
equipment and systems that allow them to respond more effec-
tively, more quickly and, frankly, to communicate with each other
a lot better than they have been able to do so in the past.

As the President made clear in his State of the Union Address,
the war against terrorism is also a war against the most deadly
weapons known to mankind—chemical, biological, radiological, and
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nuclear weapons. I do not think there is any doubt in anyone’s
mind, at least from my point of view there should not be, if our en-
emies acquire these weapons, they will use them, with the con-
sequences far more devastating than those we suffered on Sep-
tember 11.

Currently, efforts to counter the threat of these weapons are too
few and too fragmented. We must launch a systematic national ef-
fort against these weapons that is equal in size to the threat that
they pose. We believe the President’s proposal does just that. The
new department would implement a national strategy to prepare
for and respond to the full range of terrorist threats involving
weapons of mass destruction.

The Department of Homeland Security would set national policy
and establish guidelines for State, and local governments to plan
for the unthinkable and direct exercises and drills for Federal,
State and local officials, as well as integrating the Federal capacity
and the response teams that we have in various agencies through-
out the Federal Government. Again, several Members of this Com-
mittee have highlighted the critical nature of this reorganization
around the need to establish even stronger partnerships, stronger
relationships with State, local government, and the private sector.
That is at the heart and is one of the primary reasons the Presi-
dent has proposed the reorganization in this fashion.

The Department of Homeland Security would provide direction
and establish priorities for national research and development for
related tests and evaluations and for the development and procure-
ment of new technology and equipment.

Additionally, the new department would incorporate and focus
the intellectual power of several very important scientific institu-
tions, our national labs, on this mission as well.

Finally, and certainly I think at the heart of most of the com-
ments that Members of the Committee have made, this Committee
would look at the new Department of Homeland Security and the
unit that deals with information analysis and integration and in-
frastructure protection as perhaps the most critical component of
this effort.

Preventing future terrorist attacks requires good information in
advance, actionable information that people can act upon. The
President’s proposal recognizes this, and it would develop the new
organization with the authority and with the capacity to generate
and provide that critical information. The new department would
fuse intelligence and other information pertaining to threats to the
homeland from multiple sources, not just the CIA and the FBI, but
NSA, INS, Customs, and you are very much familiar with the other
information-gathering capacity and organizations we have within
the Federal Government.

It would also comprehensively evaluate the vulnerabilities of
America’s critical infrastructure and map pertinent intelligence.
Take the threat assessment and match the threat assessment
against the vulnerabilities, and once that is done, make rec-
ommendations or direct that certain protective measures or protec-
tive conditions are put in place. You get the information, you ana-
lyze it, and for the first time it would all be integrated in one place,
and you map that information against the potential vulnerabilities,
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and if it calls for action, then the Federal Government directs the
action that must be taken. We have never done that before. I am
pretty confident that is something both the President and the Con-
gredss of the United States want to empower the new department
to do.

There is no question that the literally thousands of men and
women who work for the organizations tapped by President Bush
for the new Department of Homeland Security are among our most
capable in government, and we must view them as not only capable
public servants, but as patriots as well.

We are proud of what they are doing to secure our homeland and
call upon them to continue their crucial work while the new depart-
ment is created. It is kind of interesting over the past couple of
months, when I stepped in the new position, there was still a no-
tion within the public, generally, that there were just a few people
working on homeland security issues.

But Members of Congress know and members of these organiza-
tions and departments know that many have been working for
years, if not decades, on issues relating to homeland security. So,
in fact, we have a capable group of people who have been working
for quite some time on securing the homeland, and obviously we
need them to continue to bring the same focus and the same com-
mitment to their mission, as we go about reorganizing their agen-
cies in a new department.

This consolidation of the government’s homeland security efforts
can achieve greater efficiencies and free up additional resources for
the fight against terrorism. These men and women should rest as-
sured that their efforts will all be improved by the government re-
organization proposed by the President. To achieve these effi-
ciencies, the new Secretary will require considerable flexibility in
procurement, integration of information technology systems and
personnel issues.

Even with the creation of the Department of Homeland Security,
there will remain a strong need for the White House Office of
Homeland Security. Homeland security will continue to be a multi-
departmental issue, and it will require, continue to require inter-
agency collaboration. Additionally, the President will continue to
require the confidential advice of a close assistant. Therefore, the
President’s proposal intends for the Office of Homeland Security to
maintain a strong role. The President believes this will be critical
for the future success of the newly created Department of Home-
land Security.

In this transition period, the Office of Homeland Security will
maintain vigilance and continue to coordinate the other Federal
agencies involved in homeland security efforts. The President ap-
preciates the enthusiastic response from Congress and is gratified
by the many expressions of optimism about how quickly this bill
might be passed. He is ready to work together with you in partner-
ship to get the job done.

As I mentioned today, earlier he signed that Executive Order to
help match your accelerated pace by creating a Transition Planning
Office, led by me and lodged within OMB to tap its expertise. One
of the principal missions will be to ensure that we get you the in-
formation you need as you consider the new Department of Home-
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land Security. Until that department becomes fully operational, the
proposed department’s designated components will continue their
mandate to help ensure the security of this country.

During his June 6 address to the Nation, the President asked
Congress to join him in establishing a sole, permanent department
with an overriding and urgent mission, a mission I believe every
single Member of Congress believes is their priority as well: Secur-
ing the homeland of America and protecting the American people.

Extraordinary times call for extraordinary measures. We know
the threats are real, we know the need is urgent, and we must suc-
ceed working together in this endeavor.

President Truman did not live to see the end of the Cold War,
but that war did end, and historians agree that the consolidation
of Federal resources was critical to our ultimate success. Ladies
and gentlemen, we too have that opportunity for leadership and for
the same kind of legacy. I look forward to working with you and
your leadership to establish that legacy.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Governor Ridge, for an excel-
lent statement.

Let me focus in the beginning of my questioning here on this
matter that, as you said, engages all of us. This is: How do we im-
prove the collection, analysis, and sharing of intelligence informa-
tion, :;111 of it obviously, to try to prevent terrorist acts before they
occur?

I wonder if I might approach this by asking you what other alter-
natives the administration considered before adopting the rec-
ommendation in the bill for the section on information analysis
within the Department of Homeland Security as this may help us
as well. I think there is a genuine concern in Congress about this
matter and not yet a clear consensus at all about how best to deal
with it. So I think we might be helped if we had some sense of the
path down which the administration went before coming to the rec-
ommendation it has.

Governor RIDGE. Senator, the President believes that the CIA, as
a foreign intelligence-gathering agency, must continue to report di-
rectly to the President of the United States and that the FBI must
continue to remain an integral part of the chief law enforcement
agency of this country; that is, the Office of the Attorney General.

Upon that predicate, we took a look at some of the public con-
cerns expressed by the Congress of the United States, some of the
concerns expressed by Senators Hart, Rudman, and others with re-
gard to the lack of a single point, a single venue where all of the
information, all intelligence analysis is available for integration
and a lack of a place where, once the information and intelligence
is aggregated and analyzed, to match that threat and the potential
threat against the critical infrastructure of this country and then
to match that with the potential need, depending on the credibility
of that threat, to give specific direction for protective measures.

So the President’s belief, again, that the CIA and the FBI should
provide reports, assessments and their analytical work to the new
Department of Homeland Security, but in addition to that informa-
tion, that the new Secretary be in a position to aggregate all of that
information in one place and then, if required, act upon it.
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Chairman LIEBERMAN. Am I correct in understanding that in the
administration’s proposal, that the Information Analysis Section of
the new department would not be involved in the collection of intel-
ligence?

Governor RIDGE. Your assessment is correct, Senator.

Chairman LIEBERMAN. But it would be involved in analysis of in-
telligence information sent to it by the various intelligence agen-
cies.

Governor RIDGE. That is correct.

Chairman LIEBERMAN. So that it would develop its own analyt-
ical capacity and analytical team.

Governor RIDGE. Correct, Senator. As you can recall, in my brief
remarks, one of the reasons we are looking for some flexibility, gen-
erally, in the new department is to avoid some redundancies, but
the President believes, and I suspect Members of Congress believe,
having competitive analysis, have another set of experienced people
looking at the same information, but perhaps from a different per-
spective would—this is one area where redundancy adds value.
Again, I think that is at the heart of the President’s idea. This
could very well be a competitive analysis. But, again, this will be
the only venue where all of the information gathered from all of the
intelligence-gathering agencies and departments within the Federal
Government could be reviewed.

In addition to that—and I cannot underscore the importance of
this enough—this is also the same agency that is going to have to
do the critical infrastructure analysis and then make recommenda-
tions for people to act.

Chairman LIEBERMAN. Is it the intention of the administration
and the bill to create, within the Information Analysis Section of
the new department, the power to request data from the intel-
ligence agencies, including raw data. In other words, that it is not
just going to be a passive recipient of whatever the CIA or FBI de-
cide to send it, but it is an aggressive customer?

Governor RIDGE. It is the intention of the department at the
heart of this is if, after separate analysis, that there is need for ad-
ditional information, if they choose to go back and look at the raw
data that led to the report or the assessment or the analysis, that
this could be secured. If there is any dispute, obviously, it could be
resolved by the President of the United States, but there is the po-
tential of that tasking back to the Agency that would be preserved
in this legislation.

Chairman LIEBERMAN. As you know, in the bill that the Com-
mittee reported out, we set up a National Office for Combating Ter-
rorism in the White House, and its purview was going to be larger
than homeland security. It would include homeland security be-
cause that is part of the fight against terrorism, but it would also
be the place where all of the other agencies of the Federal Govern-
ment working to combat terrorism would have their efforts coordi-
nated. That would include the Department of Defense, the Depart-
ment of State, and intelligence and law enforcement agencies.

I appreciated what you said. I was going to ask you a question
about this because, obviously, if and when, we create the Depart-
ment of Homeland Security, the office that you now hold will have
responsibilities that will presumably diminish. So I wanted to ask
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you to talk a little bit more about how you see the White House
office, post creation of that new department, and also whether the
administration would be willing to consider broadening its jurisdic-
tion to go beyond just homeland security, and to be a coordinator
for the President, as an adviser to the President, of the govern-
ment’s total antiterrorism efforts?

Governor RIDGE. Senator, the consolidation of some of these de-
partments and agencies will, actually, I think, be a very enabling
turn of events for the Office of Homeland Security within the White
House. One of the major challenges that I have experienced over
the past several months is that you have so many agencies that are
focused on homeland security. Now that you have one whose pri-
mary focus is homeland security, I think it will be actually an en-
abler. It will add value to the work that this individual performs.

I do think that the initiatives that the CIA have undertaken over
the past several months, and the reorganization that Bob Mueller
has proposed within the FBI, and the information sharing and the
collaboration that they have undertaken, and I suspect will con-
tinue to improve in the months and years ahead, go a long way to-
ward addressing the concerns that you have with regard to inte-
grating our effort to combat terrorism.

For that reason, obviously, we are going to work with you on this
legislation, but I think the enhanced capacity of both those agen-
cies, coupled with the new Department of Homeland Security,
would suggest to me that the result you seek to achieve will be
done once those are completed.

Chairman LIEBERMAN. My time is up. Obviously, we will con-
tinue that particular discussion.

Governor RIDGE. Yes, sir, we will.

Chairman LIEBERMAN. Thanks, Governor Ridge. Senator Thomp-
son.

Senator THOMPSON. Thank you, Mr. Chairman, and thank you,
Governor Ridge.

Governor, I want to follow up on the Chairman’s opening line of
question with regard to the analysis function and the access to in-
formation, specifically, Section 203, in the bill.

I was reading your summary of what the bill did, and you broke
it down into three categories of information that this new team of
analysts would be receiving. One—and I am paraphrasing—reports
an analysis, not raw material, that would come to the Secretary
without request. Is that correct, the first category?

Governor RIDGE. That is correct.

Senator THOMPSON. That essentially would be the Secretary’s
people analyzing the analyzers or analyzing the analysis. In other
words, these would be summaries, analyses, or reports that the in-
telligence agencies did, and they would come in that form to the
Secretary.

The second category has to do with information concerning
vulnerabilities to our infrastructure, and that might include raw
materials.

The third category, as I understand it, is the one I want to focus
in on because I am a little bit unclear about it. It would include
raw materials that your analyzers would have access to with re-
gard to matters other than vulnerabilities to the infrastructure if
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the President provides. If the President makes the determination

that the Secretary should have access to that information, the Sec-

ﬁetary does not even have to ask for it, it is supposed to come to
im.

I guess I am trying to try to figure out exactly what kind of ma-
terial that would be. Because there you are really getting down to
the raw data, the reports and so forth, that would provide your en-
tity, really for the first time in this set-up, to make their own anal-
ysis, their own independent analysis, in addition to the analysis
that they have reviewed that the other agencies have made.

Can you identify for the Committee, when it refers to matters
other than vulnerabilities, the kinds of information that the Presi-
dent 1‘c>0uld give the Secretary access to with regard to this raw ma-
terial?

Governor RIDGE. Senator, let me see if I can respond to the very
important question you have asked. There are several dimensions
to it.

First of all, the President believes that the new Department of
Homeland Security should be tasked with its own information inte-
gration and analysis, but not collection. As you can well imagine,
there is some very unique privacy and civil liberty concerns associ-
ated with that process. It is well-defined with regard to the CIA’s
activity and well-defined with regard to the FBI activity, and for
that reason the President feels very strongly that the collection ac-
tivity should remain in those institutions who are now guided by
law, with oversight of the Congress, to collect material.

Second, the concern that you raised—it has been raised by others
with regard to the new department—simply doing analysis of anal-
ysis. The fact is that, by statute, they would be required not only
to give the new department the analytical work that they had
done, but the reports and the assessments upon which the analyt-
ical conclusions were drawn. I mean, here is a piece of potentially
competitive analysis that might lead these men and women in the
new department to come to a different conclusion or at least to say
that this investigation or the tasking or the work of these agencies
should move in addition to where they were moving or perhaps in
an entirely different direction or task them to do both.

So I think the fact that they are going to be provided not the raw
data, I mean, there is a clear distinction there, for obvious reasons,
and as you know—because so many Members of this Committee
are also, I believe, on the Intelligence Committee—at some point in
time there has to be a filter because there are literally thousands
and thousands of pieces of information, data that come across
desks and tables in the intelligence community every single day.

So we start with the filter of collection, but task back the possi-
bility of getting additional information to these agencies by virtue
of the statute.

The vulnerability assessment, Senator, is one that the President
feels very strongly about because his predecessor, President Clin-
ton, I think back in 1998, directed about a dozen Federal agencies
to take a look at critical infrastructure and come up with a com-
prehensive plan by January 2003.

In our research, while we understood and lauded the direction of
the Presidential directive, like a couple of other things that some
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of the other Senators have referred to today, it just did not get
done. So this will accelerate the fusion of the work that these other
agencies have done and the work that the new agency will do, so
that as we take a look at telecommunications, we take a look at
energy, we take a look at our food supply, we take a look at finan-
cial institutions, we have some sense of what the vulnerabilities
are, and then make an assessment as to what needs to be done to
protect them.

So, again, Senator, in a long response to a very appropriate ques-
tion, the capacity to fuse and integrate intelligence, match it
against vulnerabilities, and then ultimately, if the need arises, to
give specific direction either to a department of the Federal Gov-
ernment, to an economic sector that appears to be in peril because
of the threat assessment and the vulnerability to a company, to a
city, then for this department to issue the warnings to give the spe-
cific direction.

Senator THOMPSON. But there are circumstances here where the
President can provide that the department have access to raw ma-
terial, also.

Governor RIDGE. Correct.

Senator THOMPSON. It has to do—and we will have to come back
to this in a minute, I suppose. Another point I wanted to ask you
about and ask your consideration is the threats of terrorism in the
United States.

In the statute, it talks about terrorist threat to the American
homeland, threats of terrorism within the United States. I presume
that is a deliberate delineation between terrorist threats to the
United States and terrorist threats to our interest abroad. Obvi-
ously, most of the attacks that we have suffered have not been in
the American homeland.

Governor RIDGE. Correct.

Senator THOMPSON. And whether or not this department should
have access to information that might constitute a terrorist threat
to our embassies, a terrorist threat to our military personnel over-
seas is undefined. How do we determine, when this data is being
collected by our agencies, which category it falls in?

As you know, with regard to September 11, in looking back at
it, we had a lot of information from a lot of different places abroad
that turned out to relate very directly to our American homeland.
It could have just as easily been discovered—we knew about a
threat. We knew some of the personalities involved, some kind of
a general threat, but we did not know where it was. So, presum-
ably, our new department does not want to shut itself off from that
kind of information until that the time where there is definitely a
threat to the homeland itself.

I would ask you, perhaps, to consider whether or not you might
want to broaden this language a little bit so you could get access,
whether it be in summary form or I assume the President would
make a delineation as to when raw material should kick in, to a
terrorist threat not only to the American homeland, but possibly to
our other interests. Unfortunately, this delineation could come very
late in the game and sometimes not until after the fact.

Governor RIDGE. Senator, I would suggest to you that, within the
foreign intelligence-gathering community, within the CIA, there is,



36

to your point, even greater sensitivity to that notion that there is
a nexus between foreign terrorist information and potential domes-
tic incidents. There has been for quite some time. In that context,
that information is shared, on a daily basis, with me, and I suspect
that that would continue to be part of the kind of information,
again, very discreet and appropriate. You cannot burden—this is a
Homeland Security Agency. There are volumes and volumes of in-
formation about foreign terrorist threats, but again the clear un-
derstanding that George Tenet has, and the President has, and the
FBI Director has, and the Congress has that, from time to time,
there are connections between that kind of information and a po-
tential domestic attack. We are pretty confident it can be done.

Senator THOMPSON. My time is up. I would just ask you to con-
sider the possibility that someone from an agency, sometime down
the road, might come to the Secretary and say, “We had all of this
information, but there was no indication that the threat pertained
to the homeland,” and it would have been information that you
would like to have seen.

Thank you very much.

Chairman LIEBERMAN. Thank you, Senator Thompson. Senator
Levin.

Senator LEVIN. Thank you, Mr. Chairman. My questions relate
to that same area that Senator Thompson and the Chairman ad-
dressed.

The provision in your proposed bill says that the Secretary would
receive promptly all information relating to significant and credible
threats of terrorism in the United States, whether or not such in-
formation has been analyzed if the President has provided that the
Secretary shall have access to such information. That is the provi-
sion which you have just described.

Why would the President not provide that the new Secretary of
this new agency would have all information made available to his
agency for assessment when it is information that relates to a cred-
ible threat of terrorism in the United States?

Governor RIDGE. Senator, I think the President has dem-
onstrated his commitment and his focus on getting the intelligence-
gathering community to work together more closely than they have
ever worked before. He presides over the daily briefings, gives very
specific direction, and there is a legitimate concern, I believe, on
behalf of the administration that the new department not be
viewed, and I think very appropriately so, by this country as an in-
telligence-gathering agency with regard to citizens of this country,
and we should not be involved in the collection.

Senator LEVIN. We are not talking about gathering intelligence.
That is clear. We are talking about analyzing intelligence that has
been gathered properly. Why would not the President provide that
the new agency have access to all of such properly gathered infor-
mation?

Governor RIDGE. Senator, we will. I mean, the new Cabinet Sec-
retary, if he or she seeks additional information, can make the
request

Senator LEVIN. I am not talking about that, Governor. I want to
be very precise, and I think this is troubling a number of us.
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Governor RIDGE. Let me get a copy of the language to which you
are referring.

Senator LEVIN. It says here that all information would be pro-
vided relating to credible threats of terrorism, whether or not the
information has been analyzed, if—and I presume only if—the
President provides that the Secretary has access to it.

My question is the same as others are driving at here. Why
would not all properly gathered information go to the new agency
for analysis? Otherwise you are going to be splintering this process.
You are going to have analysis continuing in the CIA. You are
going to have analysis in the FBIL.

The new agency that we are talking about presumably is aimed,
in your words, at fusing and integrating intelligence. I am talking
about properly gathered intelligence. I do not see why that is not
an automatic.

Governor RIDGE. There are pieces of information, analysis, that
are unique to the presidency itself, that the President gets on a
day-to-day basis. And this would preserve the presidential option
to share that information with a new Cabinet Secretary.

Senator LEVIN. You mean the information, instead of coming to
the President from a Cabinet Secretary that is integrated at all,
would go from the President to the Cabinet Secretary? I mean why
would the Cabinet Secretary not have all of this information and
have analyzed it and then present it to the President?

Governor RIDGE. There will be several people involved and sev-
eral agencies involved in providing information to the President of
the United States. Clearly the CIA does and they give this Presi-
dent, as they have given past Presidents, a daily report based on
information that they have. They also share other information that
they have gathered within the FBI, and in that process will be
sharing additional information with the new Department of Home-
land Security. The FBI, along with the CIA, give to the new depart-
ment the reports, the assessments and the analysis. They will get
raw data from the other intelligence gathering agencies with the
Federal Government potentially. We can get raw data from the
local and State police hopefully as we would build up the capacity
to make sure that the information shared is going in at both direc-
tions. But the function, the primary function of this office is to inte-
grate all of the information that is received from these agencies ini-
tially without the raw data. If they choose to go back based on
their assessment, unanswered questions, or believe that perhaps
the assessment was inaccurate or should be different, they have
the capacity to go back and request the raw data.

There is a tear line here, Senator between this agency becoming
3 collection agency and the access on a day-to-day basis to raw

ata——

Senator LEVIN. I am sorry to interrupt you, but we are not talk-
ing about collection. We are talking about assessment of data.

Governor RIDGE. Well, they get that, Senator.

Senator LEVIN. No, only, according to these words, if the Presi-
dent provides that the Secretary has access to the information, and
it seems to me that it leaves the problem, the gaps, the cracks un-
answered because right now we have a situation where the CIA
and the FBI and other agencies do not share data. It is not inte-
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grated. The dots are not connected. What you are saying is your
agency is not going to connect the dots, the dots being properly
gathered intelligence. The new agency is not going to connect the
dots. That would be done by an analysis inside the CIA. That will
be done by an analysis inside the FBI. The trouble is they do not
connect the dots as we have recently seen. So I would suggest that
this issue, if it is unresolved in this way, that the President would
have to provide that there be access to properly-gathered informa-
tion, does not solve the problem that has not yet been solved de-
spite efforts during the 1980’s and the 1990’s to save it. I mean we
have been through this before, so I am still troubled by the failure
to connect the dots, the information dots, in any one entity because
it leaves unaccountable—there is no accountability here. If the FBI
doesn’t share the information with you, you do not know about it.
If the CIA does not share information with the FBI, the FBI does
not know about it. Where is all the relevant information properly
gathered about threats, terrorist threats, going to be coordinated,
fused, as you put it? I do not see that this language does it.

Governor RIDGE. Senator, perhaps then we need to work on the
language, but the intent, specific direction from the President of
the United States is to see to it—and I believe the language in the
President’s proposal assures that this department gets the series of
reports, the work product of the intelligence community, and they
have the capacity to perform or provide their own competitive anal-
ysis. They have the capacity to connect the dots the same way or
potentially connect the dots in a different way. And if their reach
would reach this department and those in charge of this integra-
tion and analysis would reach a different conclusion based on the
same reports the CIA shared with the FBI, the FBI shares with the
CIA, and both those agencies share with the new department. And
that is the kind of redundancy, based upon the statutory require-
ment to these agencies to share that information with our depart-
ment, it is the kind of competitive analysis the President believes
will enhance our ability as a country to identify threats and be pre-
pared to act on them. This is another opportunity to connect the
dots, but unlike the CIA and the FBI, we will also be the repository
of it, potential information from the State and local government,
from the private sector, as well as access to the information and
raw data it may see fit, from the INS, the Customs, the Coast
Guard, the DEA, and other intelligence gathering agencies within
the government.

So, Senator I would just respectfully share with you, I think they
do connect the dots. There is redundancy there, and apparently I
need to sit down—we need to sit down with you to make sure that
the language satisfies you, because the President intends for this
agency, based on the reports, the assessments, and the analysis, to
do their own independent effort in connecting those dots.

Senator LEVIN. My time is up, thank you.

Chairman LIEBERMAN. Thanks.

Governor, I think Senator Levin is on to something, or at least
from my point of view. It troubled me as I read the proposal, which
is why the additional condition that the President has to give ap-
proval for certain information to be shared with the department?
In other words, if we go in this direction and we decide that all this
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consolidation should occur within an information analysis section,
why not just spell it out in the statute? In other words, why would
the President not want to have that information shared with his
Secretary of Homeland Security? That I think is a question that we
have to keep talking about.

Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Governor Ridge, I, too, find that language to be somewhat puz-
zling, and I am glad that you have committed to work with us, but
I want to switch to a different issue.

The INS has been plagued with problems for many years. The
revelation that the Service sent extensions of visas to the two dead
hijackers 6 months after the attacks on our Nation was only fur-
ther confirmation of how dysfunctional this agency is. The House
of Representatives recently passed legislation completely over-
hauling the INS, separating it into two entities, one of which would
have a very clear enforcement focus. Yet as I read the plan put
forth by the President, the INS would be moved into the new de-
partment, without reform. Are there additional plans to reform the
INS? Because if all we are doing is moving an agency, that clearly
has failed in performing its essential mission, to a new department,
we are not really going to produce the kind of reforms that are so
desperately needed.

Governor RIDGE. Well, Senator, as you recall, the President sup-
ported INS reform during the course of the campaign and the ad-
ministration worked with the members of the House to work their
will on the INS reform package that passed several weeks ago in
the House of Representatives. One of the opportunities that this
department will have to continue that reform effort will rely heav-
ily upon, not exclusively, but heavily upon the ability or the will-
ingness of Congress to give the new department some flexibility as
it relates to personnel and resources.

And so I think there are many ways we can go about changing
the INS and reforming the INS. It is clearly the intent of Congress
that it be done. I think one could also argue that trying to effect
change of culture in the old agency with the old relationships may
be more difficult than effecting a change of culture if you literally
pick up the entity and put in a new department, with a new mis-
sion, new leadership and greater flexibility.

Senator COLLINS. Thank you. I want to explore with you the ad-
ministration’s decisions not to move parts of the FBI and the CIA
into the new department. Our government structure has long
drawn a distinction between foreign intelligence gathering and do-
mestic law enforcement with its web of procedural safeguards. Was
that the reason that those two agencies were not moved into the
new department? Our country has always been leery of blurring
the lines between foreign intelligence gathering and domestic law
enforcement. Is the administration’s decision intended that those
lines are preserved?

Governor RIDGE. Senator, I believe that is in part one of the rea-
sons that the President’s proposal does not include the CIA and the
FBI as part of its Intelligence Integration and Infrastructure Pro-
tection Unit. It also is based upon the President’s belief that the
person in the Executive Branch to whom the CIA and the Director
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of the CIA should be reporting is not to a member of the Cabinet,
that they should be reporting directly to the President of the
United States. It is also predicated upon the President’s belief that
the FBI is very much at the heart of the chief law enforcement
agency in this country, the Attorney General’s Office, and it should
not be removed from there.

But he also recognized that much of the work they do, not all of
the work they do, but much of the work they do is relevant and
germane to enhancing the security of the homeland, and it is for
that reason that there is very specific statutory language in the
legislation that directs those agencies to provide certain kinds of
information, analytical documents and reports, to the new depart-
ment.

Senator COLLINS. I want to follow up also on an issue that Sen-
ator Stevens raised in his opening remarks about the Coast Guard.
I have talked to Coast Guard officials in my State who are expend-
ing enormous time, resources and energy to patrol harbors much
more frequently, and to check foreign vessels that are coming into
the port in Portland, Maine. They have expressed to me a great
deal of concern about whether the reorganization and the move-
ment of the Coast Guard into the new department, which on one
level makes a great deal of sense, will undermine the more tradi-
tional mission of the Coast Guard and the important role that it
plays, for example, in search and rescue operations. Such oper-
ations are extremely important to a State like mine with its strong
tradition of fishing and the maritime industry. Could you please
comment on how the traditional missions of the Coast Guard will
be preserved despite the new priority of homeland defense?

Governor RIDGE. Senator, like you, I share enormous admiration
for the Coast Guard. They had a unit in Northwestern Pennsyl-
vania that I visited many times when I was a Member of Congress,
and boater safety was at the heart of the mission on the Great
Lakes, among other things. I have had the opportunity to visit with
them and with the former Commandant Admiral Loy, and now
Commandant Collins in the past several months. And you and I
understand that this is a department of government that is prob-
ably underappreciated because the value is enormous. Historically,
they have many missions. They do them all very well. They are
cross trained to use their equipment and personnel to perform a
variety of tasks, and I would say to you that is not unlike the chal-
lenge that other departments or agencies are going to be pulled
into the Department of Homeland Security. It is not unlike the
challenge that they will have. But inasmuch as the tasks exist be-
cause of congressional mandate, I mean they are obliged to perform
those functions because Congress wants them to perform those
functions. So in a sense the President has realized since September
11 that in addition to their traditional functions, they have an en-
hanced responsibility for homeland security. That is the reason in
the 2003 budget proposal he gives the Coast Guard the largest sin-
gle increase that they have ever received before so they can begin
to build up the additional capacity they need because their mission
base has been expanded.

But I am confident with the continued oversight and support of
the Congress, and clearly the recognition by the new Secretary that
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they are multi-tasked, but the same folks who do the maritime
work and the boat safety work, we also may want them to do port
security or intercept the unknown vessel or the vessel with the
manifest that raises some questions, either on the Great Lakes or
in the ocean. So it is very difficult to pull out specifically personnel
and equipment and platforms that could be assigned to one task
and not the other.

So I think they can perform both well. They have done it in the
past. They have done it in the Department of Transportation. And
I think the President’s recognition that we need to build additional
capacity because of the enhanced requirement with regard to home-
land security, goes a long way in addressing the concerns, the le-
gitimate concerns you have.

Senator COLLINS. Thank you.

Senator THOMPSON. Mr. Chairman, 30 seconds.

Chairman LIEBERMAN. Yes.

Senator THOMPSON. You made a very good comment concerning
Senator Levin’s point. Before the issue gets cold, with regard to the
Presidential prerogative issue, it occurs to me that besides the sen-
sitivity of raw data and the fact the President might not want addi-
tional people seeing certain raw data because of the nature of sen-
sitivity, it is possibile that the new agency would be inundated
with truckloads of additional information every day. It would be in
the same position that some of our other intelligence agencies are
already in in trying to separate the dots if they received every-
thing. And there probably needs to be some kind of a firewall or
break there to make a determination as to which raw data.

I am not sure if Section 203 gives the Secretary access to enough
raw data, but I can see where the President might want to step in
there and make that determination. So that is the good thing about
these hearings. I think we have quickly identified an area where
we need on the one hand that additional set of eyes to oversee
something that is broken and on the other hand we do not want
it to be so that we are so inundated that it becomes meaningless.
I think it is going to require some good consultation and work with
Mr. Ridge here. I think that balance can be struck, and I appre-
ciate you for highlighting that issue.

Chairman LIEBERMAN. Thanks, Senator Thompson. And your
comment demonstrates how complicated this problem is because
while it is true if you dump truckloads of information every day at
the Department of Homeland Security, it is a problem, but if you
do not guarantee in some sense that all the information is coming
together somewhere, then there is a danger that pieces of it will
be overlooked. That is the challenge we have. How do we filter and
understand the immensity of the information?

I mean we have a story in the paper today about the National
Security Agency intercepting the two communications on Sep-
tember 10 which were not translated or made available until Sep-
tember 12. This is out of the kind of cacophony of conversations
that they are overhearing worldwide. This is a serious challenge for
us to make this work.

Governor RIDGE. Again, Senator, I appreciate the recognition
that there may be occasions when the new Secretary of the Depart-
ment of Homeland Security should have access to that raw data,
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and again the legislation can provide for a tasking, but as Senator
Thompson pointed out, at some point in time there has to be a fil-
ter. At some point in time you need the ability to get back and ask
additional questions. But to inundate the new Secretary within this
particular unit with reviewing and assessing all the raw data again
after the CIA has done it, oftentimes in conjunction with the FBI,
is just, the President believes, not the most effective use of the new
analytical unit that would be set up in the Department of Home-
land Security.

Chairman LIEBERMAN. Thanks. Senator Dayton, you are next.

Senator DAYTON. Thank you, Mr. Chairman.

Governor, the saying goes that halfway measures avail us noth-
ing. In this instance you would define the primary mission of the
new agency to protect our homeland. There are agencies, like the
Coast Guard, which are not in performance of that mission, yet
they are included in this new agency that the President is pro-
posing. Then there are others, such as most prominently the CIA
and the FBI, where their primary mission does seem to be very
much in conformance with the primary mission you have outlined,
yet they are not included in the new agency, If we start from the
side of complete inclusion of everything in the Federal Government
that performs the primary mission of this new agency, give some
rationale for why entities such as the CIA, the FBI and the other
primary intelligence gathering and law enforcement entities were
not included in this new agency. What was the tradeoff involved
and why would we not be better off discussing all these coordina-
tion problems and not having everything assumed under one agen-
cy or department?

Governor RIDGE. Senator, the President is mindful, as we all are,
that the concern about the relationship between the CIA and the
FBI, the information shared, the information communicated, is an
ongoing concern, and frankly, you have got hearings that are going
on at this time relative to that. Whatever reform you may believe
is necessary, if you conclude that additional reforms are necessary
with regard to the CIA and the FBI is a matter yet to be deter-
mined, and Congress will work its way through those hearings and
draw some conclusions and then take some actions.

Regardless of that, the President feels very strongly, one, that
that is certainly the congressional prerogative and he knows obvi-
ously the content of the hearings remains to be seen if it will lead
to any demand or legislative reform. But any reforms—and there
have been some done unilaterally within both the CIA and the FBI,
would only go to enhance the quality of the work product we be-
lieve that will ultimately get to the new Secretary of the Depart-
ment of Homeland Security. There is a distinction between collec-
tion and analysis. There needs to be a filter, so it is not another
agency dealing with raw data from the entire intelligence commu-
nity. It gives the administration, this President and future Presi-
dents and this Congress and future congresses, a sense that there
is a competitive, analytical unit out there that can take a look at
most of the information—I mean from raw data to report is not—
obviously it is a work product after somebody has secured some ad-
ditional information, and I can understand the need from time to
time and protect the option of the new Secretary to go back and
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take a look at the raw data depending on their analysis, that the
President feels strongly on collection. It is a very appropriate filter
that can be the case to go back and take a look at the raw data
if their competitive analysis takes them in a different direction,
and you build in, I think, institutionally a significant enhancement
of our ability to identify the threat, but I cannot underscore again
the importance of this particular unit within the Department of
Homeland Security.

It is important to have the redundancy in terms of the analytical
capability, but you are going to take that and map it for the first
time, which has never been done, with a vulnerability assessment.
And depending on that mapping and the conclusions you draw, it
is this agency that then says to somebody in your State, or says
to another member of the Cabinet, or points to a sector of the econ-
omy, “The threat is real. It is predicated upon this information.
The vulnerability exists. We think you ought to do these things in
order to prepare for it.” That integration has never occurred any-
where in the Federal Government before.

Senator DAYTON. It has not, and I wonder if it has ever occurred
anywhere on the planet, given the contradictions that you are es-
tablishing here. On the one hand you say that you want this new
agency to be a customer for information generated by these other
entities. Next you say that you want a competitive analysis to be
done with the information they are provided. I am not aware, pri-
vate sector, public sector or anywhere else, of anyone who could
find a willing provider of information on product or anything else
that is going to be used by the purchaser in a way that is competi-
tive and has whatever effects that competition, if successful on this
new entity, will have negatively on the other. I mean, one of the
reasons it seems to me we have this difficulty in sharing informa-
tion and this bureaucratic protectiveness of it, is that it is seen as
having value. It is seen that sharing that with somebody else who
might upstage or prove wrong or whatever else the fears are, is
part of this mentality which results in nothing being provided un-
less it is extracted.

And I go back to what Senator Levin said: How is this new agen-
cy to know what it is it does not know, what is not being provided
to it. It seems to me you are setting up an inherent contradiction
in these two parallel cooperative versus competitive tracks that is
going to be inherently self defeating.

Governor RIDGE. Senator, first of all, Members of the Committee
who have been working within the intelligence community for
years and years, I think, appreciate the fact that competitive anal-
ysis is something that people who deal with this information do not
view as an impediment or an obstacle or in any way denigrating
the work that other agencies do. The fact that you have another
group of trained professionals, based on experience, based on ar-
chives, based on intuition, based on a lot of things, it would take
a look at the information that has been compiled. Then to take a
second look or a third look is not in any way underlying the need
for reform that the CIA Director has recognized and has moved
himself to task within his agency. Bob Mueller has begun reform
and been discussing the measures he would like to do with regard
to creating an intelligence unit in the FBI and the reconfiguration
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of those assets. The fact that they are organizing internally, today
as we speak, themselves to add value to their work product which
would be shared with the new Department of Homeland Security,
which would be again reviewed along with a host of other informa-
tion that is provided by a variety of other agencies including down
the road, State and local police, and I cannot emphasize again, the
private sector, would give us I think a flow, a relationship between
information, vulnerability and action that we need in this country.

Senator DAYTON. Governor, my time is up. I will just take a line
from President Reagan, “I do not know whether the competitive
analysis is part of the problem or part of the solution.” If we look
back on September 11, I am not convinced that competitive anal-
ysis has served our shared desire to protect our homeland and to
maximize that protection.

And I just would leave this with you. I think you are adding an-
other player into this equation, and I think you are going to com-
pound the difficulties of getting that information provided to every-
body. I hope you are certain that the cooperative goal of protecting
our country would be better achieved than it has been heretofore
by competitive analysis.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks very much, Senator Dayton. Sen-
ator Voinovich.

Senator VOINOVICH. I would like to make some big picture obser-
vations and get your reaction to them. Last year when Jim
Schlessinger and Admiral Train testified before my Subcommittee
on behalf of the U.S. Commission on National Security in the 21st
Century, their statement said that a precondition to fixing every-
thing that needs to be repaired in the U.S. national security edifice
was addressing the government’s personnel problems. We used to
have a coach at Ohio State by the name of Woody Hayes who said,
“You win with people.”

If you look at the deficit that we have in the Federal Government
today—we are borrowing $300 billion this year. I can see red ink
all the way out. You have limited resources. You have been
through this as a Governor. The Chairman held hearings last year
about securing post offices, trains, metro stations, water systems—
you name it. All of this requires more money. How do you prioritize
all of this?

Another vital issue is intelligence and the sharing of intelligence.
It is the people and technology in those intelligence agencies. What
are we doing now to address the inadequacies of these intelligence
agencies?

Then there is the issue of retirements and the “the right size of
agencies.” The Partnership for Public Service says that one-third of
the employees from five of the major agencies being merged into
the new department are going to be eligible for retirement in 5
years.

Former General Barry McCaffrey was before this Committee last
year, and he said the Border Patrol needs 40,000 agents to properly
do its job. I was with the Coast Guard this past week in Cleveland,
and our new admiral said he cannot do the job with the people he
has. In fact, the Coast Guard has cut a public service announce-
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ment for a new program called “Eyes on the Water,” enlisting pri-
vate citizens to help them with their task.

What I would like to know from you is what are you doing to ad-
dress the issues of retirement and right-sizing the agencies that
are going to be part of this new department?

Governor RIDGE. Senator, you have highlighted a challenge to
the Federal Government generally, because these men and women
in those agencies that would be merged into the new Department
of Homeland Security will be retiring in that time period whether
or not they become part of this new agency. And that, as you well
know, is system wide. That is government wide. And frankly, one
of the reasons that the President seeks additional flexibility as the
administration would go about setting up this new agency with re-
gard to procurement reform, personnel issues and the like, is to
make the agency a lot more agile, and give it some of the tools that
itbmay need to deal with the personnel challenges you are talking
about.

But we cannot do anything now because we do not have a de-
partment. I am sure that is an issue that Members of Congress and
the leaders of these agencies have been looking at for quite some
time, but it is a government-wide challenge that we are going to
have to deal with in the Department of Homeland Security but
every other department and agency as well.

Senator VOINOVICH. Do you not agree that in some of these agen-
cies you are going to need more people to get the job done if they
are going to continue to do the missions that Congress is already
expecting them to do? For example, the Coast Guard, does it need
additional resources now that we have given them additional home-
land security responsibilities?

Governor RIDGE. Senator, I think, from our review of the existing
agencies that would be merged in here, there are probably people
that could be redeployed to enhance homeland security, but I think
the President has recognized in his budget in 2003, because of the
vulnerability at the ports and the enhanced mission of the Coast
Guard, and frankly, under funding over the past couple of years,
he has requested the largest single increase they have ever re-
ceived. So I think once you get the agency tasked and set up, once
you give the new Cabinet Secretary an opportunity to reorganize
the government, reorganize these agencies on the basis that we
have to do it in a way that enhances the protection of this country.
Once you give him a chance to reduce some redundancies, once you
give him a chance to take a look at all the IT contracts, and there
are some on that that are pending.

Senator VOINOVICH. In terms of IT, I know there was a bill that
passed the House, and I have introduced it in the Senate, that es-
tablishes an exchange program with the private sector to help the
government develop its information technology capability. Since
1991 we have failed to fully implement the Pay Comparability Act.
Roughly 75 percent of the people in the Senior Executive Service
get paid the same amount of money. The FBI Agents Association
tells me that their locational pay is inadequate for high cost of liv-
ing areas such as San Francisco. Agents there have to go 60 miles
outside the city to find an affordable apartment. There are some re-
alities that the administration and Congress are going to have to
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face up to if we are going to deal with the personnel crisis we have
confronting the Federal Government. I think the more we invest in
people, the better off we are going to be.

Governor RIDGE. Senator, I am sure that the new Cabinet Sec-
retary wants to attract and retain the best people possible in order
to enhance what the President and Congress feels is their most im-
portant responsibility, that is to protect America and our way of
life. It is for that reason that the President has requested, in this
legislation that has gone to the Hill, some flexibility to deal with
personnel and procurement issues to enhance that capacity.

Senator VOINOVICH. Thank you.

Chairman LIEBERMAN. Thanks, Senator Voinovich.

After Senator Specter and I introduced the legislation last fall to
create the Department of Homeland Security, I was greatly encour-
aged that the first colleague to come on as an original cosponsor
was Senator Cleland. I was encouraged for a lot of reasons, not the
least of which is all he has done to protect the security of the
American people over his lifetime. So I am proud to call on you
now, Max.

Senator CLELAND. Thank you very much, Mr. Chairman.

And in that legislation, as I understand it, the head of the Home-
land Security Agency sits on the National Security Council, which
may be one way to solve this problem of access to intelligence and
what role the intelligence communities play. I agree with you, Gov-
ernor, I do not think that the Homeland Security Agency ought to
be in the intelligence collection business, but certainly the intel-
ligence analysis business except in the context of the National Se-
curity Council and what is threatening the national security. So I
think the head of the Homeland Security Agency ought to have ac-
cess to whatever intelligence members of the National Security
Council have. And in the Lieberman bill, that I am a proud cospon-
sor of, that is the case. Do you have a comment on that?

Governor RIDGE. It does point to one of the ways that the bill ad-
dresses the concerns that the Members of Congress have with re-
gard to giving that Secretary access to as much information as pos-
sible. So I mean we are in agreement there, Senator.

Senator CLELAND. Thank you, sir.

Mr. Chairman, I request that the remainder of my questions be
entered into the hearing record.

Chairman LIEBERMAN. Without objection.

Senator CLELAND. I would like to just focus for a moment on the
CDC. I understand that in the proposal by the administration the
head of Homeland Security relates to the agencies within the De-
partment of Health and Human Services basically in a contractual
relationship. In other words, if you need services from HHS you
deal with the Secretary of HHS and may provide funds accordingly
and so forth, that the CDC under your proposal is left intact in
HHS.

What I would like you to think about is an idea that I had that
might help. In 1995 the President indicated that the FBI would be
the lead agency in terms of a terrorist attack. About 2 or 3 years
later, 1998, the Congress said that the CDC should be the lead
agency in terms of a bioterrorist attack. And when the anthrax at-
tack happened, both agencies converged. The CDC identified, down



47

in Boca Raton, Florida, the substance as anthrax. Then the FBI
went in, declared it a crime scene, and in effect, muzzled the CDC
somewhat. Both of those agencies competed thereafter. So we do
not need competition. We need coordination, cooperation, commu-
nication as we mentioned earlier.

One of the ways to solve this dilemma I have put forward, and
that is that in the case of a terrorist attack, yes, the FBI is a lead
agent, or in this case the Secretary of Homeland Defense could be
the lead agent. But there may be a point at which someone con-
cludes—in my view it was the HHS Secretary or it may be the
head of the Homeland Security Agency—concludes that a threat to
the public safety is occurring. Therefore, automatically, by a stroke
of the pen, all of a sudden the CDC becomes the lead agent. In
other words, sorting out the protocol on a public—not just a ter-
rorist attack but when a public health emergency occurs.

Interestingly enough, I understand the Pentagon has put forth
some 50 different pathogens out there, only about 15 of which we
have vaccinations for. So the threat of a biological attack, surely in
the wake of the anthrax attacks, is a real potential threat. Sorting
out the protocol though ahead of time I think is very important.

I wanted to throw that concept out, that at some point, either
with the head of the Homeland Security Agency or the HHS Sec-
retary, have that authority to all of a sudden, boom, by the stroke
of the pen, declare a national public health emergency, and all of
a sudden then the CDC is triggered with its 8,500 employees who
are the world’s greatest experts in detecting and identifying patho-
gens. A little concept I would like you to think about in regard to
the CDC.

Most of that agency has to do with about seven or eight different
centers, focused on one thing or the other, but about 34 percent of
the total agency’s mission now has to do with bioterrorism. I am
looking at the question of whether or not we ought to have a center
there in the CDC for bioterrorism, and whether it answers to the
homeland defense secretary, or HHS, is not a big challenge to me,
but I do think that the synergy that happens between those centers
and with those professionals there is a big plus.

So as we walk down this road, attempting to get a handle and
establish protocol dealing with a bioterrorist attack and the run on
the CDC, I would like for you to just keep those thoughts in mind.
We do not have to have civil and internal turmoil between agencies
every time we have a biological, bioterrorist attack. We can sort it
out through some established protocol. And I think that is one of
the contributions that you can make, and one of the contributions
that legislation can make, that we work these kind of things out
before the next biological attack hits the country.

Do you have a response or a reaction?

Governor RIDGE. Yes. Senator, since you live with the CDC as
part of your constituency every day, you more than most appreciate
the talent and the expertise and the professionalism of the men
and women that are there. I have had the chance to visit a couple
of times. And the reason that they are specifically included in the
legislation referred to through the Secretary of Health and Human
Services is because there is a dual infrastructure here. That infra-
structure should remain part of Health and Human Services. It has
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been tasked historically with dealing with public health issues, but
now the new threat and the permanent condition we see on the ho-
rizon is the enhanced threat of a bioterrorist attack, so they can
do the kinds of research we need that improves our knowledge in
both arenas.

So the notion that we would work through multiple agencies to
establish a protocol in advance of an incident, I think is very con-
sistent with putting several of these agencies together, having a
strategic focus—remember, this is one of the four units of the
President’s proposal. There is a strategic focus to set priorities in
conjunction with other Cabinet agencies and the other talent that
we have in the Federal Government as it relates to counter-
measures to weapons of mass destruction. Clearly, CDC is going to
be a part of that, the NIH is going to be a part of that.

So the notion that you have an intergovernmental memorandum
of understanding based on future contingencies makes a great deal
of sense, and I think, frankly, having a Department of Homeland
Security will make it much easier to affect that kind of working re-
lationship in anticipation of an event.

Senator CLELAND. I agree, and thank you very much for that
opinion.

Thank you very much, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Cleland.

Senator BENNETT. I probably should indicate, to give hope to
both Governor Ridge and Senators Hart and Rudman, whose pa-
tience I appreciate, that I know Governor Ridge has to testify on
the House side at 1 o’clock, so we are certainly not going to do any
additional questions after we finish this round. And your reward
for your superb testimony today will be that we will call you back
to the Committee again.

Governor RIDGE. Good.

Senator BENNETT. You mean I have only 45 minutes?

Chairman LIEBERMAN. Well, I was thinking more along the lines
of 7 minutes, actually. Senator Bennett.

Senator BENNETT. I detected there may be some issues we may
have to——

Chairman LIEBERMAN. Yes, there is a lot here.

Senator BENNETT. Both in public and in private.

Chairman LIEBERMAN. We may want, next time, just to have all
of us sit together around a table and talk out these issues.

Governor RIDGE. Good. Thank you, Senator.

Senator BENNETT. Thank you, Mr. Chairman.

Back to my theme. Ninety percent of the critical infrastructure
in this country is owned in private hands. All of the conversation
we have had in this hearing so far about intelligence assumes intel-
ligence that is gathered by the government from foreign sources, or
if not foreign sources, at least domestic terrorist sources. And all
of that information, all of that intelligence, rather, is classified be-
cause it is gathered by the FBI or the CIA or the NSA or whoever
all else, the DIA. And it is classified information because if we dis-
close the information, in some cases we would be jeopardizing the
source. In many cases with the CIA, you would be compromising,
perhaps jeopardizing the life of some individual who shares that in-
formation with you. That is not the dynamic when we are dealing
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with information from the private sector, information that the pri-
vate sector is very nervous about sharing with the government, and
frankly, has every reason about sharing with the government be-
cause of past experience.

I will give you an example. The EPA asked people in the chem-
ical industry, “Tell us where all of your chemical plants are that
may have the potential of causing some kind of public health prob-
lem.” They said, “We are reluctant to share that information with
y}(l)u.” The EPA said, “It is essential for us to do our job to know
that.”

So the industry shared that information with the EPA, which
then put it on its website, so that any potential terrorist would
know the location of every single sensitive vulnerability in that in-
dustry, which is why the industry said, “This is why we did not
want to tell you. It is not that we do not trust you with the infor-
mation. We do not want this information to be public and create
a road map for attack on us.”

We are having this debate right now about Yucca Mountain. And
the argument is being made by the Senators from Nevada that
there will be a great terrorist opportunity with the shipment of nu-
clear waste, high-level nuclear waste across the country. You want
to know when that stuff is being shipped, but do you want every-
body in the world to know when that stuff is being shipped? That
is not intelligence information. That is regular business informa-
tion. But when we are dealing with this new world of vulner-
ability—and again, 90 percent of the critical infrastructure in this
country that is vulnerable is in private hands. We have to address
the question of how private industry can share information with
the government and not have that information be translated into
terms that a terrorist can use.

Now, I am shilling shamelessly for my bill that says—I under-
stand that the administration has endorsed it—that says that this
information, voluntarily given to the government—you can see how
I am doing this here—voluntarily given to the government, is not
subject to a FOIA request. FOIA anticipates that, says that such
information need not be reported, but the FOIA definitions are
vague. All my bill does is sharpen that. I am on this crusade be-
cause I do not want us to get away from the understanding of the
private sector vulnerabilities that we have as we get tied up in le-
gitimate conversations about intelligence gathered by our intel-
ligence agencies.

The private sector has created their own form of information
sharing in ISACs, Information Sharing and Analysis Centers, but
they keep that to themselves. If the new department is going to do
its job, it is going to have to create cooperative relationships, not
only with these ISACs, but with industry generally. Where the in-
formation can be shared, analyzed by government, the analysis
shared back with the private sector, but in a way that does not pro-
vide information for those who wish this country ill.

So again, that is my enthusiasm. I would like your reaction to
it and any contribution you might have.

Governor RIDGE. Senator, the concerns that you have raised with
regard to the necessity, one of the private sector sharing some very
sensitive proprietary information to the Federal Government as we
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assess critical infrastructure vulnerabilities, is a concern that we
have had based on our conversations with the private sector as we
prepare—we are in the process of preparing a national strategy for
the President, which is one of the tasks assigned to the Office
Homeland Security. So, I want to be as supportive as I can with
your efforts. As someone who believes that we need this kind of
confidentiality and we need this kind of information, because the
nature of the new threat involves terrorists taking advantage and
targeting really economic assets and turning them into weapons.
And you and I know, and I think we see potential weapons of cata-
strophic impact in States and communities around this country. So
we need to know that kind of very confidential, sensitive vulner-
ability information. But some of it has a proprietary interest. They
do not necessarily want their competitors to know that is what
they are doing or that is what they have.

And so we do need to come up with a mechanism so this becomes
sensitive only as security information that we can use in the gov-
ernment, can be accessible to the Department of Homeland Secu-
rity, because depending on assessment, depending on the credi-
bility of the threat and how real it is, it might be the private sector
that is the target. But we do not know it. We will not be able to
assess the vulnerability unless we have that information, so I am
encouraging you to continue to be such an aggressive and success-
ful advocate for the change. And I might add, some of the compa-
nies are concerned about antitrust as well, as they have conversa-
tions with the Federal Government.

Senator BENNETT. Sure. That is part of my legislation. The
image I want people to keep in mind, if this is a battlefield to pro-
tect the homeland, 90 percent of the battlefield is outside the gov-
ernment ownership and purview. Do you want to be the general
that goes into battle with 90 percent of the battlefield being blind
to you in terms of intelligence gathering? Because the CIA, the
NSA, the FBI, and so on, are not involved in gathering this infor-
mation. It must be voluntarily given and we have got to create the
channels that make it possible for it to be voluntarily given, and
in this battlefield, we are not necessarily talking about weapons of
mass destruction, but we are talking about tools and weapons of
mass disruption, which in terms of the impact on the economy can
be just as great.

Thank you very much.

Chairman LIEBERMAN. Thanks, Senator Bennett. Senator Akaka.

Senator AKAKA. Thank you very much, Mr. Chairman.

My concern is with the workforce. Senator Voinovich said earlier
that we must have an adequate workforce. And, I want to ask you
why the President’s proposal does not include recommendations for
additional staff or resources.

Let me give you an example. It was reported by the FBI unit to
be transferred to the new department, and the FBI has a shortage
of trained intelligence analysts. This is the same unit that would
be expected to provide many of the intelligence analysts for the
new department. Moreover, GAO found that this unit lacked the
staff and technical expertise to fulfill its mission.

Using this one example, my question is why do you believe the
White House came to the conclusion that new staff and resources
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would not be required. Wouldn’t the lack of resources impact the
department’s need for intelligence in a timely fashion?

Governor RIDGE. Senator, the President believes that if the new
Secretary of Homeland Security is given the kind of flexibility he
or she needs to reorganize this department in such a way that it
significantly improves our capability of preventing a terrorist at-
tack and protecting citizens and our way of life. If he or she is
given the flexibility to reprogram dollars, to transfer dollars on an
annual basis, to reorganize the department, in the short term,
clearly they believe that out of that 170,000 people, qualified peo-
ple, people who have been working very hard on homeland security
issues for a long, long time, that ability to move personnel about,
we should be able to fill any short-term needs that would exist.

I think obviously if you take—and again, it will be up to the new
Cabinet Secretary—depending on what Congress allows for pur-
poses of the reorganization, what consolidation is permitted and
what kind of flexibility the new Secretary is given with regard to
that consolidation. There are a lot of critical decisions that will be
made about personnel at a later date, but presently, as constituted
for at least a short-term, the President very much believes that out
of 170,000 extraordinarily talented people, if we have some flexi-
bility we can move them around.

I do recognize the particularly innate challenge that you have ad-
dressed, however, with regard to analysts. And obviously that is a
capacity that Bob Mueller looks to enhance, and I think he is look-
ing to add another 500 or 600 analysts in his Central Intelligence
Unit. I think George Tenet is looking to increase the number of an-
alysts, and obviously, the new Department of Homeland Security
will be looking to enhance their analytical capacity, building an an-
alytical capacity. Some have been looking to the other agencies po-
tentially to bring some people over, going to get some retired ana-
lysts potentially, but looking for flexibility to hire on a personal
services basis some people out there perhaps in the academic com-
munity or others that have had experience.

So you have highlighted a concern that Congress has, the Presi-
dent has and all of us. We want to enhance our analytical capacity,
and for that purpose, I think giving this new Secretary some flexi-
bility with regard to personnel decisions will enhance that interest,
will enable him or her to do so.

Senator AKAKA. Thank you. You have referred to the movement
of personnel from one department or agency to another. And that
is why in my opening statement I was urging us to be careful about
how we do this so we protect the rights of the workforce.

You also alluded to the budget and your hope that we will not
require additional resources to carry out the intent of homeland se-
curity.

In addition to September 11, which was a great disaster for our
country, there were lethal attacks on the U.S. Postal Service. The
lethal attacks on the U.S. Postal Service caused death and illness
to postal employees and customers from anthrax. The use of a bio-
weapon severely impacted the Nation’s $9 billion mailing industry
as well, and this is the kind of problem that I am highlighting.
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My question to you is how will the new agency work with agen-
cies like the Postal Service, that play such a major role in our econ-
omy, and to protect that agency’s mission and the people it serves?

Governor RIDGE. Senator, I believe it was the day after the Presi-
dent appointed me the head the Office of Homeland Security within
the White House. Within 24 to 48 hours we had the first anthrax
incident, first anthrax murder. And it was at a very early stage
that I began to work with Jack Potter and the leadership of the
unions that provide postal services in this country, and it was be-
cause of their leadership and their courage and their tenacity dur-
ing a series of very, very difficult events, that I think we worked
our way, as best we could, based on the knowledge that we had at
the time, through a very terrible period for this country and for the
men and women of the Post Office.

The one thought that I would share with you immediately as to
how this new agency would help postal employees and customers,
is the strategic focus that the Department of Homeland Security
will give to research and development as it relates to homeland se-
curity issues.

The first impulse for the Postmaster General and for the Post Of-
fice was to purchase billions of dollars worth of irradiation equip-
ment. They pulled back and said, that is dealing with the problem
after it occurs. Why do we not take some of the hundreds of mil-
lions of dollars—and the Congress very appropriately, in the sup-
plemental, gave them, I think, last year $500 million more, and I
think there is another $89 or $100 million in this year’s supple-
mental. They pulled back and said, “Let us explore the universe of
bio-detection equipment that we could deploy to determine whether
or not we have got a problem to start with.”

So with this notion that working with government agencies
based on what they need to serve not only the employees, but their
customers, the people of the United States, that I could very much
see the interaction between the Postal Service and the Department
of Homeland Security, setting a priority for bio-detection equip-
ment or protection equipment based on the kinds of threat that ex-
ists and the needs that they have.

So I think that is the most immediate example of how I think
they can, would and should work together.

Senator AKAKA. Thank you very much for your responses.

Chairman LIEBERMAN. Thanks, Senator Akaka.

Senator AKAKA. I have some additional questions that I will sub-
mit.

Chairman LIEBERMAN. Thanks, Senator Akaka. We will leave the
record open for additional questions to be submitted. Senator Car-
per.

Senator CARPER. Thank you, Mr. Chairman.

Governor, how long have you been in your new post?

Governor RIDGE. Senator, ever since October 8. I cannot tell you
I have counted the days. I do not know, it seems like yesterday—
9 months.

Senator CARPER. If we had in place the kind of structure that the
administration is proposing in revamping our Federal Government
to deal with the issue of homeland security, if we had it in place
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prior to September 11, how would this proposal have helped us to
avoid that catastrophe?

Governor RIDGE. Senator, I think that is a difficult if not almost
an impossible question to answer right now, because we do not
know exactly how the new department would be set up. We do
know that there is an affirmative obligation that I try to under-
score that the CIA and the FBI would have to give their reports
and assessments and analytical work to the new agency, whether
or not another set of eyes or experiences would have been inter-
preted differently, if there would have been any enhanced capacity
to connect the dots, I think, at this point, is the worst kind of spec-
ulation.

I do think, however, that prospectively the notion that we will be
able to integrate information and match it against vulnerabilities
and take action, that there will be a strategic focus on the billions
of research dollars that we have spent well and wisely in the past,
but more on an ad hoc basis rather than based on an assessment
of threat. These are unprecedented times. This is an enduring vul-
nerability. This is a condition that we are going to confront for a
long, long time. And finally, we are going to have a strategic focus
on where we place some of the public’s money to come up with
countermeasures of weapons of mass destruction. The Congress of
the United States has been talking for a long, long time about an
exit system. I think Senator Durbin pointed out in his opening re-
marks, 6 years ago the INS was tasked with developing one. And
someone else talked about several years ago the INS was tasked
to develop a database with the FBI based on fingerprints, so you
have had all these ideas very relevant to homeland security in one
measure or another, just kind of lingering out there. There is no
command structure. There is no accountability structure, that the
Congress of the United States calls in somebody and says, “Look,
you were tasked 2 or 3 years ago. Plenty of time has elapsed. Ex-
plain to us why you haven’t done this.”

And so I cannot talk to you about how it could have been done
in the past, but I do know the President likes to align responsi-
bility and accountability. But it is not all good for the President.
Might say it would be good for the Congress of United States. The
Secretary of Homeland Security, I presume, will pick up those re-
sponsibilities to get that job done, hopefully given a reasonable pe-
riod of time to do it, and if it is not accomplished, be accountable
not only to the President but also accountable to you.

Senator CARPER. When you look back at the months since last
October 8 and you think of the challenges that you faced in taking
on this new responsibility, can you pick a single challenge that has
just been especially difficult to face? How does the proposal of the
administration better equip the next leader, the next Secretary, to
address that challenge?

Governor RIDGE. The existence of an agency within the Federal
Government, whose primary purpose is to meet the goal of the
President and that is shared by the Congress of the United States,
to protect American citizens and our way of life, substantially, I be-
lieve from the get-go, improves our ability because there is now a
consolidated structure and a command structure, an accountability
in place that did not exist before.
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But in addition to relying on the Federal Government to get the
job done, the additional advantage—and I think Senator Lieber-
man felt this way in his proposal; other senators have alluded to
it. This task is complex. It is monumental. It is unprecedented. And
as well intentioned as we are in the Federal Government in all the
programs in the Federal Government, we have to have partners,
and the partners have to be in the private sector, and the partners
have to be the States and the partners have to be the mayors. So
not only does this structure, does this department enhance our
ability to protect the homeland with regard to the deployment of
Federal resources and people, but I think it is the best way to de-
velop the kind of national partnerships that we need to protect our-
selves as well.

Senator CARPER. In the questioning today, some of our colleagues
have talked about areas where we need to invest more dollars,
maybe in additional people to patrol our borders, resources at the
INS. In the last administration, when they sought to reinvent gov-
ernment, they tried largely to do so in a way that shrunk the size
of government, not grew it, in a way that allowed them to provide
better services more efficiently. In the end they invested more
money in a number of places, but they tried to find ways to spend
less and achieve greater efficiencies in others.

I think we are going to be real tempted, both in the Congress
and in the administration, to invest more money, to invest more
dollars in areas that logically make sense. I just hope that as we
go through this we will also be mindful of the need to try to find
those efficiencies, find ways to look for economies of scale, large or
small, to even spend a bit less money in other ways. I think it was
Senator Voinovich who talked about how a country which for the
last couple of years was able to balance its budget for the first time
in ages is now finding itself back in the tank. He said our deficit
was $300 billion. It is $300 billion, and we just raised the debt ceil-
ing by another $450 billion. So I just hope that we will be mindful
of the need to, while we are trying to save real lives here, we are
also spending real money here, and we have to be smart about both
of those.

I do not know if you have a comment you would like to make on
that or not.

Governor RIDGE. Senator, I think the notion of bringing efficiency
to government is something that you and I felt as governors we
had the responsibility to do, and not necessarily for saving it, put-
ting it back into necessarily government’s pocket, but if you can
save it in one area and use those resources in another area, you
have enhanced the capacity of government without increasing the
size of the budget. We both share that point of view

Senator CARPER. I hope as we go through this process and fash-
ion this legislation, hopefully put on the desk of the President a bill
he can sign, that you will feel free in sharing with us how to save
money as well as to spend it.

Governor RIDGE. I think we are going to clearly find at least a
preliminary look at the interoperability of the technology that is
available to these departments is rather remarkable. I think based
on our experience as governors—I know we have talked about this
a great deal—you can empower people and make them far more ef-
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ficient, if you equip them with 21st Century technology, but you
cannot layer it, you have to integrate it. And I think as we took
a look just at the first quick blush at the IT contracts that may be
let with some of these other agencies going out, we would not want
them to let those contracts in and of themselves. We would want
to design a system so that you can fuse the data and the informa-
tion from the INS and the Customs and the Coast Guard and ev-
erybody else. So I think there are quite a few places we can bring
some efficiencies, and if you can save a few dollars there, then of
course the new Secretary with the transfer authority can then de-
ploy those resources someplace else, more personnel, more research
and development. It creates more options for the new Secretary,
and more importantly, more options for this country.

Senator CARPER. Mr. Chairman, my time has expired. Governor
Ridge’s time has not. And we look forward to continue to work with
him for a good long while. Thank you.

Chairman LIEBERMAN. After this morning, I am grateful that
Governor Ridge has not expired. [Laughter.]

I have informed Senator Durbin that his questions are all that
stand between you and the House, and even the possibility of get-
ting lunch. And I always feel that no one should be asked to face
the House on an empty stomach. [Laughter.]

So Senator Durbin has said that he would try to keep his ques-
tions short.

Governor RIDGE. My former colleague from the House.

Chairman LIEBERMAN. I do not know whether he would care to
comment on that.

Senator DURBIN. Thank you, Governor Ridge. As I reflect on the
fact that you and Senator Carper and I got into this business at
the same time 20 years ago in the House, I am gratified that you
are where you are today. You were the right choice by the Presi-
dent, and I think you have done an excellent job.

Let me follow through on the last question that relates to my
opening statement.

Governor RIDGE. Yes.

Senator DURBIN. I talked about the glaring deficiencies when it
comes to information technology, particularly at the FBI and the
INS. To think that the FBI, 2 years ago on its computers, did not
have access to the Internet, did not have E-mail, still today does
not have word search, which for $750 at a Radio Shack in Peoria
or Pittsburgh you can buy; they still don’t have it. To think that
they still use teletype machines to transfer information between
different offices, stone age technology that is still part of the pre-
mier law enforcement agency in America. It draws me to a conclu-
sion that if we are going to do this and do it right, we ought to
take a lesson from history. The Manhattan Project, 60 years ago,
summoned the best scientific minds in America to come up with a
device to end the war, and it did it effectively.

And we have the same challenge today, a Manhattan project
challenge, to get the best scientific computer/IT minds together, to
put not only the Department of Homeland Security at the cutting
edge, but also the FBI, the CIA, and related agencies, so that they
can interface, they can communicate, and they can be effective.
What do you see as part of this? I mean it seems to be kind of an
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adjunct to this discussion. We have talked about Departments of
Homeland Security, but how are we going to do this Manhattan
Project-type approach that really brings us up to date with all the
technology currently available?

Governor RIDGE. Well, Senator, I believe that your goal of cre-
ating a 21st Century Department of Homeland Security that is em-
powered with the best technology on the market, every conceivable
application being deployed within the new Office of Homeland Se-
curity is at the heart of what I believe the President hopes to work
with Congress to create. It is pretty clear that some of the stove
pipes that have been created among the agencies initially were cre-
ated because of particular mandates given to them by Congress,
but then once they were told to share information, they never
adapted technology to do that. And the fact of the matter is, if we
are to maximize our effort collectively to protect America, whether
it is the unit that is dealing with intelligence sharing and infra-
structure protection or it is the border unit, or it is the FEMA unit,
this new Department of Homeland Security gives this Congress an
opportunity to design, for the first time, a new department empow-
ered with the best technology available, that once we determine
what the policy is and what our mission is—we know what the gen-
eral mission is, but again we have some other decisions to make
with regard to the particulars of the agency—but once we decide
what that mission is, getting together the best group of technology
minds to look for solutions, not sell products—we will get to the
products later—but to come up with a technological solution to em-
power this is something that we would welcome the opportunity to
work with you and similar-minded members of

Senator DURBIN. Take me up the organization chart. Assuming
we have a Department of Homeland Security, a CIA, a FBI, and
the need for the NSA, and all of these to communicate at certain
IT levels, where do I go? Which box in the chart do I go to to make
sure all of these are coordinated?

Governor RIDGE. Well, you will see in the recommendation, as
part of the organizational structure we will have an information of-
ficer, a technology officer, but the

Senator DURBIN. That is in the Department of Homeland Secu-
rity. But what about these other agencies; who is going to bring all
of these agencies into communication?

Governor RIDGE. Well, you have begun that process, as I under-
stand it, with regard to the FBI. You have given Director Mueller,
I think, the Congress has given Director Mueller several hundred
million dollars, so that he can finally create an infrastructure
where they can begin sharing information within the agency itself.
It is one thing to look to them to share information externally. The
Director recognized shortly after he arrived, that they were not
even equipped technologically to share information with each other.
So again, Congress has taken a leadership role in trying to bring
some of these agencies into the 21st Century with new technology.
I just think that real aggressive oversight and partnership between
the new Department of Homeland Security with partnership with
Congress will see to it that from the get-go, this agency is equipped
with a kind of technology that is needed to meet the mission that
you gave them perhaps even as long as 6 years ago.
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Senator DURBIN. I have two questions and not enough time for
both. I would, just for the record, indicate that if we are successful
in creating this Department of Homeland Security as envisioned,
we will also be creating the 13th Federal agency responsible for
food safety. We currently have 12. Now we are going to add the De-
partment of Homeland Security. I think that is mindless. I think
we ought to get it together in terms of where we are going.

But I really want to ask my question. Did you consider the Hart-
Rudman approach suggested, the use of the National Guard as the
front line of defense in homeland security, preserving it as a State-
run entity, but meeting some national training goals, developing
resources, really kind of redefining—or I should say returning to
our origins for the National Guard as our homeland defense? Did
you think about using that as part of this approach in the Depart-
ment of Homeland Security?

Governor RIDGE. We read the Hart-Rudman report thoroughly,
as evidenced by the President’s initiative and grafted onto his ini-
tiative many of their recommendations. I would tell you, Senator,
that it is the belief of the administration that the new unified com-
mand plan setting up a North American Command under the re-
configuration proposed by the Department of Defense will add
value to the new Department of Homeland Security, because there
will be a much more direct relationship from secretary to secretary
with regard to the deployment of the National Guard.

In response to an earlier question that one of your colleagues
raised, this is another opportunity and responsibility for the two
secretaries to plan in advance of an emergency as to how to deploy
and under what conditions to deploy those assets.

So clearly my experience with the men and women of the Na-
tional Guard as Governor of Pennsylvania was as good and as posi-
tive as I believe most governors have felt and experienced, the ulti-
mate citizen soldier who responds to the challenge at a moment’s
notice, and configuring them in the future, configuring their future
deployment under certain circumstances on behalf of the Depart-
ment of Homeland Security would be one of the most important
and one of the first missions that the new secretary should under-
take with the Secretary of Defense.

Senator DURBIN. Thank you, Governor Ridge.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Durbin.

Governor Ridge, thanks very much. It has been a very helpful
morning. We have covered a lot of ground. There is obviously some
we have not covered. I know our staffs are in close contact. You
and I, Senator Thompson and other Members will be. There have
been important questions, some of those are—I have not heard any-
thing today that tells me that we cannot or will not get this job
done this session of Congress, so thank you very much.

Do you need a note for Congressman Shays on the House side
or—— [Laughter.]

Governor RIDGE. Well, you know, I think your note would do just
fine, Senator. I appreciate spending some time with you today.
Thank you very much.

Chairman LIEBERMAN. Thank you. Well done.
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Senator Hart and Senator Rudman, thank you very much for
your patience, and for your presence here. As a measure of the
high regard in which you are held and the fact that people are in-
terested in what you have to say that at least the four Ranking
Members of the Committee are still here at this hour to hear you.

It struck me that Hart and Rudman may be competing with
McCain and Feingold as the most sought-after tag team here in
Washington.

Gary, I said to the hearing on the House side last week, when
Warren Rudman was there, that in the new age of security that we
entered in on September 11, as we look back, you two are going to
be the Paul Reveres of this age, in effect, your work and report—
we are seeing that the terrorists are coming, unfortunately. We did
not respond and organize quickly enough and well enough.

We thank you for being here. We are interested in hearing any-
thing you have to say, most particularly your reactions to the
President’s proposal.

Senator RUDMAN. Let Gary go first.

Chairman LIEBERMAN. Is he the older, more senior of the two?

Senator RUDMAN. Smarter.

Senator HART. I just look older.

Chairman LIEBERMAN. Senator Hart.

TESTIMONY OF HON. GARY HART, CO-CHAIR, U.S. COMMISSION
ON NATIONAL SECURITY FOR THE 21ST CENTURY

Senator HART. Mr. Chairman, Senator Thompson, Members of
the Committee, thank you very much for letting us come.

To the end we can presume to speak for the 12 distinguished
Americans who served on this Committee with us, and with whom
we were honored to serve, I think it is safe to say that all of us
our deeply gratified that the President has endorsed the proposal
that we made to him very early in his administration, and has in-
deed gone well beyond the structural suggestions that we were able
to make. It was beyond our capacity and our mandate to design a
new National Homeland Security Agency, but we certainly tried to
lay out the framework and the implementation for that.

Objections have been raised. Each of them is answerable very
quickly. The suggestion is that this is going to be too costly. That
decision has already been made. I think the Congress and the
President have concurred that something in the range of $37 or
$38 billion will be spent on Homeland Security, and that will of
course continue and increase as time goes on. The issue is whether
it will be spent under a single coordinated command by one Cabi-
net officer accountable to the President, the Congress and the
American people, or whether it will be disbursed among several
dozen existing Federal agencies. The same is true of the allegation
of scale, this new agency will be too large. It is already large.
Whether it is too large remains to be seen. The fact of the matter
is, all the pieces, 98 percent of this new agency is in existence.
Again the question is, will they be reorganized and consolidated
under a single command, or will they be disorganized and spread
throughout the national government?

The allegation is made that there will be “bureaucratic resist-
ance.” I cannot imagine. I simply cannot imagine. The congres-
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sional committee chairperson or subcommittee chairperson or the
head of an office in this government, standing before the American
people and saying, “It is more important that I maintain my per-
sonal, political prerogative than that 280 million Americans are se-
cured.” And that is the issue.

So if somebody wants to stand up and say, “Let us keep things
the way they are because I have my committee or I have my office,
and that is more important,” I think they will be and should be too
embarrassed to make that argument.

On the issue of intelligence that we have spent a good deal of
time on this morning, it seems to me, and to our Commission, fun-
damentally apparent that intelligence collection and analysis is one
function, operational organization of the Homeland Security is yet
another. In 1947, the appropriate analogy, I do not think anyone
really seriously suggested that the new Central Intelligence Agency
should be in the Department of Defense. And likewise, the existing
intelligence assets of this government should not be in this new
operational Homeland Security Agency.

Now, can an argument be made, and a strong argument, for reor-
ganization of intelligence, the intelligence network in this govern-
ment? Absolutely. That is a separate issue. The CIA and the FBI
were designed or came to be designed to fight the Cold War. The
Cold War is over. And yet they persist on as existing bureaucracies.
I think serious thought ought to be given, by this Committee par-
ticularly, about what to do about that, but that seems to me to be
a totally separate issue from the new Homeland Security Agency.

One thing that interests me—and I cannot speak for my Co-
Chair person, Warren Rudman or the other Commission mem-
bers—is the issue whether traditional functions such as collection
of Customs duties can be maintained in the traditional agency,
Treasury, and law enforcement aspects of Customs be moved to the
new agency. In other words, should the new Homeland Security
Agency be in the business of collecting customs? I think not. Should
it be in the business of protecting fishermen? I think not. There are
functions that can be left where they are and the law enforcement
aspects of all those agencies consolidated. That is one person’s
opinion.

I do want to emphasize, as Senator Durbin did earlier, the im-
portance of the National Guard. This is not contained in the new
legislation, but this Committee and indeed all the Congress ought
to be thinking about the three arguments for the preeminence of
the National Guard in this capacity. One is constitutional. The Na-
tional Guard exists today as the heirs of the original constitutional
State militias for the specific constitutional purpose of protecting
the homeland. That is why we have two armies in this country.
Second, statute prohibits the use of regular forces to enforce the
laws of this country, the Posse Comitatus Act, and I for one think
it ought to stay that way, and I think the military thinks it ought
to stay that way. And third, the practical issue. 2,700 National
Guard units are forward deployed around this country and, prop-
erly trained and equipped, they are best prepared to be the front
line, the first responders.

Finally, Mr. Chairman, the nature of conflict is changing. A cou-
ple of Members of the Committee have said that. I am not sure the
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political leadership in this country had adapted to the notion that
what we are dealing with here is not quite war and it is not quite
crime. A lot of the confusion about how to deal with the detainees
is because of this blurring of distinctions and the changing nature
of conflict.

I would hope that this Committee as the oversight, or the future
oversight committee for this new department, and the new depart-
ment itself, indeed the entire government, will begin to understand
the fact that conflict in the 21st Century is not going to look like
conflict in the 20th Century, and declaring war on criminal conduct
is probably going to end up, as some people believe with drugs, as
the ultimate in folly.

My closing thought is that 50 years ago or more, then-President
Dwight Eisenhower thought about shifting elements of the national
government to the center of the Nation, particularly Colorado, and
I thought he had a very good idea at that time. I have noticed that
there is some talk about this new agency being housed somewhere
outside Washington. Given my own considerable experience on this
matter, I think if that happens there is probably a very good
chance it will be West Virginia. [Laughter.]

Senator HART. But on behalf of my own State, I would like to say
we would welcome this new agency. Thank you.

Chairman LIEBERMAN. We will take your recommendation under
advisement, Senator Hart. Thank you. Thanks for those excellent
thoughts.

Senator Rudman, I say it at almost every—also I should say it
in your presence: The bill that the Committee reported out is large-
ly a legislative expression of your superb report. So I cannot thank
you enough.

Senator Rudman.

TESTIMONY OF HON. WARREN B. RUDMAN, CO-CHAIR, U.S.
COMMISSION ON NATIONAL SECURITY FOR THE 21ST CEN-
TURY

Senator RUDMAN. Mr. Chairman and Senator Thompson, and my
other friends on the Committee I served on for many years, thanks
for inviting us. I join Gary in expressing our appreciation for what
you did originally when you responded to our testimony long before
September 11.

This may be the single most important piece of legislation you
will act on in your careers. I happen to believe that as I look back
at 1947 or 1948, George Marshall created the Department of De-
fense, the Joint Chiefs of Staff and the things that got us through
the last 50 years of the last century. It is important to note this
is only a beginning. It is hardly the end.

The structure the President proposes, your bill, our recommenda-
tion are very similar, identical in many ways. It may need to be
changed here and there. My experience up here was usually you
would take a bill like this, whatever it is, and when it comes out
of the Congress generally it is better than it was originally sub-
mitted, and I think that is what will happen here.

But then the implementation is so important, and I think the
comments of Senator Voinovich and others about personnel are so
important. I recognize, but you have got to be very careful not to
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take on too many fights that you could sink the entire proposal,
and there are those who would like to use this as a vehicle to re-
form and change civil service. Whether you can do that, I do not
know, but I do know that our report talks about human capital.

I want to just make two comments because Gary has really ex-
pressed our collective thoughts of our group, and then take your
questions. First, in our recommendation—by the way, there are
seven recommendations in the report on Homeland Security and
there are 43 in the whole thing. The Secretary of Defense has
looked at it very carefully, and obviously adopted two or three of
the key recommendations. The CINC North Bureau is in this pro-
posal. The establishment of an Assistant Secretary of Defense for
Homeland Security, I understand may well happen. Senator Levin
may have a more current view than I have, but we recommended
that. And of course the National Guard we said should maintain
its dual role. It should keep its current role of being combat sup-
port. It is part of the integrated plan of the Joint Chiefs for deploy-
ment under various scenarios. We do not want to take that away.
But the chances are that some of those things will never happen.
The chances are that further acts of terrorism well may happen,
and thus we recommend they be dually trained. My understanding
is that is under serious consideration.

Finally, be very careful about confusing what this new agency
will do with the traditional roles of the FBI and the CIA. I have
heard many of the same questions when I served on the Intel-
ligence Committee. I chaired the President’s Foreign Intelligence
Advisory Board for 4 years and served on it for 8 years. The major-
ity of the work the agency does is not homeland security. The great
majority of what it does deals with support for military operations,
supporting the State Department, supporting strategic policy, and
nuclear proliferation. It belongs where it belongs, and the President
is absolutely right, the Director of the CIA ought to report to him.

The FBI is traditionally a law enforcement agency. If you look at
its history during World War II it did an extraordinary job in coun-
terespionage. The war ended. It continued to work as an anti-KGB
function within this country, and had some great success. Now it
has to shift its focus into a whole new area. And Senator Hart
raised it, others have raised it, something not for today, not for this
legislation, do we want an MI5 in America? Go back and read the
history. There was a very interesting collection that opposed it. It
was J. Edgar Hoover and the American Civil Liberties Union, who
together did not want to give the CIA an MI5 function for reasons
that we could understand even today. Has that changed? I think
that rather than debate that issue, which my sense is will not
occur, you ought to look long and hard at what you have been look-
ing at during the hearing. How is this analytic agency going to be
set up within the department? What access will it have to what in-
formation? How will it operate? What kind of technology will they
have? Those are the implementation questions.

I have said for a long time that the problem with U.S. intel-
ligence is not collection. We collect a lot. It is not analysis. We have
too much to analyze. It is dissemination and how we do that, and
that is a key role that you are going to have to sit around the table
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with a lot of smart people and figure out how it is going to look
here. It has got to be spelled out in my opinion.

So let me take your questions.

Chairman LIEBERMAN. Great, thank you. Let me begin with this
question that has been the focus of a lot of our attention today.
Senator Hart, let me ask you to build on a statement you made
which is that we should not create a domestic intelligence agency,
if you will, or division, within the new Department of Homeland
Security, Senator Rudman has developed it a little more in terms
of an MI5 type of operation, either outside of the new department
or inside it. Why not, just to get your thoughts on the record? In
other words, I am going to make the argument for it, though I have
not reached any conclusion on it—if the FBI is now developing to
meet the new terrorist threat, a new capacity for domestic intel-
ligeng)e to prevent terrorism, why not put it under the new depart-
ment?

Senator HART. My study of the Cold War is that separate intel-
ligence collection and analysis guaranteed objectivity. When the
producer is also the consumer, conflicts of interest arise. People
begin to tilt their judgments because they are on a different career
path. If their career is moving up through the agency that is also
consuming what they are producing, they may be inclined to say
different things for their own personal or bureaucratic reasons. I
think the history of intelligence, the intelligence profession, if you
will, in this country, which you can date from the mid-20th Cen-
tury; clearly there were predecessors, but it really began in the
1947 period as a serious professional enterprise—basically support
the notion that the collection and analysis is one function, putting
that information to use is a separate one, and they ought to be kept
separate.

Beyond that I can give you more philosophical reasons.

Senator RUDMAN. Can I just comment on that? Is the Chairman’s
question that the part of the FBI that will deal with counter-ter-
rorism—ought to go into the agency?

Chairman LIEBERMAN. Yes. Here is the argument. In other
words, obviously traditional post-crime law enforcement that the
FBI does: Investigating a crime that has occurred, apprehending
the alleged criminal, will be kept where it is. But now if we are
going to develop a whole new domestic intelligence counter-ter-
rorism in the FBI, like stuff they have done before but bigger,
should that not be outside of the

Senator RUDMAN. No, it should not, emphatically. I am going to
give you the most important reason why it should not. You will
then separate it from its collection. The collection of the FBI is not
in a “counter-terrorism unit.” It is in every FBI office in every ham-
let and city of this country. We saw it with the reports from Min-
neapolis and Phoenix. These are agents working on general FBI in-
vestigations who had it called to their attention that something
funny is going on. They report that back to headquarters. Their col-
lection comes from the field. The FBI has no independent collec-
tion, so you cannot separate it. If you did you would cause chaos
in my view.

Chairman LIEBERMAN. OK. One of the questions that I did not
get to ask Governor Ridge is about the way in which the Hart-Rud-
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man Commission, our Committee and the President handles the
INS. In the end I think this may be one of the more controversial
parts of the President’s proposal in a political congressional con-
text. The Commission, as I recall—

Senator RupMAN. We did not.

Chairman LIEBERMAN. I think you might have taken the Border
Patrol but that is all.

Senator RUDMAN. Right.

Chairman LIEBERMAN. We ended up taking some of the other law
enforcement functions from INS, putting them in a new depart-
ment, but we left all the so-called traditional immigration functions
in the Justice Department. The President has taken all of INS—
and you know the argument here, which is if you take all of INS
and put it in a security agency, then the INS and the country, if
I can put it that way, are not going to be as traditionally open and
welcome to immigration as we have been.

So I wonder if you have a comment on what the President’s pro-
posal is here?

Senator RUDMAN. Well, we debated it, and we had quite a debate
during the last year of our deliberations, and if you will look at the
proposal and you look at the seven, that clearly is not there. The
reason it was not there is we could not develop consensus on sepa-
rating those very parts that you have just captioned from their
home agency, Justice in that case, and moving them into this par-
ticular unit.

However, in conversations I've had since the President’s proposal
was developed, with various people within the government, people
make a strong case that there is more connectivity between these
various parts of these individual agencies than we staked, and that
we believed at the time we did this. That is one of the reasons that
we did not. We thought that there was not that much connectivity.

I will give you a good example. The head of the U.S. Customs
service is someone I have known for a long time, have a lot of re-
spect for, Bob Bonner, who called the other day and had a long
chat about our proposal versus the President’s proposal. He pointed
out, as he will to you I am sure, that there is so much reliance on
one part of that agency with the other, that to separate them starts
to really impinge on their effectiveness. Now, he will have to make
that case, but I know Gary and I have talked about separating
fund raising, called tax collection, from law enforcement. He would
say that is the wrong thing to do and he would give you some
strong reasons for it. So I think my most important point is you
have got a tough job. You have got to sit down with these people.
You have got to listen to their arguments and decide whether they
are turf arguments or whether they are policy arguments.

Chairman LIEBERMAN. Right. Last question for me in the time
that I have. Since you made your report and since the develop-
ments of September 11 have occurred, as you pointed out, Depart-
ment of Defense has now established the Northern Command, inci-
dentally in Colorado Springs, and there is possible talk of an As-
sistant Secretary. Would you fit something into the new Depart-
ment of Homeland Security statute that guarantees some kind of
links or cooperation with

Senator RupMAN. We did.
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Chairman LIEBERMAN. You did?

Senator RUDMAN. Yes, that is in our report, and I expect they
will. We have a very strong connection between DOD and this de-
partment in terms of liaison because, Mr. Chairman, in the final
analysis, if there was a weapon of mass destruction visited upon
an American city, the only organization in America that can re-
spond to it is the United States military. There is no one else. We
all know that.

Chairman LIEBERMAN. Senator Hart, you have done a lot of
thinking about national security policy. Do you want to add any-
thing in this regard?

Senator HART. Yes, I am just perhaps more concerned than War-
ren is about the two-army principle, and the resistance in the reg-
ular military itself to performing a law enforcement function. There
is a notion among some Americans that the Defense Department
wants to run America. This is not true. Career military officers are
the first people to tell you, “We do not want a law enforcement
function.” Now, the scenario that Warren has cited, a catastrophic
attack of some kind, obviously every asset of this country is going
to come into play. Nobody is going to be worrying about the niceties
of the Posse Comitatus Act.

But short of that, we have an army, we have citizen soldiers for
this purpose. They must be trained and equipped for this mission
of response to an attack. But they can be there first. Under the
statutes they should be there first. And then if additional help is
needed, our vast military network is available.

Now, I happen to think if the attack is on Denver, the Colorado
National Guard is going to get there faster than the 82nd Airborne
Division in any case.

Chairman LIEBERMAN. That is right. Thank you very much for
all you have contributed here. You set a high standard of public
service after Senate service for Senator Thompson, who will most
immediately confront this opportunity.

Senator RUDMAN. Before Senator Thompson questions, I would
like to refer the Chairman to page 17 and 21 of the final report,
which diagrams the linkage between DOD and the new department
as we envisioned it.

Chairman LIEBERMAN. Thank you. Senator Thompson.

Senator THOMPSON. Mr. Chairman, thank you very much. These
gentlemen do remind me that there is life after the Senate.

Gentlemen, I think the reason why we are hearing so much
today about the intelligence gathering activities is because so many
of us feel that while what we are doing today is something we can
go ahead and do and must do and should do. It is a broader prob-
lem and really more pressing, and maybe one that we cannot solve.
It seems to me that one of the jobs that we have got here is to
make sure we do not do anything in this Homeland Security en-
deavor that complicates that problem.

And I can certainly see the logic of the Chairman’s suggestion.
We are now moving the FBI into a different category. The three top
goals of the FBI now are things that probably would not have even
been on a chart a short time ago, much less being the top three
priorities. They have to do with before-the-fact activities, instead of
after-the-fact solving the crime activities, and there is a logical dis-
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tinction there. We have got to make sure that we do not do any-
thing with regard to that in this process. It complicates the prob-
lem because the Congress and the President have to address these
problems inherent in the FBI and intelligence gathering activities
that have been on the public record for years. We have all known
the difficulties and the transition the CIA has made from the Cold
War to the current threat. We have all known that we have lost
so many good people at a time when our requirements are much
more sophisticated in terms of language skills and things of that
nature than ever before. And, of course, these are problems that we
have seen with the FBI over the past several years. So we welcome
your comments and your help and assistance in that balance as we
go forward.

One of the things I would appreciate your view on is with regard
to the President’s proposal and the set up pertaining to the anal-
ysis of these reports. I think we have clearly got a lot of discussion
as to exactly what they are going to get, when they are going to
get it, and what the impetus for the provider of that information
is going to be.

My question is, getting back to the personnel issue that you have
raised so many times, where are they going to get these analysts?

Senator RUDMAN. That is the question of the hour. There is a
shortage of analysts at all of the defense agencies. The FBI has ex-
traordinary shortages. There are language issues involved, trans-
lation issues involved. You can pull all these blocks down, but un-
less there is some sort of a system that is going to give some incen-
tive for language education—by the way, one of the recommenda-
tions in this report, as I know you know because we have talked
about them, Senator Thompson, have to do with education. That is
also a national security. We have got to do some things to influence
people’s careers to go into this kind of work.

Senator THOMPSON. While we have got an immediate problem,
we have got to create these analysts ourselves in the meantime.

Senator RUDMAN. America’s colleges and universities are turning
out a lot of struggling bright young men and women, who I think
would enjoy the opportunity to serve their country in what is a
very challenging profession. But we are not doing a great deal on
that, outside of what the CIA does with its recruiting, to educate
people to the fact that here are those opportunities. I would com-
mend that to someone to take a look at.

Senator THOMPSON. And I would imagine we marry that with
new information technology capabilities that are out there in the
corporate world. It would allow you to determine certain trend
lines and probabilities and things of that nature. There seems to
me an awful lot in terms of personnel and information technology
together that we are not using. Is this correct, Senator Hart?

Senator HART. I think we can turn this problem into an oppor-
tunity, and I concur completely with Warren on this. I have spent
a good deal of time on campuses, including in Senator Lieberman’s
State, in the last few months, and the overwhelming reaction of
young people in this country, very bright, intelligent young people,
was they want to do something for their country, and we have not
heard that for 10, 15, or 20 years. So they need to be sought out,
and what also is needed in the institutions is fresh thinking. So we
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can use a generational change here, bring in a new generation of
people into the intelligence services, into this new department, and
challenge them to think differently. What worries me about the
new—very frankly, about the new FBI unit, whatever this is going
to be, is if they put old timers in there, if they put people who are
the heirs of the Cold War and who are used to chasing KGB agents
in there, they are going to be thinking exactly the same way. And
we are in a totally new age, and what is lacking is leapfrog
generational thinking, that is, not Cold War, not traditional crime
behavior, it is something totally new here. So the recruitment of a
new generation of young people can be of benefit.

Senator THOMPSON. And unfortunately, that is going to take
some time, is it not?

Senator HART. It is.

Senator THOMPSON. But you are right, if we get the analysts, if
we get the right kind of people from these other agencies, what
were they doing all this time anyway, I mean before these prob-
lems all became so apparent?

Briefly on another subject, as I looked at this bill—well first of
all, T looked at some of the comments some corporate leaders have
made with regard to this effort, and they are pretty bleak. They
talk about the odds of it succeeding as being pretty bleak. The new
head of this thing is not going to have the dictatorial powers that
a lot of people have when dealing with a board. They have got to
deal with us and everyone else, and they give all these reasons why
the difficulties. These reasons seem overpowering.

And then I look at this bill. It is a rather short, brief piece of
legislation which got my attention. Then I got to thinking that per-
haps that is exactly what it has got to be because it seems to give
the leadership of this new department the maximum flexibility.
Flexibility with regard to management issues, flexibility with re-
gard to personnel, procurement, things of that nature, might be
necessary. It is very briefly dealt with in the legislation. But it al-
lows, through regulation, the notification of Congress, and gives the
Secretary the ability to do a lot of things that perhaps we should
have been doing in other parts of government. Senator Lieberman
and I have tried to do some of these things in the procurement area
and in some other areas. In order to overcome these hurdles that
all these corporate merger experts who have been through all of
this before in much smaller versions, we have got to do something
unusual ourselves. Perhaps that means that we give the Secretary
maximum flexibility. We allow the new head to do some things that
we perhaps not allowed before. Do you agree with that?

Senator RUDMAN. I do and I want to make one comment. In the
course of our deliberations, we discussed this very issue when we
talked about the consolidation, and we did have people like Norm
Ohrenstein on our group. I mean this was a group of extraordinary
people with a lot of various knowledge. There is a reason we used
two words, as I recall from one of our meetings, and I want to read
it to you, which responds to your point precisely, and if you do not
do this, then you are going to have a serious problem. We said,
under recommendation No. 3, the President should propose to Con-
gress the transfer of the Customs Service, the Border Patrol and
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the Coast Guard to the National Homeland Security Agency, while
preserving them as distinct entities.

Now, this is what these corporate people do not understand. I
have read their comments, and with all due respect, most of them
do not know what they are talking about because they do not un-
derstand this reorganization, as opposed to corporate mergers,
which I am also very familiar with. We are trying to merge a whole
bunch of different cultures into the same building. We said sepa-
rate entities for a reason. The Coast Guard ought to be the Coast
Guard. They ought to wear the same uniforms and the same line
of command as true with Customs and so forth. Now, after a year
or two, if the new department, though there were ways to do this
more efficiently and the Congress agrees, then you can do that, but
right now to do anything but transfer them as entities that are sep-
arate would be to invite disaster. I would make that point.

Senator THOMPSON. Thank you very much.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks, Senator Thompson. These were
very good exchanges, particularly on that question of the talent
pool to draw on for analysts. In the 1950’s some of the most excep-
tional people were coming out of colleges and going into the CIA.
We need information age kids today doing this stuff.

Senator RUDMAN. We sure do.

Chairman LIEBERMAN. Senator Levin.

Senator LEVIN. Thank you, Mr. Chairman.

Let me add my welcome to two dear friends, former colleagues.
You guys were great Senators, and you are great ex-Senators. I
just want to thank you for your contribution here. You showed tre-
mendous foresight in your report.

I want to go back to the intelligence coordination function. Sen-
ator Hart, I listened carefully to what you said, that you thought
that this issue should be totally separate from the reorganization
proposal that you have made, and I do not think it will be or can
be or should be. In the proposal that the administration has given
us, it clearly is part of their proposal. I do not know if you had a
chance to study their proposal or not, but Section 203 clearly deep-
ly involves this new agency in having access to all reports, assess-
ments, analytical information, all information concerning infra-
structure, whether or not the information has been analyzed, that
may be collected, possessed, or prepared.

And then again, regardless of whether the Secretary has made
a request to enter into arrangements, Executive agencies will pro-
vide all reports, assessments, and analytical information to the new
Secretary. The Secretary will receive all information relating to sig-
nificant and credible threats of terrorism in the United States,
whether or not such information has been analyzed if the President
has provided that the Secretary shall have access—it is hard to
imagine that a President would not provide for that access.

Senator RUDMAN. I listened to that exchange between you and
Governor Ridge, and it was like ships passing in the night there.
I do not think you were connecting, either one.

I think I understand the reason that language was written that
way from my last 8 years on the
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Senator LEVIN. We welcome your comment, but it is clear that
the agency is going to be involved in a coordination function and
an analysis function, and my struggle is to figure out where the
buck should stop relative to the analysis of information of intel-
ligence that comes in relative to terrorist threats. Right now we
have a FBI Counter-terrorism Unit. They do analysis and assess-
ment of the information that comes to them. They get that informa-
tion through their own sources from the field, they get information
through their Counter-terrorism Center in the CIA that they are
a part of. We then have the Counter-terrorism Center in the CIA,
which is supposed to now put together all of the information from
whatever source. That is what exists. You folks are experts on this
subject, and I think I am accurate, and when I read their website
and understand what they do, as a member of the Intelligence
Committee, they have got this function of putting together all of
the raw information, trying to connect those dots. And now we are
going to have another entity that has got a coordinating purpose
and an analysis purpose, quite clearly. Governor Ridge talked
about redundancy of analysis as being good. Maybe it is good. Basi-
cally though, I would like to know where the buck should stop,
where should all the raw information come, providing it is properly
collected. I do not want the CIA snooping on American citizens. I
want their information about terrorism collected subject to the re-
strictions that are on the CIA relative to American citizens in the
Constitution. I want the FBI to collect properly.

But when you get information about a terrorist threat or activity
that is in various places, somehow or other it has got to get to one
place where dots can be connected, and that did not happen, and
it has not happened. Where is that place? Is it going to be the new
agency? You are both shaking your head no? It has not been the
CIA’s CTC. They have not successfully done that. And tell me
where that one place is where we can hold accountable an agency
head for that kind of analysis. So either one of you or both?

Senator RUDMAN. Well, I will lead off here. In the first place, I
think your question has to be answered in two ways, first, over the
next 2 or 3 years, and then thereafter. I would say, Senator Levin,
that there is no way that this thing can get up and running that
they are talking about, and if you were to start to put all of those
various dots into that place and ask that place to connect them, I
think you are putting yourself at great risk for the next 2 or 3
years. You have got a steep learning curve for those people. You
may not be able to get the people. I was here when we worked on
a counter-terrorism center. Frankly, if I was still on the Intel-
ligence Committee, I would be spending a great deal of time finding
out why it did not work better. And I assume you are.

Senator LEVIN. We are.

Senator RUDMAN. That is why it has to be for the immediate fu-
ture, because they are taking the raw data, as you know, they
prioritize it based on sources and methods, they decide on its reli-
ability, they find out between themselves theoretically all the infor-
mation through joint collection from both the agency and from the
Bureau should be coming in there, as it pertains to terrorism. Of
course we have to recognize—the public does not understand this—
terrorism information is what, 5 or 10 percent of the information
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that is collected. It comes in in a mass of information. It has to be
separated. It ought to go there, and then it ought to go to this new
organization that at the beginning will have a fledgling analytical
unit to look at this.

What you do 2 or 3 years later, I do not know. You know, some
would suggest to take the whole CTC and put it over in the new
agency. I would not recommend that. It disconnects it from its col-
lection again. So that would be my answer.

Senator HART. I think the only solution to that problem would
be if the President were to appoint a kind of mini version of our
Commission, half a dozen people, very bright people with experi-
ence to go away for 6 months and come back and with the mandate
to pretend we have no intelligence services today: What should we
have for the 21st Century? And come back with a blueprint for 21st
Century intelligence analysis, collection, distribution, and dissemi-
nation.

The problem we are facing and you are facing is that we are try-
ing to adapt on the run these Cold War institutions, namely CIA
and pre-Cold War FBI, to this totally new world. I keep coming
back to that same theme. But if you think linearly that the 21st
Century is just a continuation of the 20th Century, you are making
a very, very big mistake. It is not. With globalization, with the in-
formation revolution, with the changing nature and sovereignty of
the Nation and State, the changing nature of conflict, we are in a
totally new and different world, and we are using old institutions
to try to adapt to this world.

Finally, I do not think there is ever going to be a central keyhole
through which everything passes for a simple reason: Different
intelligence is needed for different purposes. We need economic in-
telligence for diplomacy. We need law enforcement intelligence to
catch criminals. We need homeland security intelligence to protect
our homeland. The military needs intelligence to conduct oper-
ations in Afghanistan. So to force all of that different kind of anal-
ysli{s through a single funnel is probably going to make a big mis-
take.

Senator LEVIN. I think it was intelligence relative to terrorist ac-
tivities which was the focus though, not the economic intelligence.

Senator HART. Well, then that is this agency.

Senator LEVIN. Well, what Governor Ridge said is that this agen-
cy is a place—and I think I am quoting him here exactly, I tried
to—“Where all information about terrorist threats will be available
for integration, where it will be aggregated and analyzed.” I think
those were his words this morning. That surely is not what you two
have in mind.

Senator RUDMAN. My sense is, from listening to his testimony,
from briefly looking at the legislation, which obviously needs to be
fleshed out a bit—and that is what this is all about, what you are
doing. It is one thing to say that all the raw data is going to be
sent to the agency and analyzed, and something quite different to
say that they will have access to that, but the basic work will be
done where it ought to be done or within the traditional places
where people know how to do it, at least for the next several years.
Then decide if you want to change it, but you could not possibly
take all the information, put it into this new analytical unit and
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expect them to come up with anything. They will come up with por-
ridge is what they will come up with.

Senator LEVIN. Do we not expect the CTC to do exactly that? Is
it not exactly the function of the CTC right now?

Senator RUDMAN. If it does not work, what makes anybody think
it will work better if you put it someplace else?

Senator LEVIN. I am not suggesting we put it

Senator RUDMAN. I know you are not, and I agree with you. I
think the Committee has to bear down on the CTC. That is what
we set up years ago. If it is not working, then it is going to have
to be made to work, because there is no magic in changing its
name or its address.

Incidentally, Senator Levin, I think the answer to their question
about why the President had the authority to withhold is probably
there could be some things involving sources and methods that
they did not want to transfer to that department because they
want to launch a covert action, it could be all kinds of things. I
think that is the genesis of that language.

Senator LEVIN. That would be the exception though.

Senator RUDMAN. That would be the exception, correct.

Senator LEVIN. Thank you.

Senator RUDMAN. I do not know that. I was not in on the legisla-
tion, but reading it, it makes sense to me.

Chairman LIEBERMAN. Thanks, Senator Levin. Senator Voino-
vich.

Senator VOINOVICH. I tried to get across to Governor Ridge this
whole issue of allocation of resources. I have sat down and tried to
figure out how much it would cost us to really secure the home-
land, and I have concluded that the best investment of money
would be in intelligence. If we can really get that down pat, then
it would eliminate the need for a lot of the investment that we are
making in security. I do not know whether my colleagues know this
or not, but we are entertaining applications now from local fire de-
partments to buy fire engines to “secure the homeland.” We have
to look more carefully at where we put our money.

Would you agree that foremost should intelligence, including the
people and the technology, as the best investment that we can
make in terms of securing our homeland?

Senator RUDMAN. Senator Voinovich, it is a great investment. I
want to say something. I say it every place I testify and I will say
it again here today. In baseball if you bat .500, you are in the hall
of fame. In intelligence if you bat .750, you lose. And we are not
going to prevent all of these horrible events from happening
through intelligence. I wish I thought otherwise. I have just seen
it for too long. After all, these terrorist organizations are not gov-
ernments that you can focus on. We do not know who some of them
are. We do not know where their cells are. We do not know what
they are up to. And I read in the Washington Post this morning,
the headline story, that the NSA picked up information that was
translated the day after. What did that information say that would
have given anybody any indication of what was going on? Nothing.
It said something bad was going to happen. It did not say where,
did not say how. So try not to put too much faith in intelligence,
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I think it is a false god we worship if we really believe that will
do everything.

Now, I do not disagree we ought to try, and we ought to put a
lot of money into it, but it is not going to prevent it from hap-
pening. It never has in our history.

Senator VOINOVICH. Well, the next issue is how far do you go to
secure the homeland in terms of the dollars that we are allocating?
I talked with the Director of the Office of Management and Budget,
about airport security. They didn’t realize how much they got
themselves into, and I think they would like to come back to Con-
gress and revisit how expensive airport security is turning out to
be. You just get buried in costs.

Senator RUDMAN. It is going to be very expensive. The question
is, do you dare not spend it? And that is the question.

Senator Stevens raised a very interesting issue. He talked about
the Coast Guard. I mean the Coast Guard probably needs recapi-
talization. We said so in this report. It cannot possibly do what it
is supposed to do with the current budget it has, the current equip-
ment it has. It is a first rate service. They do a great job. They can-
not do it all without new equipment and more people. To be ex-
pected to take on a whole new function in addition to all the func-
tions they have, you cannot expect them to do it within the frame-
work of the people and the equipment they have. That is unreal-
istic. And that is a decision

Senator VOINOVICH. How do we make people in the administra-
tion and Congress understand the importance of people? Since
1991, the Federal Pay Comparability Act has never been fully im-
plemented because it is going to cost some money. Pay compres-
sion: Roughly 75 percent of our senior career executives receive the
same compensation. These are things that we need to face up to.

Senator HART. Well a lot of people scratch their heads when we
included in 21st Century National Security the issue of people. And
we concluded, 14 of us including seven Democrats, seven Repub-
licans, that it was that the declining caliber and quality of people
in public service was a threat to our national security. It was not
a good government issue. It was a threat to our national security.
And when you begin to hear that after a quarter century of saying
the government is the problem and so forth and so on, that is a
sea change in thinking in this country. So at least that, I think,
the age of the rather anti-government rhetoric may be somewhat
over, not always over, but we have got to say to the young people
what a President 40 years ago said to my generation. Public service
is a noble profession. And that message has not been heard for a
long time.

Senator VOINOVICH. Well, one of the good things that is hap-
pening, and the Chairman knows about this, is Sam Heyman has
endowed the Partnership for Public Service, and it has signed up
350 universities to showcase the opportunities that exist in the
Federal Government today. But my concern is that we have a per-
sonnel system that is unresponsive to these young people when
they come to go to work for us. We say we want you. Then your
application is sent to some office, and then they review it and let
somebody interview you, and then they send it back to the office,
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and 4 months later this really bright person that we want has a
job? You cannot operate under those conditions.

The last thing I want to ask you regards organization. The Presi-
dent’s proposal includes the Homeland Security Department with
a secretary. It also provides that the Office of Homeland Security
in the White House will be led by an advisor, and then they are
going to have a Homeland Security Council, both established by
Executive Order. Senator Lieberman’s proposal would establish the
National Office for Combatting Terrorism in the White House,
which will be led by a presidentially appointed Senate confirmed
director. The director would have budget authority to ensure co-
ordination across agencies and functions that will remain outside
the new department, including intelligence agencies and the mili-
tary. Are you familiar with this recommendation?

Senator RUDMAN. Only recently, but we did recommend that
there be remaining in the White House, in our report, there be a
function. We did not go so far as to make it a statutory function
as Senator Lieberman did in the original bill, but surely as the
President needs a National Security Advisor, he believes he ought
to have a Homeland Security Advisor, I would not disagree with
that.

By the way, I do not know whether this legislation contains it.
I think it is absolutely essential that this new Cabinet officer be
a part of the National Security Council. I mean with all due respect
to the Homeland Security Council, I think he would have a seat at
the table of the NSC. Evidently that is not contained in there. I
would want to know why.

Senator VOINOVICH. Well, if you have a director inside the White
House to do the coordination, and you have a chief of staff, and
then you have the Director of Office of Management and Manage-
ment—you have a lot of people’s hands involved, and I just wonder
whether it is going to stand in the way of getting something done.

Senator RUDMAN. That could well be, and certainly that is not
our proposal.

Chairman LIEBERMAN. Thank you, Senator Voinovich.

Before I go to Senator Dayton for the last questions, I want to
make the Chairman’s journalistic wisdom and stamina award for
the day to Mort Kondracke, who is still here in the fifth hour of
the hearing, a remarkable accomplishment. Senator Dayton.

Senator DAYTON. Mr. Chairman, I think you deserve to share
that award. You have been here throughout as well.

This is a remarkable report. I am looking here at Phase III,
dated March 15, 2001, and the beginnings of one of this Commis-
sion’s most important conclusions, the attacks against American
citizens on American soil, possibly causing heavy casualties are
likely over the next quarter century. Most commissions that make
that kind of prediction have to wait a quarter century to be proven
wrong.

Senator RUDMAN. We wish we had.

Senator DAYTON. Your presence and foresight has been proven
correct, unfortunately. I wish we had given you a more positive
topic to explore, such as full employment or rising national in-
comes. However, as I read through this, it is predictive as well as
descriptive. The capabilities are really extraordinary.
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Senator HART. It was actually delivered to the President January
31, 2001, a month before that date. And, this was a consensus re-
port. It was very extraordinary among such commissions, all 14
commissioners endorsed all 50 recommendations, no dissenting
views. So accommodation had to be made. Some of us believed that
the attacks would happen sooner rather than later, and I think
Warren said so. I know I gave a speech to the, oddly enough, Inter-
national Air Transportation Association in Montreal, and headlined
in the Montreal paper the next day was, “Hart predicts terrorist at-
tacks on America.” That was September 6, 2001.

Senator DAYTON. Senator, you said in your remarks a couple
questions before, that using old institutions to respond to this new
world are going to be inadequate. Are we creating this approach,
a new institution, or is it just a new assemblage of old institutions?

Senator HART. I think the logic of this—and the President fol-
lowed it beautifully, whomever put this together—that it is the
glue that brings this new agency together is the one simple fact,
and that is, of all these 22 or more institutions, in the case of every
one of them their job fundamentally changed September 11, 2001,
whereas it used to be collecting Customs duties, now it is pro-
tecting the shore. Whereas it used to be keeping illegals out of our
southern borders, now it is protecting our shore. And the list goes
one. Whereas it used to be keeping salmonella out of the food sup-
ply, now it is keeping botulism out of the food supply. So the one
thing that brings all of these entities together is their jobs have
fundamentally changed, and what they used to do or something in
the case of Customs Service for 200 years is now secondary to this
pri}rlnalléy issue of protecting 280 million people. So there is the logic
I think.

Senator DAYTON. Senator Rudman.

Senator RUDMAN. I agree totally, and of course there is some-
thing else. There is a common thread here. The thing—when we
looked at this whole issue of national security—is reported in a
fairly respected journal yesterday as the Hart-Rudman Anti-Ter-
rorism Commission. Of course it was not. It was a charge of na-
tional security. And the amazing thing was within 18 months we
came to the conclusion that we had a terrible problem that no one
was paying attention to, and that we had an asymmetric threat to
a force that could not respond to it. When we looked at this of
course, the thread was if you cannot protect the border, if you can-
not keep most of the people and most of the things from coming
in here that should not be coming in here, you all better forget
about everything else. And that is where this proposal came from,
and I agree with Gary totally.

Senator DAYTON. It is interesting to me, looking through this
document, that you talk about the layered approach to protection
and prevention being first. In fact, you said preventing a potential
attack comes first. Most broadly, the first instrument of prevention
is U.S. diplomacy. Meanwhile, verifiable arms control and non-
proliferation efforts must remain a top priority. The second instru-
ment of the homeland security consists of U.S. diplomatic intel-
ligence and military presence overseas.

I just want to note for the record that while we are focused here
properly on this new Department of Homeland Security, it would
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seem that in your evaluation that we really have prior strategies
that are going to be essential. I wonder how you would set it up
now to address those levels of protection and prevention, and if you
have any recommendations for us and should that be part of this
purview at all?

Senator HART. I think the earlier question had to do with intel-
ligence collection. We did have layers, prevention, protection, and
response. Intelligence is key to prevention, but to put a finer point
on it, the single most important thing we could do to protect this
country today is to put whatever it takes in terms of financial and
human resources in to reducing former Soviet stockpiles of weap-
ons of mass destruction, including nuclear weapons and chemical
and biological weapons. A year or so ago the administration was
cutting back on the funding for those programs, Nunn-Lugar and
others, that is folly. There are very few cases where money alone
will solve the problem, but this is one where money will go a very
long way, and just letting that old Soviet stockpile of all those
weapons sit there is a prescription for folly.

Senator RUDMAN. I would add to part of your question that, you
know, something that is not the purview of this Committee, but
certainly the purview of the U.S. Senate, why are we targeted?
Why do people hate us so much? What is it that we do that brings
the wrath of Islamic fundamentalists against us? Those are impor-
tant questions. The answers are not easy. A lot of time is devoted
in this report and the implementation report that we wrote to go
with it, and it is worth somebody looking at, and we hope some-
body will.

Senator DAYTON. I could not agree with you more, Senator, and
I think it is not a matter of either/or, it is both and all. You are
right, however, this diplomatic front is one last area to explore. I
talked earlier with Governor Ridge about the—even if we have the
willingness of these different entities and the people to commu-
nicate, share information, the ability to do so, we have been in-
formed of the antiquated nature of the computer and software sys-
tems at the FBI and CIA. This new agency is going to come in with
something hopefully new, state of the art, but incompatible with
the others. Did your Commission look at any of those issues. And
particularly, Senator Rudman, you made a comment that the pri-
vate sector is ill equipped to evaluate what the public sector needs
to bring these organizations. I am not sure the public sector has
ever accomplished a merger of this magnitude with any degree of
success. How are we going to accomplish all of this?

Senator RUDMAN. I was referring to a comment by a fairly well
known private head of a major corporation about they were going
to merge these all together. He did not understand the proposal.
That was my point.

No, I think that the private sector has a great deal to contribute,
particularly in the information technology area, and if you do not
rely on them, you are not going to get it done.

Senator DAYTON. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Senator Dayton, thanks for your substan-
tial contribution to the hearing today.

Please allow me to ask you one more question, which is this. In
your report and in our bill, we created three divisions of this new
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department, roughly described as prevent, protect, and respond.
The President has added a fourth division, which is this Chemical
Biological Radiological Nuclear Countermeasures Division. And I
wanted to ask your reaction to it. I will tell you the question I
have, that part of it seems to be response, how do we respond to
weapons of mass destruction? So it leads me to wonder why not put
it under the response division that we have already created, essen-
tially run by FEMA. The second part seems to be an R&D Science
and Technology Development Division for Countermeasures, a very
good idea. Actually we have a section on science and technology in
our bill to incentivize, even give grants for development of not just
in the area of response to weapons of mass destruction, but prevent
and protect as well.

So how do you react to this fourth division that the President’s
bill would establish?

Senator RUDMAN. I am not sure, having looked at it, exactly
what it is going to do. I think once you know that, you would have
a better idea, so I do not really understand. I would have thought
it would have fit under one of the provisions you are talking about,
that science and technology would be quite separate. But I assume
that somebody had a reason for doing that, and I just do not think
you have heard that this morning.

I daresay you are going to be very busy trying to understand and
your staff to understand all of the parameters of this legislation,
because—and there is no reason to think that you can’t improve it.

Chairman LIEBERMAN. Sure.

Senator RUDMAN. And you probably can, because they obviously
have been under pressure to get the legislation up here, but I think
that there are a lot of important issues that we have discussed
here today, that really have to be looked at very closely. And my
sense is, from listening to Governor Ridge this morning, that they
are anxious to work with the Congress to get something that will
work in a bipartisan way, and I hope you do that.

Chairman LIEBERMAN. Incidentally, that has been exactly my re-
action to the President’s attitude and Governor Ridge’s attitude
since the President made the declaration about 2 weeks ago sup-
porting the creation of a department. I do not find them to be rigid
on anything yet. I hope it stays that way.

Do you have anything to add to that, Senator Hart, about that?

Senator HART. No, Mr. Chairman.

Chairman LIEBERMAN. You have been great. You have been great
in the reports you did. You have been wonderful to be patient. You
have been specifically helpful to me and the Committee in the
questions that you have responded to. With your permission, we
want very much to keep in touch with you as we develop this over
the next couple of months. In the meantime, this Committee, and
I would say your Nation, is grateful to you.

The hearing is adjourned.

[Whereupon, at 1:53 p.m., the Committee was adjourned.]
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‘Written Statement of Governor Tom Ridge
June 20, 2002
“The Department of Homeland Security: Making Americans Safer”
Introduction

Chairman Lieberman, Senator Thompson, Committee Members, I very much appreciate the
opportunity to testify today in support of the President’s historic proposal to create a new
Department of Homeland Security. I am here to convey personally the President’s deep desire to
work with Congress on making Americans safer through this government reorganization. Ilook
forward to responding to your questions after providing a short statement on the proposed
legislation and how it would make Americans safer.

Recently, the President signed an Executive Order appointing me as Director of the Transition
Planning Office for the Department of Homeland Security. This new office will reside within
the Office of Management and Budget. While I will still retain the title of Assistant to the
President and Homeland Security Advisor, my testimony today will be given as the Director of
this new entity.

The President’s Proposal

On June 6, 2002, President Bush addressed the nation and put forth his vision to create a
permanent Cabinet-level Department of Homeland Security. Two days ago, on June 18, 2002, 1
delivered to the Congress the President’s proposed legislation for establishing the new
Department. This is an historic proposal. It would be the most significant transformation of the
U.S. government in over a half-century. It would transform and largely realign the government’s
confusing patchwork of homeland security activities into a single department whose primary
mission is to protect our homeland. The proposal to create a Department of Homeland Security
is one more key step in the President’s national strategy for homeland security.

It is crucial that we take this historic step. At the beginning of the Cold War, President Truman
recognized the need to reorganize our national security institutions to meet the Soviet threat. We
emerged victorious from that dangerous period thanks in part to President Truman’s initiative.
Today we are fighting a new war against a new enemy. President Bush recognizes that the threat
we face from terrorism requires a reorganization of government similar in scale and urgency to
the unification of the Defense Department and creation of the CIA and NSC.

Currently, no federal government department has homeland security as its primary mission. In
fact, responsibilities for homeland security are dispersed among more than 100 different
government organizations. Creating a unified homeland security structure will align the efforts
of many of these organizations and ensure that this crucial mission — protecting our homeland —
is the top priority and responsibility of one department and one Cabinet secretary.

(77)
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Immediately after last fall’s attack, the President took decisive steps to protect America — from
hardening cockpits and stockpiling vaccines to tightening our borders. The President used his
legal authority to establish the White House Office of Homeland Security and the Homeland
Security Council to ensure that our federal response and protection efforts were coordinated and
effective. The President also directed me, as Homeland Security Advisor, to study the federal
government as a whole to determine if the current structure allows us to meet the threats of today
while anticipating the unknown threats of tomorrow. After careful study of the current structure
- coupled with the experience gained since September 11 and new information we have learned
about our enemies while fighting a war — the President concluded that our nation needs a more
unified homeland security structure.

The Department of Homeland Security
Proposed Organization

Secretary* Siate. Local and Private
Deputy Secretary _ Secior Coardination

| Chenical, Biological;:
Radiological, and Nuclear,
Countermeasures’ -

Management
Human Information
Capital Technology

| Finance I—-’ Procurement|

*Legal / Congressional / Public Affairs
included in Office of the Secretary

The Department of Homeland Security

The creation of the Department of Homeland Security would empower a single Cabinet official
whose primary mission is to protect the American homeland from terrorism. The mission of the
Department would be to:

e Prevent terrorist attacks within the United States;
e Reduce America’s vulnerability to terrorism; and
e Minimize the damage and recover from attacks that do occur.
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The Department of Homeland Security would mobilize and focus the resources of the federal
government, state and local governments, the private sector, and the American people to
accomplish its mission. It would have a clear, efficient organizational structure with four
divisions.

Information Analysis and Infrastructure Protection

Chemical, Biological, Radiological, and Nuclear Countermeasures
Border and Transportation Security

Emergency Preparedness and Response

Information Analysis and Infrastructure Protection

The Information Analysis and Infrastructure Protection section of the Department of Homeland
Security would complement the reforms on intelligence and information-sharing already
underway at the FBI and the CIA. The Department would analyze information and intelligence
for the purpose of understanding the terrorist threat to the American homeland and foreseeing
potential terrorist threats against the homeland.

Furthermore, the Department would comprehensively assess the vulnerability of America’s key
assets and critical infrastructures, including food and water systems, agriculture, health systems
and emergency services, information and telecommunications, banking and finance, energy
(electrical, nuclear, gas and oil, dams), transportation (air, road, rail, ports, waterways), the
chemical and defense industries, postal and shipping entities, and national monuments and icons.
Critically, the Department would integrate its own and others’ threat analyses with its
comprehensive vulnerability assessment for the purpose of identifying protective priorities and
supporting protective steps to be taken by the Department, other federal departments and
agencies, state and local agencies, and the private sector. Working closely with state and local
officials, other federal agencies, and the private sector, the Department would help ensure that
proper steps are taken to protect high-risk potential targets.

In short, the Department would for the first time merge under one roof the capability to identify
and assess threats to the homeland, map those threats against our vulnerabilities, issue timely
warnings, and organize preventive or protective action to secure the homeland.

Chemical, Biological, Radiological and Nuclear Countermeasures

The war against terrorism is also a war against the most deadly weapons known to mankind —
chemical, biological, radiological and nuclear weapons. If the terrorists acquire these weapons,
they will use them with consequences that could be far more devastating than those we suffered
on September 11th. Currently, our efforts to counter the threat of these weapons to the homeland
are too few and too fragmented. We must launch a systematic national effort against these
weapons that is equal to the threat they pose.

The President’s proposed legislation would accomplish this goal. It would authorize the
Department of Homeland Security to lead the federal government’s efforts in preparing for and
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responding to the full range of terrorist threats involving weapons of mass destruction. To do
this, the Department would set national policy and establish guidelines for state and local
governments. It would direct exercises and drills for federal, state, and local chemical,
biological, radiological, and nuclear (CBRN) attack response teams and plans. The result of this
effort would be to consolidate and synchronize the disparate efforts of multiple federal agencies
currently scattered across several departments. This would create a single office whose primary
mission is the critical task of protecting the United States from catastrophic terrorism.

The Department would serve as a focal point for America’s premier centers of excellence in the
field. It would manage national efforts to develop diagnostics, vaccines, antibodies, antidotes,
and other countermeasures. It would consolidate and prioritize the disparate homeland security
related research and development programs currently scattered throughout the Executive Branch.
It would also assist state and local public safety agencies by evaluating equipment and setting
standards.

Border and Transportation Security

Our number one priority is preventing future terrorist attacks. Because terrorism is a global
threat, we must attain complete control over whom and what enters the United States in order to
achieve this priority. We must prevent foreign terrorists from entering our country and bringing
in instruments of terror. At the same time, we must expedite the legal flow of people and goods
on which our economy depends.

Protecting our borders and controlling entry to the United States has always been the
responsibility of the Federal government. Yet, this responsibility is currently dispersed among
more than five major government organizations in five different departments. Therefore, under
the President’s proposed legislation, the Department of Homeland Security would for the first
time unify authority over major federal security operations related to our borders, territorial
waters, and transportation systems.

The Department would assume responsibility for operational assets of the United States Coast
Guard, the United States Customs Service, the Immigration and Naturalization Service
(including the Border Patrol), the Animal and Plant Health Inspection Service, and the
Transportation Security Administration. The Secretary of Homeland Security would have the
authority to administer and enforce all immigration and nationality laws, including, through the
Secretary of State, the visa issuance functions of consular officers. As a result, the Department
would have sole responsibility for managing entry into the United States and protecting our
transportation infrastructure. It would ensure that all aspects of border control, including the
issuing of visas, are informed by a central information-sharing clearinghouse and compatible
databases.

Emergency Preparedness and Response
Although our top priority is preventing future attacks, we cannot assume that we will always

succeed. Therefore, we must also prepare to minimize the damage and recover from attacks that
do occur. The President’s proposed legislation would require the Department of Homeland
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Security to ensure the preparedness of our nation’s emergency response professionals, provide
the federal government’s emergency response to terrorist attacks and natural disasters, and aid
America’s recovery.

To fulfill these missions, the Department would oversee federal government assistance in the
domestic disaster preparedness training of first responders and would coordinate the
government’s disaster response efforts. The Federal Emergency Management Agency (FEMA)
would become a central component of the Department of Homeland Security, and the new
Department would administer the grant programs for firefighters, police, emergency personnel,
and citizen volunteers currently managed by FEMA, the Department of Justice, and the
Department of Health and Human Services. The Department would manage certain crucial
elements of the federal government’s emergency response assets, such as the Strategic National
Stockpile. In the case of an actual or threatened terrorist attack, major disaster, or other
emergency, the Secretary of Homeland Security would have the authority to call on other
response assets, including Energy’s and the FPA’s Nuclear Incident Response teams, as
organizational units of the Department. Finally, the Department would integrate the federal
interagency emergency response plans into a single, comprehensive, government-wide plan, and
ensure that all response personnel have the equipment and capability to communicate with each
other as necessary.

State/Local Government & Private Sector Coordination

The Department of Homeland Security would consolidate and streamline relations on homeland
security issues with the federal government for America’s state and local governments, as well as
the private sector. It would contain an intergovernmental affairs office to coordinate federal
homeland security programs with state and local officials. It would give state and local officials
one primary contact instead of many when it comes to matters related to training, equipment,
planning, and other critical needs such as emergency response.

Secret Service

The Department of Homeland Security would incorporate the Secret Service, which would report
directly to the Secretary. The Secret Service would remain intact and its primary mission will
remain the protection of the President and other government leaders. The Secret Service would
also continue to provide security for designated national events, as it did for the recent Olympics
and the Super Bowl.

Non-Homeland Security Functions

The Department of Homeland Security would have a number of functions that are not directly
related to securing the homeland against terrorism. For instance, through FEMA, it would be
responsible for mitigating the effects of natural disasters. Through the Coast Guard, it would be
responsible for search and rescue, navigation, and other maritime functions. Several other border
functions, such as drug interdiction operations and naturalization, and would also be performed
by the new Department.
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‘White House Office of Homeland Security and Homeland Security Council

The President intends for the White House Office of Homeland Security and the Homeland
Security Council to continue to play a key role, advising the President and coordinating a vastly
simplified interagency process.

Making Americans Safer

The Department of Homeland Security would make Americans safer because our nation would
have:

¢ One department whose primary mission is to protect the American homeland;

o One department to secure our borders, transportation sector, ports, and critical infrastructure;

¢ One department to integrate threat analyses and vulnerability assessments;

o  One department to coordinate communications with state and local governments, private
industry, and the American people about threats and preparedness;

e  One department to coordinate our efforts to protect the American people against bioterrorism
and other weapons of mass destruction;

e One department to help train and equip for first responders;

o One department to manage federal emergency response activities; and

e More security officers in the field working to stop terrorists and fewer resources in
Washington managing duplicative and redundant activities that drain critical homeland
security resources.

The New Department Would Improve Security Without Growing Government

The Department of Homeland Security must be an agile, fast-paced, and responsive organization
that takes advantage of 21st-century technology and management techniques to meet a 21st-
century threat.

The creation of a Department of Homeland Security would not "grow" government. The new
Department would be funded within the total monies requested by the President in his FY 2003
budget already before Congress for the existing components. In fact, the President’s FY 2003
budget will increase the resources for the component parts by $14 billion over the FY 2002
budget. We expect that the cost of the new elements (such as the threat analysis unit and the
state, local, and private sector coordination functions), as well as department-wide management
and administration units, can be funded from savings achieved by eliminating redundancies
inherent in the current structure.

In order to respond to rapidly changing conditions, the Secretary would need to have great
latitude in re-deploying resources, both human and financial. The Secretary should have broad
reorganizational authority in order to enhance operational effectiveness, as needed. Moreover,
the President will request for the Department significant flexibility in hiring processes,
compensation systems and practices, and performance management to recruit, retain, and
develop a motivated, high-performance and accountable workforce. Finally, the new
Department should have flexible procurement policies to encourage innovation and rapid
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development and operation of critical technologies vital to securing the homeland.
Working Together to Create the Department of Homeland Security

President Bush recognizes that only the Congress can create a new department of government.
During his June 6™ address to the nation, the President asked Congress to join him in establishing
a single, permanent department with an overriding and urgent mission: securing the homeland of
America, and protecting the American people. Iam here to ask, as the President did, that we
move quickly. The need is urgent. Therefore, the President has asked Congress to pass his

" proposal this year, before the end of the congressional session.

Preliminary planning for the new Department has already begun. The formal transition would
begin once Congress acts on the President’s proposed legislation and the President signs it into
law. Under the President’s plan, the new Department would be established by January 1, 2003,
with integration of some components occurring over a longer period of time. To avoid gaps in
leadership coverage, the President’s proposal contemplates that appointees who have already
been confirmed by the Senate would be able to transfer to new positions without a second
confirmation process.

During this transition period, the Office of Homeland Security will maintain vigilance and
continue to coordinate the other federal agencies involved in homeland security. Until the
Department of Homeland Security becomes fully operational, the proposed Department’s
designated components will continue to operate under existing chains of command.
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A BILL

establish a Department of Homeland Security, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America

in Congress assembled,

SE

Sec.
Sec.
Sec.
Sec.

Sec.

Sec
Sec

Sec

Sec.
Sec.
Sec.

Sec.
Sec.
Sec.
Sec.

C. 1. SHORT TITLE; TABLE OF CONTENTS.
{2) SHORT TITLE.—This Act may be cited as the “Homeland Security Act of 20027,
(b) TABLE OF CONTENTS.—The table of contents for this Act is as follows:

1. Short title; table of contents.
2. Definitions.

3. Construction; severability.
4. Effective dare.

TITLE I--DEPARTMENT OF HOMELAND SECURITY

101. Executive department; mission.
. 102. Secretary; functions.
. 103. Other officers.

TITLE I—INFORMATION ANALYSIS AND INFRASTRUCTURE PROTECTION

201, Under Secretary for Information Analysis and Infrastructure Protection.
202. Furctions transferred.

203. Access to information,

204. Information voluntarily provided.

TITLE NI—CHEMICAL, BIOLOGICAL, RADIOLOGICAL, AND NUCLEAR COUNTERMEASURES

301. Under Secretary for Chemical, Biological, Radiological, and Nuclear Countermeasures.
302. Functions transferred.

303. Conduct of certain public health-related activities.

304. Military activities.

TITLE IV~BORDER AND TRANSPORTATION SECURITY

Sec. 401. Under Secretary for Border and Transportation Security.
Sec. 402. Functions transferred.

Sec.

Sec

. 403. Visa issuance.

TITLE V—-EMERGENCY PREPAREDNESS AND RESPONSE

. 501. Under Secretary for Emergency Preparedness and Response.

Sec. 502. Functions transferred.
Sec, 503. Nuclear incident response.
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Sec. 504. Definition.
Sec. 505. Conduct of certain public health-related activities.

TITLE VI-MANAGEMENT

Sec. 601. Under Secretary for Management.
Sec. 602. Chief Financial Officer.
Sec. 603, Chief Information Officer.

TITLE VII—COORDINATION WITH NON-FEDERAL ENTITIES; INSPECTOR GENERAL: UNITED
STATES SECRET SERVICE; GENERAL PROVISIONS

Subtitle A—Coordination with Non-Federal Entities

Sec. 701. Responsibilities.

Subtitle B—Inspector General
Sec. 710. Authority of the Secretary.

Subtitle C—United States Secret Service

Sec. 720. Functions transferred.

=1

Subtitle D—General Provisions

Sec. 730. Establishment of human resources management system.
Sec. 731. Advisory committees.

Sec. 732. Acquisitions; property.

Sec. 733. Reorganization; transfer.

Sec. 734. Miscellaneous provisions.

Sec. 735. Authorization of appropriations.

TITLE VIII-TRANSITION

Sec. 801. Definitions.

Sec. 802. Transfer of agencies.
Sec. 803. Transitional authorities.
Sec. 804. Savings provisions.
Sec. 805. Terminations.

Sec. 806. Incidental transfers.

TITLE IX—CONFORMING AND TECHNICAL AMENDMENTS

Sec. 901. Inspector General Act.

Sec. 902. Executive Schedule.

Sec. 903. United States Secret Service.

Sec. 904. Coast Guard.

Sec. 905. Strategic Nartional Stockpile and smalipox vaccine development.
Sec. 906. Select agent registration.

Sec. 907. National Bio-Weapons Defense Analysis Center.

SEC. 2. DEFINITIONS.
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Unless the context clearly indicates otherwise, the following shall apply for purposes of

this Act:

(1) ‘American homeland’ or ‘homeland’ means the United States, in a geographic
sense;

(2) ‘Assets’ includes contracts, facilities, property, records, unobligated or
unexpended balances of appropriations, and other funds or resources (other than
personnel);

(3) ‘Department’ means the Department of Homeland Security;

(4) *Emergency response providers’ includes Federal, State, and local government
emergency public safety, law enforcement, emergency response, emergency medical, and
related personnel, agencies, and authorities;

(5) ‘Executive agency’ means an executive agency and a military department, as
defined, respectively, in sections 105 and 102 of title 5, United States. Code;

(6) “Functions’ includes authorities, powers, rights, privileges, immunities,
programs, projects, activities, duties, responsibilities,_ md obligations;

(7) ‘Local government’ has the meaning given in section 102(6) of the Robert T,
Stafford Disaster Relief and Emergency Assistance Act, Pub. L. No. 93-288;

(8) “Major disaster’ has the me@ing given in section 102(2) of the Robert T.
Stafford Disaster Relief and Emergency Assistance Act, Pub. L. No. 93-288;

(9) ‘Persounel’ means officers and employees;

(10) ‘Secretary’ means the Secretary of Homeland Security; and

(11) “United States’, when used in a geographic sense, means any State (within
the meaning of section 102(4) of the Robert T. Stafford Disaster Relief and Emergency

3
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Assistance Act, Pub. L. No. 93-288), any possession of the United States, and any waters

within the jurisdiction of the United States.
SEC. 3. CONSTRUCTION ; SEVERABILITY.

Any provision of this Act held to be invalid or unenforceable by its terms, or as applied to
any person or circumstance, shall be construed so as to give it the maximum effect permitted by
law, unless such holding shall be one of utter invalidity or unenforceability, in which event such
provision shall be deemed severable from this Act and shall not affect the remainder thereof, or
the application of such provision to other persons not similarly situated or to other, dissimilar
circumstances.

SEC. 4. EFFECTIVE DATE.

This Act shall take effect thirty days after the date of enactment ar, if enacted within

thirty days before January 1, 2003, on January 1, 2003.

TITLE I—-DEPARTMENT OF HOMELAND SECURITY

SEC. 101. EXECUTIVE DEPARTMENT; MISSION.
(2) There is established a Department of Homeland Security, as an executive department
of the United States within the meaning of title 5, United States Code.
(b)(1) The primary mission of the Department is to—
(A) prevent terrorist attacks within the United States;
(B) reduce the vulnerability of the United States to terrorism; and
(C) minimize the damage, and assist in the recovery, from terrorist attacks
that do occur within the United States.

(2) In carrying out the mission described in paragraph (1), and as further
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described in this Act, the Department’s primary responsibilities shall include—
(A) information analysis and infrastructure protection;
(B) chemical, biological, radiological, nuclear, and related
countermeasures;
{C) border and transportation security;
(D) emergency preparedness and response; and
(E) coordination {including the provision of training and equipment) with
other executive agencies, with State and local government personnel, agencies,
and authorities, with the private sector, and with other entities.
(3) The Department shall also be responsible for carrying out other functions of
entities transferred to the Department as provided by law.

SEC. 102, SECRETARY; FUNCTIONS.

(a)(1) There is a Secretary of Homeland Security, appointed by the President, by and with

the advice and consent of the Senate.

(2) The Secretary is the head of the Departinent and shall have direction,

authority, and control over it.
) {3) All functions of all officers, employees, and organizational units of the

Department are vested in the Secretary.
{b) The Secretary-—

{1) may delegate any of his functions to any officer, employae, or organizational
unit of the Depaninent;

{2) may promulgate regulations hereunder; and

{3) shall have such functions, including the authority to make contracts, grants,

5
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1 and cooperative agreements, and to enter into agreements with other executive agencies,
2 as may be necessary and proper to carry out his responsibilities under this Act or
3 otherwise provided by law.

4 SEC. 103. OTHER OFFICERS.
5 (a) To assist the Secretary in the performance of his functions, there are the following

6 officers, appointed by the President, by and with the advice and consent of the Senate:

7 (1) a Deputy Secretary of Homeland Security, who shall be the Secretary’s first
3 assistant for purposes of chapter 33, subchapter 3, of title 5, United States Code;
9 (2) an Under Secretary for Information Analysis and Infrastructure Protection;
10 (3) an Under Secretary for ChemicaL Biologica}, Ragﬁqlqgjgal, and Nuclear
11 Countermeasures;
12 (4) an Under Secretary for Border and Transportation Security;
13 (5) an Under Secretary for Emergency Preparedness and Response;
14 (6) an Under Secretary for Management; and
15 (7) not more than six Assistant Secretaries.
16 (b) To assist the Secretary in the performance of his functions, there is an Inspector

7 General, who shall be appointed as provided in section 3(a) of the Inspector General Act of 1978.

18 (c) To assist the Secretary in the performance of his functions, there is a Commandant of

19 the Coast Guard, who shall be appointed as provided in section 44 of title 14, United States

20 Code.
21 (d) To assist the Secretary in the performance of his functions, there are the following
22 officers, appointed by the President:

23 (1) a General Counsel, who shall be the chief legal officer of the Department;

6
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{2) not more than ten Assistant Secretaries;
(3) a Director of the Secret Service;
{4) a Chief Financial Officer; and
(5) a Chief Information Officer.
(e) Subject to the provisions of this Act, every officer of the Department shall perform the

functions specified by law for his office or prescribed by the Secretary.

TITLE II—-INFORMATION ANALYSIS AND

INFRASTRUCTURE PROTECTION

SEC. 201. UNDER SECRETARY FOR INFORMATION ANALYSIS AND

INFRASTRUCTURE PROTECTION.

In assisting the Secretary with the responsibilities specified in section 101{bX}2HA), the
primary responsibilities of the Under Secretary for Information Analysis and Infrastructure
Protection shall include—

(1) receiving and analyzing law enforcement information, intelligence, and other
information in order to understand the nature and scope of the terrorist threat to the
American homeland and to detect and identify potential threats of terrorism within the
United States;

(2) comprehensively assessing the vulnerabilities of the key resources and ¢ritical
infrastructures in the United States;

(3) integrating relevant information, intelligence analyses, and vulnerability
assessments (whether such information, analyses, or assessments are provided or

produced by the Department or others) to identify protective priorities and support
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protective measures by the Department, by other executive agencies, b}y State and local
government personnel, agencies, and authorities, by the private sector, and by other
entities;

{4) developing a comprehensive national plan for securing the key resources and
critical infrastructures in the United States;

(5) taking or seeking to effect necessary measures to protect the key resources and
criticalinfrastructures in the United States, in coordination with other executive agencies
and in cooperation with State and local government personnel, agencies, and authorities,
the private sector, and other entities;

(6) administering the Homeland Security Advisory System, exercising primary
responsibility for public threat advisories, and (in coordination with other executive
agencies) providing specific warning information to State and local government
personnel, agencies, and authorities, the private sector, other entities, and the public, as
well as advice about appropriate protective actions and countermeasures; and

(7) reviewing, analyzing, and making recommendations for improvements in the
policies and procedures governing the sharing of law enforcement, intelligence, and other
information relating to homeland security within the Federal government and between

such government and State and local government personnel, agencies, and authorities.

SEC. 202. FUNCTIONS TRANSFERRED.

In accordance with title VII, there shall be tansferred to the Secretary the functions,

personnel, assets, and Habilities of the following entities—

(1) the National Infrastructure Protection Center of the Federa] Bureau of
Investigation {other than the Computer Investigations and Operations Section), including

8
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the functions of the Attorney General relating thereto;

(2) the National Communications System of the Department of Defense,
including the fanctions of the Secretary of Defense relating thereto,

(3) the Critical Infrastructure Assurance Office of the Department of Commerce,
including the functions of the Secretary of Commerce relating thereto;

(4) the Computer Security Division of the National Institute of Standards and

Technology, including the functions of the Secretary of Commerce relating thereto;

{5) the National Infrastructure Simulation and Analysis Center of the Department
of Energy, inchuding the functions of the Secretary of Energy relating thereto; and
{5} the Federal Computer Incident Response Center of the General Serziceé

Administration, including the functions of the Administrator of General Services relating

thereto,

SEC, 203, ACCESS TO INFORMATION,

The Secretary shall have access to all reports, assessments, and analytical information
reiating ko threats of terrorism in the United States and to other areas of responsibiiity deseribed
in section 101(b), and to all information concerning infrastructure or other vulnerabilities of the
United States to terrorism, whether or not such information has been analyzed, that may be
collected, possessed, or prepared by any executive agency, except as otherwise directed by the

President. The Secretary shall also have access to other information relating to the foregoing

matters that may be collected, pc d, or prepared by an executive agency, as the President
may further provide. With respect to the material to which the Secretary has access under this
section— ‘

(1) the Secretary may obtain such material by request, and may enter inio

9
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cooperative arrangements with other executive agencies to share such material on a
regular or routine basis, including requests or arrangements involving broad categories of
material;

(2) regardless of whether the Secretary has made any request or entered into any
cooperative arrangement pursuant to paragraph (1), all executive agencies promptly shall
provide to the Secretary—

(A) all reports, assessments, and analytical information relatir;g to threats
of terrorism in the United States and to other areas of responsibility described in
section 101(b);

(B) all information concerning infrastructure or other vulnerabilities of the
United States to terrorism, whether or not such information has been analyzed;

(C) all information relating to significant and credible threats of terrorism
in the United States, whether or not such information has been analyzed, if the
President has provided that the Secretary shall have access to such information;
and

(D) such other material as the President may further provide; and
(3) the Secretary shall ensure that any material received pursuant to this section is

protected from unauthorized disclosure and handled and used ouly for the performance of
official duties, and that any intelligence information shared under this section shall be
transmitted, retained, and disseminated consistent with the authority of the Director of
Central Intelligence to protect intelligence sources and methods under the National
Security Act and related procedures or, as appropriate, similar authorities of the Attorney
General concerning sensitive law enforcement information.

10
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SEC. 204. INFORMATION VOLUNTARILY PROVIDED.
Information provided voluntarily by non-Federal entities or individuals that relates to
infrastructure vulnerabilities or other vulnerabilities to terrorism and is or has been in the

possession of the Department shall not be subject to section 552 of title 5, United States Code.

TITLE II—CHEMICAL, BIOLOGICAL, RADIOLOGICAL,

AND NUCLEAR COUNTERMEASURES

SEC. 301. UNDER SECRETARY FOR CHEMICAL, BIOLOGICAL, RADIOLOGICAL,
AND NUCLEAR COUNTERMEASURES.

In assisting the Secretary with the responsibilities specified in section 101(b)(2)(B), the
primary responsibilities of the Under Secretary for Chemical, Biological, Radiolégic'al,' and
Nuclear Countermeasures shall include—

(1) securing the people, infrastructures, property, resources, and systems in the
United States from acts of terrorism involving chemical, biological, radiological, or
nuclear weapons or other emerging threats;

(2) conducting a national scientific research and development program to support
the mission of the Department, including developing national policy for and coordinating
the Federal government's civilian efforts to identify, devise, and implement scientific,
technological, and other countermeasures ito chemical, biological, radiological, nuclear,
and other emerging terrorist threats, including directing, funding, and conducting
research and development relating to the same;

'(3) establishing priorities for, directing, funding, and conducting national

research, development, and procurement of technology and systems—

11
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(A) for preventing the importation of chemical, biological, radiological,
nuclear, and related weapons and material; and

(B) for detecting, preventing, protecting against, and responding to
terrorist attacks that involve such weapons or material; and
(4) establishing guidelines for State and local government efforts to develop and

implement countermeasures to threats of chemical, biological, radiological, and nuclear
terrorism, and other emerging terrorist threats.
SEC. 302. FUNCTIONS TRANSFERRED.
In accordance with title VIII, there shall be transferred to the Secretary the functions,
personnel, assets, and liabilities of the following entities— e

(1) the select agent registration enforcement programs and activities of the
Department of Health and Human Services, including the functions of the Secretary of
Health and Human Services relating thereto;

(2) the following programs and activities of the Department of Energy, including
the functions of the Secretary of Energy relating thereto (but not including programs and
activities relating to the strategic nuclear defense posture of the United Stateé): 7

(A) the chemical and biological national security and supporting programs
and activities of the non-proliferation and verification research and development
program;

(B) the nuclear smuggling programs and activities, and other programs
and activities directly related to homeland security, within the proliferation
detection program of the non-proliferation and verification research and
development program: provided, That the programs and activities described in

12
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this subparagraph may be designated by the President either for transfer to the
Depaﬁment or for joint operation by the Secretary and the Secretary of Energy;

{C) the nuclear assessment program and activities of the assessment,
detection, and cooperation program of the international materials protection and
cooperation program; »

(D) the energy security and assurance program and activities;

(E) such life sciences activities of the biclogical and environmental.  — -

research program related to microbial pathogens as may be designated by the
President for transfer to the Department;
(F) the Environmental Measurements Laboratory; and
(G) the advanced scientific computing research program and activities,
and the intelligence program and activities, at Lawrence Livermore National
Laboratory;
(3) the National Bio-Weapens Defense Analysis Center of the Department ‘of
‘Defense, including the functions of the Secretary of Defense related thereto; and
(4) the Plum Island Animal Disease Center of the Department of Agriculture,
including the functions of the Secretary of Agriculture relating thereto. v
SEC. 303. CONDUCT OF CERTAIN PUBLIC HEALTH-RELATED ACTIVITIES.
(a)(1) Except as the President may otherwise direct, the Secretary shall carry out his
civilian human health-related biological, biomedical, and infectious disease defense research and
development (including vaccine research and developrient) responsibilities through the
Department of Health and Human Services {including the Public Health Service), under
agreements with the Secretary of Health and Human Services, and may transfer funds to him in

13
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connection with such agreements.

(2) With respect to any responsibilities carried out through the Department of

Health and Human Services under this subsection, the Secretary, in consultation with the

Secretary of Health and Human Services, shall have the authority to establish the research

and development program, including the setting of priorities.

(b) With respect to such other research and development responsibilities under this title,
including health-related chemical, radiclogical, and nuclear defense research and development
responsibilities, as he may elect to carry out through the Department of Health and Human
Services (including the Public Health Service) (under agreements with the Secretary of Health
and Human Services) or through other Federal agencies (under agreements with their respective
heads), the Secretary may transfer funds to the Secretary of Health and Human Services, or to
such heads, as the case may be.

SEC. 304. MILITARY ACTIVITIES.

Except as specifically provided in this Act, nothing in this Act shall confer upon the
Secretary any authority to engage in warfighting, the military defense of the United States, or
other traditional military activities.

TITLE IV—BORDER AND TRANSPORTATION SECURITY
SEC. 401. UNDER SECRETARY FOR BORDER AND TRANSPORTATIONI

SECURITY.

In assisting the Secretary with the responsibilities specified in section 101(b)(2)(C), the
primary responsibilities of the Under Secretary for Border and Transportation Security shall

include—
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(1) preventing the entry of terrorists and the instruments of terrorism into the
United States;

{2) securing the borders, territorial waters, ports, terminals, watew;*ays, and air,
land, and sea transportation systems of the United States, including managing and
coordinating governmental activities at ports of entry;

(3) administering the immigration and naturalization laws of the United States,
including the establishment of rules, in accordance with section 403, governing the
granting of visas or other forms of permission, including parole, to enter the United States
to individuals who are not citizens or lawful permanent residents thereof:

(4) administering the customs laws of the United States; and

(5) in carrying out the foregoing responsibilities, ensuring the speedy, orderly, and

efficient flow of lawful traffic and commerce,

SEC. 402. FUNCTIONS TRANSFERRED.

In accordance with title VIII, there shall be transferred to the Secretary the functions,

personnel, assets, and labilities of the following entities—

(1) the United States Customs Service of the Department of the Treasury,
including the functions of the Secratary of the Treasury relating thereto;

(2) the Immigration and Naturalization Service of the Department of Justice,
including the functions of the Attorney General relating thereto,

(3) the Animal and Plant Health Inspection Service of the Department of
Agriculture, including the functions of the Secretary of Agriculture relating thereto;

(4) the Coast Guard of the Department of Transportation, which shall be
maintained as a distinct entity within the Department, including the functions of the

15
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Secretary of Transportation relating thereto;
(5) the Transportation Security Administration of the Department of
Transportation, including the functions of the Secretary of Transportation, and of the
Under Secretary of Transportation for Security, relating thereto; and
(6) the Federal Protective Service of the General Services Administration,
including the functions of the Administrator of General Services relating thereto.
SEC. 403. VISA ISSUANCE.
(a) Notwithstanding the provisions of section 104 of the Immigration and Nationality Act
(8 U.S.C. 1104) or any other law, and except as provided in subsection (b) of this section, the

Secretary shall have—

(1) exclusive authority, through the Secretary of State, to issue regulations with
respect to, administer, and enforce the provisions of that Act and all other immigration
and nationality laws relating to the functions of diplomatic and consular officers of the
United States in connection with the granting or refusal of visas; and

(2) authority to confer or impose upon any officer or employee of the United
States, with the consent of the executive agency under whose jurisdiction such officer or
employee is serving, any of the functions specified in paragraph (1).

(b) The Secretary of State may refuse a visa to an alien if the Secretary of State deems

such refusal necessary or advisable in the interests of the United States.
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TITLE V-—-EMERGENCY PREPAREDNESS AND RESPONSE

SEC. 501. UNDER SECRETARY FOR EMERGENCY PREPAREDNESS AND
RESPONSE.

In assisting the Secretary with the responsibilities specified in section 101(b)(2)(D), the
primary respeunsibilities of the Under Secretary for Emergency Preparedness and Response shall

include-w
(1) helping to ensure the prepafedr;ess Of égéfgenéy response prov;iders for
terrorist attacks, major disasters, and other emergencies;
(2) with respect to the Nuclear Incident Response Team (regardless of whether it
is operating as an organizational unit of the Department pursuantto this title)—
(A) establishing standards and certifying when those standards have been
met; V
(B) conducting joint and other exercises and training and evaluating
performance; and
(C) providing funds to the Department of Energy and the Environmental
Protection Agency, as appropriate, for homeland security planning; e;;ercises and
training, and equipment;
(3) providing the Federal government's response to terrorist attacks and major
disasters, including-—
{A) managing such response;
(B} directing the Domestic Emergency Support Team, the Strategic

National Stockpile, the National Disaster Medical System, and (when operating as
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an organizational unit of the Department pursuant to this title) the Nuclear
Incident Response Team;
(C) overseeing the Metropolitan Medical Response System; and
(D) coordinating other Federal response resources in the event of a
terrorist attack or major disaster;
(4) aiding the recovery from terrorist attacks and major disasters;
" (5) buildirig a'comprehensive national incident management system with Federal,
State, and local government personnel, agencies, and authorities, to respond to such
attacks and disasters;
(6) consolidating existing Federal government emergency response plans intoa
single, coordinated national response plan; and
(7) developing comprehensive programs for developing interoperative
communications technology, and helping to ensure that emergency response providers
acquire such technology.
SEC. 502. FUNCTIONS TRANSFERRED.
In accordance with title VIII, there shall be transferred to the Secretary the functions,
personnel, assets, and liabilities of the following entities—
(1) the Federal Emergency Management Agency, including the functions of the
Director of the Federal Emergency Management Agency relating thereto;
(2) the Office for Domestic Preparedness of the Office of Justice Programs,
including the functions of the Attorney General relating thereto;
(3) the National Domestic Preparedness Office Qf the Federal Bureau of
Investigation, including the functions of the Attorney General relating thereto;

18
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(4) the Domestic Emergency Support Teams of the Department of Justice,
including the functions of the A[tomey General relating thereto;

{5) the Office of fhe Assistant Secretary for Public Health Emergency
Preparedness (incluc‘ing'the Office of Emergency Preparedness, the National Disaster
Medical System, and the Metropolitan Medical Response System) of the Department of
Health and Human Services, including the functions of the Secretary of Health and

---Human Services relating thereto; and
(6) the Strategic National Stockpile of the Depirtment of Health and Human

Services, including the functions of the Secretary of Health and Human Services relating

thereto.

SEC. 503. NUCLEAR INCIDENT RESPONSE.

(a) At the direction of the Secretary (in conuection with an actual or threatened terrorist
attack, major disaster, or other emergency), the Nuclear Incident Response Team shall operate a3
an organizational unit of the Department. While so operating, the Nuclear Incident Response
Team shall be subject to the direction, authority, and control of the Secretary.

(b) Nothing in this title shall be understood to limit the ordinary responsibility of the
Secretary of Energy and the Administrator of the Environmental Protection Agency for
organizing, training, equipping, and utilizing their respective entities in the Nuclear Incident
Response Team, or (subject to the provisions of this title) from exercising direction, authority,
and contro! over them when they are not operating as a unit of the Department.

SEC. 504. DEFINITION.

For purposes of this title, ‘Nuclear Incident Response Team’ means a resource that

includes—
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(1) those entities of the Department of Energy that perform nuclear and/or
radiological emergency support functions (including accident response, search response,
advisory, and technical operations functions), radiation exposure functions at the medical
assistance facility known as Oak Ridge National Laboratory, radiological assistance
functions, and related functions; and

(2) those entities of the Environmental Protection Agency that perforrﬁ such
support functions (including radiological emergency response functions) and retated
functions.

SEC. 505. CONDUCT OF CERTAIN PUBLIC HEALTH-RELATED ACTIVITIES.

(a) Except as the President may otherwise direct, the Secretary shall carry out the
following responsibilities through the Department of Health and Human Services (including the
Public Health Service), under agreements with the Secretary of Health and Human Services, and
may transfer funds to him in connection with such agreements:

(1) all biological, chemical, radiological, and nuclear preparedness-related
construction, renovation, and enhancement of security for research and development or
other facilities owned or occupied by the Department of Health and Human Services; and

(2) all public health-related activities being carried out by the Department of
Health and Human Services on the effective date of this Act (other than activities under
functions transferred by this Act to the Department) to assist State and local government
personnel, agencies, or authorities, non-Federal public and private health care facilities
and providers, and public and non-profit health and educational facilities, to plan, prepare
for, prevent, identify, and respond to biological, chemical, radiological, and nuclear '
events and public health emergencies, by means including direct services, technical
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assistance, communications and surveillance, education and training activities, and

grants. )

(b) With respectv to any responsibilities carried out through the Department of Health and
Human Services under this section, the Secretary, in consultation with the Secretary of Health
and Human Services, shall have the authority to establish the preparedness and response
program, including the setting of priorities.

“TITLE VI-—MANAGEMENT -

SEC. 601. UNDER SECRETARY FOR MANAGEMENT.

In assisting the Secretary with the management and administration of the Department, the
prirﬁary responsibiiities of the Under Secretary for Management shall include, for the
Department—

(1) the budget, appropriations, expenditures of funds, accounting, and finance;

{(2) procurement;

(3) humnan resources and personnel;

(4) information technology and communications systems;

{5) facilities, property, equipment, and other material resources;

(6) security for personnel, information technology and communications systems,
facilities, property, equipment, and other material resources; and

(7) identification and tracking of performance measures relating to the
responsibilities of the Department.

SEC. 602. CHIEF FINANCIAL OFFICER.

The Chief Financial Officer shall report to the Secretary, or to another official of the
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Department, as the Secretary may direct.
SEC. 603. CHIEF INFORMATION OFFICER.

The Chief Information Officer shall report to the Secretary, or to another official of the
Department, as the Secretary may direct.

TITLE VII—COORDINATION WITH NON-FEDERAL
ENTITIES; INSPECTOR GENERAL; UNITED STATES SECRET
SERVICE; GENERAL PROVISIONS
Subtitle A—Coordination with Non-Federal Entities

SEC. 701, RESPONSIBILITIES. ~ "~ .

In discharging his responsibilities relating to coordination (including the provision of
training and equipment) with State and local government personnel, agencies, and authorities,
with the private sector, and with other entities, the responsibilities of the Secretary shall
include—

(1) coordinating with State and local government personnel, agencies, and
authorities, and with the private sector, to ensure adequate planning, equipment, training,
and exercise activities;

(2) coordinating and, as appropriate, consolidating, the Federal government's
communications and systems of communications relating to homeland security with State
and local government personnel, agencies, and authorities, the private sector, other
entities, and the public;

(3) directing and supervising grant programs of the Federal government for State
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and local government emergency response providers; and

(4) distributing or, as appropriate, coordinating the distribution of, wamings and
information to Stétc and local government personnel, agencies, and authorities and to the
public.

Subtitle B—Inspector General

SEC. 710. AUTHORITY OF THE SECRETARY.

(a) Notwithstanding the last two sentences of section 3(5) of the Inspector General Act of
1978, the Inspector General shall be under the authority, direction, and control of the Secretary

with respect to audits or investigations, or the issuance of subpoenas, that require access to

information concemning-—

(1) intelligence, counteﬁntei}ivence, or counterterrorism matters;

(2) ongoing criminal investigations or proceedings;

(3) undercover operations;

(4) the identity of confidential sources, including protected witnesses;

(5) other matters the disclosure of which would, in the Secretary’s judgment,
constitute a serious threat to the protection of an}; %ersor; orrproperty authorized
protection by section 3056 of title 18, United States Code, section 202 of title 3 of such
Code, or any provision of the Presidential Protection Assistance Act of 1976; or

(6} other matters the disclosure of which would, in the Secretary’s judgment,
constjtute a serious threat to national security.

(b) With respect to the information described in subsection (a), the Secretary may

prohibit the Inspector General from carrying ont or completing any audit or investigation, o
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from issuing any subpoena, after such Inspector General has decided to Initiate, carry out, or
complete such audit or investigation or to issue such subpoena, if the Secretary determines that
such prohibition is necessary to prevent the disclosure of any information described in subsection
(a), to preserve the national security, or to prevent a significant impairment to the interests of the
United States. '

(c) The Secretary shall notify the President of the Senate and the Speaker of the House of

Representatives within thirty days of any exercise of his-authority under this section.

Subtitle C—United States Secret Service

SEC. 720. FUNCTIONS TRANSFERRED.

In accordance with title VIII, there shall be transferred to the Secretary the functions,
personnel, assets, and liabilities of the United States Secret Service, which shall be maintained as
a distinct entity within the Department, including the functions of the Secretary of the Treasury

relating thereto.

Subtitle D—General Provisions
SEC. 730. ESTABLISHMENT OF HUMAN RESOURCES MANAGEMENT SYSTEM.

Title 5, United States Code, is amended by inserting—

(1) after part III a new part as follows:

“PART IV—DEPARTMENT OF HOMELAND SECURITY
CHAPTER 100

“Sec.
*“10001. Human Resources Management System.
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“§ 10001. Human Resources Management System
“Notwithstanding any other provision of this title, the Secretary of Homeland Security
may, in regulations prescribed jointly with the Director of the Office of Personnel Management,
establish, and from time to time adjust, a human resources management system for some or all of
the organizational units of the Department of Homeland Security, which shall be flexible,
contemnporary, and grounded in the public employment principles of merit and fitness.”; and
(2) the following after the matter relating to part IIl-in-the analysis:
“PART IV—DEPARTMENT OF HOMELAND SECURITY

“Chapter Section
“ 1. Human Resources Management System.......ooieit voviiiannennnancnas 10001

~SEC. 731. ADVISORY COMMITTEES.

The Secretary may establish, appoint members of, and use the services of, advisory
committees, as he may deem necessary. The service of an individual as a member of an advisory
committee established under this paragraph shall not be considered to be service bringing him
within the provisions of sections 203, 205, or 207 of title 18, United States Code, unless his act,
which by any such section is made unlawful when performed by an individual referred to therein,
is with respect to any particular matter that directly involves the Department or in which the
Department is directly interested. An advisory committee established under this section shall not
be subject to Pub. L. No. 92-463, but the Secretary shall publish notice in the Federal Register
announcing the establishment of such a committee and identifying its purpose and membership.
SEC. 732. ACQUISITIONS; PROPERTY.

(a)(1) When the Secretary carries out basic, applied, and advanced research and
development projects, he may exercise the same authority (subject to the same limitations and
conditions) with respect to such research and projects as the Secretary of Defense may exercise
under section 2371 of title 10, United States Code (except for subsections (b) and (f)), after

making a determination that the use of a contract, grant, or cooperative agreement for such
25
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project is not feasible or appropriate. The annual report required under subsection (h) of such
section, as applied to the Secretary by this paragraph, shall be submirted to the President of the
Senate and the Speaker of the House of Representatives.

(2) The Secretary may, under the authority of paragraph (1), carry out prototype
projects in accordance with the requirements and conditions provided for carrying out
prototype projects under section 845 of the National Defense Authorization Act for Fiscal
Year 1994 (Pub. L. No. 103-160). In appiying the authorities of such section 845,
subsection (c) thereof shali apply »;f;th réspect to prototype projects under this paragraph,
and the Secretary shall perform the functions of the Secretary of Defense under
subsection (d) thereof.

(b) Notwithstanding the time and pay limitations of section 3109 of title 5, United States
Code, the Secretary may procure personal services, including the services of experts and
consultants (or organizations thereof).

() Section 602 of the Act of June 30, 1949 (40 U.S.C. 474) is amended by replacing “; or
(21)” with *; (21) the Department of Homeland Security; or (22)”.

(d) Notwithstanding any other provision of law, the Secretary, in accordance with
regulationé prescribed jointly with the Administrator of General Services and the Director of the
Office of Management and Budget—

(1) may acquire replacement real property (including interests therein)—

(A) by transfer or exchange of the Department’s property with other
executive agencies; or

(B) by sale to or exchange of the Department’s property with non-Federal
parties;

(2) by lease, permit, license, or other similar instrument, may make available to
other executive agencies and to non-Federal parties, on a fair market rental value basis,
the unexpired portion of any government lease for real property occupied or possessed by
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the Department;

(3) may make available by outlease agreements with other executive agencies or
with non-Federal parties, any unused or underused portion of or interest in any real or
related personal property occupied or possessed by the Department; and

(4) may deposit the proceeds of any exercise of the authority granted by this

subsection into any account in the Treasury available to him, without regard to fiscal year

limitations.

(e) Upon the written request of tﬂe Secret;.t&, thé Administrator of General Services shall
delegate to him all responsibilities and authorities provided by law to the Administrator for the
care and handling of the Department’s surplus real and related personal property, pending its
disposition, and for the disposal of such property.

(f) Notwithstanding any other provision of law, the Secretary may retain, from the
proceeds of the sale of personal property, amounts necessary to recover, to the extent practicable,
the full costs (direct and indirect) incurred by the Secretary in disposing of such property,
including but not limited to the costs of warehousing, storage, environmental services,
advertising, appraisal, and transportation. Such amounts shall be deposited into an account
availablé for such expenses without regard to fiscal year limitations.

SEC. 733. REORGANIZATION; TRANSFER.

(a) The Secretary is authorized to allocate or reallocate functions among the officers of
the Department, and to establish, consolidate, alter, or discontinue such organizational units
within the Department, as he may deem necessary or appropriate, but such authority does not
extend to—

(1) any entity transferred to the Department and established by statute, or any
function vested by statute in such an entity or officer of such an .entity, unless not less
than ninety days’ notice has been given to the President of the Senate and Speaker of the

House of Representatives; or
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(2) the abolition of any entity established or required to be maintained as a distinct
entity by this Act.

(b) Except as otherwise specifically provided by law, not to exceed five percent of any
appropriation available to the Secretary in any fiscal year may be transferred between such
appropriations: provided, That not less than fifteen days’ notice shall be given to the
Commmittees on Appropriations of the Senate and House of Representatives before any such
transfer is made.

SEC. 734. MISCELLANEOUS PROVISIONS.

(a) The Department shall have a seal, whose design is subject to the approval of the
President.

{b) With respect to the Department, the Secretary shall have the same authorities that the
Attorney General has with respect to the Department of Justice under section 524(d) of title 28,
United States Code.

(c) With respect to the Department, the Secrctaﬁ shall have the same authorities that the
Secretary of Transportation has with respect to the Department of Transportation under
section 324 of title 49, United States Code.

(d) Unless otherwise provided in the delegation or by law, any function delegated under
this Act may be redelegated to any subordinate. -

SEC. 735. AUTHORIZATION OF APPROPRIATIONS.
There are authorized to be appropriated such sums as may be necessary to carry out the
provisions of this Act.
TITLE VII—TRANSITION
SEC. 801. DEFINITIONS.
For purposes of this title—
(1) ‘Agency’ includes any entity, organizational unit, or function; and
(2) “Transition period’ means the twelve-month period beginning on the effective
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date of this Act.

SEC. 802. TRANSFER OF AGENCIES.

The transfer of an agency to the Department shall occur when the President so directs, bui
in no event later than the end of the transition perind. When an agency is transferred, the
President may also transfer to the Department any agency established to carry out or support
adjudicatory or review functions in relation to the agency.

SEC. 803. TRANSITIONAL AUTHORITIES.

(a) Until the transfer of an agency to the Department, any official having authodty over
or funictions relating to the agency immediately before the effective date of this Act shall provide
to the Secretary such assistance, including the use of personnel and assets, as he may request in

preparing for the transfer and integration of the agency into the Department.

(b) During the transition period, upon the request of the Secretary, the head of any
executive agency may, on a reimbursable or nonreimbursable basis, provide services and/or
detail personnel to assist with the transition.

(¢) Until the transfer of an agency to the Department, the President is authorized to
transfer to the Secretary not to exceed five percent of the unobligated balance of any
appropriation available to such agency, to fund the purposes authorized in this Act: provided,
That not less than fifteen days’ notice shall be given to the Commmittees on Appropriations of the
Senate and House of Representatives before any such funds transfer is made.

(d){1) During the transition period, pending the advice and consent of the Senate to the
appointment of an officer required by this Act to be appointed by and with such advice and
consent, the President may designate any officer whose appointment was required to be made by
and with such advice and consent and who was such an officer immediately before the effective
date of this Act (and who continues in office) or immediately before such designation, to actin
sucﬁ office until the same is filled as provided in this Act; while so acting, such officers shall

receive compensation at the higher of—
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(A) the rates provided by this Act for the respective offices in which they
act; or
(B) the rates provided for the offices held at the time of designation.

(2) Nothing in this Act shall be understood to require the advice and consent of
the Senate to the appointment by the President to a position in the Department of any
officer whose agency is transferred to the Department pursuant to this Act and whose
duties following such transfer are germane to those performed before such transfer.
() Upon the rt;ansfer ;)f an agency to the Department—

(1) the personnel, assets, and liabilities held by or available in connection with the
agency shall be transferred to the Secretary for appropriate allocation, subject to the
approval of the Director of the Office of Management and Budget and notwithstanding
the provisions of section 1531(a)(2) of title 31, United States Code; and

(2) the Secretary shall have all functions relating to the agency that any other
official could by law exercise in relation to the agency immediately before such transfer,

and shall have in addition all functions vested in the Secretary by this Act or other law.

SEC. 804. SAVINGS PROVISIONS.

(a)(1) Completed administrative actions of an agency shall not be affected by the

enactment of this Act or the transfer of such agency to the Department, but shall continue in
effect according to their terms until amended, modified, superseded, terminated, set aside, or
revoked in accordance with law by an officer of the United States or a court of competent

jurisdiction, or by operation of law.

(2) For purposes of paragraph (1), the term “completed administrative action”
includes orders, determinations, rules, regulations, personnel actions, permits,
agreements, grants, contracts, certificates, licenses, registrations, and privileges.

(b) Subject to the authority of the Secretary under this Act—
(1) pending proceedings in an agency, including notices of proposed rulemaking,
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and applications for licenses, permits, certificates, grants, and financial assistance, shall

continue notwithstanding the enactment of this Act or the transfer of the agency to the

Department, unless discontinued or modified under the same terms and conditions and to

the same extent that such discontinuance could have occurred if such enactment or

transfer had not occurred; and
(2) orders issued in such proceedings, and apﬁeals therefrom, and payments made
pursuant to such orders, shall issue in the same manner and on the same terms as if this

Act had not been enacted or the agency had not been transferred, and any such orders

shall continue in effect until amended, modified, superseded, terminated, set aside, or

revoked by an officer of the United States or a court of competent jurisdiction, or by
operation of law.

{c) Subject to the authority of the Secretary under this Act, pending civil actions shall
continue notwithstanding the enactment of this Act or the transfer of an agency to the
Department, and in such civil actions, proceedings shal! be had, appeals taken, and judgments
rendered and enforced in the same manner and with the same effect as if such enactment or
transfer had not occurred.

(d) References relating to an agency that is transferred to the Department in statutes,
Executive orders, rules, regulations, directives, or delegations of authority that precede such
transfer or the effective date of this Act shall be deemed to refer, as appropriate, to the
Department, to its officers, employess, or agents, or to its corresponding organizational units or
functions. Statutory reporting requirements that applied in relation to such an agency
immediately before the effective date of this Act shall continue to apply following such transfer
if they refer to the agency by name.

{e}{1) Notwithstanding the generality of the foregoing (including subsections () and {(d)),
in and for the Department the Secretary may, in regulations prescribed jointly with the Director
of the Office of Personnel Management, adopt the rules, procedures, terms, and conditions,
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established by statute, rule, or regulation before the effective date of this Act, relating to
employment in any agency transferred to the Department pursuant to this Act; and
(2) except as otherwise provided in this Act, or under authority granted by this

Act, the transfer pursuant to this Act of personnel shall not alter the terms and conditions

of employment, including comnpensation, of any employee so transferred.
SEC. 805. TERMINATIONS.

Except as otherwise provided in this Act, whenever all the functions vested by law in any
agency have been transferred pursuant to this Act, each position and office the incumbent of 7
which was authorized to receive compensation at the rates prescribed for an office or position at
level I1, I, IV, or V, of the Executive Schedule, shall terminate.

SEC. 806. INCIDENTAL TRANSFERS.

The Director of the Office of Management and Budget, in consultation with the
Secretary, is authorized and directed to make such additional incidental dispositions of
personnel, assets, and liabilities held, used, arising from, available, or to be made available, in
connection with the functions transferred by this Act, as he may deem necessary to accomplish
the purposes of this Act.

TITLE IX—CONFORMING AND TECHNICAL AMENDMENTS

SEC. 901. INSPECTOR GENERAL ACT.

Section 11 of the Inspector General Act of 1978 (Pub. L. No. 95-452) is amended by—

(1) inserting “Homeland Security,” after “Transportation,” each place.it appears;
(2) replacing *; and” each place it appears with *;”;
(3) replacing “,,” with “,”; and
(4) replacing “;;” with ;.

SEC. 902. EXECUTIVE SCHEDULE.

Title 5, United States Code, is amended—

(1) in section 5312, by inserting “Secretary of Homeland Security.” as a new item
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1 after “Affairs.”;

(2) in section 5313, by inserting “Deputy Secretary of Homeland Security.” as a

[

new item after “Affairs.”;

[

4 (3) in section 5314, by inserting “Under Secretaties, Department of Homeland
5 Security.” as a new item after “Affairs.” the third place it appears;

5 (4) in section 5315, by inserting “Assistant Secretaries, Department of Homeland
7 Security.”, “General Counsel, Department of Homeland Security.”, “Chief Financial
8 Officer, Department‘of Hom-erlraxi')d.Security.“‘ “Chief Information Officer, Depanz;\ent of
$ Homeland Security.”, and “Inspector General, Department of Homeland Security.” as

10 new items after “Affairs.” the first place it appears.

1t SEC. 903. UNITED STATES SECRET SERVICE. o
12 () The United States Code is amended in sections 202 and 208 of title 3, and in

13 section 3056 of title 18, by replacing “of the Treasury”, each place it appears, with “of Homeland
14 Securdty”.

15 (b) The amendmenits made by this section shall take effect on the date of transfer of the

16  United States Secret Service to the Department.

17 SEC. 904. COAST GUARD.

8 {a) Title 14 of the United States Code is amended—

19 (1) in sections 1, 3, 53, 95, 145, 516, 666, 669, 673 (as added by Pub. L. No. 104-
20 201), 673 {as added by Pub. L. No. 104-324), 674, 687, and 688, by replacing “of

21 Transportation”, each place it appears, with “of Homeland Security”; and

22 (2) after executing the other amendments required by this subsection, by

23 redesignating the section 673 added by Pub. L. No. 104-324 as section 673a.

24 (b) Section 801(15 of title 10, United States _Codc, is amended by replacing “the General

25 Counsel of the Department of Transportation” with “an official designated to serve as Judge

26  Advocate General of the Coast Guard by the Secretary of Homeland Security”.
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(¢) The amendments tade by this section shall take effect on the date of transfer of the

Coast Guard to the Department.
SEC. 905. STRATEGIC NATIONAL STOCKPILE AND SMALLPOX VACCINE

DEVELOPMENT.

(a) The Public Health Security and Bioterrorism Preparedness and Response Act of 2002
is amended—
(1) in section 121(a)(1)— ] o )

(A) by replacing “Secretary of Health and Human Services” with

“Secretary of Homeland Security”;

10

11

21
22
23
24

25

(B) by inserting “the Secretary of Health and Human Services and”
between “in coordination with” and “the Secretary of Veterans Affairs”; and.

(C) by inserting “of Health and Human Services™ after “as are determined

by the Secretary”; and

(2) in subsections 121(a)(2) and (b), by inserting “of Health and Human Services”

after “Secretary” each place it appears.

(b) The amendments made by this section shall take effect on the date of transfer of the

Strategic National Stockpile of the Department of Health and Human Services to the

Department.

SEC. 906. SELECT AGENT REGISTRATION.

(a) The Public Health Service Act is amended—
(1) in section 351A(a)(1)(A), by inserting “(as defined in subsection (I}9))” after

“Secretary”;

(2) in section 351 A(h)(2)(A), by inserting “Department of Homeland Security,
the” before “Department of Health and Human Services™;

(3) in section 351A(D), by inserting after paragraph (8) a new paragraph as

follows:
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“(9) The term ‘Secretary’ means the Secretary of Homeland Security, in
consultation with the Secretary of Health and Human Services.”; and
(4) in section 352A(31)—
(i) by striking “(1)” the first place it appears; and
(i1) by striking paragraph (2).

(b) Section 201(b) of the Public Health Security and Bioterrorism Preparedness and
Response Act of 2002 is amended by replacing “Secretary of Health and Human Services” with
“Secretary of Homeland Security”.

(¢) The amendments made by this section shall take effect on the date of transfer of the
select agent registration enforcement programs and activities of the Department of Health and
Human Services to the Department.

SEC. 907. NATIONAL BIO-WEAPONS DEFENSE ANALYSIS CENTER.

There is established in the Department of Defense 2 National Bio-Weapons Defense

Analysis Center, whose mission is to develop countermeasures to potential attacks by terrorists

using weapons of mass destruction.
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THE DEPARTMENT OF HOMELAND SECURITY

The President’s most important job is to protect and defend the American people. Since September 11, all
levels of government have cooperated like never before to strengthen aviation and border security,
stockpile more medicines to defend against bioterrorism, improve information sharing among our
intelligence agencies, and deploy more resources and personnel to protect our eritical infrastructure.

The chanrging nature of the threats facing America requires a new govemment structure to protect against
invisible enemies that can strike with a wide variety of weapons. Today no one single government agency
has homeland security as its primary mission. In fact, responsibilities for homeland securitv are dispersed
among more than 100 different government organizations, America needs a single, unified homeland
security structure that will improve protection against today’s threats and be flexible enough to help meet
the unknown threats of the future.

The President proposes o create a new Department of Homeland Secwrity, the most significant
trangformation of the U.8. government in over a half-century by largely transforming and realigning the
current confusing patchwork of government activities into a single department whose primary mission is
1o protect our homeland. The creation of a Department of Homeland Security is one more key step in the
President’s national strategy for homeland security.

Immediately after last fall’s attack, the President took decisive steps to protect America — from hardening
cockpits and stockpiling vaccings to fightening our borders. The President used his maximum legal
authority to establish the White House Office of Homeland Security and the Homeland Security Council
to ensure that our federal response and protection efforts were coordinated and effective. The President
also directed Homeland Security Advisor Tom Ridge to study the federal govemment as a whole to
determine if the current structure allows us to meet the threats of wday while anticipating the wiknown
threats of tomorrow. After careful study of the current structure — coupled with the experience gained
since Septemnber 11 and new information we have learned about our enemies while fighting a war — the
President concluded that our nation needs a more unified homeland security structure. In designing the
new Department, the Administration considered a number of homeland security organizational proposals
that have emerged from outside studies, commissions, and Members of Congress.

The Department of Homeland Security would make Americans safer because our nation would have:
» One department whose primary mission is to protect the American homeland;

> One department to secure our borders, tramsportation sector, ports, and critical
infrastructure;

» One department to synthesize and analyze homeland security intefligence from multiple
SOUTTES;

> One department to coordinate communications with state and local governments, private
industry, and the American people about threals and preparedness;

One department to coordinate our efforts to protect the American people against
bioterrorism and other weapons of mass destruction;

Y

One department to help train and equip for first responders;

v

» One department to manage federal emergency response activities; and

More security officers in the field working to stop terrorists and fewer resources in
Washington managing duplicative and redundant activities that drain critical bomeland

security resources.

v
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THE ORGANIZATION OF THE DEPARTMENT OF HOMELAND SECURITY

The Department of Homeland Security would have a clear and efficient organizational structure with four
divisions:

> Border and Transportation Security

> Emergency Preparedness and Response

» Chemical, Biological, Radiological and Nuclear Countermeasures
> Information Analysis and Infrastructure Protection

BORDER AND TRANSPORTATION SECURITY

The Department would unify authority over major federal security operations related to our borders,
territorial waters, and transportation systems. It would assume responsibility for operational assets of the
Coast Guard, Customs Service, Immigration and Naturalization Service and Border Pairol, the Animal
and Plant Health Inspection Service of the Department of Agriculture, and the recently created
Transportation Security Administration — allowing a single government entity to manage entry into the
United States. It would ensure that all aspects of border control, including the issuing of visas, are
informed by a central information-sharing clearinghouse and compatible databases.

EMERGENCY PREPAREDNESS AND RESPONSE

The Department would oversee federal government assistance in the domestic disaster preparedness
training of first responders and would coordinate the government’s disaster response efforts. FEMA
would become a central component of the Department of Homeland Security, and the new Department
would administer the grant programs for firefighters, police, and emergency personnel currently managed
by FEMA, the Department of Justice, and the Department of Health and Human Services. The
Department would also manage such critical response assets as the Nuclear Emergency Search Team
(Department of Energy) and the National Pharmaceutical Stockpile (Health and Human Services).
Finally, the Department would integrate the federal interagency emergency response plans into 2 single,
comprehensive, government-wide plan, and ensure that all response personnel have the equipment and
capability to communicate with each other as necessary.

CHEMICAL, BIOLOGICAL, RADIOLOGICAL AND NUCLEAR COUNTERMEASURES

The Department of Homeland Security would lead the federal government’s efforts in preparing for and
responding to the full range of terrorist threats involving weapons of mass destruction. To do this, the
Department would set national policy and establish guidelines for state and local governments. It would
direct exercises and drills for federal, state, and local chemical, biological, radiological, and nuclear
(CBRN) attack response teams and plans. The result of this effort would be to comsolidate and
synchronize the disparate efforts of multiple federal agencies currently scattered across several
departments. This would create a single office whose primary mission is the critical task of protecting the
United States from catastrophic terrorism.

Chemical, Biological, Radiological and Nuclear Terrorism. The Department would be the lead agency
preparing for and responding to chemical, biological, radiological, and nuclear terrorism, including agro-
terrorism. The Department would unify three of America’s premier centers of excellence in this field,
including the Lawrence Livermore National Laboratory (Department of Energy). The Department would

‘THE DEPARTMENT OF HOMELAND SECURITY
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also manage national efforts to develop diagnostics, vaccines, antibodies, antidotes, and other
countermeasures.

Science and Technology. In the war against terrorism, America’s vast science and technology base
provides us with a key advantage. The Department would press this advantage with a national research
and development enterprise for homeland security comparable in emphasis and scope to that which has
supported the national security community for more than fifty vears. The new Department would
consolidate and prioritize the disparate homeland security related research and development programs
currently scattered throughout the Executive Branch. It would aiso assist state and local public safety
agencies by evaluating equipment and setting standards.

INFORMATION ANALYSIS AND INFRASTRUCTURE PROTECTION

Intelligence and Threat Analysis. The Department would fuse and analyze intelligence and other
information pertaining to threats to the homeland from multiple sources — including the CIA, NSA, FB,
INS, DEA, DOE, Customs, DOT and data gleaned from other organizations. The Department would
merge under one roof the capability to identify and assess current and future threats to the homeland, map
those threats against our current vulnerabilities, issue timely wamings, and immediately take or effect
appropriate preventive and protective action. An important partner with the Department’s intelligence
and threat analysis division will be the newly formed FBI Office of Intelligence. The new FBI and CIA
reforms will provide critical analysis and information to the new Department.

Protecting America’s Critical Infrastructure. The Deparrment would be responsible for
comprehensively evaluating the vulnerabilities of America’s critical infrastructure, including food and
water systems, agriculture, health systems and emergency services, information and telecommunications,
banking and finance, energy (electrical, nuclear, gas and oil, dams), transportation (air, road, rail, ports,
waterways), the chemical and defense industries, postal and shipping entities, and national monuments
and icons. Working closely with state and local officials, other federal agencies, and the private sector,
the Department would help ensure that proper steps are taken to protect high-risk targets.

OTHER KEY COMPONENTS

State/Local Government & Private Sector Coordination.” The Department would consolidate and
streamline relations with the federal government for America’s state and local governments. The new
Department would contain an intergovernmental affairs office to coordinate federal homeland security
programs with state and local officials. This new Department would give state and local officials one
primary contact instead of many when it comes to matters related 1o training, equipment, planning, and
other critical needs such as emergency response.

Secret Service. The Department would incorporate the Secret Service, which would report directly to the
Secretary, The Secret Service would remain intact and its primary mission will remain the protection of
the President and other government leaders. The Secret Service would also continue to provide security
for designated national events, as it did for the recent Olympics and the Super Bowl.

The White House Office of Homeland Security and the Homeland Security Council. The White
House Office of Homeland Security and the Homeland Security Council will continue to play a key role,
advising the President and coordinating a vastly simplified interagency process.

THE DEPARTMENT OF HOMELAND SECURITY
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Non-Homeland Security Functions. The new Department would have a number of functions that are
not directly related to securing the homeland against terrorism. For instance, through FEMA, it would be
responsible for mitigating the effects of natural disasters. Through the Coast Guard, it would be
responsible for search and rescue and other maritime functions. Several other border functions, such as
drug interdiction operations and naturalization, and would also be performed by the new Department:

INTERIM STEPS

The President — using the maximum legal authority available to him — created the Office of Homeland
Security and the Homeland Security Council in the weeks following the attack on America as an
immediate step to secure the homeland. Since then, the government has strengthened aviation and border
security, stockpiled more medicines to defend against bio-terrorism, improved information sharing among
our intelligence agencies, and deployed more resources and personnel to protect our critical infrastructure.

The White House Office of Homeland Security will continue to coordinate the federal government’s
homeland security efforts and to advise the President on a comprehensive Homeland Security strategy.
The current components of our homeland security structure will continue to function as normal and there
will be no gaps in protection as planning for the new Department moves forward.

Preliminary planning for the new Department has already begun. The formal transition would begin once
Congress acts on the President’s proposal and the President signs it into law. The President cails on
Congress to establish the new Department by the close of their current session ~ with full integration of
the constituent parts occurring over a phased-in period.

SPECIFIC EXAMPLES OF HOW THE NEW DEPARTMENT WILL
MAKE AMERICA SAFER

EXAMPLE: REMOVING BARRIERS TO EFFICIENT BORDER SECURITY

Currently, when a ship enters a U.S. port, Customs, INS, the Coast Guard, the U.S. Department of
Agriculture, and others have overlapping jurisdictions over pieces of the arriving ship. Customs has
jurisdiction over the goods aboard the ship. INS has jurisdiction over the people on the ship. The Coast
Guard has jurisdiction over the ship while it is at sea. Even the Department of Agriculture has jurisdiction
over certain cargoes. Although the Coast Guard does have the authority to act as an agent for these other
organizations and assert jurisdiction over the entire vessel, in practice the system has not worked as well
as it could to prevent the illegal entry of potential terrorists and instruments of terror.

Consider this scenario: if the Coast Guard stops a ship at sea for inspection and finds there are illegal
immigrants on the ship, the Coast Guard relies on the INS to enforce U.S. immigration law and prevent
their entry. If the Coast Guard finds potentially dangerous cargo, it relies on Customs to seize the
dangerous cargo. Unfortunately, these organizations may not always share information with each other as

rapidly as necessary.

So, instead of arresting potential terrorists and seizing dangerous cargo at sea, our current structure can
allow these terrorists to enter our ports and potentially sneak into our society. The system might also
allow the dangerous cargo to actually enter our ports and threaten American lives.

THE DEPARTMENT OF HOMELAND SECURITY
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Under the President’s proposal, the ship, the potentially dangerous people, and the dangerous cargo would
be seized at sea by one Department that has no question about either its mission or its authority to prevent
them from reaching our shores.

EXAMPLE: PROTECTING OUR NATION’S CRITICAL INFRASTRUCTURE

Nearly five million Americans live within a five mile radius of the most hazardous chemical facilities in
the nation. Right now there is no single agency in the government whose core mission is to protect
against and respond to an attack on one of these major facilities.

Consider the current homeland security apparatus facing a non-citizen that intends to enter our nation and
attack one of our chemical facilities. At our border, INS, Customs, Border Patrol, the Coast Guard, and
others share jurisdiction over preventing this person’s entry. These government organizations may or
may not share information, which makes it possible that this potential terrorist might slip through the
cracks.

Currently, at least twelve different government entities oversee the protection of our critical infrastructure.
These many government entities may or may not share all information, and state and local governments
must work with twelve separate contacts just to help protect their local infrastructure.

Under the President’s proposal, the same Department that analyzes intelligence data on the potential
terrorist who wants to attack the chemical plant would also be the same Department that can
simultaneously alert our border security operatives, alert all of our hazardous materials facilities to ensure
that they are prepared to meet this specific new threat from this specific terrorist, and alert all of the
affected communities.

EXAMPLE: COMMUNICATING TO THE AMERICAN PEOPLE

Currently, if a chemical or biological attack were to occur, Americans could receive warnings and health
care information from a long list of government organizations, including HHS, FEMA, EPA, GSA, FBI,
DOJ, OSHA, OPM, USPS, DOD, USAMRIID, and the Surgeon General — not to mention a cacophony of
state and local agencies.

There is currently no single organization with operational respensibility that could communicate with the
American people in a clear, concise, and consistent voice.

Consider another recent example. Information was provided to local law enforcement entities by multiple
U.S. government organizations about potential threats to the Brooklyn Bridge, apartment complexes,
shopping malls, the Statue of Liberty, subways and public transit systems, our oil and gas infrastructure,
and our financial system.

Under the President’s proposal, a single government Department would communicate with the American
people about a chemical or biological attack. The new Department would also be the organization that
coordinates provision of specific threat information to local law enforcement and sets the national threat
level. The new Department would ensure that local law enforcement entities — and the public — receive
clear and concise information from their national government. Citizens would also have one Department
telling them what actions — if any — they must take for their safety and security.

THE DEPARTMENT OF HOMELAND SECURITY
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EXAMPLE: INTELLIGENCE SHARING AND COMPREHENSIVE THREAT ANALYSIS

Multiple intelligence agencies analyze their individual data, but no single government entity exists to
conduct a comprehensive analysis of all incoming intelligence information and other key data regarding
terrorism in the United States. There is no central clearinghouse to collect and analyze the data and look
for potential trends.

Under the President’s proposal, the new Department would contain a unit whose sole mission is to
assembie, fuse, and analyze relevant intelligence data from government sources, including CIA, NSA,
FBL INS, DEA, DOE, Customs, and DOT, and data gleaned from other organizations and public sources.
With this big-picture view, the Department would be more likely to spot trends and would be able to
direct resources at a moment’s notice to help thwart a terrorist attack.

EXAMPLE: DISTRIBUTION OF KEY PHARMACEUTICALS

Potassium Iodide (KI) is a drug that helps prevent thyroid cancer in the event of exposure to radiation.
The drug must be taken within hours of exposure for maximum effectiveness.

Carrently, if you live within a ten-mile radius of a nuclear power facility, the distribution of Potassium
lodide is regulated by the Nuclear Regulatory Commission (NRC). The NRC is responsible for getting
people this crucial drug, even though the NRC’s actual mission is to.license.nuclear facilities, not provide
emergency supplies to the greater population. Outside the ten-mile radius of the nuclear facility, the
Federal Emergency Management Agency (FEMA) is responsibie for regulating the distribution of
Potassium Iodide. The Department of Health and Human Services controls the national pharmaceutical
stockpiles that are to be sent rapidly into emergencies. And other government agencies would control
evacuation of the emergency zone. To make matters even more coniusing, if you happen to live within a
ten-mile radius of a nuclear weapons facility, the Department of Energy confrols the distribution of the
Potassium Jodide.

In the event of radiation exposure, states must currently work with three separate government
organizations to distribute critical pharmaceuticals, organizations whose jurisdictions are divided by an
invisible ten-mile border. Consider this possible scenario: the NRC and the state decide to distribute
Potassium Iodide to everyone within the ten-mile radius. FEMA, however, disagrees with the state and
decides against distributing the drug outside the ten-mile radius. In the middle of the NRC, FEMA and
state decision process, the state and local governments decide to begin an evacuation. In the ensuing
chaos, many exposed individuals might not receive the critical drugs they need.

Under the President’s proposal, one Department would be responsible for distributing Potassium lodide to
citizens exposed — no matter where they live. There would no longer be an artificial ten-mile barrier to
treatment. This same single Department would also be responsible for coordination with state and local
officials on immediate evacuation from the emergency zone.

BRIEF HISTORY OF GOVERNMENT REQORGANIZATION

History teaches us that critical security challenges require clear lines of responsibility and the unified
effort of the U.S. government. History also teaches us that new challenges require new organizational
structures.

THE DEPARTMENT OF HOMELAND SECURITY
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For example, prior to 1945, America’s armed forces were inefficiently structured with separate War and
Navy Departments and disconnected intelligence units. There were no formal mechanisms for
cooperation. After World War II, the onset of the Cold War required consolidation and reorganization of
Armerica’s national security apparatus to accomplish the new missions at hand.

America needed a national security establishment designed to prevent another attack like Pearl Harbor, to
mobilize national resources for an enduring conflict, and to do so in a way that protected America’s
values and ideals. In December 1945, only months after America’s decisive victory in World War I,
President Harry Truman asked Congress to combine the War and Navy Departments into a single
Department of Defense. President Truman declared, "it 1s now time to take stock to discard obsolete
organizational forms and to provide for the future the soundest, most effective and most economical kind
of structure for our armed forces of which this most powerful Nation is capable. I urge this as the best

means of keeping the peace."

President Truman’s goals were achieved with the National Security Act of 1947 and subsequent
amendments in 1949 and 1958. The legislation consolidated the separate military Departments into the
Department of Defense with a civilian secretary solely in charge, established a Central Intelligence
Agency to coordinate all foreign intelligence collection and analysis, and created the National Security
Council in the White House to coordinate all foreign and defense policy efforts.

This reorganization of America’s national security establishment was crucial to overcoming the enormous
threat we faced in the Cold War and holds important lessons for our approach to the terrorist threat we
face today.

‘THE DEPARTMENT OF HOMELAND SECURITY
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Department of Homeland Security
Major Components

The Department of Homeland Security would be funded within the total monies requested by the President in

his FY 2003 budget already before Congress. There would be future savings achieved through the

elimination of redundancies inherent in the current structure.

Chemical, Biological, Radiclogical, and Nuclear Countermeasures
Civilian Biodefense Research Programs (HHS)
Lawrence Livermore National Laboratory (DOE)
National BW Defense Analysis Center (New)
Plum Island Anirnal Disease Center (USDA)

Information Analysis and Infrastructure Protection
Critical Infrastructure Assurance Office (Commerce)
Federal Computer Incident Response Center (GSA)
National Communications System (DoD}
National Infrastructure Protection Center (FBI)
National Infrastructure Simulation and Analysis Center (DOE)

Border and Transportation Security
Immigration and Naturalization Service (DOJ)
Customs Service (Treasury)
Animal and Plant Health Inspection Service (USDA)
Coast Guard (DOT)
Federal Protective Services (GSA)
Transportation Security Agency (DOT) (2)

Emergency Preparedness and Response
Federal Emergency Management Agency

Chemical, Biological, Radiclogical, and Nuclear Response Assets (HHS)

Domestic Emergency Support Team {3)
Nuclear Incident Response (DOE)

Office of Domestic Preparedness (DOJ) (4)
National Domestic Preparedness Office (FBI)

Secret Service (Treasury)

Total, Department of Homeland Security

Note: Figures are fram FY 2003 President's Budget Request

(1) Estimated, final FTE figures to be determined
{2) Before fee recapture of $2,346 million.

$(Millions)  FTE (1)
1,993 150
1,188 324

420 -
25 124
3,626 538
27 65

11 23
155 91
151 795
20 2
364 878
6,416 39,459
3,796 21743
1,137 8,620
7274 43,639
418 1,408
4,800 41,300
23,841 156,168
6,174 5135
2,104 150
91 -

2 15
8,371 5,300
1,248 5,111
37450 169,154

(3) Interagency group currently mobilized by the Attorney General in response to major incidents.

{4} Included in FEMA in FY 2003 President's Budget Request
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THE DEPARTMENT OF HOMELAND SECURITY

Terrorists today can strike at any place, at any time, and with virtually any weapon. This is a permanent
condition and these new threats require our country to design a new homeland security structure.

The United States faced an enormous threat during the Cold War. We created a national security strategy
to deter and defeat the organized military forces of the Soviet bloc. We emerged victorious from this
dangerous period in our history because we organized our national security institutions and prepared
ourselves to meet the threat arrayed against us. The United States is under attack from a new kind of
enemy — one that hopes to employ terror against innocent civilians to undermine their confidence in our
institutions and our way of life. Once again we must organize and prepare ourselves to meet a new and
dangerous threat.

Careful study of the current structure — coupled with the experience gained since September 11 and new
information we have learned about our enemies while fighting a war — has led the President to conclude
that our nation needs a more robust and unified homeland security structure.

Mission of the New Department

The mission of the Department of Homeland Security would be to:
» Prevent terrorist attacks within the United States;
> Reduce America’s vulnerability to terrorism; and
> Minimize the damage and recover from attacks that do occur.

The Department of Homeland Security would mobilize and focus the resources of the federal government,
state and local governments, the private sector, and the American people to accomplish its mission.

Organization

The creation of the Department of Homeland Security would empower a single Cabinet official whose
primary mission is to protect the American homeland from terrorism. The Department of Homeland
Security would have a clear, efficient organizational structure with four divisions.

> Border and Transportation Security

> Emergency Preparedness and Response

Chemical, Biological, Radiclogical, and Nuclear Countermeasures
Information Analysis and Infrastructure Protection

Y v

Even after creation of the new Department, homeland security will still involve the efforts of other
Cabinet departments. The Department of Justice and the FBL, for example, will remain the lead law
enforcement agencies for preventing terrorist attacks. The Department of Defense will continue to play a
crucial support role in the case of a catastrophic terrorist incident. The Department of Transportation will
continue to be responsible for highway and rail safety, and air traffic control. The CIA will continue to
gather and analyze overseas intelligence. Homeland security will continue to require interagency
coordination, and the President will still need a close adviser on homeland security related issues.
Accordingly, the President intends a strong continuing role for the White House Office of Homeland

Security and the Homeland Security Council.

THE DEPARTMENT OF HOMELAND SECURITY
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ORGANIZATION OF THE DEPARTMENT OF HOMELAND SECURITY

Secretary”
Deputy Secretary

[ I
! Border and Transportation i Emergency Preparedness
Security and Respanse

Prep:

‘nirastructure Protection

Border Security
_————
Physical Assats i
i

F Transportation Security J :
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o Management
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Capital —} Technology
*Legal / Congressional / Public Affairs

" i Sed in Offf t:
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Response ‘

cal / Nuctear |

Border and Transportation Security

Securing our nation’s air, land, and sea borders is a difficult vert critical task. The United States has 5,523
miles of border with Canada and 1,989 miles with Mexico. Our maritime border includes 95,000 miles of
shoreline, and a 3.4 million square mile exclusive economic zone. Each year, more than 500 million
people cross the borders into the United States, some 330 million of whom are non-citizens.

The Department of Homeland Security would be responsible for securing our nation’s borders and
transportation systems, which straddle 350 official ports of entry and connect our homeland to the rest of
the world. The tasks of managing our borders and securing our transportation systems are directly related
~ indeed, at our international airports and seaports they are inseparabie.

The Department would manage who and what eniers our homeland, and work to prevent the entry of
terrorists and the instruments of terrorism while simultaneously ensuring the speedy flow of legitimate
traffic. It would be the single federal Department in charge of all ports of entry, including security and
inspection operations, and would manage and coordinate port of entry activities of other federal
departments and agencies. The Department would lead efforts to create a border of the future that
provides greater security through better intelligence, coordinated national efforts, and unprecedented
international cooperation against terrorists, the instruments of terrorism, and other international threats.
At the same time, it would help ensure that this border of the furure better serves the needs of legitimate

travelers and industry through improved efficiency.

THE DEPARTMENT OF HOMELAND SECURITY
9



133

The Department would lead work toward 2 state-of-the-art visa system, one in which visitors are
identifiable by biometric information that s gathered during the visa application process. It would ensure
that information is shared between databases of border management, law enforcement, and intelligence
community agencies so that individuals who pose a threat to America are denied entry to the United
States. It would also lead efforts to deploy an automated enfry-exir system that would verify compliance
with entry conditions, student status such as work limitations and duration of stay, for all categories of

visas.

To carry out its border security mission the Department would incorporate the United States Customs
Service (currently part of the Department of Treasury), the Immigration and Naturalization Service and
Border Patrol (Department of Justice), the Animal and Plant Health Inspection Service (Department of
Agriculture), and the Transportation Security Administration (Department of Transportation). The
Deparment would also incorporate the Federal Protective Service {General Services Administration) to
perform the additional function of protecting governmert buildings, a task closely related to the
Department’s infrastructure protection responsibilities.

The Department would secure our nation’s transportation systems, which move people from our borders
10 anywhere in the country within hours. The recently created Transportation Security Administration,
which would become part of the new Department, has statutory responsibility for security of all modes of
transportation and directly employs airport security and law enforcement personnel. Tools it uses include
intelligence, regulation, enforcement, inspection, and screening and education of carriers, passengers and
shippers. Its present focus on aviation security will not slow the government’s pace in addressing the—
security needs of other transportation modes. The incorporation of TSA into the néw Department will
allow the Department of Transportation to remain focused on its core mandate of ensuring that the nation
has a robust and efficient transportation infrastructure that keeps pace with modern technology and the
nation's demographic and economic growth,

United States Coast Guard. In order to secure our nation’s territorial waters, including our ports and
waterways, the Deparmment would assume authority over the United States Coast Guard, which would
maintain it§ existing independent identity as a military organization under the leadership of the
Commandant of the Coast Guard, Upon declaration of war or when the President so directs, the Coast
Guard would operate as an element of the Department of Defense, consistent with existing law.

The U.S. Coast Guard is charged with regulatory, law enforcsment, humanitarian, and emergency
response duties. It is responsible for the safety and security of America’s inland waterways, ports, and
harbers; more than 95,000 miles of U.S. coastlines; U.S. territorial seas; 3.4 million square miles of ocean
defining our Exclusive Economic Zones; as well as other maritime regions of importance to the United
States.

The Coast Guard has command responsibilities for countering potential threats to America’s coasts, ports,
and iniand waterways through numerous port security, harbor defense, and coastel warfare operations and
exercises. In the name of port security specifically, the Coast Guard has broad authority in the nation’s
ports as “Captain of the Port.” Recently the Coast Guard has worked to establish near shore and port
domain awareness, and to provide an offshore force gathering intelligence and interdicting suspicious
vessels prior to reaching U.S. shores.

Immigration and Visa Services. The new Department of Homeland Security would include the INS and
would, consistent with the President’s long-standing position, separate immigration services from
immigration law enforcement. The Department would build an immigration services organization that

THE DEPARTMENT OF HOMELAND SECURITY
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would administer our immigration law in an efficient, fair, and humane manner. The new Department
would assume the legal authority to issue visas to foreign nationals and admit them into the country. The
State Department, working through the United Siates embassies and consulates abroad, would continue to
administer the visa application and issuance process. The Department would make certain that America
contimes to welcome visitors and those who seek opportunity within our shores while excluding terrorists
and their supporters.

Emergency Preparedness and Response

We cannot assume that we can prevent all acts of terror and therefore must also prepare to minimize the
damage and recover from attacks that do occur. As September 11 showed, the consequences of terrorism
can be far-reaching and diverse. The Department of Homeland Security would ensure the preparedness of
our nation’s emergency response professionals, provide the federal government’s response, and aid
America’s recovery from terrorist attacks and natural disasters.

To fulfill these missions, the Department of Homeland Security would build upon the Federal Emergency
Management Agency (FEMA) as one of its key components. It would continue FEMA’s efforts to reduce
the loss of life and property and to protect our nation's institutions from all types of hazards through a
compreheusive, risk-based, all-hazards emergency management program of preparedness, mitigation,
response, and recovery, And it will continue to change the emergency management cuiture from one that
reacts to terrotism and other disasters, tc one that proactively helps communities and citizens avoid
becoming victims. P

In terms of preparedness, the Department would assume authority over federal grant programs for local
and state first responders such as firefighters, police, and emergency medical personnel. Varicus offices
in the Department of Justice, the Department of Health and Human Services, and the Federal Emergency
Management Agency currently manage those programs. In addition, the Department would develop and
manage a national training and evatuation system to desiga curriculums, set standards, evaluate, and
reward performance in local, state, and federal training efforts,

‘The Department would continue FEMA’s practice of focusing on risk mitigation in advance of
emergencies by promoting the concept of disaster-resistant communities. It would continue current
federal support for local government efforts that promote structures and communities that have & reduced
chance of being impacted by disasters. It would bring together private industry, the insurance sector,
mortgage lenders, the real estate industry, homebuilding associations, citizens, and others to create model
communities in high-risk areas.

The Department would have responsibility for federal emergency response efforts. It would lead owr
national response to a biologival attack, direct the Nucleer Emergency Search Teams, Radiological
Emergency Response Team, Radiological Assistance Program, Domestic Emergency Support Team,
National Pharmaceutical Stockpile, and the National Disaster Medical System, and manage the
Metropolitan Medical Response System. The Department would also coordinate the involvement of other
federal response assets such as the National Guard in the event of a major incident.

The consequences of a terrorist attack are wide-ranging and can include: loss of life and health,
destruction of families, fear and panic, loss of confidence in government, destruction of property, and
disruption of commerce and financial markets. The Department would lead federal efforts to promote
recovery from terrorist attacks and natural disasters. The Department would maintain FEMA’s
procedures for aiding recovery from natural and terrorist disasters.

THE DEPARTMENT OF HOMELAND SECURITY
11



135

Incident Management. The Department would work with federal, state, and local public safety
organizations to build a comprehensive national incident management system for response to terrorist
incidents and natural disasters. This system would clarify and streamline federal incident management
procedures, eliminating the artificial distinction between “crisis management” and “consequence
management.” The Department would consolidate existing federal government emergency response plans
- namely the Federal Response Plan, the National Contingency Plan, the U.S. government Interagency
Domestic Terrorism Concept of Operations Plan, and the Federal Radiological Emergency Response Plan
~ into one genuinely all-hazard plan. In time of emergency, the Department would manage and
coordinate federal entities supporting local and state emergency response efforts.

Interoperable Communications. In the aftermath of any major temrorist attack, emergency response
efforts would likely involve hundreds of offices from across the government and the country. It is crucial
for response personnel to have and use equipment and systems that allow them to communicate with one
another. The current system has not yet supplied the emergency response community with the technology
that it needs for this mission. The new Department of Homeland Security would make this a top priority.

Chemical, Biological, Radiological, and Nuclear Countermeasures

The knowledge, technology, and material needed to build weapons of mass destruction are spreading
inexorably. If our enemies acquire these weapons and the means to deliver them, they will use them
potentially with consequences far more devastating than those we suffered on September 11.

The Department of Homeland Security would lead the federal government’s efforts in preparing for and
responding to the full range of terrorist threats involving weapons of mass destruction. To do this, the
Department would set national policy and establish guidelines for state and local governments. It would
direct exercises and drills for federal, state, and local chemical, biological, radiological, and nuclear
(CBRN) response teams and plans. The result of this effort would be to consolidate and synchronize the
disparate efforts of multiple federal agencies currently scattered across several departments. This would
create a single office whose primary mission is the critical task of protecting the United States from
catastrophic terrorism.

The Department would be responsible for several distinct capabilities and institutions that focus on
specific elements of this mission. The Department would unify much of the federal government’s efforts
to develop and implement scientific and technological countermeasures to CBRN terrorist threats. The
Department would also provide direction and establish priorities for national research and development,
for related tests and evaluations, and for the development and procurement of new technology and
equipment to counter the CBRN threat. The Department would incorporate and focus the intellectual
energy and extensive capacity of several important scientific institutions, including Lawrence Livermore
National Laboratory (currently part of the Department of Energy) and the Plum Island Animal Disease
Center (Department of Agriculture).

The Department would unify our defenses against human, animal, and plant diseases that could be used as
terrorist weapons. The Department would sponsor.outside research, development, and testing to invent
new vaccines, antidotes, diagnostics, and therapies against biological and chemical warfare agents; to
recognize, identify, and confirm the occurrence of an attack; and to minimize the morbidity and mortality
caused by any biological or chemical agent.

THE DEPARTMENT OF HOMELAND SECURITY
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The Department would unify our defenses against agricultural terrorism ~ the malicious use of plant or
animal pathogens to cause disease in the agricultural sector. The Department would exclude agricultural
pests and diseases at the border. It would strengthen national research programs and surveillance systems
to shield agriculture from natural or deliberately induced pests or disease. Working with the Department
of Agriculture and the Department of Health and Human Services, it would also that ensure rigerous
inspection and quality assurance programs protect the food supply from farm to fork.

Science & Techmology Agenda. In the war against terrorism, America’s vast science and technology
base provides us with a key advantage. The Department would press this advantage with a national
research and development enterprise for homeland security comparable in emphasis and scope to that
which has supported the national security community for more than fifty years. This is appropriete, given
the scale of the mission and the catastrophic potential of the threat. Many of the needed systems would be .
potentially continental in scope, and thus the technologies must scale eppropriately, in terms of
complexity, operation, and sustainability.

This research and development would be driven by 2 constant examination of the naiion’s vulnerabilities,
constant testing of our security systems, and a constant evaluation of the threat and its weaknesses. The
zmphasis within this enterprise would be on catastrophic terrorism - threats to the security of our
homeland that would result in large-scale loss of life and major economic impact. [t would be aimed at
both evolutionary fmprovements to current capabilities as well as the development of revolutionary new
capabilities.

The following are examples of the types of research and development projects that the Department would
pursue with its scientific assets.

e Preventing importation of nuclear weapons and material. The Department of Homeland
Security would make defeating this threat 2 top priority of its research and development
efforts. This nuclear denial program would develop and deploy new technologies and systems
for safeguarding nuclear material stockpiles and for detecting the movement of those
materials. In particular, it would focus on better detection of illicit nuclear material transport

. ont the open seas, at U.S. ports of entry, and throughout the national transportation system.

¢ Detecting bioterrorist attacks. The anthrax attacks of October 2001 proved that- quick

recognition of biological terrorism is crucial to saving iives, The Department of Homeland
Security would lead efforts to develop, deploy, manage, and maintain a national system for
detecting the use of biological agents within the United States, This system would consist of a
national public health data surveillance system to monitor public and private databases for
indications that a bioterrorist attack has occurred, as weil as a sensor network to detect and

report the release of bioterrorist pathogens in densely populated areas.

The techmologies developed must not only make us safer, but also make our daily lives better. While
protecting against the rare event, they should also enhance the commonplace. Thus, the technologies
developed for homeland security should fit well within our physical and economic infrastructure, and our
national habits. System performance must balance the risks associated with the threat against the impact
of false alarms and impediments to our way of life.

THE DEPARTMENT OF HOMELAND SECURITY
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Information Analysis and [nfrastructure Protection

The Department of Homeland Security would merge under one roof the capability to identify and assess
current and future threats to the homeland, map those threats against our current vulnerabilities, inform
the President, issue timely warnings, and immediately take or effect appropriate preventive and protective
action.

Threat Analysis and Warning. Actionable intelligence is essential for preventing acts of terrorism. The
timely and thorough analysis and dissemination of information about terrorists and their activities will
improve the government’s ability to distupt and prevent terrorist acts and to provide useful warning to the
private sector and our population. Currently, the U.S. government has no institution primarily dedicated
to analyzing systematically all information and intelligence on potential terrorist threats within the United
States, such as the Central Intelligence Agency performs regarding termorist threais abroad. The
Department of Homeland Security, working together with enhanced capabilities in other agencies such as
the Federal Bureau of Investigation would make America safer by pulling together information and
intelligence from a variety of sources.

The prevention of terrorist acts requires a proactive approach that will enhance the capability of
policymakers and law enforcement personnel to preempt terrorist plots and warn appropriate sectors. The
Department would fuse and apalyze legally accessible information from multiple available sources
pertaining to terrorist threats to the homeland to provide early waming of potential attacks. This
information _includes. foreign. intelligence, law enforcement information, ard publicly available
information.  The Department would be a full partner and consumer of all intelligence-generating
agencies, such as the Central Intelligence Agency, the National Security Agency, and the FBI. By
obtaining and analyzing this information, the Department would have the ability to view the dangers
facing the homeland comprehensively, ensure that the President is briefed on relevant information, and
take necessary protective action.

The Attorney General recently revised the guidelines governing how the FBI gathers information and
conduets investigations. The new guidelines reflect the President’s commitment to preventing terrorism
by allowing the FBI to intervene and investigate promptly, while also protecting American’s
constitutional rights, when information suggests the possibility of terrorism. The revised guidelines
empower FBI agents with new investigative authority at the early stage of preliminary inquiries, as well
as the ability to search public sources for information on future terrorist threats. The FBI can now
identify and track foreign terrorists by combining information obtained from lawful sources, such as
loreign intelligence and commercial data services, with the information derived from FBI investigations.
In addition, the revised guidelines removed a layer of “red tape™ by allowing FBI field offices to approve
and renew terrorism enterprise investigations rather than having to obtain approval from headquarters.

The Department of Homeland Security would complement the FBPs enhanced emphasis on
counterterrorism law enforcement by ensuring that information from the FBI is analyzed side-by-side
with all other intelligence. The Department and the Bureau would ensure cooperation by instituting
standard operating procedures to ensure the free and secure flow of information and exchanging personnel

as appropriate.

The Department’s threat analysis and warning functions would support the President and, as he directs,
other national decision-makers responsible for seouring the homeland fom terrorism. It would coordinate
and, as appropriate, consolidate the federal government’s lines of communication with state and local
public safety agencies and with the private sector, creating a coherent and efficient system for conveying

THE DEPARTMENT OF HOMELAND SECURITY
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actionable intelligence and other threat information. The Department would administer the Homeland
Security Advisory System and be responsible for public alerts.

The Department of Homeland Security would transtate analysis into action in the shortest possible time —
a critical factor in preventing or mitigating terrorist attacks, particularly those invelving weapons of mass
destruction. Because of the central importance of this mission, the Department would build excellence in
its threat analysis and warning function, not only in terms of personnel, but also in terms of technological
capabilities.

This proposal fully reflects the President’s absolute commitment to safeguard our way of life, including
the integrity of our democratic political system and the essential elements of our individual liberty. The
Department of Homeland Security will not become a domestic intelligence agency.

Critical Infrastructure Protection. The attacks of September 11 highlighted the fact that terrorists are
capable of causing enormous damage to our country by attacking our critical infrastructure — those assets,
systems, and functions vital to our national security, governance, public health and safety, economy, and
national morale.

The Department of Homeland Security would coordinate a national effort to secure America’s critical
infrastructure. Protecting America’s critical infrastructure is the shared responsibility of federsl, state,
and local government, in active partnership with the private sector, which owns approximately 85 percent
of our nation’s critical infrastructure.  The new Department of Homeland Security will concentrate this
partnership in a single government agency responsible for coordinating a comprehensive national plen for
protecting our infrastructure. The Department will give state, local, and private entities one primary
contact instead of many for coordinating protection activities with the federal government, including
vulnerability assessments, strategic planning efforts, and exercises.

The Department would build and maintain a comprehensive assessment of our nation’s infrastructure
sectors: food, water, agriculture, health systems and emergency services, energy (electrical, nuclear, gas
and oil, dams), transportation {(air, road, rail, ports, waterways), information and telecommunications,
barking and finance, energy, transportation, chemical, defense industry, postal and shipping, and national
menuments and icons. The Department would develop and harness the best modeling, simulation, and
analytic tools to prioritize effort, taking as its foundation the National Infrastructure Simulation and
Analysis Center {currently part of the Department of Energy). The Department would direct or coordinate
action to protect significant vulnerabilities, particularly targets with catastrophic potential such as nuclear
power plants, chemical facilities, pipelines, and ports, and would establish policy for standardized, tlered
protective measures tailored to the target and rapidly adjusted to the threat.

Qur nation's information and felecorununications systems are directly connected to many other critical
infrastructure sectors, including banking and finance, energy, and transportation. The consequences of an
attack on our cyber infrastructure can cascade across maily seclors, causing wicespread disruption of
essential services, damaging our economy, and imperiling public safety. The speed, virulence, and
maliciousness of cyber attacks have increased dramatically in recent years. Accordingly, the Department
of Homeland Security would place an especially high priority on protecting our cyber infrastructure from
terrorist attack by unifying and focusing the key cyber security activities performed by the Critical
Infrastructure Assurance Office (currently part of the Department of Commerce) and the National
Inffastructure Protection Center (FBI). The Department would augment those capabilities with the
response functions of the Federal Computer Incident Response Center (General Services Administration).
Because our information and telecommunications sectors are increasingly interconnected, the Department

THE DEPARTMENT OF HOMELAND SECURITY
15



139

would also assume the functions and assets of the National Comumunications System (Department of
Defense), which coordinates emergency preparedness for the telecommunications sector.

State, Local, and Private Sector Coordination

The nature of American society and the structure of American governance make it impossible to achieve
the goal of a secure homeland through federal Executive Branch action alone. The Administration’s
approach to homeland security is based on the principles of shared responsibility and partnership with the
Congress, state and local governmerrs, the private sector, and the American people.

The Department of Homeland Security would coordinate, simplify, and where appropriate consolidate
government relations on its issues for America’s state and local agencies. It would coordinate federal
homeland security programs and information with state and local officials.

The Department would give state and local officials one primary contact instead of many, and would give
these officials one contact when it comes to matters related to training, equipment, planning, exercises and
other critical homeland security needs. It would manage federal grant programs for enhancing the
preparedness of firefighters, police, and emergency medical personnel. It would set standards for state
and local preparedness activities and equipment to ensure that these funds are spent according to good
statewide and regional plans. To fulfill these preparedness missions, the Department of Homeland
Security would incorporate the Department of Justice’s Office of Domestic Preparedness, the Federal
Bureau of Investigation’s National Domestic Preparedness Office, -and  the - Federal Emergency
Menagement Agency’s Office of National Preparedness.

United States Secret Service

The primary mission of the United States Secret Service is to protect the President, Vice President, and
other national leaders. The Service also contributes its specialized protective expertise to planning for
events of national significance (National Special Security Events). In addition, the Service combats
counterfeiting, cyber-crime, identity fraud, and access device frand, all closely tied to the terrorist threat,
Under the President’s proposal, the Secret Service would report directly to the Secretary of Homeland
Security, While the Service would remain intact and not be merged with any other Department function,
the Service’s unique and highly specialized expertise would complement the core. mission of the new
Department.

Non-Homeland Security Functions

The Department of Homeland Security would have a number of functions that are not directly related to
securing the homeland against terrorism. By incorporating the emergency management mission of
FEMA, it would be responsible for natural disasters. Through the Coast Guard, it would be responsible
for search and rescue and other maritime functions. By incorporating the INS., it would be responsible for
immigration ard naturalization services. Through the Secret Service, it would be responsible for fighting
counterfeiters. And by incorporating the Customs Service it would be responsidle for stopping drug
smuggling.

The New Department Would Improve Efficiency Without Growing Government

The Department of Homeland Security must be an agile, fast-paced, and responsive organization that
takes advantage of 21%-century technology and management techniques to meet a 21¥-century threat.

THE DEPARTMENT OF HOMELAND SECURITY
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The creation of a Department of Homeland Security would not “grow” government. The new Department
would be funded within the total mories requested by the President in his FY 2003 budget already before
Congress for the existing components. The cost of the new elements (such as the threat analysis unit and
the state, local, and private sector coordination functions), &s well as department-wide management and
administration units, can be funded from savings achieved by eliminating redundancies inherent in the

current structure.

Going forward, increased resources may be required to meet emerging chatlenges, but by minimizing
duplication of effort and lack of coordination we can ensure that any growth is limited to what is
absolutely required. By combining and integrating functions that are currently fragmented, the
Department of Homeland Security would:

+ Ephance operational efficiencies in field units with overlapping missions. For example, the
deployment of a cross-trained work force would provide more cost efficient inspection
activities at the ports of entry than exist today with three separate units. Integration would
allow for a more productive workforce at the agent level and elimination of parallel overhead
structures in the field, as well as at headquarters.

» Reduce redundant information technology spending. Development of a single enterprise
architecture for the department would result in elimination of the sub-optimized, duplicative,
and poorly coordinated systems that are prevalent in government today. There would be
rational pripritization of projects necessary to fund homeland security missions based on an
overall assessment of requirements rather than a tendency to fund all good ideas beneficial to a
separate unit’s individual needs even if similar systems are already in place slsewhere.

» Effective management of research and development spending would be facilitated by
central control of research and development funding based, again, on overall homeland

security priorities.

s Better asset utilization could be gained through consolidation and joint, comprehensive
capital planning, procurement, and maintenance. This would pertain to boats, vehicles, and

planes, as well as property management.

« Couasolidated, sireamlined grant making would promote targeted, effective programs at the
state and local level, stretching the federal dollar further than is possible in the environment of
multiple funding sources with sometimes overlapping missions.

In order to respond to rapidly changing conditions, the Secretary would need to have great latitude in re-
deploying resources, both human and financial. The Secretary should have broad reorganizational
authority in order to enhance operational effectiveness, as needed. Moreover, the President will request
for the Department significant flexibility in hining processes, compensation systems and praciices, and
performance menagement to recruit, retain, and develop a motivated, high-performance and accountable
workforce. When a job needs to be done the Department should be able to fill it promptly, at a fair
compensation level, and with the right person. Likewise, employees should receive recognition for their
achievements, but in cases where performance falls short, should be held accountable. Finally, the new
Department should have flexible procurement policies to encourage innovation and rapid development
and operation of critical technologies vital to securing the homeland.

‘THE DEPARTMENT OF HOMELAND SECURITY
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Planning, Transition, and Implementation Process

The planning process for the new Department has already begun. During this period, the Office of
Homeland Security will maintain vigilance and continue to coordinate the other federal agencies involved
in homeland security. Until the Department of Homeland Security becomes fully operational, .the
proposed Department’s designated compenents will continue to operate under existing chains of

command.

The formal transition process would begin once Congress acts on the President’s proposal and the
President signs it into law. Under the President’s plan, the new Department would be established by
January i, 2003, with integration of some components occurring over z longer period of time. To avoid
gaps in leadership coverage, the President’s proposal contemplates that appointees who have already been
confirmed by the Senate would be able to transfer to new positions without a second confirmation

process.

THE DEPARTMENT OF HOMELAND SECURITY
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ADMINISTRATION HOMELAND SECURITY ACTIONS

Sep 11
Sep 11
Sep 11
Sep 11
Sep 11

Sep 11

Sep 11~

Sep 11
Sep 11
Sep 11
Sep 12

Sep 12

Sep 13

Sep 13

Sep 14
Sep 14
Sep 14

Sep17

SINCE SEPTEMBER 11

America attacked

Department of Defense begins combat air patrols over U.S. cities

Department of Transportation grounds all U.S. private aircraft

FEMA activates Federal Response Plan

U.S. Customs goes to Level 1 alert at all border ports of entry

HHS activates (for the first time ever) the National Disaster Medical System, dispatching
more than 300 medical and mortuary personnel to the New York and Washington, D.C.
areas, dispatching one of eight 12-hour emergency “push packages” of medical supplies, and
putting 80 Disaster Medical Assistance Teams nationwide and 7,000 private sector medical

professionals on deployment alert.

Nuclear Regutatory Commission advises all nuclear power plants, non-power reactors,
nuclear fuel facilities and gaseous diffusion plants go 1o the highest level of security. All
complied.

President orders federal disaster funding for New York

FEMA deploys National Urban Search and Rescue Response team

FEMA deploys US Army Corp of Engineers to assist debris removal

FEMA deploys emergency medical and mortuary teams to NY and Washington

FAA allows limited reopening of the nation’s commercial airspace system to aliow flights
that were diverted on September 11 to continue to their original destinations

President orders federal aid for Virginia

Departments of Justice and Treasury deploy Marshals, Border Patrol, and Customs officials
to provide a larger police presence at airports as they reopen

President proclaims a national emergency (Proc. 7463)
President orders ready reserves of armed forces to active duty
FBI Releases List of Nineteen Suspected Terrorists

Attorney General directs the establishment of 94 Anti-Terrorism Task Forces, one
for each United States Attorney Office

THE DEPARTMENT OF HOMELAND SECURITY
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Sep 18 President signs authorization for Use of Military Force bill
Sep 18 President authorizes additional disaster funding for New York

Sep 20 President addresses Congress, announces creation of the Office of Homeland
Security and appointment of Governor Tom Ridge as Director

Sep 21 HHS announces that more than $126 million (part of $5 billion the President released for
disaster relief) is being provided immediately to support health services provided in the wake
of the attacks.

Sep 22 President signs airline transportation legislation, providing tools to assure the safety and
immediate stability of our Nation's commercial airline system, and establish a process for
compensating victims of the terrorist attacks.

Sep 25 The first of approximately 7,200 National Guard troops begin augmenting security at 444
airports

Sep 27 The FBI releases photographs of 19 individuals believed to be the 9/11 hijackers

Sep Coast Guard immediately mobilized more than 2,000 Reservists in the largest homeland -
defense and port security operation since World War II.

Oct 1 FEMA declares over $344 million committed to New York recovery so far
Oct 4 Robert Stevens dies of anthrax in Florida — first known victim of biological terrorism
Oct 8 President swears-in Govemnor Ridge as Assistant to the President for Homeland Security,

and issues Executive Order creating OHS

Oct 9 President swears-in General (Retired) Wayne Downing as Director of the Office of
Combating Terrorism, and issues Executive order creating OCT.

Oct 10 President unveils "most wanted" terrorists
Oct 12 FAA restores general aviation in 15 major metropolitan areas
Oct 16 President issues Executive Order establishing the President's Critical Infrastructure

Protection Board to coordinate and have cognizance of Federal efforts and programs that
relate to protection of information systerns

Oct 21 FAA restores general aviation in 12 more major metropolitan areas

Oct 22 President issues Executive Order for HHS to exercise certain contracting authority
in connection with national defense functions.

Oct 23 U.S. Customs Service creates new Office of Anti-Terrorism

‘THE DEPARTMENT OF HOMELAND SECURITY
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Oct 26

Oct 29

QOct 30

Nov 8

Nov 8

Nov 15

Nov 28

Nov 29

Dec3

Dec 10

Dec 12

Dec 19

Dec 28

Jan 10

Jan 11
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Department of Treasury launches Operation Greenquest, a new multi-agency
financial enforcement initiative bringing the full scope of the government's financial
expertise to bear against sources of terrorist funding.

President signs the USA Patriot Act

President chairs first meeting of the Homeland Security Council. Issues Homeland Security
Presidential Directive-1, establishing the organization and operation of the HSC, and HSPD-
2, establishing the Foreign Terrorist Tracking Task Force and increasing immigration
vigilance

FAA restricts all private aircraft flying over nuclear facilities

President announces that the Corporation for National and Community Service (CNCS) wilt
support homeland security, mobilizing more than 20,000 Senior Corps and AmeriCorps
participants

President Bush creates the Presidential Task Force on Citizen Preparedness in the
War Against Terrorism to help prepare Americans in their homes, neighborhoods,
schools, workplaces, places of worship and public places from the potential
consequences of terrorist attacks.

FEMA announces Individual and Family Grant program for disaster assistance

HHS awards contract to produce 155 million doses of smallpox vaccine by the end of 2002
to bring the total of doses in the nation's stockpile to 286 million, enough to protect every
United States citizen.

Attorney General Ashcroft announces Responsible Cooperators Program, which will provide
immigration benefits to non-citizens who furnish information to help apprehend terrorists or
to stop terrorist attacks.

FBI implements first phase of headquarters reorganization

U.S. Customs launches “Operation Shield America” to prevent international terrorist
organizations from obtaining sensitive U.S. technology, weapons, and other equipment
Governor Ridge and Canadian Foreign Minister John Manley sign a “smart border”
declaration and action plan to improve security and efficiency of the Northern border
FAA restores general aviation in 30 major metropolitan areas

President issues Executive Orders on succession in federal agencies

President signs $2.9 billion bioterrorism appropriations bill

FAA publishes new standards to protect cockpits from intrusion and small arms fire or
fragmentation devices, such as grenades, requiring operators of more than 6,000 airplanes to
install reinforced doors by April §, 2003.
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Jan 17

Jan 17

Jan 17-18

Jan 17 &
Jan 25
Jan 18

Jan 23

Jan 28

Jan 30

Jan 31

Feb 3

Feb 4

Feb 6

Feb 8-24

Feb 25

Feb 26
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President issues Executive Order authorizing the Secretary of Transportation to increase the
number of Coast Guard service members on active duty.

U.S. Customs announces Container Security Initiative

U.S. Border Patrol officials and other representatives of the INS meet with Native American
leaders and law enforcement officials jointly strengthen security along the Southwest and
Northern borders.

FBI releases information, photographs, and FBI laboratory photographic retouches
on six suspected terrorists

Department of Transportation meets mandate to submit plans for training security screeners
and flight crews

FBI announces new hiring initiative for FBI Special Agents

Congress confirms appointment of J ohn W. Magaw as Under Secretary of Transportation for
Security

President issues Executive Order establishing the USA Freedom Corps, encouraging afl
Americans to serve their country for the equivalent of at least 2 years (4,000 hours) over
their lifetimes.

HHS announces state allotments of $1.1 billion to help strengthen their capacity to respond
to bioterrorism and other public health emergencies resulting from terrorism.

United States Secret Service ensures security of Super Bowl XXXVI, a
National Special Security Event

President submits the President’s Budget for FY 2003 to the Congress, directing $37.7
billion to homeland security, up from $19.5 billion in FY 2002.

Attorney General Ashcroft announces rule change to Board of Immigration Appeals to
eliminate backlog, prevent unwarranted delays and improve the quality of board decision-
making while ensuring that those in our immigration court system enjoy the full protections
of due process.

United States Secret Service ensures security of the 2002 Winter Olympics, a
National Special Security Event

Soldiers of the U.S. Army National Guard begin to deploy to augment border
security

Nuclear Regulatory Commission orders all 104 commercial nuclear power plants to
implement interim compensatory security measures, formalizing measures taken in response
to NRC advisories since September 11, and imposing additional security enhancements as a
result of on-going comprehensive security review.
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Mar 5

Mar 8

Mar 12

Mar 19

Mar 22

Mar 25

Mar 25

Mar 29

Apr5S

Aprg

Apr 16

Apr22

Apr 30

May 14
May 19

May 22
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U.S. Customns Service announces action plan to ensure international air carrier compliance
with regulations requiring passenger and crew information prior to arrival in the U.S. on
flights from foreign locations.

Attorney General Ashcroft announces National Security Coordination Council to ensure-
seamless coordination of all functions of the Department of Justice relating to national
security, particularly efforts to combat terrorism.

To date, the U.S. Coast Guard has conducted over 35,000 port security patrols and 3,500 air
patrols; boarded over 10,000 vessels including over 2,000 “high interest vessels;” escorted
6,000 vessels in and out of ports including 2,000 escorted by Sea Marshalls; maintained over
124 security zones; and recalled 2,900 Reservists to active duty.

President establishes the Homeland Security Advisory System (HSPD-3)

President issues Executive Order establishing the President’s Homeland Security Advisory
Council

Secretary of State Powell and Mexico Interior Minister Santiago Creel sign a “smart border”
declaration and action plan to improve security and efficiency of the Southern border

U.S. Customs officers begin partnership with Canadian Customs officers to inspect U.S.-
bound cargo upon its first arrival in the ports of Montreal, Halifax, and Vancouver

Nuclear Regulatory Commission orders Honeywell International, Inc., a uranium conversion
facility in Illinois, to immediately implement interim compensatory security measures.

HHS announces it will obtain more than 75 million additional doses of smallpox vaccine
from Aventis Pasteur Inc., provided the supply, stored in a secure location since 1972, is
proven safe and effective.

NRC forms Office of Security to streamline security, safeguards and incident response
activities

INS implements rule changes govemning an alien's ability to begin a course of study
the period of time visitors are permitted to remain in the United States

U.S. Customs launches the Customs-Trade Partnership Against Terrorism

FBI Director Mueller announces key management positions in the counterterrorism
division

Transportation Security Administration announces successful implementation of Federal
passenger screeners at Baltimore-Washington airport

President Signs Border Security and Visa Entry Reform Act

TSA issues 180 day progress report to Congress

CIA creates new position of Associate Director of Central Intelligence for
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riomeland >ecurity, erecuve iviay L.

Nuclear Regulatory Commission orders decommissioning of commercial nuclear

power plants with spent fuel stored in water-filled pools and a spent nuclear fuel storage
facility using pool storage to implement interim compensatory security measures for the .
current threat environment.

Attorney General Asheroft and FBI Director Mueller announce reorganization of the FBI to
achieve top priority of counter-terrorism and better coordination with the CIA
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L. Securing the National
Homeland

One of this Commission’s most impor-
rant conclusions in its Phase I report
was that attacks against American citizens on
American soil, possibly causing heavy casual-
ties, are likely over the next quarter century.
This is becauss both the technical means for
such artacks, and the array of actors who might
use such means, are proliferating despite the
best efforts of American diplomacy.

T Thése attacks may invelve weapons of
mass destruction and weapons of mass disrup-
don. As porous as U.S. physical borders are in
an age of burgeoning trade and wavel, its
“cyber borders” are even more porous——and
the critical infrasuucrure upon which so much
of the U.S. economy depends can now be

of-magnimds improvements in planning, coor-
dination, and exercise. The government must also
be prepared to use effectively—albeit with alt
proper safeguards—the extensive resources of the
Department of Defense. This will necessitate new
priorities for the U.S, armed forces and particu-
Tarly, in our view, for the National Guard.

he United States is roday very péor!y

organized to design and implement any
comprehensive strategy to protect the home-
land. The assets and organizations that now
exist for homeland security are scattered across
more tian two dozen departments and agen-
cies, ard all fifty states. The Executive Branch,
with the full participation of Congress, needs to
realign, refine, end rationalize these assets into
a coherent whole, or even the best strategy will
lack an adequate vehicle for implementation.

e 1. Commission believes that the security

Ttargeted by nbn-state dndstate “actors alikeses

America’s present global predomirance does
not render it immune from these dangers. To
the contrary, U.S. preeminence makes the
American homeland more appealing as a
target, while America’s opensess and freedoms
make it more vulnerable,

Notwithstanding a growing consensus on
the serfousness of the threat to the homeland
posed by weapons of mass destruction and dis-
ruption, the U.5. government fas nor adopied
homeland security as a primary national
security mission. Its structures and strategies
are fragmented and inadequate. The President
must therefore both develop a comprehensive
strategy and propose new organizational stuc-
tures to prevent and protect against attacks on
the homeland, and to respond to such attacks if
prevention and protection should fail.

Any reorganization must be mindful of the
scale of the scenarios we envision and the
enormity of their consequences. We need orders-

of the American homeland from the threats of
the new century should be tie primary national
security mission of the U.S. government. While
the Executive Branch must take the lead in
dealing with the many policy and structural
issues invelved, Congress is a partner of
critical importance in this effort. It must find
ways t0 address homeland security issues that
bridge current gaps in organization, oversight,
and authority, and that-resolve confliciing
claimis to jurisdiction within both the Senate
and the House of Representatives and also
between them.

Congress is crucial, as well, for guarantee-
ing that homeland security is achieved within a
Jramework of law that protects the civil liber-
des and privacy of American citizens. We are
confident that the U.S. govermnment can

7 Sz Vew World Coming, p. 4 and the Report of the National
Defense Panel, Transforming Defense: National Securicy
in the 215 Century (Washington, DC: December 1997).
p. 17
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enhance national security without compromis-
ing established Constitutional principles. But
in order to guarantee this, we must plan ahead.
In a major attack involving contagious biologi-
cal agents, for example, citizen cooperation
with government authorities will depend on
public confidence that those authorities can
manage the emergency. If that confidence is
lacking, panic and disorder could lead to insis-
tent dernands for the temporary suspension of
some civil liberties. That is why preparing for
the worst is essential to protecting individual
freedoms during a national crisis.

Legislative guidance for planning among
federal agencies and state and local authorities
must take particular cognizance of the role of
the Defense Department. Its subordination 1o
civil authority needs to be clearly defined in
advance.

In short, advances in technology have
created new dimensions to our nation’s
economic and physical security. While some
new threats can be met with traditional re-
sponses, others cannot. More needs to be done
in three areas to prevent the territory and infra-
structure of the United States from becoming
easy and tempting targets: in strategy, in orga-
nizational realignment. and in Executive-
Legislative cooperation. We take these areas in
turn.

A. The Strategic Framework

homeland security strategy to mini-

mize the threat of intimidation and
loss of life is an essential support for an inter-
national leadership role for the United States.
Homeland security is not peripheral to U.S.
national security strategy but central to it. At
this point, national leaders have not agreed on
a clear strategy for homeland security, a condi-

tion this Commission finds dangerous and in-
tolerable. We therefore recommend the
following: )

1 The President should develop a
comprehensive strategy to heighten
America’s ability to prevent and
protect against all forms of attack
on the homeland, and to respond to
such attacks if prevention and pro-
tection fail.

In cur view, the President should:

® Give new priority in his overall national
security strategy to homeland security,
znd make it a central concern for incom-
ing officials in all Executive Branch
--departments,. particularly _the-intelli--
nce and law enforcement com-
Dunites;

W Calmly prepare the American people for
Crospective threats. and increase their
zwareness of what faderal and state gov-
2raments are doing to prevent attacks
2nd to protect them if prevention fails;

® 2y in place new government organiza-
Zons and processes, eliminating where
Dossible staff duplication and mission
overlap; and

® Encourage Congress to establish new
mechanisms to facilitate closer coopera-
don between the Executive and Legislative
Branches of government on this vital issue.

We believe that homeland security can best
be assured through a strategy of layered
defense that focuses first on prevention, second
on protzection, and third on response.

10 ROAD MAP FOR NATIONAL SECURITY
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Prevention: Prevendng a cotential attack
comes first. Since the occurrence of even one
event that causes catastrophic loss of life would
represent an unacceptable failure of policy,
U.S. strategy should therefore act as far
forward as possible to prevent attacks on the
homeland. This strategy has at its disposal
three essential instruments.

Most broadly, the first insoument is U.S.
diplomacy. U.S. foreign policy should stiive to
shape an international system in which just
grievances can be addressed without violence.
Diplomatic efforts to develop friendly and
trusting relations with foreign governments
and their people can significantly multiply
America’s chances of gaining early warning of
potential attack and of doing something about
impending threats. Intelligence-sharing with
foreign governments is crucial to help identify
individuals-and groups who might be consider-
ing attacks on the United Statss or its allies.
Cooperative foreign law enforcement agencies
can detain, arrest, and prosecuts [SITOMSIS on
their own soil. Diplomatic success in resolving
overseas conflicts that spawn terrorist activities
will help in the long run.

Meanwhile, verifiable arms contol and
nonproliferation efforts must remain a top
priority. These policies can help persuade
states and terrorists to abjure w2apons of mass
destruction and to prevent the export of fissile
materials and dangerous dual-us2 technologies.
But such measures cannot by themselves
prevent proliferation. So other measures are
needed, including the possibility of punitive
measures and defenses. The United States
should take a lead role in strengthening multi-
lateral organizations such as the International
Atomic Energy Agency.

In addition, increased vigilancs against inter-
national crime syndicates is also important

SECURING THE NATIONAL HOMELAND

because many terrorist organizations gain re-
sources and other assets through criminal activiry
that they then use to mount terrorist operations.
Dealing with international organized crime
requires not only better cooperation with other
countries, but also among agencies of the federal
government. Whilé progress has been made on
this front in recent years, more remains to be
done.?

The second instrument of homeland securi-
ty consists of the U.S. diplomatic, intelligence,
and military presence overseas. Knowing the
who. where, and how of a potential physical or -
cyber attack is the key .to stopping a strike
before it can be delivered. Diplomatic, intelli-
gence, and military agencies overseas, as well
as law enforcement agencies working abroad,
are America’s primary eyes and ears on the
ground. But increased public-private efforts to
enhance security processes within the interna-
tional transportation and logistics networks
that bring people and goods to America are also
of criteal and growing importance.

Vigilant systems of border security and
surveillance are a third instrument that can
prevent those agents of arack who are not
derected and stopped overseas from actually
entering the United States. Agencies such as
the U.S. Customs Service and U.S. Coast
Guard have a critical prevention role to play.
Terrorists and criminals are finding that the
difficulty of policing the rising daily volume
and velocities of people and goods that cross
U.S. borders makes it easier for them to
smuggle weapons and contraband, and to move
their operatives into and out of the United
Statas. Improving the capacity of border
conrrol agencies to identify and intercept po-
tential threats without creating barriers to

(Washi

8 See { Crime Threat A
DC: The White House. December 2000).
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efficient trade and travel requires a sub-strategy
ajso with three elements.

First is the development of new transporta-
tion security procedures and practices designed
to reduce the risk that importers, exporters,
freight forwarders, and transportation carriers
will serve as unwitting conduits for criminal or
terrorist activities. Second is bolstering the in-
telligence gathering, data management, and
information sharing capabilities of border
control agencies to improve their ability to
target high-risk goods and people for inspec-
tion. Third is strengthening the capabilities of -
border contro} agencies to arrest terrorists or
interdict dangerous shipments before they
arrive on U.S. soil.

These three measures, which place a
premium on public-private partnerships, will
pay for themselves in short order. They will
allow for the more efficient allocation of
limited enforcement resources along U.S.
borders. There will be fewer disruptive inspec-
tions at ports of entry for legitimate businesses
and travelers. They will lead to reduced theft
and insurance costs, as well. Most important,
the underlying philosophy of this approach is
one that balances prudence. on the ore hand,
with American values of openness and free
trade on the other.’ To shield America from the
world out of fear of terrorism is, in large part,
to do the terrorists’ work for them. To continue
business as usual, however, is irresponsible.

The same may be said for our growing
cyber problems. Protecting our nation’s critical
infrastructure depends on greater public aware-
ness and improvements in our tools to detect
and diagnose intrusions. This will require
better information sharing among all federal,
state, and local governments as well as with
private sector owners and operators. The
federal government has these specific tasks:

12

To serve as a model for the: private
sector by improving its own security
practices;

To address known government security
problems on a system-wide basis;

To identify and map network interdepen-
dencies 5o that harmful cascading effects
among systems can be prevented;

To sponsor vulnerability assessments
within both the federal government and
. the private sector; and

To design and carry out simulations and
exercises that test information system
security across the nation’s entire infra-
structure.

Preventing attacks .on the American
homeland also requires that the United States
maintain long-range strike capabilities. The
United States must bolster deterrence by
making clear its determination to use military
force in a preemptive fashion if necessary.
Even the most hostile state sponsors of terror-
ism, or terrorists.themselves, will think twice
about harming Americans and American allies
and interests if they fear direct and severe U.S.
artack after—or before—the fact. Such capa-
bilities will strengthen deterrence even if they
never have to be used.

Protection: The Defense Department un-
dertakes many different activities that serve to
protect the American homeland, and these
should be integrated into an overall surveil-
lance system, buttressed with additional
resources. A ballistic missile defense system
would be a useful addition and should be de-
veloped to the extent technically feasible,

9 Note in this regard Stephen E. Flynn, “Beyond Border
ControL,” Foreign Affairs (November/December 2000).
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fiscally prudent, and politically sustainable.
Defenses should also be pursued against cruise
missiles and other sophisticated atmospheric
weapon technologies as they become more
widely deployed. While both active duty and
reserve forces are involved in these activities,
the Commission believes that more can and
should be done by the National Guard, as is
discussed in more detail below.

Protecting the nation’s critical infrastruc-
ture and providing cyber-security must also
include:

B Advanced indication, warning, and at-
tack assessments;

M A waming system that includes volun-
tary, immediate private-sector reporting
of potential attacks to enable other pri-
‘vate-sector targets {and the
government) better to take protective
action; and

Advanced systems for halting attacks,
establishing backups, and restoring
service.

Response: Managing the consequences of
a catastrophic attack on the U.S. homeland
would be a complex and difficult process. The
first priority should be to build up and augment
state and local response capabilities. Adequate
equipment must be available to first responders
in local communities. Procedures and guide-
lines need to be defined and disseminated and
then practiced through simulations and exercis-
es. Interoperable, robust, and redundant
communications capabilities are a must in re-
covering from any disaster. Continuity of
government and critical services must be
ensured as well. Demonstrating effective re-
sponses to natural and manmade disasters will
also help to build mutual confidence and reia-

Us—

tionships among those with roles in dealing
with a major terrorist attack.

Al of this puts a premium on making sure
that the disparate organizations involved with
homeland security—on various levels of gov-
ernment and in the private sector—can work
together effectively. We are frankly skeptical
that the U.S. government. as it exists today, can
respond effectively to the scale of danger and
damage that may come upon us during the next
quarter century. This leads us, then, to our
second task: that of organizational realignment.

B. Organizational Realignment

R:sponsibih'ty for homeland security
esides at all levels of the U.S. govern-
ment—Iocal, state, and federal. Within the
federal-government, almost every agency and
department “is involved in some aspect of
homeland security. None have been organized
to focus on the scale of the contemporary threat
to the homeland, however. This Commission
urges an organizational realignment that:

B Designates a single person, accountable
to the President, to be responsible for
coordinating and overseeing specific
U.S. government activities related to
homeland security;

® Consolidates certain homeland security
activities to improve their effectiveness
and coherence;

® Establishes planning mechanisms to de-
fine clearly specific responses to specific
types of threats; and

® Ensures that the approprate resources
and capabilities are available.

SECURING THE NATIONAL HOMELAND 13
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Therafore, this Commission strongly rec-
ommends the following:

2 'The President should propose,
and Congress should agree to cre-
ate, a National Homeland Security
Agency (NHSA) with responsibility
for planning, coordinating, and inte-
grating various US. govermment
activities involved in homeland
security. The Federal Emergency
Management Agency (FEMA) shounld
be a key building block in this effort.

Given the multiplicity of agencies and ac-
tivities involved in these homeland security

tasks, someone needs to be responsible and

accountable to the President not only to coordi-

" 'ndtethe fhaking of policy, Buralsoto oversee

its detailed implementation. This argues against
assigning both roles 1o a senior person on the
National Security Council (NSC) staff and for
the creation of a separate agency. This agency
would give priority to operational planning
while relying primarily on others t0 carry out
those plans. To give this agency sufficient
stature within the government. its director
would be a member of the Cabinet and a statu-
tory advisor to the National Security Council,
The position would require Senate. confirma-
tion,

Nowithstanding NHSA's responsibilities,
the National Security Council would still play

‘We propose building the National Home-
land Security Agency upon the capabilities of
the Federal Emergency Management Agency
(FEMA), an existing federal agency that has
performed well in recent yeass, especially in
responding to natural disasters. NHSA would

‘be legislatively chariered to provide a focal

point for all natural and manmade crisis and
emergency planning scenarios. It would retain
end swengthen FEMA's ten existing regional
offices as a core element of its organizational
structure.

ile FEMA is the necessary core of
¥ ¥ the National Homeland Security
Agency, it is not sufficient to do what NHSA
nesds to do. In particular, patrolling U.S. bor-
ders, and policing the flows of peoples and
goods through the hundreds of ports of entry,
must receive higher priority. These activities
need 10 be better integrated, but efforts toward
that end are hindered by the fact that the thres
organizations on the front line of border securd-
ty are spread across three different U.S.
Cabinet departments. The Coast Guard works
under the Secretary of Transportation, the Cus-
s Service is located in the Department of
the Treasury, and the Immigration and Natural-
ization Service oversees the Border Patrol in
the Department of Justice. In cach case, the
border defense agency is far from the wain-
stream of its parent department’s agenda and
consequently receives limited attention from
the department’s senior officials. We therefore
recommend the following:

a strategic role in planning and coordinating
all homeland security activities. This would in-
clude those of NHSA as well as those that
remain separate, whether they involve other
NSC members or other agencies. such as the
Centers for Disease Control within the Depart-
ment of Health and Human Services.

3 The President should propose to
Congress the transfer of the
Customs Service, the Border Patrol,
and Coast Guard to the National
Homeland Security Agency, while
preserving them as distinet entities.

14 ) ROAD MAP FOR NATIONAL SECURITY
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Bringing these organizations together
under one agency will create important syner-
gies. Their individual capabilities will be
molded into a stronger and more effective
system, and this realignment will help ensure
that sufficient resources are devoted to rasks
crucial to both public safery and U.S. trade and
economic interests. Consolidating overhead,
training programs, and maintenance of the
aircraft, boats, and helicopters that these three
agencies employ will save money, and further
efficiencies could be realized with regard to
other resources such as information technolo-
gy, communications equipment, and dedicated
sensors. Bringing these separate, but comple-
mentary, activities together will also facilitate
more effective Executive and Legislative over-
sight, and help rationalize the process of
budget preparation, analysis, and presentation.

—————Steps- must -be -also- taken to strengthen

these three individual organizations them-
selves. The Customs Service, the Border Patrol.
and the Coast Guard are all on the verge of
being overwhelmed by the mismatch betweesn
their growing duties and their mostly static re-
sources.

The Customs Service. for example. is
charged with preventing contraband from
entering the United States. It is also responsible
for preventing terrorists from using the com-
mercial or private transportation venues of
international trade for smuggling explosives or
weapons of mass destruction into or out of the
United States. The Customs Service, however,
retains only a modest air. land. and marine in-
terdiction force, and its investigative component,
supported by its own intelligence branch, is
similarly modest. The high volume of con-
veyances, cargo, and passengers arriving in the
United States each year already overwhelms
the Customs Service’s capabilities. Over $8.8
billion worth of goods, over 1.3 million people,

over 340,000 vehicles, and over 58,000 ship-
ments are processed daily at entry points, Of
this volume, Customs can inspect only one to
two percent of all inbound shipments. The
volume of U.S. international trade. measured in
terms of dollars and containers, has doubled
since 1995, and it may well double again
between now and 2005.

Therefore, this Commission believes that
an improved computer information capability
and tracking system—as well as upgraded
equipment that can detect both conventional
and nuclear explosives,and chemical and bio-
logical agents—would be a wise short-term
investment with important long-rerm benefits.
It would also raise the risk for criminals
seeking to target or exploit importers and cargo
carriers for illicit gains."”

The Border Patrol is the uniformed arm of the
Immigration and Naturalization Service. Iis
mission is the detection and prevention of illegal
eny into the United States. It works primarily
between ports of entry and patrols the borders by
various means. There has been a debate for many
years about whether the dual functions of the
Immigration and Nawmralization Service—border
conwol and enforcement on the one side, and im-
migration facilitation on the other—should be
Jjoined under the same roof. The U.S. Commission
on Immigration Reform concluded that they
should not be joined."! We agree: the Border Patrol
should become part of the NHSA.

The U.S. Coast Guard is a highly disci-
plined force with multiple missions and a
natural role to play in homeland security. It
performs maritime search and rescue missions,

10 See the Report of the Interagency Commission on Crime
and Security in U/.5. Seaports (Washington. DC: Fall
2000).

11 See the Report of the U.S. Commission on hinmigration
Reform (Washington, DC: 1997).
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manages vessel taffic, enforces U.S. environ-
mental and fishery laws. and interdicts and
searches vessels suspected of carrying illegal
aliens, drugs. and other contraband. In a time
of war, it also works with the Navy to protect
U.S. ports from attack.

Indeed. in many respects, the Coast Guard
is a model homeland security agency given its
unique blend of law enforcement. regulatory,
and military authorities thar allow it to operate
within, across, and beyond U.S. borders. It ac-
complishes - its many missions by routinely
working with numerous local, regional, nation-
al, and international agencies, and by forging
and maintaining constructive relationships with
a diverse group of private. non-governmental,
and public marine-related organizations. As the
fifth armed service, in peace and war, it has na-
tional defense missions that include port
security, overseeing the defense of coastal wa-
ters, and supporting and integrating its forces
with those of the Navy and the other services.

The case for preserving and enhancing the
Coast Guard’s multi-mission capabilities is
compelling. But its crucial role in protecting
national interests close to home has not been
adequately appreciated, and this has resulted in
serious and growing readiaess concerms. U.S.
Coast Guard ships and aircraft are aging and
technologically obsolete: indeed. the Coast
Guard cutter fleet is olcer than 39 of the
world’s 41 major naval flests. As a result, the
Coast Guard fleet generates excassive operat-
ing and maintenance costs. and lacks essential
capabilities in speed. sensors, and interoper-
ability. To fulfill ail of its missicns, the Coast
Guard requires updated platforms with the
staying power, in hazardous weater, o remain
offshore and fully operational throughout U.S.
maritime economic zones.™

The Commission recommends strongly that
Congress recapitalize the Customs Service, the
Border Patrol, and the Coast Guard so that
they can confidently perform key homeland
security roles.

SA’s planning, coordinating, and
overseeing activities would be under-
taken through three staff Directorates. The
Directorate of Prevention would oversee and co-
ordinate the various border security activities, as
discussed above. A Directorate of Critical Infra-
structure Protection (CIP) would handle the
growing cyber threat. FEMA’s emergency pre-
paredness and response activities would be
strengthened in a third directorate to cover both
natural and manmade disasters. A Science and
Technology office would advise the NHSA
Director on research and development efforts
and priorities for.all three. directorates.

Relatively small permanent staffs would
man the directorates. NHSA will employ
FEMA's principle of working effectively with
state and local governments, as well as with
other federal organizations, stressing intera-
gency coordination. Much of NHSA’s daily
work will take place directly supporting state
officials in its regional offices around the
country. Its organizational infrastructure will
not be heavily centered in the Washington, DC
area.

NHSA would also house a National Crisis
Action Center (NCAC), which would become
the nation’s focal point for monitoring emer-
gencies and for coordinating federal support in
a crisis to state and local governments, as well
as to the private sector. We envision the center
to be an interagency operation, directed by a

12 see Report of the Interagency Task Force on U.S. Coast
Guard Roles and Missions, A Coast Guard for the Twenty
First-Century (Washington, DC: December 1999).
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Figure 1: National Homeland Security Agency

two-star National Guard general, with full-time
representarion from the other federal agencies
involved in Homeland security (see Figure 1).

NHSA will require a particularly close
working relationship with the Department of
Defense. It will need also to create and main-
tain strong mechanisms for the sharing of
information and intelligence with U.S. domes-
tic and international intelligence entities. We
suggest that NHSA have liaison officers in the
counter-terrorism centers of both the FBI and
the CIA. Additionally, the sharing of informa-
tion with business and industry on threats to
critical infrastructures requires further expan-
sion.

HSA will also assume responsibility
for overseeing the protection of the
nation’s critical infrastructure. Considerable
progress has been made in implementing the

recommendations of the President’s Commis-
sion on Critical Infrastructure Protection
(PCCIP) and Presidential Decision Directive
63 (PDD-63). But more needs to be done, for
the United States has real and growing prob-
lems in this area.

U.S. dependence on increasingly sophisticat-
ed and more concentrated critical infrastructures
has increased dramatically over the past
decade. Electrical utilities, water and sewage
systems, transportation networks, and commu-
nications and energy systems now depend on
computers to provide safe, efficient, and reli-
able service. The banking and finance sector,
too. keeps track of millions of transactions
through increasingly robust computer capabili-
ties.

The overwhelming majority of these com-
puter systems are privately owned, and many
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operate at or very near capacity with litle or no
provision for manual back-ups in an emer-
gency. Moreover, the computerized information
networks that link systems together are them-
selves vulnerable to unwanted intrusion and
disruption. An attack on any one of several
highly interdependent networks can cause col-
fateral damage to other networks and the
systems they connect. Some forms of disrup-
tion will lead merely to nuisance and gconomic
loss, but other forms will jeopardize lives. One
need only note the dependence of hospitals,
air-traffic control systems, and the food pro-
cessing industry on computer controls to
appreciate the point.

The bulk of unclassified military commu-
nications, 100, relies on systems almost entirely
owned and operated by the private sector. Yet
little has been done to assure the security and
reliability of those communications in crisis.
Current efforts to prevent attacks, protect
against their most damaging effects, and
prepare for prompt response are uneven at best,
and this is dangerous because a determined ad-
versary is most likely to employ a weapon of
mass disruption during a homeland security or
foreign policy crisis.

As noted above, a Directorate for Critical
Infrastructure Protection would be an integral
part of the National Homeland Security
Agency. This directorate would have two vital
responsibilities. First would be to oversee the
physical assets and information networks that
make up the U.S. critical infrastructure. It
should ensure the maintenance of a nucleus of
cyber security expertise within the government,
as well. There is now an alarming shortage of
government cyber security experts due in large
part to the financial attraction of private-sector
employment that the government cannot maich
under present personnel procedures.” The
director’s second responsibility would be as the

Critical Information Technology, Assurance,
and Security Office (CITASO). This office
would coordinate efforts to address the nation’s
vulnerability to electronic or physical attacks
on critical infrastructure.

Several critical activities that are currently
spread among various government agencies
and the private sector should be brought
together for this purpose. These include:

® Information Sharing and Analysis
Centers (ISACs), which are govern-
ment-sponsored committees of private-
sector participants who work to share
information, plans, and procedures for
information security in their fields;

® The Critical Infrastructure Assurance
Office (CIAQ), currently housed in the
Commerce Department, which develops
outreach and awareness programs with
the private sector;

® The National Infrastructure Protection
Center (NIPC), currently housed in the
FBI, which gathers information and pro-
vides warnings of cyber attacks; and

B The Institute for Informarion Infrastruc-
ture Protection (I3P), also in. the
Commerce Department, which is de-
signed to coordinate and support
research and development projects on
cyber security.

~ In partnership with the private sector where
most cyber assets are developed and owned, the
Critical Infrastructure Protection Directorate
would be responsible for enhancing infor-
mation sharing on cyber and physical se-
curity, tracking vulnerabilities and proposing
improved risk management policies, and delin-

13 We return to this problem below in Section IV,
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eating the roles of various govemnment
agencies in preventing, defending, and recov-
ering from attacks. To do this, the government
needs to institutionalize better its private-sector
liaison across the board—with the owners
and operators of critical infrastructures,
hardware and software developers, server/
service providers, manufacturers/producers,
and applied technology developers.

The Critical Infrastructure Protection
Directorate’s work with the private sector must
include a strong advocacy of greater govern-
ment and corporate investment in information
assurance and security. The CITASO would be
the focal point for coordinating with the
Federal Communications Commission (FCC)
in helping to establish cyber policy, standards,
and enforcement mechanisms. Working

_closely with the Office of Management and
Budget (OMB) and its Chief Information
Officer Council (CIO Council), the CITASO
needs to speak for those interests in govern-
ment councils.” The CITASO must also
provide incentives for private-sector participa-
tion in Information Sharing and Analysis
Centers to share information on threats, vul-
nerabilities, and individual incidents, to
identify interdependencies, and to map the po-
tential cascading effects of outages in various
sectors.

The directorate also needs to help coordi-
nate cyber security issues intermationally. At
present, the FCC handles international cyber
issues for the U.S. government through the
International Telecommunications Union. As
this is one of many related international issues.
it would be unwise to remove this responsibil-
ity from the FCC. Nevertheless, the CIP
Directorate should work closely with the FCC
on cyber issues in international bodies.

he mission of the NHSA must include

specific planning and operational tasks
to be staffed through the Directorate for Emer-
gency Preparedness and Response. These
include:

B Setting training and equipment stan-
dards, providing resource grants, and
encouraging intelligence and informa-
tion sharing among state emergency
management officials, local first respon-
ders, the Defense Department, and the
FB,

B Integrating the varous activities of
the Defense Department, the National
Guard, and other federal agencies into
the Federal Response Plan; and

® Pulling together private sector activities,
including those of the medical com-
“'munity; o0 recovery, consequence man-
agement, and planning for continuity of
services.

Working with state officials, the emer-
gency management community, and the law
enforcement community, the job of NHSA’s
third directorate will be to rationalize and
refine the nation’s incident response system.
The current distinction between crisis manage-
ment and consequence management is neither
sustainable nor wise. The duplicative com-
mand arrangements that have been fostered by
this division are prone to confusion and delay.
NHSA should develop and manage a single
response system for national incidents, in close
coordination with the Department of Justice
(DoJ) and the FBI. This would require that the

14 T Chief Information Officer Council is a government
organization consisting of all the stawtory Chief
Information Officers in the government. OMB's Deputy
Director for Managemeat chairs the Council.
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current policy, which specifies initial Dol
control in terrorist incidents on U.S. territory,
be amended once Congress creates NHSA. We
believe that this arrangement would in no way
contradict or diminish the FBI's traditional role
with respect to law enforcement.

The Emergency Preparedness and Re-
sponse Directorate should also assume a major
resource and budget role. With the help of the
Office of Management and Budget, the direc-
torate’s first task wiil be to figure out what is
being spent on homeland security in the vari-
ous departments and agencies. Only with such
an overview can the nation identify the short-
falls between capabilities and requirements.
Such a mission budget should be included in
the President’s overall budget submission to
Congress. The Emergency Preparedness and

Response Directorate. will also maintain feder-

al asset databases and encourage and support
up-to-date state and local databases.

EMA has adapted well to new circum-

stances over the past few years and has
gained a well-deserved reputation for respon-
siveness to both natural and manmade
disasters. While taking on homeland security
responsibilities, the proposed NHSA would
strengthen FEMA's ability to respond to such
disasters. It would streamline the federal appa-
ratus and provide greater support to the state
and local officials who, as the mation’s first re-
sponders, possess enormous expertise. To the
greatest extent possible, federal programs
should build upon the expertise and existing
programs of state emergency preparedness sys-
tems and help promote regional compacts to
share resources and capabilities.

To help simplify federal support mecha-
nisms, we recommend tronsferring the Na-
tional Domestic Preparedness Office (NDPO),
currently housed at the FBI, to the National

Homeland Security Agency. The Commission
believes that this transfer to FEMA should be
done at first oppormnity, even before NHSA is
up and running.

The NDPO would be tasked with organizing
the training of local responders and providing
local and state authorities with equipment for
detection, protecticn, and decontamination in a
WMD emergency. NHSA would develop the
policies, requirements, and priorities as part of
its planning tasks as well as oversee the various
federal, state, and local training and exercise
programs. In this way, a single staff would pro-
vide federal assistance for any emergency,
whether it is caused by flood, earthquake, hur-
ricane, disease, or terrorist bomb.

A WMD incident on American soil is
likely to overwhelm local fire and rescue

“squads. medical facilities, and government

services. Attacks may contaminate water, food,
and air: large-scale evacuations may be neces-
sary and casuaities could be extensive, Since
getting prompt help to those who need it would
be 2 complex and massive operation requiring
federal support, such operations must be exten-
sively planned in advance. Responsibilities
need to be assigned and procedures put in place
for these responsibilities to evolve if the situa-
tion worsens.

As we envision it, state officials will
take the initial lead in responding to a crisis.
NHSA will nommally use its Regional
Directors to coordinate federal assistance, while
the National Crisis Action Center will monitor
ongoing operations and requirements. Should a
crisis overwhelm local assets, state officials will
turn to NHSA for additional federal assistance. In
major crises, upon the recommendation of the
civilian Director of NHSA, the President will des-
ignate a senior figure—a Federal Coordinating
Officer—1o assume direction of all federal ac-
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Figure 2: Emergency Response Mechanisms

tivities on the scene. If the situation warrants, a
state govermnor can ask that active military
forces reinforce National Guard units already
on the scene. Once the President federalizes
National Guard forces, or if he decides to use
Reserve forces, the Joint Forces Command will
assume responsibility for all military opera-
tions,  acting through designated task force
commanders. At the same tme, the Secretary
of Defense would appoint a Defense Coordi-
nating Officer to provide civilian oversight and
ensure prompt civil support. This person would
work for the Federal Coordinating Officer. This
response mechanism is displayed in Figure 2.

To be capable of carrying out its responsi-
bilities under extreme circumstances, NHSA
will need to undertake robust exercise pro-
grams and regular training to gain experience
and to establish effective command and control
procedures. It will be essental to update regu-

SECURING THE NATIONAL HOMELAND

larly the Federal Response Plan. It will be es-
pecially critical for NHSA officials to undertake
detailed planning and exercises for the full range
of potential contingencies, including ones that
require the substantial involvement of military
assets in support.

HSA will provide the overarching .

structure for homeland security, but
other government agencies will retain specific
homeland security tasks. We take the necessary
obligations of the major ones in fum.

Intelligence Community. Good intelligence
is the key to preventing attacks on the home-
land and homeland security should become one
of the intelligence community’s most impor-
tant missions.'” Better human intelligence must

15 We return to this issue in our discussion of the [aselligence
Community in Section [IL.F,, particularly in recommenda-
tion 37,
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supplement technical intelligence. especially
on terrorist groups covertly supported by
states. As noted above, fuller coogeration and
more extensive information-sharing with
friendly governments will also improve the
chances that would-be perpetrators will be de-
tained, arrested, and prosecuted before they
ever reach U.S. borders.

The intelligence community 2iso needs to
embrace cyber threats as 2 legitimate mission
and to incorporate intelligence gathering or po-
tential strategic threats from abroad into its
activities.

" To advance these ends, we offer the fol-
lowing recommendation:

4 The President should ensure that
the National Intelligence Council:
include homeland security and asym-
metric threats as an area of analysis;
assign that portfolio to a National
Intelligence Officer; and produce
National Intelligence Estimates on
these threats.

Department of Stare. U.S. embassies
overseas are the American people’s first line of
defense. U.S. Ambassadors must make home-
land security a top priority for all embassy
staff, and Ambassadors need the requisite au-
thority to ensure that information is shared in a
way that maximizes advance waring overseas
of direct threats to the United States.

Ambassadors should also ensure that the
gathering of information, and partcularly from
open sources, takes full advantage of all U.S.
government resources abroad, including diplo-

mats, consular officers, military officers, and
representatives of the vartous other depart-
ments and agencies. The State Department
should also strengthen its efforts to acquire in-
formation from Americans living or travelling
abroad in private capacities.

The State Department has made good
progress in its overseas efforts to reduce terror-
ism, but we now need to extend this effort into
the Information Age. Working with NHSA’s
CIP Directorate, the State Department should
expand cooperation on critical infrastructure
protection with other states and international
organizations. Private sector initiatives, partic-
ularly in the banking community, provide
examples of international cooperation on legal
issues, standards, and practices. Working with
the CIP Directorate and the FCC, the State
Department should also encourage other gov-
emments to criminalize hacking and electronic
intrusions and to help track hackers, computer
virus proliferators, and cyber terrorists.

Department of Defense. The Defense
Department, which has placed its highest
priority on preparing for major theater war,
should pay far more attention to the homeland

" security ‘mission. Organizationally, DoD re-

sponses are widely dispersed. An Assistant to
the Secretary of Defense for Civil Support has
responsibility for WMD incidents, while the-
Department of the Army’s Director of Military
Support is responsible for non-WMD contin-
gencies. Such an arrangement dogs not provide
clear lines of authority and responsibility or
ensure political accountability.

The Commission thersfore recommends
the following:
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5 The President should propose to
Congress the establishment of an
Assistant Secretary of Defense for
Homeland Security within the
Office of the Secretary of Defense,
reporting directly to the Secretary.

A new Assistant Secretary of Defense for
Homeland Security would provide policy over-
sight for the various DoD activities within the

“homeland security mission and ensure that
mechanisms are in place for coordinating mili-
tary support in major emergencies. He or she
would work to integrate homeland security
into Defense Department planning, and ensure
that adequate resources are forthcoming. This
Assistant Secretary would also represent the
Secretary in the NSC interagency process on
homeland security issues.

Along similar lines and for similar reasons,
we also recommend that the Defense Depart-
ment broaden and strengthen the existing
Joint Forces Command/Joint Task Force-
Civil Support (JTF-CS) to coordinate military
planning, doctrine, and command and
control for military support for all hazards
and disasters.

This task force should be directed by a
senior National Guard general with additional
headquarters personnel. JTF-CS should con-
tain several rapid reaction task forces,
composed largely of rapidly mobilizable
National Guard units. The task force should
have command and control capabilities for
multiple incidents. Joint Forces Command
should work with the Assistant Secretary of
Defense for Homeland Security to ensure the
provision of adequate resources and appropri-

ate force allocations, training, and equipment
for civil support.

On the prevention side, maintaining strong
nuclear and conventional forces is as high a
priority for homeland security as it is for other
missions. Shaping a peaceful international en-
vironment and deterring hostile military actors
remain sound military goals. But deterrent
forces may have little effect on non-state
groups secretly supported by states, or on indi-
viduals with grievances real or imagined. In
cases of clear and imminent danger, the
military must be able to take preemptive action
overseas in circumstances where local authori-
ties are unable or unwilling to act. For this
purpose, as noted above, the United States
nesds to be prepared to use its rapid, long-
range precision strike capabilities. A decision
to act would obviously rest in civilian hands,
and would depend on intelligence information™™
and assessments of diplomatic consequences.
Bur even if a decision to strike preemptively is
never taken or needed, the capability should be
available nonetheless, for knowledge of it can
contribute to deterrence.

We also suggest that the Defense De-
parument broaden its mission of protecting air,
sea. and land approaches to the United States,
consistent with emerging threats such as the po-
tential proliferation of cruise missiles. The
department should examine alternative means of
monitoring approaches to the territorial United
States. Modern information technology and so-
phistcated sensors can help monitor the high
volumes of traffic to and from the United States.
Given the volume of legitimate activities near
and on the border, even modem information
technology and remote sensors cannot filter the
good from the bad as a matter of routine. It is
neither wise nor possible to create a surveillance
umbrella over the United States. But Defense
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Department assets can be used to support
detection, monitoring, and even interception
operations when intelligence indicates a specific
threat,

Finally, a better division of labor and un-
derstanding of responsibilities is essential in
dealing with the connectivity and interdepen-
dence of U.S. critical infrastructure systems.
This includes addressing the nature of a nation-
al transportation network or cyber emergency

and the Defense Department’s role in preven-

tion, detection, or protection of the national
critical infrastructure. The department’s sealift
and airlift plans are premised on largely un-
questioned assumptions that domestic wans-
portation systems will be fully available to sup-
port mobilization requirements.

The department also is paying insufficient
attention to the vulnerability of its information
networks. Currently, the department’s computer
network defense task force (JTF-Computer
Network Defense) is underfunded and under-
staffed for the task of managing an actual
strategic information warfare attack. It should
be given the resources to carry out its current
mission and is a logical source of advice to the
proposed NHSA Critical Information Technol~
ogy, Assurance, and Security Office.

National Guard. The National Guard,
whose origins are to be found in the state mili-
tias authorized by the U.S. Constitution, should
play a central role in the response component
of a layered defense strategy for homeland se-
curity.

We therefore recommend the following:

6 The Secretary of Defense, at the
President’s direction, should make
homeland security a primary
mission of the National Guard; and
the Guard should be organized,
properly trained, and adequately
equipped to undertake that missien.

At present, the Army National Guard is
primarily organized and equipped to conduct
sustained combat overseas. In this the Guard
fulfills a strategic reserve role, augmenting the
active military during overseas contingencies.
At the same time, the Guard carries out many
state-level missions for disaster and humanitar-
ian relief, as well as consequence management.
For these, it relies upon the discipline, equip-
ment, and leadership of its combat forces. The
National Guard should redistribute resources
currently allocated predominantly to preparing
for conventional wars overseas to provide
greater support to civil authorities in preparing
for and responding to disasters, especially
emergencies involving weapons of mass de-
struction.

Such a redistribution should flow from a
detailed assessment of force requirements for
both theater war and homeland security contin-
gencies. The Department of Defense should
conduct such an assessment, with the participa-
tion of the state governors and the NHSA
Director. In setting requirements, the depart-
ment should minimize forces with dual
missions or reliance on active forces detailed
for major theater war. This is because the
United States will need to maintain a height-
ened deterrent and defensive posture against
homeland attacks during regional contingen-
cies abroad. The most likely timing of a major
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terrorist incident will be while the United
States is involved in a conflict overseas.”®

The National Guard is designated as the
primary Department of Defense agency for
disaster relief. In many cases, the National Guard
will respond as a state asset under the control of
state governors. While it is appropriate for the
National Guard to play the lead military role in
managing the consequences of a WMD attack, its
capabilities to do so are uneven and in some cases
its forces are not adequately structured or
equipped. Twenty-iwo WMD Civil Support
Teams, made up of trained and equipped full-time
National Guard personnel, will be ready to deploy
rapidly, assist local first responders, provide tech-
nical advice, and pave the way for additional
military help. These teams fill a vital need, but
more effort is required.

This Commission recommends-that the

National Guard be directed to fulfill its historic
and Constitutional mission of homeland secu-
rity. It should provide a mobilization base with
strong local ties and support. It is already “for-
ward deployed” to achieve this mission and
should:

% Participate in and initiate, where neces-
sary, state, local, and regional planning
for responding to 2 WMD incident;

& Train and help organize local first re-
sponders;

® Maintain up-to-date inventories of mili-
tary resources and equipment available
in the area on short notice;

® Plan for rapid inter-state support and re-
inforcement; and

# Develop an overseas capability for inter-
national humanitarian assistance and
disaster relief.

In this way, the National Guard will become a
critical asset for homeland security

Medical Community. The medical commu-
nitv has critical ‘roles to play in homeland
security. Catastrophic acts of terrorism or
violence could cause casualties far beyond any
imagined heretofore. Most of the American
medical system is privately owned and now
operates at close to capacity. An incident in-
volving WMD will quickly overwhelm the
capacities of local hospitals and emergency

- management professionals.

In response, the National Security Council,
FEMA, and the Department of Health and
Human Services have already begun a re-
assessment of their programs. Research to
develop betrer diagnostic equipment and
immune-enhancing drags is underway; and re-

- sources-to-reinvigorate' U.S. epidemiological

surveillance capacity have been allocated.
Programs to amass and regionally disuibute in-
ventories of antibiotics and vaccines have
started, and arrangements for mass production
of selected pharmaceuticals have been made.
The Centers for Disease Control has rapid-
response investigative units prepared to deploy
and respond to incidents.

These programs will enhance the capaci-
fies of the medical community. but the
momentum and resources for this effort must
be extended. We recommend that the NHSA
Directorate for Emergency Preparedness and
Response assess local and federal medical
resources to deal with a WMD emergency.
It should then specify those medical pro-
grams needed to deal with a major national

16 Sez the Repart of the National Defense University
Quadrennial Defense Review 2001 Working Group
 Washington, DC: Institute for Nationat Strategic Studies,
November 2000}, p. 60.
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emergency beyond the means of the private
sector, and Congress should fund those needs.

C. Executive-Legislative Cooperation

S olving the homeland security challenge
is not just an Executive Branch prob-
lem. Congress should be an active participant
in the development of homeland security pro-
grams, as well. Its hearings can help develop
the best ideas and solutions. Individual mem-

bers should develop expertise in homeland

security policy and its implementation so that
they can fill in policy gaps and provide needed
oversight and advice in times of crisis. Most
important, using its power of the purse, Con-
gress should ensure that government agencies
have sufficient resources and that their pro-

grams are coordinated, efficient, and effective. _

Congress has already taken important
steps. A bipartisan Congressional initiative
produced the U.S. effort to deal with the possi-
bility that weapons of mass destruction could
“leak” out of a disintegrating Soviet Union.” It
was also a Congressional initiative that estab-
lished the Domestic Preparedness Program and
launched a 120-city program to enhance the
capability of federal, state. and local first re-
sponders to react effectively in a WMD
emergency.” Members of Congress from both
parties have pushed the Executive Branch to
identify and manage the problem more effec-
tively. Congress has also proposed and funded
studies and commissions on various aspects of
the homeland security problem.” But it must
do more.

A sound homeland security strategy
requires the overhaul of much of the legislative
framework for preparedness, response, and
national defense programs. Congress designed
many of the authorities that support national

security and emergency preparedness programs
principally for a Cold War environment. The
new threat environment—from biological and
terrorist attacks to cyber attacks on critical
systems—poses vastly different challenges. We
therefore recommend that Congress refurbish
the legal foundation for homeland security in
response to the new threat environment.

In particular, Congress should amend, as
necessary, key legislative authorities such as
the Defense Production Act of 1950 and the

- Communications Act of 1934, which facilitate

homeland security functions and activities.”
Congress should also encourage the sharing of
threat, vulnerability, and incident data between
the public and private sectors—including
federal agencies, state governments, first re-

" 17 sponsored by Senators Sam Nuna and Richard Lugaf.

18 puplic Law 104-201, Narional Defense Authorization Act
for FY 1997: Defense Against Weapons of Mass
Destruction. This legislation, known as the Nunn-Lugar-
Domenici Amendment, was passed in July 1996.

We note: the Rumsfeld Commission {Reporr of the
Commission to Assess the Ballistic Missile Threat to the
United States (Washington, DC: July 15, 1998)]; the
Deutch Commission [Combating Proliferation of
Weapons of Mass Destruction {Washington. DC: July 14,
1999)}; Judge William Webster's Commission [Report on
the Advancement of Federal Law Enforcement
(Washington, DC: January 2000)]: the Bremer
Commission [Report of the National Commission on
Terrorism, Countering the Changing Threat of
International Terrorism (Washington, DC: June 2000)]:
and an advisory panel led Virginia Governor James
Gilmore [Firs: Annual Report to the President and the
Congress of the Advisory Panel to Assess Domestic
Response Capabilities for Terrorism Involving Weapons
of Mass Destruction (Washington, DC: December 5.
1999)].

20 The Defense Production Act was developed during the
Korean War when shortages of critical natural resources
such as coal, oil, and gas were prioritized for national
defense purposes. [See Defense Production Act of 1950,
codified at 50 USC App. § 2061 et seq. Title [ includes
delegations to prioritize and allocate goods and services
based on national defense needs.} Executive Order 12919,
National Defense Industrial Resources Preparedness,
June 6, 1994, implements Title [ of the Defense
Production Act. Congressional review should focus on
the applicability of the Defense Production Act to
homeland security needs, ranging from prevention 0
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sponders, and industry.” In addition, Congress
should monitor and support current efforts to
update the international legal framework for

communications security issues.”

Beyond that, Congress has some organiza-
tional work of its own to do. As things stand
today, so many federal agencies are involved
with homeland security that it is exceedingly
difficult to present federal programs and their
resource requirements to the Congress in a
ccoherent way. [t is largely because the budget is
broken up into so many pieces, for example,
that counter-terrorism and information security
issues involve nearly fwo dozen Congressional
comumittees and subcommittees.

The creation of the National Homeland
Security Agency will redress this problem to
some extent, but because of its growing urgency
and complexity, homeland security will still
require a stronger working relationship between
the Executive and Legislative Branches. Congress
should therefore find ways 1o address homeland
security issues that bridge current jurisdictional
boundaries and that create more innovative over-
sight mechanisms.

There are several ways of achieving this.
The Senate’s Arms Control Observer Group
and its more recent NATO Enlargement Group
were two successful examples of more infor-
mal Executive-Legislative cooperation on key
multi-dimensional issues.

Specifically, in the near term, this Com-
mission recommends the following:

7 Congress should establish a spe-
cial body to deal with homeland
security issues, as has been done ef-
fectively with intelligence oversight.
Members should be chosen for their
expertise in foreign policy, defense,
intelligence, law enforcement, and
appropriations. This body should
also include members of all relevant
Congressional committees as well as
ex-officio members from the leader-
ship of both Houses of Congress.

This body should develop a comprehensive
understanding of the problem of homeland
security, exchange information and viewpoints
with the Executive Branch on effective policies
and plans, and work with standing committees.
to develop integrated legislative responses and
guidance. Meetings would often be held in
closed session so that Members could have

restoration activities. Section 706 of the Communications
Act of 1934 aiso needs revision so that it includes the
2lectronic media that have developed in the past two
decades. {See 48 Stat. 1104, 47 USC § 606, as amended.]
Executive Order 12472, Assignment of National Security
and Emergency Preparedness Telecommunications
Furnictions, April 3. 1984, followed the dreakup of AT&T
and atempted to specify anew the prerogatives of the
Executive Branch in accordance with the 1934 Act in di-
c=cting national communications media during a national
security emergency. It came before the [ntemnet. however,

5 and does not clearty apply to it.

2! For more than four years, multiple instirutons have called
on national leadership to support laws and policies pro-
moting security cooperation through public-private
partnerships. See, for example. the President’s
Commission on Critical Infrastructure Protection. Critical
Foundations, Protecting America’s Infrastructures
 Washington, DC: October 1997}, pp. 36-3. and the
Report of the Defense Science Board Task Force on
inf ion Warfare (Washi DC: November 1996).

22 This includes substantial efforts in multiple forums, such as
the Council of Europe and the G8. to fight organized
by ional crime. See ¢ qué on principles 1o
fight transnational organized crime, Mezting of the
Justice and Inerior Ministers of the Eight, December 9-
10. 1997.
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access to interagency deliberations and diverg-
ing viewpoints, as well as to classified
assessments. Such a body would have neither a
legislative nor an oversight mandate, and it
would not eclipse the authority of any standing
committee.

At the same time, Congress needs to
systematically review and restructure its
committee system, as will be proposed in
recommendation 48. A single, select commit-
tee in each house of Congress should be given
authorization, appropriations, and oversight
responsibility for all homeland security activ-
ities. When established, these committees
would replace the function of the oversight
body described in recommendation 7.

In sum, the federal government must
address the homeland security with greater
urgency. The United States is not immune ©
threats posed by weapons of mass destruction
or disruption, but neither is it entirely defense-
less against them. Much has been done to
prevent and defend against such attacks, but
these efforts must be incorporated into the na-
tion’s overall security strategy, and clear
direction must be provided to all departments
and agencies. Non-traditional national security
agencies that now have greater relevance than
they did in the past must be reinvigorated. Ac-
countability, authority, and responsibility must
be more closely aligned within government

agencies. An Executive-Legislative consensus
is required, as well, to convert strategy and re-
sources into programs and capabilities, and to
do so in a way that preserves fundamental free-
doms and individual rights.

Most of all, however, the government must
reorganize itself for the challenges of this new
era, and make the necessary investments to
allow an improved organizational structure to
work. Through the Commission’s proposal for
a National Homeland Security Agency, the
U.S. government will be able to improve-the
planning and coordination of federal support to
state and local agencies, to rationalize the allo-
cation of resources, to enhance readiness in
order to prevent attacks, and to facilitate recov-
ery if prevention fails. Most important, this
proposal integrates the problem of homeland se-
curity within - the broader. framework of U.S.
national security strategy. In this respect, it differs
significantly from issue-specific approaches to
the problem, which tend to isolate homeland
security away from the larger strategic perspec-
tive of which it must be a part.

We are mindful that erecting the opera-
tional side of this strategy will take time to
achieve. Meanwhile, the threat grows ever
more serious. That is all the more reason to
start right away on implementing the recom-
mendations put forth here.
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Chairman Lieberman, Ranking Member Thompson, distinguished
members of the Commnittee, I would like to thank the Committee for the
opportunity to comment on the President’s Department of Homeland

Security legislative proposal.

As President of the National Treasury Employees Union (NTEU), I
have the honor of leading a union which represents over 12,000 Customs
employees who are stationed at 301 ports of entry across the United
States. Customs inspectors and canine enforcement officers make up our
nation’s first line of defense in the wars on terrorism and drugs. In
addition, Customs personnel are responsible for ensuring compliance
with hundreds of import laws and regulations, as well as stemming the
flow of illegal contraband such as child pornography, illegal arms,

weapons of mass destruction and laundered money.

With a FY2002 budget of approximately $3.1 billion and over
19,000 employees, the U.S. Customs Service continues to be the Nation’s
premier border agency. The U.S. Customs Service interdicts more

drugs than any other agency and ensures that all goods and persons
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entering and exiting the United States do so in compliance with over 400
U.S. laws and regulations at 301 points of entry across the country.
Customs is also a revenue collection agency, collecting an estimated $25
billion in revenue on over 25 million entries involving over $1.3 trillion

in international trade every year.

The President’s proposal would consolidate the Customs Service,
INS, Border Patrol, the Animal and Plant Health Inspection Service
(APHIS) the Transportation Security Agency (TSA), the Coast Guard,
and the Federal Protective Service (FPS) into one department titled
Border and Transportation Security under the jurisdiction of a newly
created Department of Homeland Security. I find this proposal to be
extremely troubling, especially the fact that the Customs Service would
not be maintained as a distinct entity within the proposed Department of

Homeland Security.

One of the keys to operating any government agency is sound

‘organization. It can ensure that problems reach their proper level of
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helps assure accountability.

I would have to respectfully disagree with the view that
consolidating the Customs Service with INS, Border Patrol, Coast
Guard, TSA, FPS, and APHIS will achieve the goals of sound

organization, accountability and enhanced border and port security.

Consolidating these organizations would cause logistical and
institutional chaos. It would also take attention away from critical
homeland security priorities. Yes, all of these organizations deal with
front line border and port security, but in very different capacities.
Each of these agency’s missions are unique and should remain in their
current structure. Ignoring each agency’s fields of expertise will lead to
losing that expertise. A new cabinet-level agency is no substitute for the
additional funding and personnel needed at the U.S. Customs Service as

well as other border security agencies.
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For example, Customs is charged with preventing contraband from
entering the U.S. as well as preventing terrorists from using commercial
or private transportation venues of international trade for smuggling
explosives or weapons of mass destruction into or out of the United
States. Customs personnel use advanced manifest information on goods
to improve targeting systems to detect questionable shipments as well as
deploying state of the art inspection technology at land borders, airports
and seaports. Customs personnel also use advanced computer systems
to compare international passenger information against law enforcement
databases on a passenger-by-passenger basis to detect possible terrorists

or criminals.

Whereas, the Border Patrol’s primary mission is the detection and
prevention of illegal entry into the United States between ports of entry,
the INS is tasked with the deterrence of unlawful entry of persons into
the United States as well as facilitating lawful entry of persons entering
the United States at ports of entry. Some of the Coast Guard’s missions

include maritime search and rescue, international ice patrol operations,
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polar and domestic waterway icebreaking, bridge administration, aids to
navigation, recreational boating safety, and vessel traffic management.
APHIS’s missions include protecting America's animal and plant
resources by safeguarding resources from exotic invasive pests and
diseases, monitoring and managing agricultural pests and diseases
existing in the United States, and resolving and managing trade issues
related to animal or plant health, and ensuring the humane care and

treatment of animals.

The Customs Service is also responsible for collecting over $25
billion in trade revenue each year. The organizational mission of the
Department of Homeland Security has nothing to do with revenue
collection or trade facilitation, two main missions of the U.S. Customs
Service. Adding revenue collection and trade facilitation responsibilities
to the Department of Homeland Security’s mission would create a
logistical mess and make it more difficult for U.S. companies that import
and export goods, a fact that has been mentioned by a number of trade

groups such as the National Foreign Trade Council and the Electric
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Industries Alliance.

Another argument which was mentioned in the President’s
proposal as a reason requiring the most significant restructuring of the
U.S. government in over 50 years is the lack of intelligence sharing
between agencies. As any expert involved in law enforcement operations
will tell you, the routine sharing of tactical intelligence is critical to all
law enforcement operations, especially agencies tasked with border
security. While some work still needs to be done in the area of
cooperation and coordination of intelligence, all three agencies involved
with border security functions have been working together as part of
Intelligence Collection and Analysis Teams (ICATs). These teams have
been created throughout the country to analyze smuggling trends and
concealment methods, and to quickly disseminate intelligence to all ports
of entry and Border Patrol checkpoints. These ICATs are comprised of
Customs Inspectors and Agents, INS agents, INS analysts and, the U.S.

Border Patrol as well as local law enforcement in some cases.
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However, the President’s proposal does not directly address the
problem of sharing intelligence between the border security agencies and
the FBI and CIA because these two agencies are not directly included in
the President’s proposal. Several members of Congress have stated that
the best way to avert intelligence-sharing failures is to put the head of
the proposed department in charge of the operatives who gather the
information, including those now at the FBI and the CIA. This is

certainly one way to ensure proper intelligence sharing among agencies.

In Customs’ case, no one doubts that the level of conveyances,
cargo and passengers has increased dramatically over the last five years,
but unfortunately its resources have not kept pace. Traffic volume at
U.S. Iand ports-of-entry has steadily increased as our shared borders
with Mexico and Canada have become more open as a result of the
NAFTA and other initiatives. The steady increase in non-commercial
traffic has led to increased congestion and backups at many land ports-
of-entry, particularly those along the Southwest border. Nearly 68

percent of non-commercial vehicles that enter the United States entered
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at land ports-of-entry along the Southwest border. Wait times along the
Southwest border often extend to 45 minutes or more during peak hours.
Such lengthy delays can be both irritating and costly to businesses and
the traveling public. The lack of resources at ports-of-entry is also a
problem along the Northern Border as well as seaports. The events of
September 11 brought attention to the fact that the Northern Border and
the nations’ seaports have long been neglected in terms of personnel and

resources.

In fact, Customs recent internal review of staffing, known as the
Resource Allocation Model or R.A.M. shows that Customs needed over
14,776 new hires just to fulfill its basic mission and that was before
September 11. What Customs needs in order to be successful and to
continue to carry out its recently expanded mission of homeland security
is greater funding.

For instance, with increased funding, modern technologies, such
as Vehicle and Cargo Inspection Systems (VACIS), which send gamma

rays through the aluminum walls of shipping containers and vehicles to
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enable Customs inspectors to check for illegal drugs or weapons of mass
destruction, could be acquired. However, adequate and consistent
funding to purchase, operate and maintain these technologies has not
been forthcoming. There have been a number of instances around the
country where multi-million dollar VACIS x-ray machines have sat
unused because of the lack of funding available for Customs personnel to
operate the machines. Other technologies, coupled with proper
personnel funding, such as portable contraband detectors (a.k.a.
Busters), optical fiber scopes and laser range finders can be invaluable to
Customs personnel protecting our borders from terrorists and illegal

drugs.

The President’s FY2003 budget requests a funding level of $3.18
billion and 19,628 FTEs for the United States Customs Service. This
request represents a token increase from last year’s appropriations.
NTEU feels that this budget is simply inadequate to meet the needs of
Customs personnel, especially in light of the incidents surrounding

September 11th.

10
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In 2001, Customs Service employees seized over 1.7 million pounds
of cocaine, heroin, marijuana and other illegal narcotics — including over
9.5 million tablets of Ecstasy, triple the amount seized in 1999. Customs
also processed over 497 million travelers last year, including 1 million
cars and trucks and over $1.3 trillion worth of trade. These numbers
continue to grow annually. Over the last decade trade has increased by
137%. It has become very clear that funding must be substantially
increased in order to allow Customs to meet the challenges of the future,
especially as Customs continues to have significantly higher workloads

and increased threats along America’s borders.

Yet, despite the increased threats of terrorism, the dramatic
increases in trade resulting from NAFTA, and new drug smuggling
challenges, the Customs Service has confronted its rapidly increasing
workload and homeland security mission with relatively static staffing
levels and resources. In the last ten years, there have not been adequate

increases in staffing levels for inspectional personnel and import

11
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specialists, the employees who process legitimate trade, to successfully

conduct their missions.

The recent deployment of over 700 National Guard troops to our
borders clearly shows the need for more Customs personnel. Currently,
some of the National Guard troops in the border are unarmed, which not
only puts the Customs inspectors’ lives in danger but that of the
National Guard as well. In fact, a number of drug seizure cases have
had to be dismissed because of the improper discovery and handling of
illegal drugs by National Guard troops. These troops need to be
removed from the borders and quickly replaced with highly trained

Customs personnel.

Yet, the President’s Department of Homeland Security proposal
does not include any additional funding that will enable the Customs
Service and its personnel to successfully accomplish their missions of

border security and trade facilitation.

12
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The American public expects its borders to be properly defended.
The government must show the public that it is serious about protecting
the borders by fully funding the agencies tasked with defending the
borders and laws of the United States. No organizational structure
change will be successful, no matter how good it may look on paper, if
the government does not provide proper funding for its border security

agencies.

On a final note, the Administration’s proposed legislation would
allow the Secretary of Homeland Security together with the Director of
OPM to waive all civil service laws, including merit principles,
whistleblower protection, the right to belong to a union, and pay and
benefits with regard to employees of a new Department of Homeland
Security. This would be a huge blow to the merit system that has
produced the most corruption-free civil service in the world and a huge
blow to the employees who we are counting on to win the war against
terrorism. Before, during, and after September 11, front line employees

have acted heroically to protect our freedom. They do not deserve to

13
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lose theirs.

Thank you for the opportunity to share NTEU’s thoughts on this

very important issue. Ilook forward to working with the Committee on

this and many other issues related to homeland security.

14
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Governor Tom Ridge, Office of Homeland Security, Responses to Questions from the June 20, 2002 Senate
Committee on Governument Affairs hearing: “President Bush’s Proposal to Create a Department of Homeland
Security”

Questions by Senator Tom Carper

Question #1: In the written testimony you made available to the committee, you say that the
creation of a new department would not “grow” government, that the President’s FY03 budget
requests for the transferred agencies would be enough to fund them once they’ve been moved
and that the new entities you would create would be paid for through savings achieved by
eliminating redundancies. Does the administration have an estimate of how much can be
achieved in savings? If so, what would those estimated savings be dependent on?

Answer to Question #1: The creation of the Department of Homeland Security (DHS) provides
a range of opportunities for efficiency gains and budgetary savings. Across the Department,
there will be opportunities to enhance operational and capital efficiencies, coordinate policy and
strategic planning, define appropriate roles and missions, and ensure accountability for homeland
security functions. While it is premature to provide a savings estimate, it is fair to say that they
will depend upon the Department’s emerging structure. We expect that, through the creation of
DHS and subsequent prudent management, we can prevent duplication in research, integrate the
assets that protect our border and transportation systems, rationalize our border presence and
averhead, integrate information systems, and streamline assistance to first responders, for
example.

Question #2: Bven if the savings that can be achieved are significant, the President’s draft
legislative proposal calls for the appointment of a deputy secretary, five undersecretaries and up
to 16 assistant secretaries in addition to the new secretary and there has already been talk of
constructing a new headquarters for the department. Will the savings you are planning for cover
these costs? If not, how much should the Congress expect to spend in future years to cover the
new personnel and infrastructure costs this department will bring?

Answer to Question #2 (Potential costs of the new Department): Throughout the transition
process, will be working to create an optimal Departmental structure. This will be presented —
part and parcel with its resource requirements — in the President’s FY 2004 Budget. While we
recognize that there will be costs associated with establishing the new Department, we expect
that in the near term, the proposal can be funded with the large increases in resources that have
already been provided or are requested by the President. In the longer term, we expect to
achieve savings and productivity improvements that will support our Nation’s security. Also, it
is important to note that because the DHS will incorporate components of existing Departments,
we expect that some of the Department-wide resources that now support those components in the
existing Departments will shift to DHS in future years.

Question #3: Unlike S. 2452, the President’s proposal transfers the new Transportation Security
Administration (TSA) into the new department. Ever since the TSA was created, as you know, it
has focused almost solely on air security. This is understandable considering that we were
attacked on September 11" through the air and Congress set into law some pretty stringent
deadlines for the new agency to meet. With the TSA out of the Department of Transportation,
however, are there plans to have them begin focusing on security problems in other modes of
transportation?

3%
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Governor Tom Ridge, Office of Homeland Security, Responses to Questions from the June 20, 2002 Senate
Committee on Government Affairs hearing: “President Bush’s Proposal to Create a Department of Homeland
Security”

Answer to Question #3 (Security of all modes of transportation): TSA is already actively
engaged in ensuring the security of transportation over land and sea. It is focusing on the inter-
modal aspects of moving people and goods, such as transportation from truck to rail to ship, for
example. TSA is developing procedures, and will seek to implement them, to prevent any mode
of transportation from being exploited by terrorists. It is presently working closely with agencies
that will be included in DHS, especially the Coast Guard and the Customs Service. We expect
that TSA’s inclusion in DHS will enhance its ability to focus on modes beyond aviation. It will
be linked to critical intelligence information and IT systems, and will be able to leverage the
staff, research capabilities, resources and facilities of other DHS components.

Question #4: In the President’s proposal, the Office of Homeland Security is left intact but not
given any additional authority or responsibilities. What role do you see the person in your
position taking if the President’s proposal were to become law? How would that role differ from
the role of the Director of the National Office for Combating Terrorism that Senator Lieberman
would set up in the White House?

Answer to Question #4 (Continuing role of the Office of Homeland Security): The President
intends for the White House Office of Homeland Security and the Homeland Security Council to
continue to play a key role, advising the President and coordinating a vastly simplified
interagency process. The Assistant to the President for Homeland Security will be a confidential
advisor to the President, just as is the Assistant to the President for National Security Affairs.
Consequently, the Administration strongly opposes the provision in Senator Lieberman’s
proposal that the Assistant to the President for Homeland Security be confirmed by the Senate.

Question #5: I’ve spoken in the past about the need to find a way to evaluate the performance
of this new department at some point down the road so we would be able to tell if what we’ve
constructed is actually working the way we intended it to. How do you think we can best do
that?

Answer to Question #5 (Evaluating the performance of the new Department): We believe
that establishing DHS will provide a strong framework for performance measurement. In the
past, it has been difficult to develop performance measures for homeland security because
responsibilities have been spread across fragmented agencies with similar missions. DHS will
integrate many of the core lines of business that support homeland security and clearly delineate
who is responsible for those lines of business. With that framework in place, we can set targets
for the Department, and hold people accountable for achieving those targets. We will be able to
establish meaningful benchmarks to measure the speed and quality of information that moves
throughout the Department, the flow of goods and services across the border, and the
enforcement actions supported by DHS activities, for example.
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Governor Tom Ridge, Office of Homeland Security, Responses to Questions from the June 20, 2002 Senate
Committee on Government Affairs hearing: “President Bush’s Proposal to Create a Department of Homeland
Security”

Questions by Senator Cochran

Question #1: Your plan would move the Secret Service into the Department, whereit willbe a
separate entity that would report to the Secretary. While 1 understand why the protective
mission of the Secret Service should be included in the new Department, I'm not sure that the
Counterfeit Division of the Secret Service should be transferred.

o Is there a specific reason why you would want to retain the Counterfeit Division within
the Department of Homeland Security?

e Have you given any consideration to transferring the counterfeiting mission of the Secret
Service to any other Department or Agency, or retaining it in the Treasury Department?

Answer to Question #1: The core mission of the Secret Service aligns with the core
competences of the new Department. The Secret Service has two distinct and significant
missions: protection and criminal investigations. It is responsible for: the protection of the
President, the Vice President, and their families, heads of state, and other designated individuals;
the investigation of threats against these protectees; protection of the White House, Vice
President’s Residence, and other buildings within Washington, D.C.; and security design,
planning, and implementation at designated National Special Security Events.

The Secret Service is also responsible for the enforcement of laws relating to counterfeiting of
obligations and securities of the United States, investigation of financial crimes including, but
not limited to access device fraud, financial institution frand, identity theft, computer fraud,
telecommunications fraud, and computer-based attacks on our Nation's financial, banking, and
telecommunications infrastructure.

These missions obviously have a critical nexus to the fundamental mission of the new
Department: protecting our Nation, its leadership, and its critical infrastructure from terrorist
attack. Equally important, however, is the synergy between the institutional culture and mindset
of the Secret Service and the institutional culture and mindset we hope to create in the new
Department.

The counterfeiting duties of the Service are deeply integrated into the culture, operation, and
daily workings of the Secret Service, and should remain part of the Service. These duties and
responsibilities will continue to be performed and fully supported within the new Department.
The Secret Service’s internal operational management works well to support the Secret Service’s
specialized expertise. It should be left intact in the new department, and report directly to the
Secretary.

Question #2: Concerns have been raised about the provisions in the President’s proposal that
would allow the Department the freedom to craft a personnel program specific to the Department
of Homeland Security.
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e Could you explain to us some of the changes you envision in the area of personnel
management and on what basis you believe these changes are needed?

Answer to Question #2 (Personnel management in the new Department): The President's
bill creates a broad framework that allows the new Department to retain the best aspects of the
government's existing personnel systems and builds on them.

« Federal workers transferring to the new Department will bring their current pay and benefits
with them. They will enjoy the same benefits (health, retirement, life insurance, and the new
long-term care insurance plan) that are available to employees today.

»  When the new Department is established, employees represented by unions will continue to
be represented; their bargaining units will move with them.

o Veterans will continue to be eligible to receive employment preference in the new
Department.

e The new Department will be bound by merit system principles: fair treatment without regard
to political affiliation; equal pay for equal work; and protection for whistleblowers.

» Consolidating the large number of agencies now involved in some aspect of fighting
terrorism into one department will yield significant efficiencies. By eliminating duplicative
and overlapping functions, employees can be freed to focus on protecting Americans on the
front line.

» Employees in the agencies that would transfer to the new Department now work under
different pay systems and would bring a variety of differing employment policies that have
evolved over time. The new Secretary of Homeland Security will need to have the flexibility
to manage the newly formed Department with a personnel system that allows the Secretary
to put the right people in the right place at the right time.

» The goal of the new system is to attract and retain good people, pay them fairly, offer
incentives for exceptional contributions and ensure accountability for individual performance

Question #3: It is clear you will have an excess of employees in certain skill areas, such as
personnel, Congressional Affairs, etc., with the establishment of this new Department.

e Assuming there will be a need for a reduction in force, what methods do you plan to use,
to minimize the negative impact on personnel?

Answer to Question #3 (The potential for layoffs): Given the critical need for well-trained
talent in the new Department and the changing demographics of the workforce, we expect that
layoffs, if any, would be limited. Nevertheless, a key objective of the consolidation is a
strengthening of the effectiveness of the Department in part through the redeployment of
personnel to the front lines — on the borders and at laboratory benches. The challenge will be to
match the right people to the right job. If a reduction in force occurs, adequate authority is
available to ensure employees are treated justly. These authorities, or similar mechanisms,
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include: Reassignment to vacant positions; retraining of staff; early retirement programs; and
judicious use of buyouts.

Question #4: Do you anticipate the creation of additional non-career SES level positions or
other positions appointed by the President?

Answer to Question #4 (Creation of additional positions): Section 103 of the draft bill
submitted by the Administration creates the personnel structure that will support the Secretary in
carrying out the missions and responsibilities of the Department. The section establishes a
senior management team consisting of up to twelve Senate-confirmed officials, including a
Deputy Secretary, an Under Secretary for each of the four divisions within the Department, an
Under Secretary for Management, and up to six additional Assistant Secretaries whose duties
may be defined by the Secretary. Additionally, the section provides for appointment of a Senate-
confirmed Inspector General and a Senate-confirmed Commandant of the Coast Guard, under
the same conditions provided in current law. The Director of the Secret Service, who is not
currently Senate confirmed, will be appointed by the President without Senate confirmation,
The General Counsel, Chief Financial Officer, and Chief Information Officer will also be
presidential appointees not requiring Senate confirmation. The section authorizes appointment
by the President of up to ten additional Assistant Secretaries; this will give the Secretary
important flexibility in designing, structuring, and establishing the Department.

Questions #5: One of the major mechanisms for detecting a biological or chemical attack is the
public health surveillance system that is currently a part of HHS and would be transferred to the
new department. This system also serves another important purpose in identifying naturally
occurring outbreaks of disease.

* How would the disease surveillance system interact with the Department of Health and
Human Services in the event of an outbreak?

Answer to Question #5 (Interaction of the disease surveillance system with the Department
of Health and Human Services): The Department of Homeland Security, under the President’s
proposal, will improve infectious disease and chemical terrorism surveillance by working with
the Centers for Disease Control and Prevention (CDC) and the Department of Veterans Affairs
in concert with local and state public health jurisdictions. These entities will work to develop a
national system to detect biological and chemical attacks. This system will include a public
health surveillance system to monitor public and private databases for indicators of biological or
chemical attack. The CDC will continue its vital contribution to detect, diagnose, and address
bioterrorist threats. Its Epidemic Intelligence Service will be expanded and modernized to
better train local and state officials in recognizing biological attacks. The recently established
Epidemic Information Exchange System will allow the sharing of disease information in a secure
information system. Public health databases will be linked nationwide through the National
Electronic Disease Surveillance System to recognize patterns of disease occurrence and to
identify potential regional or national outbreaks.

Question #6: The President’s proposal supports consolidating duplicative activities within the
new Department, The Division of Border and Transportation Security will combine several
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agencies that have both air and maritime assets, such as the Coast Guard and the Customs
Service.

*

Have you given any consideration to consolidating these air and maritime assets into one
agency?

Is there any reason why you would want to keep those assets separate?
Do you think there could be savings if these assets were consolidated?

Answer to Question #6: There are duplicative administrative systems and structures
among the components that will make up the new Department. The Transition Planning
Office for the Department of Homeland Security, which was established by Executive
Order on June 20%, will study the different administrative and management systems of
the agencies that will comprise the new Department and develop recommendations on
what redundancies can be addressed by the new Department after it is established. The
Administration will also examine operational redundancies to determine what
efficiencies can be gained by consolidating missions and functions. The draft bill
submitted by the Administration gives the Secretary of Homeland Security authority,
subject to specific limitations, to reorganize the Department of Homeland Security by
allocating or reallocating functions within the Department and by establishing,
consolidating, altering or discontinuing organizational units within the Department. This
authority is critical to the successful establishment and organization of a new department.
It allows the Secretary to fulfill the purpose of the bill by bringing together the many
different functions and organizational units that will be consolidated in the new
department and having them work together in new ways, and with new priorities. Similar
reorganization authority was granted in the acts creating the Department of Energy and
the Department of Education. The Secretary’s authority to reorganize would not extend
to the abolition of an entity that the bill establishes or requires to be maintained as a
distinct entity, including the United States Secret Service and the Coast Guard. No
consideration has yet been given by the Transition Planning Office to the specific air and
maritime assets you refer to in your guestion.
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Questions by Senator Voinovich

Question #1: In testimony before this Committee last year, retired general and former
drug czar Barry McCaffrey stated that the Border Patrol needs 40,000 agents to properly
do its job. He also noted that the Coast Guard and the Customs Service are undersized
for their missions. Has the Administration conducted a recent assessment of the missions
of those agencies to determine the “right size” of their respective workforces? Does the
Administration have amy plans to increase the size of these three agencies?

Answer to Question #1 (“Right size” of border agencies): [ greatly respect General
McCaffrey’s views on the challenges facing our border security agencies. The
Administration believes that our border security agencies require additional resources to
accomplish their critical missions. Accordingly, In the 2003 Budget, the President
proposed approximately $11 billion for border security. In total, this represents an
increase of $2.2 billion from the 2002 Budget for border security. The President’s 2003
Budget proposal increases the inspection budget of the Customs Services by $619
million, for a total of $2.3 billion. This additional funding increases the ability of the
Customs Service to fulfill its critical border security role. The President’s 2003 Budget
increases the INS budget for enforcement by $1.2 billion, for a total of $5.3 billion,
including the resources necessary to implement the Entry-Exit visa system. These
resources will enhance key INS missions related to homeland security, including border
patrol, inspections, and the implementation of a technologically advanced system for
monitoring the entry and exit of foreign visitors. The Budget for Fiscal Year 2003
requested the largest increase in the history of the Coast Guard. The Budget for Fiscal
year 2004 will continue to support the re-capitalization of the Coast Guard’s aging fleet
as well as targeted improvements in the areas of maritime domain awareness, command
and control systems, and shore-side facilities. The United States asks much of its Coast
Guard and we will ensure the service has the resources needed to accomplish its multiple
missions.

Question #2: Isuspect that Congress is going to be making changes to the department
for years to come. For example, do you anticipate the department retaining non-security
functions, such as the tax revenue function that is part of the Customs Service? Should
such non-security functions eventually return to their originating agency or department?

Answer to Question #2 (Changes to the Department & non-security missions): The
Customs Service plays very important roles in administering U.S. trade law and in
collecting revenue from import duties. These functions of the Customs Service are
operationally intertwined with its border security mission but are themselves not directly
related to homeland security. Many departments perform numerous missions not related
to their core mission and do so in an outstanding manner. The Department of
Transportation, through the Coast Guard Commandant coordinates all the federal

: governmeut's drug interdiction activities. The Department of Defense administers the
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largest federal educational program for school-aged children - the Department of Defense
Dependents Schools system. The Department of the Treasury manages a large fleet of
aircraft - the Customs Service's Air Wing.

The President's proposal was carefully crafied to include in the Department of Homeland
Security only those agencies whose principal missions align with the new Department's
mission of protecting the homeland. The Administration looks forward to working with
Congress to ensure that the Homeland Security Act of 2002 ensures full accountability by
the Department's leadership for all its missions, homeland security related or not. I would
emphasize, that by creating this Department, the Congress would ensure that a single
official - the cabinet-level Secretary of Homeland Security - would be accountable for all
statutory responsibilities.

Question #3: Our government has resisted creating a domestic intelligence agency, and
this new department would not create one. The FBI seems to be filling this role right
now. Is this adequate? Or do we have to take more concrete steps to create a domestic
intelligence capability?

Answer to Question #3 (Domestic Intelligence): Consistent with longstanding
principles, the Departrnent would not engage in the domestic collection of intelligence on
United States citizens. The President’s proposal creates within the Department the new
capabilities that our Nation needs to fight the war on terrorism and also holds true to the
belief that government intrusion into the daily lives of our citizens should be strictly
limited.
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Questions by Senator Akaka

Question #1: The administration’s proposal raises serious questions about the scope of
whistleblower protection for employees in the new Department of Homeland Security.
However, in congressional testimony, you have indicated that the proposal would
provide full whistleblower protection to employees in this new agency. Please explain
how whistleblowers would be protected, citing specific language if applicable.

If however, you believe this protection is provided through the absence of specific
language to the contrary, please explain why the outcome would be different for this
department as compared with the Transportation Security Agency.

Answer to Question #1 (Whistleblower protections): Department of Homeland
Security employees will have whistleblower rights and protections. In fact, the
Department of Homeland Security will have all the protections guaranteed by the merit
system principles. The Administration has committed itself to a workplace free of
discrimination and retaliatory behavior. These are fundamental and decent values that
will serve as the foundation for employment at the Department, Under the President’s
proposal, the laws that now apply to employees who will be transferred to the new
Department will continue to apply as they have to date. The bill (Section 730) requires
that any new system be “grounded in the public employment principles of merit and
fitness.” Civil service law sets out the nine merit system principles including: hiring
based on merit; fair treatiment without regard fo political affiliation and other non-merit
considerations; equal pay for equal work; and protecting employees against reprisal for
whistleblowing,.

Question #2: According to the administration’s proposal, federal labor unions and their
collective bargaining agreements would move intact into the new department. However,
the Secretary of the Department and the Director of the Office of Personnel Management
would be permitted to remove unions from the department after a transition period. The
President may also remove collective bargaining rights from employees who perform
intelligence, investigative, or security functions. Do you believe that union
representation for federal employees is a risk to national security? What criteria would
you suggest to determine whether an employee in this new agency should be excluded
from union representation?

Answer to Question #2 (Collective bargaining rights): Under the President's proposal,
the Title 5, U.S. Code laws govering federal personnel management that now apply to
employees who will be transferred to the new Department will continue to apply as they
have to date, including union representation. The proposed legislation does not impair
employees' collective bargaining rights in any way or change existing authorities.
Specifically the legislation proposed by the Administration provides that when the
Department is established, employees represented by unions will continue to be
represented because their bargaining units will move with them. The Administration
would support specific statutory affirmation of the existing rights of Department of

10
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Homeland Security employees to union representation, subject to National Security
authority.

Over twenty years ago, Congress gave the President authority to exclude an agency from
the coverage of the Federal Labor Management Relations Statute if he determined that an
agency's primary function included intelligence, counterintelligence, investigative, or
national security work. Every President beginning with Jimmy Carter has used this
authority to issue executive orders exempting an agency or agency component from
coverage.

The Government Reform and Oversight Committee passed an amendment which would
severely limit the President's ability to use this authority. The amendment results in the
anomalous situation that a President has the authority, if he deems it appropriate, to
exempt agency components in, for instance, the Library of Congress or the Department
of State, but he has limited authority to do so in the Department of Homeland Security, a
department with a clear mandate to engage in national security work. The Administration
strongly opposes this amendment.

Whatever the final composition of the Department of Homeland Security, it is clear that
the new agency will have the responsibility to safeguard our country, to secure its people
and borders. This new agency's mission, by necessity, will include, in some part,
intelligence, counterintelligence, investigative and national security work - the very work
that Congress deemed appropriate for an exemption. Restricting the President's powers to
safeguard the national security in a new Department dedicated to strengthening our
security would be an unfortunate irony.

We - the Congress and the Administration - are working diligently to establish a
Department that will respond to the terrorist threat. We are engaged in an effort to better
protect Americans from the horrors of terrorism. I submit to you that this effort will be
significantly undermined if this Amendment is allowed to stand. The Administration is
committed to using the existing statutory authority to exempt units of government from
the FLMRA with great care and restraint; however, if it is needed, it must be available.
Cuiting back on the President's ability to protect the Nation's security and engrafting
special statutory protections for public employee unions into this bill is clearly the wrong
thing to do.

Question #3: The administration’s proposal calls for additional “management
flexibilities™ to structure the personnel system for the new department. How will this
proposal ensure that the rights of federal employees and merit system principles are
preserved?

Answer to Question #3 (“Management flexibilities”): The intent of the personnel
provisions in the Homeland Security Act of 2002 is to give the Department tools it needs
to fulfill its mission with a flexible, contemporary human resources management (HRM)
system that meets its specific needs. The bill also contains two kinds of safeguards to
guard against the theoretical creation of an abusive HRM system. First, the bill requires

11
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that the regulations establishing the details of the HRM system must be "grounded in the
public employment principles of merit and fitness." The nine principles now found in
section 2301(b) of title 5, United States Code will govern the creation of the Department-
specific personnel rules. One of the principles is that employees must be protected
against reprisal for lawful disclosure of information evidencing illegal or wasteful
activities.

Secondly, the regulations establishing a new HRM system must by law be published for
public comment before they become final rules. The process of prescribing regulations
ensures that the point of view of the Department is counterbalanced by the broader,
government-wide viewpoints of the Office of Personnel Management and the Office of
Management and Budget. Even before an HRM system is established, indeed before any
element of a new HRM system can be published for public comment, it must be agreed to
by each of the agencies.

Question #4: In establishing the office of Inspector General (IG) at the Department of
Homeland Security, the administration’s proposal includes language authorizing the
Secretary to prohibit the Inspector General from carrying out an audit or investigation if
one is needed to prevent ‘a significant impairment to the interests of the United States.’
While the sectional analysis states that this authority is granted to the Department of
Defense and the Department of Justice, the language in the administration’s proposal is
much broader. Please explain why this additional language was included and what
scenarios would fall under this provision that would warrant immunity from the IG’s
oversight. Could this include whistleblower complaints?

Answer to Question #4: The Administration strongly supports the independence of
empowered inspectors general within all agencies. Clearly, an independent inspector
general ensures that agencies perform their statutory duties in efficient and cost-effective
manners. The section in the draft bill to which you refer is modeled on sections 8 and 8e
of the Inspector General Act. It places the Secretary of Homeland Security on essentially
the same footing, with respect to the Department of Homeland Security, as the Secretary
of Defense and the Attorney General, with respect to their own Departments. Under
those two sections, the Secretary of Defense and the Attorney have limited authority to
circumscribe the activities of their departmental Inspectors General upon notice to
Congress. Consistent with those two sections, this section expressly requires the
Secretary of Homeland Defense to notify the Congress within thirty days of any exercise
of the limiting authority. This section reflects a carefully drawn balance between the
need to respect the unusual and sensitive nature of the substantive work of the
Departments and the overall purposes of the Inspector General Act.

Question #5: Section 204 of the administration’s proposal provides that information
voluntarily submitted to the new department would be exempted from the Freedom of
Information Act (FOIA). This proposal is similar to that included in S. 1456, the Critical
Infrastructure Information Security Act, introduced by Senators Bennett and Kyl.
However, the administration’s proposal appears contradictory to testimony provided to
the Governmental Affairs Committee by the Justice Department in May. In particular,

12
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the Justice Department found that legislation on this issue should (1) explicitly exclude
independently-obtained information from use by the government; (2) specify which
agencies or divisions thereof may receive the information; and (3) require the
information provider to explicitly request the protection of the statute. Could you please
comment on why the draft bill contains none of the provisions recomnmended by the
Justice Department?

Answer to Question #5: (Freedom of information provisions of the President’s
proposal): In order to build a system capable of protecting the Nation's critical
infrastructure, the federal government must be able to gather information related to
operational capacities and vulnerabilities and share resulting assessments or analysis with
not only the private sector but also state and local officials. To facilitate this free
exchange of essential information between the federal government and all infrastructure
sectors, (I would note that 85 percent of the nation’s infrastructure is owned by the
private sector), the Administration believes that there should be a limited exemption for
information voluntarily submitted to the government related to critical infrastructure. At
the same time, the Administration is committed to ensuring that the federal government's
regulatory and enforcement efforts are in no way undermined. The Administration looks
forward to working with the Committee to ensure that the Homeland Security Act of
2002 includes appropriate FOIA exemptions for the new Department.

Question #6: During the May hearing, concemns were raised that creating a FOIA
exemption could bar the federal government from disclosing information regarding toxic
spills, fires, explosions, and other accidents. Moreover, it has been conceded by many,
both in the government and in industry, that existing exemptions would adequately cover
any concerns that may arise regarding the disclosure of this information and that a FOIA
exemption would not actually facilitate greater information sharing. Could you please
comment on (1) how the administration’s language affects disclosure of environmental
hazards; (2) why the existing FOIA exemptions would not apply to critical infrastructure
information; and (3) how the FOIA exemption would actually facilitate the sharing of
information in light of concerns with government use of the information?

Answer to Question #6 (Effects of freedom of information provisions on required
disclosures): Nothing in the Administration’s proposal was intended to affect
disclosure requirements for incidents regarding toxic spills, fires, explosions, and other
accidents. The intent of the FOIA-related provisions in the Administration’s proposal is
to facilitate the free flow on information between government agencies responsible for
developing plans for the protection of America’s infrastructure and private-sector owners
and operators of critical infrastructure. The Administration is willing to review FOIA-
related aspects of our proposal with the Congress to ensure that FOIA exemptions
included in the Homeland Security Act of 2002 accomplish this important objective.

Question #7: In the past, OMB has recommended the elimination of certain programs
because they were judged to be ineffective. Prevention and mitigation programs, such as
the disaster mitigation programs in FEMA, have been targeted in part because traditional
cost-benefit analysis is not appropriate. As you know, FEMA will be responsible for
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terrorism mitigation in the new department. How should FEMA show that its programs
are effective in reducing the impacts of a terrorist attack and what guidelines would you
establish for FEMA?

Answer to Question #7 (Measures of effectiveness for FEMA programs): One of the
major advantages of establishing the Department of Homeland Security is that it will be
able to evaluate various strategies and resource requirements to improve homeland
security against each other. Ultimately, this will result in more effective investments to
protect our homeland. In the case of mitigation, FEMA is currently developing
guidelines on how to design and evaluate projects to mitigate the effects of a terrorist
attack. Further, DHS will be able to target any mitigation resources based on analysis of
the potential risks and impacts associated with a given project.

Question #8: The President has created a Transition Planning Office within the Office
of Management and Budget to coordinate the creation of the proposed Department.
Under current plans, the OMB office would be terminated 90 days after Congress clears
legislation for the new Department. According to recent testimony by the Comptroller
General, the challenges facing the new Department will require additional resources, time
and effort to overcome. How does the administration plan to aid with the transition of
the proposed Department?

Answer to Question #8 (Transition Planning): The purpose of the OMB transition
planning Office is to coordinate, guide, and conduct transition and related planning
throughout the Executive Branch of the United States Government in preparation for the
proposed Department of Homeland Security, and to work with Congress as it considers
legislation creating the Department. The transition planning office will ensure that the
critical issues associated with the transition have been considered -- and, to the extent
possible, addressed -- in advance of the enactment of legislation. Once the Department is
established in law, we expect that the Department's leadership, with support from OMB
and all affected agencies, will assume primary responsibility for the transition. The
President's proposal, which allows for budgetary and other resources to be transferred to
DHS upon its establishment, will result in the new Secretary having the immediate
powers and authorities to effective discharge the new Department’s responsibilities.

Question #9: The proposed Department is expected to have an annual procurement
budget of over $5 billion. The administration’s proposal emphasizes the need for
“innovative acquisition management and flexible procurement policies” to deploy new
technologies quickly. It is assumed that the new Departiment would rely on the
acquisition workforce from the consolidated agencies. However, contract management
and the lack of trained acquisition specialists is a government-wide concern. How would
we ensure that the Department has the personnel needed to carry out such broad
acquisition functions, and do you believe that the Department should have a chief

: acquisition officer?

Answer to Question #9 (Acquisition functions of the new Department): The
Secretary of Homeland Security requires an acquisition system and contracting authority

14



197

Governor Tom Ridge, Office of Homeland Security, Responses to Questions from the June 20, 2002 Senate
Committee on Government Affairs hearing: “President Bush’s Proposal to Create a Department of Homeland
Security”

which can rapidly adjust to changing threats. Accordingly, the Administration's proposal
calls for the new Department to have some of the same acquisition and contracting
authorities that have proven beneficial in other Departments, including: non-impairment -
the ability to waive acquisition regulations that impair the mission; other transactions
authority - the ability to develop prototypes and field them rapidly; and personal services
contracts - the ability to quickly hire consultants/contractors for immediate projects.

According to the legislative proposal, the new Department would have an Under
Secretary for Management who would be responsible for acquisition programs and for
ensuring that the acquisition personnel of the Department effectively carry out the
acquisition programs. This Under Secretary would be confirmed by the Senate and
accountable to the Congress for ensuring that the acquisition functions are handled

propetly.
NOTE: There was no Question #10.

Question #11: Section 503 of the President’s proposal for a Department of Homeland
Security authorizes the Secretary to call on the Department of Energy or the
Environmental Protection Agency during an actual or threatened terrorist attack, major
disaster, or other emergency involving nuclear or radiological materials. As you know,
how and when federal agencies support one another other during times of crisis is
described in the Federal Response Plan (FRP), currently administered and maintained by
FEMA. In fact, the FRP was created to ensure coordination and specify lead and support
agencies in the event of a disaster. Why not expand the Federal Response Plan to include
nuclear events rather than setting up a special relationship for a specific threat? The
Federal Response Plan has been expanded before to encourage the “all-hazard” approach
that has worked so well for FEMA. Are there plans to abandon the Federal Response
Plan?

Answer to Question #11 {Federal Response Plan): The National Strategy jor
Homeland Security, released by the President on July 16, 2002, recognizes that there are
too many seams in our current response plans and capabilities. Today, at least five
different plans — the Federal Response Plan, the National Contingency Plan, the
Interagency Domestic Terrorism Concept of Operations Plan, the Federal Radiological
Emergency Response Plan, and a nascent bioterrorism response plan — govern the federal
government’s response to terrorist attacks and natural disasters.

The first major initiative listed in the Emergency Preparedness and Response chapter of
the Strategy calls on the Department of Homeland Security to consolidate the existing
federal government emergency response plans into one genuinely all-discipline, all-
hazard plan—the Federal Incident Management Plan. This plan would cover all
incidents of national significance, including acts of nuclear terrorism, and clarify roles
and expected contributions of various emergency response bodies at different levels of
government in the wake of a terrorist attack.
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Question #12: The President’s proposal does not define “first responder.” Since the
events of last fall, we have seen additions to the traditional “first responder” family. The
health care community will be a first responder in any large scale terrorist attack.
However, the hospitals, private practices, and clinics comprising the health care
community do not have formal ties with the Centers for Disease Control and Prevention
and public health departments, the Federal Emergency Management Agency and the
emergency medical services, or the Department of Justice and law enforcement. [am
concerned that because the health care community does not have a federal counterpart,
emergency preparedness and response plans are often made without their input. How
will the health care community be included in DHS activities and planning?

Answer to Question #12 (Inclusion of the health care community in DHS planning):
The Nationa! Strategy for Homeland Security acknowledges the important role that our
health care community will play in any large scale terrorist attack. In the Emergency
Preparedness and Response chapter of the Strategy, one of the major initiatives is to
prepare health care providers for catastrophic terrorism. This initiative calls for the
Department of Homeland Security, working with the Departments of Health and Human
Services and Veterans Affairs, to support the training and equipping of state and local
health care personnel to deal with the growing threat of chemical, biological,
radiological, and nuclear terrorism. The Department would continue to fund federal
grants to states and cities for bioterrorism preparedness. It would use the hospital
preparedness grant program to help prepare hospitals and poison control centers to deal
specifically with biological and chemical attacks and to expand their surge capacity to
care for large numbers of patients in a mass-casualty incident. These efforts would
enhance training between public health agencies and local hospitals and seek improved
cooperation between public health and emergency agencies at all levels of government.

A major act of biological terrorism would almost certainly overwhelm existing state,
local, and privately owned health care capabilities. For this reason, the federal
government, as you know, maintains a number of specialized response capabilities fora
bioterrorist attack. The National Disaster Medical System, a federal/private partnership
that includes the Departments of Health and Human Services, Defense, Veterans Affairs,
and FEMA, provides rapid response and critical surge capacities to support localities in
disaster medical treatment. Under the President’s proposal, the Department of Homeland
Security will assume authority over the System to ensure adequate federal support to the
health care community during incidents of national significance.

In addition, the Department of Homeland Security, working with the Department of
Health and Human Services, would lead efforts to test whether illnesses or complaints
may be attributable to chemical, biological, radiological, or nuclear exposure; establish
disease/exposure registries; and develop, maintain, and provide information on the health
effects of hazardous substances. The Environmental Protection Agency will also
continue to provide a laboratory diagnostic surge capacity for environmental samples
during crises.
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Question #13: The President’s proposal creates a cooperative relationship between DHS
and the Department of Health and Human Services (HHS) to conduct civilian human
health-related biological, biomedical, and infectious disease defense research and
development. HHS is not the only department to conduct biomedical and bioweapon
defense research. Are all research activities in these agencies to be moved also? Has the
administration considered such an agreement regarding animal and plant research with
the Department of Agriculture? Why is it necessary to move the Plum Island Research
Center, a crucial research facility for the Department of Agriculture, to DHS to conduct
agriculture terrorism defense research?

Answer to Question #13 (Relationship between the Department of Homeland
Security and the Department of Agriculture): Much of the funding for research
activities of agencies conducting bioterrorism research — including HHS, Defense, and
Energy — will be transferred to the Department of Homeland Security under the
President’s proposal. Similar research on agroterrorism is part of the DHS proposal. The
Plum Island Animal Disease Center will be a vital asset for the new Department. Plum
Island is responsible for research and diagnosis to protect United States animal industries
and exports against catastrophic economic losses caused by foreign animal disease
(FAD) agents accidentally or deliberately introduced into the U.S. In the U.S., certain
highly infectious foreign animal diseases, such as foot-and-mouth disease, can be studied
only at Plum Island.

Question #14: Will DHS perform the military related biodefense activities now
performed by the National Bio-Weapons Defense Analysis Center of the Department of
Defense (DoD)? How will DHS coordinate with DoD to ensure that military and needs
are met?

Answer to Question #14 (Research performed by the National Bio Weapons Defense
Analysis Center): The National Bio Weapons Defense Analysis Center’s mission is to
develop countermeasures to potential attacks by terrorists using weapons of mass
destruction (WMD). It has two major components: (1) Evaluating national requirements
for analysis of emerging biological threats and assessment of countermeasures against
those threats; and (2) Creating and deploying a national, multi-component, multi-
organization defense capability targeted to urban areas, other high-value assets, and
special events. The goal is to provide an integrated capability to detect, mitigate and
respond to biological-related incidents. The Department of Defense will retain
responsibility for all military-related biodefense research activities.

Question #15: Section 502 of the President’s proposal transfers the functions, personnel,
assets, and liabilities from several independent agencies to the Department of Homeland
Security. Subsection (5) specifies transferring the National Disaster Medical System
from HHS to DHS. However, the function of National Disaster Medical System
(NDMS) does not reside in HHS or any one department. The NDMS is a cooperative
arrangement between the Departments of Health and Human Services, Veterans Affairs,
and Defense and the Federal Emergency Management Agency. Does DHS intend to
acquire the medical facilities, staff, and equipment from any of these departments?
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Answer to Question #15 (DHS acquisition of medical facilities, staff, and equipment
for other departments): DHS does not intend to acquire the medical facilities, staff,
and equipment from any of these departments aside from those in FEMA and the Office
of Emergency Preparedness, which are indicated in the proposal. Under the proposal, the
Department of Homeland Security would be responsible for policy coordination and the
other coordination responsiblities currently under the authority of HHS with respect to
the National Disaster Medical System. The new Department would continue to take
advantage of special arrangements with the Department of Veterans Affairs, for example,
in support of the NDMS.
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Questions by Senator Cleland

Question #1: As you know, there is often a culture developed within Agencies of the
federal government that sometimes is ingrained in employees of that Agency. While this
culture can be helpful and often create a sense of pride, it also can cause problems and
sometimes block change. How do you envision overcoming the negatives of this culture
during the transition of thousands of employees from Departments like Treasury,
Transportation and others to the new Department?

Answer to Question #1 (Assimilating different cultures in the new Department): As
President Bush stated last week when he addressed homeland security workers, “we owe
a huge debt of gratitude to those public servants who quietly stand guard on the ramparts
of freedom.” 1 share the President’s confidence that these public servants will bring that
sense of commitment and professionalism to the new Department when their agencies are
transferred to it by the Congress. Clearly, the new Secretary of Homeland Security will
have to take into account the different cultures that will come to the new Department.
Indeed, the Administration believes that we must harness the pride that individuals take
in their respective agencies. At the same time, the Department of Homeland Security
must foster a new culture; a culture of cooperation.

Key to the new Department’s ability to capitalize on the strengths offered by the different
agencies is the new Secretary possessing the flexibility to draw from the best practices of
the public and private sectors. The flexibility requested in the President’s proposal will
benefit all federal employees transferring to the new Department. The Administration
believes that important human resources — including incentives, accountability, pay
harmonization — are better addressed through a flexible HR system, able to respond and
meet the workers concerns as the issues arise.

Question #2: As a member of the Commerce Committee and the Subcommittee on
Aviation, T helped to draft the new aviation security law which created the Transportation
Security Administration. If the TSA is placed within the new Homeland Security
Department, as the President’s plan proposes, how do you answer critics who believe this
move would force the Transportation Security Administration to reinvent itself for the
second time and could undo whatever progress the TSA has made up to this point in
time?

Answer to Question #2 (Transfer of the Transportation Security Administration to
the new Department): I do not agree that the proposed transfer of the Transportation
Security Administration to the new Department will interfere with TSA’s important
security mandate. The events of September revealed the high priority that must be given
to protecting the transportation sector. It is only natural, therefore, for the newly created
Transportation Security Administration (TSA) to become a part of the Department of
Homeland Security.

The entirety of TSA's budget, personnel, and focus is directly related to the core missions
of the proposed Department - protecting the security of our air, land, and sea borders and
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the security of our interconnected transportation systems. TSA has the statutory
responsibility for security of all modes of transportation and it directly employs
transportation security personnel. The organization uses various tools to execute its
assigned missions including intelligence, regulations, enforcement, inspection, screening
and education of carriers, passengers, and shippers.

At the Department of Homeland Security, TSA will have ready access to the
department's intelligence architecture to support our efforts to prevent terrorists from
using the transportation system as a target. Combining TSA with established
organizations will enable the fledgling agency to benefit from their relevant experience.
Also, by merging TSA with fully staffed agencies, the new Department will allow the
leveraging of staff, research capabilities, resources and facilities to address critical
vulnerabilities.

Moreover, the continuity of security from our borders throughout our transportation
system is extremely important. The protection of this system and the passengers, cargo,
and conveyances traveling through it is a responsibility that must be shared by TSA, INS,
Customs and other Department of Homeland Security elements. Clearly, these agencies’
ability to coordinate will be enhanced if they are part of the same organization and has
access to shared systems.

Question #3: Airlines and airport managers have expressed concern that heightened--
and lengthy--security checks pose a burden to passengers which have caused many to opt
to travel by train and car for shorter trips. These long lines, they say, could ultimately
lead to a period of prolonged financial losses by an industry already shaken by the events
of September 11®. In short, airline and airport reps say they are having a lot of difficulty
now dealing with an agency--the Department of Transportation--that understands the
industry. They fear this situation will be made worse if we transition to a new agency
that has no aviation background and is largely unconcerned over the operational and
passenger efficiencies of the aviation system. How do you answer their concerns?

Answer to Question #3 (Industry concerns about the new Department): The national
effort to enhance homeland security will yield tremendous benefits and entail substantial
financial and other costs. The benefit of our efforts will be a reduction in both the risk of
fiture terrorist events and their consequences should an attack occur. The financial cost
is the amount of money, manpower, equipment, and innovative potential that must be
shifted toward homeland security -- resources which then cannot be used for goods,
services, homes, and other productive investments. Americans also incur substantial
costs in longer waits at airport security checkpoints and restrictions on some individual
freedoms. While these costs are often difficult to measure quantitatively, they are no less
real and burdensome to Americans. We must measure and balance both benefits and
costs to determine the correct level of homeland security efforts.

President Bush is committed to ensuring that a careful considering of potential benefits

and costs is conducted by all federal agencies before new homeland-security policies or
procedures. I would reassure all involved with the air transportation industry that the
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new Department of Homeland Security and the Transportation Security Administration
will work closely with them to ensure that the American people and our businesses are
served by an aviation sector that is both secure and efficient. The Administration
believes that transferring TSA to the new Department will enable it to leverage the
Department’s staff, research capabilities, resources and facilities to accomplish its
security missions more effectively.

Question #4: The Administration’s legislative draft authorizing the creation of the
Department of Homeland Security stipulates that all biological, chemical, radiological,
and nuclear preparedness-related construction and renovation of HHS facilities would be
carried out by the Secretary of the Department of Homeland Security through HHS, and
that the Secretary of the Department of Homeland Security shall have the final authority
to set priorities for such funding. Over the past several years, Congress has placed the
CDC first on a 10-year track and then, last year, on a 7-year track for the renovation of its
crumbling, World War Il-era facilities, largely in recognition of the central role of the
CDC in our national defense against bioterrorism. Secretary of HHS Tommy Thompson
has, in testimony before this committee, given Congress his assurance that he is
committed to this accelerated funding track, or Master Plan. Can we be confident that, if
funds for buildings and facilities are channeled through the Department of Homeland
Security rather than HHS, the commitment to the CDC’s Master Plan will be shared by
the new Department?

Answer to Question #4 (The Administration’s commitment to renovating CDC
facilities): The Administration’s proposal underscores the central role of the CDC in
protecting the American people from the threat of bioterrorism. The new Department of
Homeland Security would be absolutely committed to enhancing our country’s capacity
for bioterrorism research, including the renovation of buildings and facilities at CDC in
support of this effort.

Question #35: When it comes to the organization of our national defense against
bioterrorism, the devil is, as always, in the details. The difficult questions here are the
same ones we are asking with respect to the FBI and CIA: Are the activities of a
particular agency sufficiently related to homeland security that the entire agency should
be transferred to the new Department? If not, should certain functions and personnel that
are directly related to homeland security be transferred from the existing agency to the
new Department? If so, which ones should be transferred? Are there some functions and
personnel that are related to homeland security that should remain with their original
agencies but then contract with the new Department on an as-needed basis for reasons
having to do with efficiency, synergy, or practicality? Specifically with respect to
bioterrorism defense, which functions should be transferred from the CDC to the new
Department? Which counter-bioterrorism functions should remain with the CDC?

Answer to Question #5 (Transfer of functions to the new Department): The
President’s proposal identifies the specific HHS functions that should be transferred to
the new Department. These include the Office of Emergency Preparedness, the National
Disaster Medical System, and the Metropolitan Medical Response System, and the
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Strategic National Stockpile. The draft bill does not propose the transfer of any CDC
functions to the new Department.

Question #6: I am very interested to learn more from Governor Ridge about what the
Administration is thinking along these lines. I would also like to know from the
Governor whether the Administration’s proposal would separate certain public health
experts from the considerable resources and expertise of the various agencies of HHS,
such as the Centers for Disease Control and Prevention (CDC) and the National Institutes
of Health (NIH). I must express serious concern that such a division, if called for, would
squander the synergies that arise from the collective, collaborative efforts of scientists
and public health experts working together in the same agency. The CDC, with its
substantial expertise in matters of public health, and now with its institutional experience
in responding to an actual biological attack, is a tremendous national asset, and I believe
we would be remiss if as we organize our national response to bioterrorism we fail to
make the most of that asset. Could you comment on the role of the CDC vis-a-vis the
Department of Homeland Security in our national efforts to prepare for and respond to
acts of biological terrorism?

Answer to Question #6 (The role of CDC in fighting bioterrorism): The President’s
proposal acknowledges the expertise and resources of CDC and NIH in the field of
bioterrorism. The scientists and public health experts who work in those organizations
make an outstanding contribution our country's bioterrorism efforts. The proposal does
not intend to separate these scientists and public health experts from the assets at CDC
and NIH.

While CDC experts would continue research and public health preparedness activities,
the Secretary of Homeland Security would have primary responsibility for preventing
terrorist attacks within the United States, reducing the vulnerability of the United States
to terrorism, and minimizing the damage and assisting in the recovery from terrorist
attacks in the United States. As such, the Secretary of Homeland Security would be
responsible for bioterrorism, one of the gravest homeland security threats facing this
country. The Secretary of Homeland Security would use the assets and expertise of the
CDC in this effort. CDC scientists and public health experts would continue their
research and their interaction with state and local governments to prepare for public
health threats.

Question #7: The Administration has explained its decision to support the creation of a
Department of Homeland Security partly in terms of our need for a single department and
a single director whose sole mandate and sole focus is securing the homeland. I
wholeheartedly concur. However, I am concerned that a significant gap in our
bioterrorism defenses--a gap related to a lack of a focused, dedicated entity--would
remain even after the new Department is up and running. There is, right now, no entity
focused solely on the threat of bioterrorism. The CDC’s Bioterrorism Preparedness and
Response Program is presently scattered throughout the agency’s various National
Centers and must borrow human and physical resources from other programs. CDC staff
divide their time between the bioterrorism program and their traditional duties. While I
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recognize the dual nature of many bioterrorism preparedness activities--e.g.,
strengthening our ability to detect a naturally occurring disease outbreak has the
concomitant effect of strengthening our ability to detect a bioterrorist attack--I am
convinced that countering the threat of bioterrorism demands a team of people who are
focused solely on that task. Certainly, the resources and expertise of the other centers of
the CDC should be fully utilized in bioterrorism preparedness and response activities, but
1 believe there ought to be a team of dedicated bioterrorism specialists leading the CDC’s
efforts. The knowledge base, skills, and resources required for responding to a
bioterrorist-caused disease outbreak are distinct in a number of critical ways from those
required for responding to a naturally occurring outbreak. The CDC must be organized
in a manner that reflects these crucial distinctions. The coordination of the federal
response to bioterrorism should take place in the Department of Homeland Security. 1
am especially hopeful that the new office of the Undersecretary for Emergency
Preparedness and Response within the new Department will be able to facilitate
coordination and communication between law enforcement and public health. But it is
my opinion that this bioterrorism center should be located at the CDC. The bioterrorism
team--the field professionals, at least--should remain with their counterparts in the
CDC’s traditional centers to take advantage of the collective resources and expertise of
the CDC’s 8,500 employees, sophisticated network of laboratories, and year’s of close
relations with state and local public health departments. 1would like to have your take
on my proposal to create a dedicated National Center for Bioterrorism Preparedness and
Response within the CDC.

Answer to Question #7 (A proposed National Center for Bioterrorism Preparedness
and Response): The President's proposed legislation would establish an entire division
in the Department of Homeland Security devoted to leading the federal government's
efforts in preparing for and responding to the full range of terrorist threats involving
weapons of mass destruction. Under the President's proposal, the Department of
Homeland Security would unify much of the federal government's efforts to develop and
implement scientific and technological countermeasures against human, animal, and
plant diseases that could be used as terrorist weapons. The Department would sponsor
and establish national priorities for research, development, and testing to invent new
vaccines, antidotes, diagnostics, therapies, and other technologies against bioterrorism; to
recognize, identify, and confirm the occurrence of an attack; and to minimize the
morbidity and mortality caused by such an attack.

The President recognizes that all these efforts against bioterrorism must be part of a
broader research and development program. Therefore, the President's proposal would
charge the new Department with leading the federal government's whole range of
homeland security science and technology efforts. Currently, the bulk of our scientific
efforts against biological terrorism are conducted by the Department of Health and
Human Services and are separate from research against other weapons of mass
destruction. The President's proposal would consolidate the funding and oversight for
these programs with other scientific initiatives in order to ensure that priority threats
receive an appropriate share of our national research and development investment. In
response to your specific question about a dedicated National Center for Bioterrorism
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Preparedness and Response within the CDC, I believe it is appropriate for the Office of
Homeland Security, the new Department (once it is established) and the Department of
Homeland Security to consider , will consider, in consultation with the Secretary of
Homeland Security, proposals to strengthen America’s ability to prepare for and respond
to bioterrorism.

Question #8: According to the President’s proposal, the Customs Service will be
transferred from the Department of Treasury to the new Department of Homeland
Security. Given the possibility that weapons of mass destruction will enter the country
via our nation’s ports, it is irnperative that we establish security criteria to identify high
risk containers, pre screen containers before they arrive at U.S. ports, use technology to
pre screen high risk containers, and develop and use smart and secure containers. While
the Customs Service has already begun implementation of these efforts, I have amended
the Port Security bill to insure that these measures will continue. Do you support the
expansion, or at the minimum, the continuation of this pilot program?

Answer to Question #8 (Container security): The Administration aggress that
container security is a significant challenge requiring immediate attention. Containers
are an indispensable but vulnerable link in the chain of global trade; approximately 90
percent of the world's cargo moves by container. Each year, nearly 50 percent of the
value of all U.S. imports arrives via 16 million containers. Accordingly, the National
Strategy for Homeland Security includes an initiative to improve the security of
international shipping containers. Core elements of this initiative are to establish security
criteria to identify high-risk containers; pre-screen containers before they arrive at U.S.
ports; use technology to inspect high-risk containers; and develop and use smart and
secure containers.

Question #9: On November 16, 2001, an individual breached a security checkpoint at
Atlanta’s Hartsfield International airport. The security breach triggered the total
evacuation of Hartsfield and a temporary halt of incoming and outgoing air traffic. That
action caused a ripple effect of delays and flight cancellations. I might add that I have
first hand knowledge of those delays, since I spent some “quality time” on the tarmac in
Atlanta that day. It was amazing to me to learn that in Georgia, an individual who
wilfully violates the secure area of an airport is only subject to a misdemeanor which
means a maximum penalty involving a civil fine up to $1,100 and a year in jail.
Therefore, I introduced legislation, S. 1794, that will make it a federal criminal offense to
intentionally circumvent an airport security checkpoint. At a Senate Commerce
Committee hearing on Tuesday February 5, the head of the new Transportation Security
Administration, the Honorable John Magaw specifically indicated his support for my
legislation. Since the President’s proposed Homeland Security Department would absorb
the Transportation Security Administration, do you foresee this legislation providing an
important tool for the airport and law enforcement officials who are responsible for
insuring that the Nation’s airports and its passengers are safe and secure?
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Answer to Question #9 (Proposed legislation S. 1794): The Administration is
absolutely committed to securing the Nation's airports and ensuring the safety of
passengers. We look forward to working with the Congress to enhance the effectiveness
of airport security systems and procedures. The Administration is currently reviewing S.
1794.

Question #10: How would you analyze current Congressional oversight up to and
following September 11, 2001? Should Congress re-organize its oversight
responsibilities regarding homeland defense and, if so, how?

Answer to Question #10 (Congressional oversight of homeland security): The
President’s proposal for a new Department of Homeland Security addresses a
fundamental problem within the Executive Branch — more than a hundred different
government agencies have some responsibilities for homeland security, and no one has
final accountability. The proposed new Departrment will have a single Cabinet-level
officer accountable to the American people and the Congress for homeland security.
Currently, more than 80 congressional committees and subcommittees share jurisdiction
over homeland security issues. I believe that it is appropriate for both the House of
Representatives and the Senate to consider whether this current set-up is the most
effective way to provide oversight over the new Department.

Question #11: As many of you know, the President along with the Joint Chiefs of Staff
have proposed the creation of a new Northern Command to be based in Colorado to serve
along side NORAD. As a member of the Senate Armed Services Committee, I am eager
to begin the work that is necessary to get this command up and running. The Armed
Services Committee is in fact conducting a hearing on the nomination of General Ralph
Eberhardt to be the CINC of Northcom. As we proceed with this process of creating this
new agency, I am eager to see how this new Homeland Security Agency will work with
our new Northem Command since the President’s proposal is silent on coordination
between the new agency and the Department of Defense. I look forward to any thoughts
or comments that you might have on this relationship.

Answer to Question #11: The President's proposal to create the Department of
Homeland Security envisions close cooperation between the new Department and the
Department of Defense. The President's proposal and the National Straiegy for
Homeland Security give the Department of Homeland Security the responsibility for
consolidating existing federal government emergency response plans — namely the
Federal Response Plan, the National Contingency Plan, the U.S. government Interagency
Domestic Terrorism Concept of Operations Plan, and the Federal Radiological
Emergency Response Plan — into one genuinely all-discipline, all-hazard plan.
Developing and implementing this plan will require close coordination between the
Department of Homeland Security, the Department of Defense, and federal, state, and
local agencies. The Commander of Northern Command will update plans to provide
military support to domestic civil authorities in response to natural and man-made
disasters and during national emergencies. The Department of Homeland Security and
the Department of Defense will also participate, as appropriate, in homeland security
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training that involves military and civilian emergency response personnel. As is the case
with all other combatant commanders, the commander of Northern Command will take
all operational orders from and is responsible to the President through the Secretary of
Defense.

Question #12: As we have seen from the heinous attacks of September 11* and the
anthrax laced letters, a variety of personnel, including local law enforcement, firefighters,
and emergency technicians, among others, are necessary for effectively coordinating a
response to terrorist attacks. The President’s proposal coordinates federal homeland
security programs and information with State and local officials. Ibelieve it is
imperative that State and local law enforcement authorities, as well as public safety
officials, be apprised of all relevant information. What information will this new
Department communicate to State and local public safety officials and how will this
communication be coordinated?

Answer to Question #12 (Communication with state and local public safety
officials): Since the first day of its inception, one of the Office of Homeland Security’s
top priorities has been to improve the flow of information between the government
personnel who are working are fighting terrorism every day. Many important
improvements have been made. Nevertheless, the National Strategy for Homeland
Security acknowledges that work remains to be done and lays out some important steps
for the near future.

The National Strategy for Homeland Security calls for the integration of information
sharing across state and local governments, private industry, and citizens. Several efforts
are underway to enhance the timely dissemination of information from the federal
government to state and local homeland security officials by building and sharing law
enforcement databases, secure computer networks, secure video teleconferencing
capabilities, and more accessible websites. The Strategy details these efforts, laying out
the federal government’s responsibilities in this area and providing suggested steps for
state and local governments.

First, the FBI and other federal agencies are augmenting the information available in
their crime and terrorism databases such as the National Crime Information Center and
the National Law Enforcement Telecommunications Systems. These databases are
accessible to state and local authorities.

Second, state and local governments should use a secure intranet to increase the flow of
classified federal information to state and local entities. This would provide a more
effective way to disseminate information about changes to the Homeland Security
Advisory System and share information about terrorists. The federal government would
also make an effort to remove classified information from some documents to facilitate
distribution to more state and local authorities. The effort would help state and local law
enforcement officials learn when individuals suspected of criminal activity are also under
federal investigation and will enable federal officials to link their efforts to investigations
being undertaken in the states. The Department of Homeland Security would create a
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Collaborative Classified Enterprise environment to share sensitive information securely
among all relevant government entities. This effort, which is to include dozens of
agencies, will put in place a secure communications network to allow agencies to “plug
in” their existing databases to share information.

Third, a secure video conferencing capability connecting officials in Washington, D.C.,
with all government entities in every state will be implemented by the end of the calendar
year. This capability will allow federal officials to relay crucial information immediately
to state homeland security directors and enhance consultation and coordination.

Fourth, expansion of the ‘.gov’ domain on the Internet for use by state governments has
already been completed. In the past, only federal government websites were permitted to
use the ‘.gov’ domain. This change will ensure the legitimacy of government websites
and enhance searches of all federal and state websites, thereby allowing information to be
accessed more quickly. These ‘.gov’ sites will also allow homeland security officials to
exchange sensitive information on the secure portions of those websites.
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Questions by Senator Carnahan

Question #1: Governor Ridge, I have been hearing from Missouri first responders that
they lack the basic equipment needed to help secure our homeland. In response to their
concerns, | have attempted to find out what monies have been granted by the
Administration to Missouri for homeland security efforts.

Since September 11, what funding has been provided for Missouri homeland security that
was not already scheduled to be provided under the President’s FY 2002 budget? Please
explain: 1) The agency that is the source of the funds, 2) The amount of the funding, 3)
The date the funds were provided, 4) The state and local agencies that received the
funding, and 5) Requirements for the state to distribute funds to local agencies.

Please provide this information for any grants or distributions of funds budgeted for the
remainder of fiscal year 2002. If it is not possible to provide this information, what
accounting systems are you planning to implement in the future to track homeland
security spending?

Answer to Question #1 (Federal support for first responders): The President has
requested dramatic increases in federal support to first responders. Before September 11,
the federal government had allocated less than $1 billion since 1995 to help prepare first
responders for terrorist attacks. The First Responder Initiative, part of President Bush’s
Fiscal Year 2003 Budget proposal, would increase federal funding levels in this area
more than tenfold (from $272 million in the pre-supplemental Fiscal Year 2002 Budget
to $3.5 billion in Fiscal Year 2003).

Your specific questions about levels of federal support for first responders in the state of
Missouri underscore a significant problem addressed by the President’s proposal — the
proliferation of grant programs across the Department and the accompanying lack of
coordination and accountability. The President has proposed consolidating all federal
grant programs that support our state and local first responders under the oversight of the
new Department of Homeland Security. This would streamline relations with the federal
government for America's state and local governments. The Department, for example,
would serve as the primary point of contact for Missouri’s first responder entities seeking
federal grants. This consolidation would improve future coordination of all such grant
programs — reducing duplication, increasing synergies, and enhancing oversight. It
would also enable a single official — the new Secretary of Homeland Security — to
quickly provide you the detailed information you need to assess the effectiveness of
federal programs that support first responders.
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Question No. 1: As you know, there is often a culture developed within Agencies of the federal
government that sometimes is ingrained in employees of that Agency. While this culture can be
helpful and often create a sense of pride, it also can cause problems and sometimes block
change. How do you envision overcoming the negatives of this culture during the transition of
thousands of employees from Departments like Treasury, Transportation and others to the new
Department?

Response: Career civil servants, including those in agencies proposed to be consolidated within
the new Department of Homeland Security, will overwhelmingly be motivated by the challenge
of being on the frontline of the 21* century’s war on terrorism and the ideal of protecting the
United States from external attack. Their sense of patriotism can and should be appealed to as
the principal motivation for realigning their agencies with the new Department. When the new
U.S. Air Force was created in 1947 out of the air elements of the U.S. Army, those who formed
the new service were excited and enthusiastic about being involved at the creation. New
loyalties develop very quickly under the proper leadership.

Questions No. 2: When it comes to the organization of our national defense against
bioterrorism, the devil is, as always, in the details. The difficult questions here are the same ones
we are asking with respect to the FBI and CIA: Are the activities of a particular agency
sufficiently related to homeland security that the entire agency should be transferred to the new
Department? If not, should certain functions and personnel that are directly related to homeland
security be transferred from the existing agency to the new Department? If so, which ones
should be transferred? Are there some functions and personnel that are related to homeland
security that should remain with their original agencies but then contract with the new
Department on an as-needed basis for reasons having to do with efficiency, synergy, or
practicality? Specifically with respect to bioterrorism defense, which functions should be
transferred from the CDC to the new Department? Which counter-bioterrorism functions should
remain with the CDC?

Response: Here I refer to my response to a very similar question from Senator Voinovich. In
my personal judgment, the new Department of Homeland Security should not undertake to
administer the traditional functions of established federal agencies, such as customs collection,
routine visa administration, supervision of fisheries, and so forth. In almost all of the two dozen
or more federal agencies proposed by the President to be consolidated within the new
Department, a reasonably clear line can be drawn between these traditional functions and the
more pertinent law enforcement functions critical to homeland security. It is of critical
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importance that these law enforcement functions that relate directly to homeland security be
consolidated within the new Department and be effectively coordinated.

Questions No. 3: How would you analyze current Congressional oversight up to and following
September 11, 2001? Should Congress re-organize its oversight responsibilities regarding
homeland defense and, if so, how?

Response: Once again in my personal judgment (and therefore not speaking for other members
of the U.S. Commission on National Security for the 21* Century), I believe a thorough-going
examination of the events leading up to the initial terrorist attack on September 11, 2001, should
be undertaken by an independent panel of leading citizens with national security experience as a
means of both developing an accurate contemporary record of those events and as a means of
providing a learning base to prevent those attacks in the future. Existing Congressional
oversight committees should not be responsible for this effort in that their performance during
this period should also be subject to examination and scrutiny.

Question No. 4: As you already know, the President along with the Joint Chiefs of Staff have
proposed the creation of a new Northern Command to be based in Colorado to serve along side
NORAD. Asamember of the Senate Armed Services Committee, I am eager to begin the work
that is necessary to get this command up and running. The Armed Services Committee is in fact
conducting a hearing on the nomination of General Ralph Eberhardt to be the CINC of
Northcom. As we proceed with this process of creating this new agency, I am eager to see how
this new Homeland Security Agency will work with our new Northern Command since the
President’s proposal is silent on coordination between the new agency and the Department of
Defense. 1look forward to any thoughts or comments that you might have on this relationship.

Response: The new Northern Command (NorthCom) should have liaison personnel within the
new Department of Homeland Security and there should be direct and immediate contact
between the CINC of NorthCom and the Secretary of the Department, especially during high-
threat periods. Presumably, although not clearly, the new command will have some capability
and duty to anticipate externally-mounted attacks and lead in preventing them.
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Questions for the Record
Submitted to Senator Gary Hart
by Senator Tom Carper
Senate Commiittee on Governmental Affairs

“President Bush’s Proposal to Create a Department of Homeland Security”

June 20, 2002

Question No. 1: In S. 2452, we place an intelligence analysis and threat assessment entity in an
office in the White House and ask the director of that office to use the intelligence he or she
gathers on domestic threats to work with the secretary of the new department to develop a
terrorism response plan. In the President’s proposal, the intelligence gathering entity is in the
department. Which approach do you think would best address the information sharing problems
within the intelligence community that we’ve been hearing so much about?

Response: The proposed new Department of Homeland Security should have its own office of
intelligence analysis and threat assessment, preferably one that reports directly to the Secretary
of the Department. That office should not itself be an intelligence collection agency but should
instead have a full, professional capability of accurately analyzing and interpreting information
relating to threats to the homeland produced by existing agencies of the U.S. intelligence
community.

Question No. 2: TI've spoken in the past about the need to find a way to evaluate the
performance of this new department at some point down the road so we would be able to tell if
what we’ve constructed is actually working the way we intended it to. How do you think we can
best do that?

Response: Once established, the new Department of Homeland Security should be subject to
the most rigorous oversight by specially established Congressional committees, particularly
regarding the degree to which the Department’s component parts, e.g., U.S. Coast Guard, U.S.
Customs Service, and U.S. Border Patrol, are working cooperatively and effectively. Congress
cannot afford to let Departmental mismanagement condone duplication, non-communication, or
security loop-holes endanger the national security.
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Questions for the Record
Submitted to Senator Gary Hart
by Senator George Voinovich
Senate Committee on Governmental Affairs

“President Bush’s Proposal to Create a Department of Homeland Security”

June 20, 2002

Question No. 1: I suspect that Congress is going to be making changes to the department for
years to come. For example, do you anticipate the department retaining non-security functions,
such as the tax revenue function that is part of the Customs Service? Should such non-security
functions eventually return to their originating agency or department?

Response: In my personal judgment, the new Department of Homeland Security should not
undertake to administer the traditional functions of established federal agencies, such as customs
collection, routine visa administration, supervision of fisheries, and so forth. In almost all of the
two dozen or more federal agencies proposed by the President to be consolidated within the new
Department, a reasonably clear line can be drawn between these traditional functions and the
more pertinent law enforcement functions critical to homeland security. It is of critical
importance that these law enforcement functions that relate directly to homeland security be
consolidated within the new Department and be effectively coordinated.
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U.S. Senator Max Cleland
Member, Senate Governmental Affairs Committee

Questions for Warren Rudman
“President Bush’s Proposal to Create a Department of Homeland Security”

June 20, 2002

Question 1: As you know, there is often a culture developed within Agencies of the federal
government that sometimes is ingrained in employees of that Agency. While this culture can be
helpful and often create a sense of pride, it also can cause problems and sometimes block change.
How do you envision overcoming the negatives of this culture during the transition of thousands
of employees from Departments like Treasury, Transportation and others to the new Department?

Response: One of the concepts that Hart/Rudman strongly recommended in our report was that
each agency brought into the Department keeps its identity. Thus, the Coast Guard, Border
Patrol, etc. would to an outsider still be quite the same. The difference being in that they would
report to a different cabinet secretary. Change in culture takes a long time. Nonetheless, 1
believe that the new cabinet department will develop a culture consistent with its mission:
namely, protecting the homeland.

Question 2: When it comes to the organization of our national defense against bioterrorism, the
devil is, as always, in the details. The difficult questions here are the same ones we are asking
with respect to the FBI and CIA: Are the activities of a particular agency sufficiently related to
homeland security that the entire agency should be transferred to the new Department? If not,
should certain functions and personnel that are directly related to homeland security be
transferred from the existing agency to the new Department? If so, which ones should be
transferred? Are there some functions and personnel that are related to homeland security that
should remain with their original agencies but then contract with the new Department on an as-
needed basis for reasons having to do with efficiency, synergy, or practicality? Specifically with
respect to bioterrorism defense, which functions should be transferred from the CDC to the new
Department? Which counter-bioterrorism functions should remain with the CDC?

Response: Since the nature of bioterrorism defense is essentially scientific, I think it would be a
mistake to transfer any of these organizations currently within the government into the new
department. The department should have a strong coordinatative role but not a scientific one.

Question 3: How would you analyze current Congressional oversight up to and following
September 11, 2001? Should Congress re-organize its oversight responsibilities regarding
homeland defense and, if so, how?

Response: Hart/Rudman strongly recommended the creation of a select committee on homeland
defense in both the House and the Senate. Not to do so would create insufferable burdens on the
leadership of the new department. To the extent that some of the transferred agencies have other
responsibilities, i.e. Coast Guard and boat safety, the traditional committees may retain their
jurisdiction for those limited purposes.
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Rudman Response to Sen. Cleland
Page 2

Question 4: As you may already know, the President along with the Joint Chiefs of Staff have
proposed the creation of a new Northern Command to be based in Colorado to serve along side
NORAD. As a member of the Senate Armed Services Committee, [ am eager to begin the work
that is necessary to get this command up and running. The Armed Services Committee is in fact
conducting a hearing on the nomination of General Ralph Eberhardt to be the CINC of
Northcom. As we proceed with this process of creating this new agency, I am eager to see how
this new Homeland Security Agency will work with our new Northern Command since the
President’s proposal is silent on coordination between the new agency and the Department of
Defense. Ilook forward to any thoughts or comments that you might have on this relationship.

Response: Hart/Rudman recommended the creation of the Northern Command. The
Hart/Rudman proposal creating the Department of Homeland Security (DHS) creates a strong
link between the DHS and the Northern Command.
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Responses to Questions for the Record
Submitted to Senator Warren B. Rudman
From Senator Tom Carper

June 20, 2002

“President Bush’s Proposal to Create a Department of Homeland Security”

1. 1n S. 2452, we place an intelligence analysis and threat assessment
entity in an office in the White House and ask the director of that
office to use the intelligence he or she gathers on domestic threats
to work with the secretary of the new department to develop a
terrorism response plan. In the President’s proposal, the
intelligence gathering entity is in the department. Which
approach do you think would best address the information
sharing problems within the intelligence community that we’ve
been hearing so much about?

Response: I believe whatever intelligence unit is developed should
be within the Department of Homeland Security (DHS).

2. I’ve spoken in the past about the need to find a way to evaluate
the performance of this new department at some point down the
road so we would be able to tell if what we’ve constructed is
actually working the way we intended it to. How do you think we

can best do that?

Response: Evaluation of each of the organizations contained within
DHS should be a critical analysis of their annual reports versus the
mission statement supplied to them by the new cabinet secretary.




218

Responses to Questions for the Record
Submitted to Senator Warren B. Rudman
From Senator George Voinovich

June 20, 2002
Governmental Affairs Committee

“President Bush’s Proposal to Create a Department of Homeland
Security”

I suspect that Congress is going to be making changes to the
department for years to come. For example, do you anticipate the
department retaining non-security functions, such as the tax
revenue function that is part of the Customs Service? Should
such non-security functions eventually return to their originating
agency or department?

Response: I believe that the interrelationships of those sections of the
department related to non-security functions, should nonetheless be
retained because of the interdependence of the entire agency on each
of its parts. A good example of this would be the U.S. Coast Guard
and the Customs Service.
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