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THE THREAT OF BIOTERRORISM AND THE
SPREAD OF INFECTIOUS DISEASES

WEDNESDAY, SEPTEMBER 5, 2001

U.S. SENATE,
COMMITTEE ON FOREIGN RELATIONS,
Washington, DC.

The committee met, pursuant to notice at 10:00 a.m., in room
SD-419, Dirksen Senate Office Building, Hon. Joseph R. Biden, Jr.,
(chairman of the committee) presiding.

Present: Senators Biden, Boxer, Bill Nelson, Rockefeller, Helms
and Lugar.

The CHAIRMAN. The hearing will come to order.

National security, to state the obvious, is the first obligation of
every government. And the test of how well we meet that obliga-
tion is whether whatever action we take makes us more or less se-
cure in the end.

There are some very difficult decisions with hard choices relating
to strategic doctrine, foreign policy, threat assessment and eco-
norfpic constraints that every President and every government has
to face.

And just as we would all agree that we would provide for the
health care of all if we had unlimited funds, when there are not
unlimited funds we have to make difficult choices. We have to
make the same kinds of decisions in terms of our national security.

One aspect of our sacred responsibility to our fellow citizens, to
provide for the physical security of our Armed Forces and to protect
our homeland, is how we go about this process.

This is the first in a series of hearings on what have been termed
“Homeland Defense and Protecting U.S. Military Forces,” where we
will focus on the threats to our homeland and attempt to assess
what those threats are and prioritize them to be able to make ra-
tional recommendations to our colleagues.

These hearings have taken on an added sense of urgency in my
view for two reasons: The most ominous reason is there appears to
be an overwhelming focus, I would subjectively characterize as a
myopic focus, on national missile defense by the Bush administra-
tion.

We appear to be about to jettison 50 years of strategic doctrine
grounded on three basic principles: One, reduce the number of nu-
clear weapons in the world and prevent proliferation to other coun-
tries; Two, stop all nuclear weapons testing, because only with new
testing can new weapons of mass destruction be developed. And the
United States is far ahead of the game.

o))
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And, Three, diminish or eliminate the reliance on those nuclear
weapons which are most vulnerable and therefore the least stable
because they are most likely to be used on short warning. These
have been at least three of the basic principles of our strategic doc-
trine for the last five decades.

But, for example on August 16, Secretary Rumsfeld told the
“Lehrer News Hour” that he didn’t care if other countries re-
sponded to a U.S. missile defense by MIRV’ing or re-MIRV’ing their
ICBMs. He added, “What really counts is the total number of weap-
ons.”

In doing so, the Secretary threw out decades of rightful concern
over crisis stability which lead to the landmark efforts by the
Reagan and Bush administrations to get the Soviet Union to give
up MIRVed ICBMs. In the interest of missile defense, Secretary
Rumsfeld reduced our nuclear strategy to a simple numbers game.

Later last month, Under Secretary of State Bolton suggested that
we might withdraw from the ABM Treaty if President Putin does
not agree by November to scrap the treaty.

Russian officials had publicly declared their willingness to amend
the ABM Treaty. But obviously an amendment does nothing.

The administration and Mr. Bolton then tried to walk back his
comments. Maybe they realized the United States won’t win any
friends by rejecting Russian proposals when we have none of our
own, especially on offensive force reductions, which President Bush
and President Putin agreed were tied to the issue of missile de-
fense.

But I have yet to hear any serious U.S. proposals or any rational
explanation of why we cannot amend the ABM Treaty to permit
the testing that the administration wants conducted. And just this
weekend there was a bit of a flap in the press—a number of na-
tional press people questioned me, and I'm sure the rest of my col-
leagues, on press reports the administration is willing to let China
MIRYV its ICBMs and let it resume nuclear testing in response to
a missile defense deployment.

The Chinese build-up may, in my view, spark a new arms race
involving India and Pakistan. But our withdrawal from the ABM
Treaty, the end of the START process and renewed nuclear testing
seems to be something that the administration may be willing to
pay in order to be able to move forward with an untested,
undeclared national missile defense.

A few months ago, and I don’t want to get in the middle of this
but there is a former famous Senator who may testify today who
warned against making missile defense an issue of theology. Look-
ing at recent administration actions, I'm beginning to wonder
whether we run into theology or technology.

The second reason for a sense of urgency of these hearings is the
state of the budget. We are not where we were 15 months ago with
a large surplus. The loss of the surplus and the lack of funding
have created new impairments.

It was at least theoretically possible 18 months ago to meet all
our defense needs. But because of the state of the economy and ar-
guably some action taken to reduce the surplus, that is no longer
possible. So we have to now prioritize.
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And we still have no reliable estimates on the full cost of na-
tional missile defense, but we know that they range from $60 bil-
lion to hundreds of billions of dollars to develop the systems con-
templated by the Bush administration and the last administration.

Obviously, we don’t have enough money to do everything. The es-
timates for the 10-year cost for modernizing our conventional forces
range from $250 to $650 billion over 10 years. So these are the two
reasons for the urgency of these hearings.

Hopefully, when we finish our hearings we’ll have a much clearer
understanding of the needs we face and which we should address
first.

Today’s hearing will focus on the threat of bioterrorism and the
holes in our homeland defense policy when it comes to combating
this threat. We begin with two expert panels on two closely linked
issues: Bioterrorism and the spread of infectious disease.

Our globalized world, where people and goods constantly move
across borders, is a perfect breeding ground for the spread of dis-
ease, whether from natural epidemics or bioterrorism. It would
seem to me, and I'm sure the testimony we will hear today will ad-
dress this, that any steps we take against the threat of biological
terrorism could reap benefits in medical efforts to slow future infec-
tious disease epidemics and vice versa.

An improved public health system in the United States would
help address this great national security threat as well. But make
no mistake, a biological weapon smuggled across a border and the
spread of infectious disease are very real threats.

This hearing will give us insight into how well prepared we are
to engage those threats and what we need to do if we are not fully
prepared, and hopefully we’ll have some estimate of the costs of
doing all this.

Our first panel will focus on the truly harrowing consequences
that a bioterrorist attack would have on our people and indeed on
our democratic political system. Former Senator Sam Nunn and
former Director of Central Intelligence Jim Woolsey have partici-
pated in a chilling simulated exercise called “Dark Winter.”

I wish we had the time, and maybe we will see parts of the CD—
ROM they produced from that exercise. As I'm sure both Senator
Nunn and Mr. Woolsey will emphasize, “Dark Winter” was a night-
mare scenario exposing serious flaws in our public health infra-
structure’s ability to deal with a major disease, whether it be a
smallpox attack or a flu epidemic.

I reviewed that scenario last night, and I can tell you that it is
harrowing. It was frightening not just for the many, many people
around the world who could be felled by a biological weapons at-
tack. Perhaps even more frightening was the risk that if we do not
prepare rationally for such an awful event, we may put our democ-
racy at risk.

Our witnesses are: Dr. D.A. Henderson, director of Johns Hop-
kins Center for Civilian Biodefense Studies; Dr. David Heymann,
executive director of Communicable Diseases at the World Health
Organization; and the Honorable Fred Iklé, former Director of the
U.S. Arms Control and Disarmament Agency, who is now a distin-
guished scholar at the Center for Strategic and International Stud-
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ies; and Frank Cilluffo, senior policy analyst at the Center for Stra-
tegic and International Studies.

Before hearing our first panel, I would like to make part of the
record two letters to the committee, one by Dr. Joshua Lederberg,
a Nobel Laureate and noted expert in infectious disease, and the
other by Dr. John Mekalanos, chairman of the Department of
Microbiology and Molecular Genetics at Harvard University.

These two scientists are among the most accomplished micro-
biologists and infectious disease experts in the world. Dr.
Lederberg’s letter is actually a primmer on what he calls, “a matter
of transcendent importance to our security and to global human
welfare.”

He warns that biological weapons are “Probably the most per-
plexing and gravest security challenge we face.” But he approaches
that challenge with both clarity and wisdom. Listen to his descrip-
tion of the dilemma dealing with a biological weapons attack. “The
organization of government to deal with mass contingencies is a
vexing and still poorly attended problem. It entails the coordination
of local, state and Federal assets and jurisdictions; the intersection
of law enforcement, national security and public health; and a time
of crisis is not the best venue for quarrels over responsibility and
authority, over who will pay for it.

“Our main bulwark against direct large-scale attack is a com-
bination of civic harmony and firm retaliation against egregious
transgressors.“

Dr. Lederberg also discusses the role that primary prevention, in-
cluding strengthening of our intelligence capabilities, should play
in any response.

Dr. Mekalanos presents his findings on the emergence of new in-
fectious agents in nature and the import of the advances in micro-
biology on the threat posed by bioterrorism.

If, God forbid, America should ever be attacked by biological
weapons, it will be the scientists and the public health profes-
sionals on the front lines, not just our men and women in uniform.
And it’s the scientists and public health officials, as well as state
and local governments and public services, who will have to be
fully prepared to engage the enemy, whomever it is and whatever
it is.

On the other hand, U.S. military must have the ability to detect,
survive, and maintain operations during biological attack. It must
also be prepared to assist at home in ways that buttress, rather
than undermine, the authority of state and local officials.

I said that God forbid we should ever be attacked in this manner.
But the truth is that such an attack is more likely today than it
ever had been in the past, and that the comparable natural epi-
demic is all too possible in the decades to come.

In my view, the threat from anonymously delivered biological
weapons and from emerging infectious disease simply dwarfs the
threat that we will be attacked by a Third World ICBM with a re-
turn address. I'm not suggesting anyone else agrees with me on
that. That is just my view.

Whether you agree or disagree with that judgment, however, it
is clear that bioterrorism and infectious diseases are real threats
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that demand our attention now. Because there are steps that we
can realistically take now to contain them.

If we can come to grips today with the implications of that re-
ality, then this may be the most important hearing we hold this
year.

In ending my statement, let me exercise a point of personal privi-
lege, actually, two. When Senator Nunn was the Chairman of the
Armed Services Committee, he and I put together a little piece of
legislation on antiterrorism. And I can just remember, Sam, the
difficulty we had and the inability we had, notwithstanding the
consensus we thought we had, to deal with the little thing called
posse comitatus and how we were going to deal with weapons of
mass destruction, the role of the military in dealing with them in
a domestic attack that was a terrorist attack.

If T just think of that one debate, that one debate, the concerns
you have all raised in “Dark Winter” make that one concern pale
by comparison.

[The letters referred to by Chairman Biden follow:]

JOSHUA LEDERBERG, University Professor-Emeritus,
THE ROCKEFELLER UNIVERSITY,
1230 YORK AVE., NEW YORK, NY, August 30, 2001.

Hon. JOoSEPH R. BIDEN, JR.

Chairman, Committee on Foreign Relations,
221 Russell Senate Office Building,
Washington, DC.

DEAR SENATOR BIDEN:

I am honored to have the opportunity to address you and your committee by
means of this letter, on a matter of transcendent importance to our security, and
to global human welfare. I refer to the threat of use and proliferation of
(micro)biological weapons, which will be almost irresistible temptations to malignant
persons and states, who would otherwise be intimidated by the U.S. preeminence
in wealth and military technology.

To structure your perusal, my outline will be as follows.

e definition, historical note, and assessment of scope of the BW threat
Countermeasures: diplomatic
defensive preparations
deterrence and intelligence
primary prevention; our clean hands
inspiring global convergence on health as human aim

o Definition, historical note, and assessment of scope of the BW threat

I will define biological warfare as the use of agents of disease for hostile purposes.
This embraces attacks on human health and survival, but extends also to plant and
animal crops. Far from vague speculation, BW was the focus of billion dollar invest-
ments, both by the U.S. and the USSR until President Nixon’s unilateral abjuration
in 1969. This was followed by the negotiation, ratification and coming into force (in
1975) of the Biological Weapons Convention (BWC). This is a categorical ban of the
development, production or use of BW.

The cardinal features of BW are outlined in attached Table 1.

Most important are:

low cost and ease of access

difficulty of detection, even after use, until disease has advanced

unreliable but open-ended scale of predictable casualties
per kilogram of weapon the potential lives lost match nuclear
but would need far less costly and sophisticated technology

clandestine stockpiles and delivery systems—the proverbial suitcase
perhaps concealed in a bale of marijuana.
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Published citations to intelligence estimates would place up to a dozen countries
in the camp of BW-developers. Considerable harm could be done (on the scale of,
say, a thousand casualties) by rank amateurs. Terrorist groups, privately or state-
sponsored, with funds up to $1 million, could mount massive attacks of 10 or 100
times that scale. Important to keep in mind: if the ultimate casualty roster is 1000,
there will have been 100,000 or 1,000,000 people at risk in the target zone, legiti-
mately demanding prophylactic attention, and in turn a draconian triage. Several
exercises have given dramatic testimony to how difficult would be governmental
management of such incidents, and the stresses on civil order that would follow
from inevitable inequities in that management.

The short bottom line is that, in the current world where major states sustain
some equilibrium through mutual deterrence, and positive shared interests, BW of-
fers opportunity for grave harm on the part of lesser actors. Relative to the assets
and doctrinal insights available, BW is probably the most perplexing and gravest
security challenge we face.

o Countermeasures: diplomatic

President Nixon’s abjuration of BW as a U.S. military weapon, in 1969, set in mo-
tion the most important diplomatic and legal steps towards the eradication of BW
globally, laying the groundwork for the BWC treaty. The BWC lacks robust
verification machinery, mainly for reasons intrinsic to the technology, and as well
that certain parties to the BWC have no intention of complying with it. But BW
verification is not the foundation of our own no-BW stance; the U.S. has long since
abandoned the idea that it need or would respond in kind to BW attack. Were it
not for the BWC we would have seen a gradually escalating technology race, ampli-
fying even further BW’s threat to human existence. The BWC does set a consen-
sually, or at least rhetorically, agreed standard of behavior: namely, it has become
institutionalized into international law, and infractions open the door to enforce-
ment. Further verification provisions would do little to enhance our actual knowl-
edge of those infractions: they would nevertheless have important symbolic value in
reaffirming international attachment to the principles of the BWC. At minimum it
behooves us to exercise creative leadership in developing alternative means of bol-
stering that reaffirmation.

The real problem with the BWC is less verification than it is enforcement. We
have all but certain knowledge that Saddam Hussein has continued Iraq’s (grudg-
ingly admitted) BW development program, the main sore point in his squabbles with
the UN. (We can hardly be certain that his nuclear program has not been revital-
ized, though that would be more difficult, and from his perspective possibly redun-
dant.) We have failed to convince our allies, much less the diffident “neutrals” and
potential adversaries, that halting Iraq’s BW is worth turning their back on his oil
contracts. To convince them of what is at stake we may have to start with elevating
the priority we give to the BW threat generally. We must also become more knowl-
edgeable about the local political and cultural terrain, and more ingenious in the
design of punitive and compellent sanctions that will persuade Saddam of his errors
without undue hardship to the Iraqi population that he also victimizes! That would
carry us further with the international consortia in which we have to invest political
capital (and not waste it in other tangents) to be sure this major threat is quenched.
If Saddam does develop and effectively use BW even in a purely regional context
(the most likely), that will not only be a humanistic catastrophe; it is unlikely we
will ever restore the principle of mutual forbearance in resorting to BW.

Our public diplomacy is predicated on the stated proposition that the use of BW
is an offense to civilized mankind. That is a major accomplishment of the BWC. It
needs to be reaffirmed as well in the attention we give to our own defense, as well
as to our stern responses to significant infractions in any quarter.

o Defensive preparations

BW threat mitigation is indispensable, so as not to present irresistible tempta-
tions to mischief makers, for whom interstate deterrence is irrelevant. Unlike the
aftermath of a nuclear or high explosive bombardment, BW attack is amenable to
interventions for some hours or days after the event, depending on the agent used.
With the best popularized BW agent, anthrax, at feasible dose levels the administra-
tion of appropriate antibiotics can protect the majority of those exposed. The other
side of the coin is the urgency of recognizing the syndrome within hours of the ear-
liest symptoms. Biosensors are being developed that can be used to confirm sus-
picions of anthrax. For some decades, we will have to rely on early diagnosis of the
first human (or animal) cases to have the basis for focussing those sensors. As a
wide list of diseases are in the picture, this entails nothing more nor less than rein-
vigorating our overall public health infrastructure. In contrast to the explosive rise
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of health care expenditures—with universal access to ever more technically sophisti-
cated health care—public health has been allowed to languish, boosted only very re-
cently by public arousal about emerging infections and about bioterrorism. That
boost entails people and organizational structures, but improvement also comes
down to money—new money, as well as the relabelling of established programs.

Besides the diagnostics, we need organizational and operational doctrines that can
confront unprecedented emergencies, we need trained people on call, we need phys-
ical assets for logistics, isolation, decontamination and care. We also need stockpiles
of antibiotics and vaccines appropriate to the risk—and before that, more careful
analysis of what kinds and how much we need. We need research on treatment mo-
dalities—how we manage the care of inhalational anthrax with possibly limited sup-
plies of antibiotics (and which kinds?) is not that well understood. And still more
fundamental research could give us sharper tools for diagnosis, and more usable
ranges of antibacterial and antiviral remedies.

The organization of government to deal with mass contingencies is a vexing and
still poorly attended problem. It entails the coordination of local, state, and federal
assets and jurisdictions; the intersection of law enforcement, national security and
public health; and a time of crisis is not the best venue for quarrels over responsi-
bility and authority, over who will pay for it.

o Deterrence, intelligence and preemption

Our main bulwark against direct large scale attack is the combination of a civic
harmony, and firm retaliation against egregious transgressors. It is sometimes said,
we should not worry about BW attacks, “we’ll just ‘nuke the perps’” if they dare.
Lacking the clear provenience of a missile track to finger the aggressor, that puts
us at the mercy either of bafflement, or worse of calculated disinformation as to the
source. Good, I have to say better intelligence is the key to retaliation, apprehen-
sion, and penal containment and sanctions. This is technically unfamiliar territory
for most of the intelligence community; it has nevertheless taken many positive
steps, but it still has a long way to go, and once again is resource-constrained com-
p}?red to what goes on in the collection and analysis against other more familiar
threats.

A related vein of opportunity is found in the realm of cooperative threat reduction.
Since BW facilities can be so readily reconstituted, it is less important in the long
run to destroy production facilities, even stockpiles, than it is to get toxic technical
knowledge diverted to constructive purposes. Former weapons scientists in Russia
need financial as well as moral encouragement to ply a new trade in vaccine devel-
opment and other constructive pursuits. This could benefit Russia, and its circle of
less developed countries directly, and thus enhance security globally. The alter-
native is for some few of of the ex-biowarriors to sell their knowledge, and who
knows what range of horrific bio-strains, to the highest bidders among the rogues.
We do have very modest programs in place: they should be expanded, not put at
risk for flimsy excuses as seems to be happening.

e Primary prevention; our clean hands

I have already alluded to public diplomacy (starting with firm conviction at home)
about the priority needed to be applied to averting any successful BW attack. We
have to be careful to behave ourselves fully consistently with abhorrence at the idea
of using disease as a weapon. Such attributions will be lodged against the U.S. as
part of general America-bashing (witness the ongoing rumor campaign in Africa that
the U.S. government had somehow “invented AIDS”). They will also be excuses for
continued simmering of the BW pot in other venues.

A particular dilemma is how to study the BW threats in detail, how to develop
vaccines and other countermeasures, without attracting such accusations. I believe
the executive and legislative branches could develop models of entrusted trans-
parency for oversight of such necessary studies, both for assurance to global publics,
and to be certain there are no careless projects oblivious to the reputational or phys-
ical harm they could inflict on our polity.

o Inspiring global convergence on health as human aim

The central premise of the BWC is that infectious disease is the common enemy
of all humankind; and it is a treasonable act to join with that enemy.

Those motives clearly inspired adherence to the BWC, even on the part of (small-
er, poorer) countries who might otherwise exploit BW to level a playing field as
against a superpower. Having set aside BW as giving small advantage and numer-
ous migraines for our own military power, we should count it fortunate that we
share those interests and conclusions. They can only be bolstered if we internalize
that ideology, and participate ever more fully in global campaigns for health. The
new funds for the scourges of AIDS, malaria, and tuberculosis are right on the
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mark! Their levels to date are just tokens—yes compare them to military hard-
warel—but certainly in the right direction, and it’s just about time we assumed
leadership of that vector among the nations cooperating with the WHO to bolster
global systems of surveillance of disease and coping with outbreaks that promise to
threaten all of us.

Besides the global humanitarian, political and economic virtues of this newfound
direction, there are good selfish motives as well. What would it pay for us to invest
to reduce the likelihood that another AIDS will emerge from a distant continent,
and cross the oceans to vex us at home. There will be no stopping the birds, nor
the frequent flyers, from disseminating ever more novel risks needing that global
surveillance. I do not count West Nile virus as a likely major scourge, but it is just
one more exemplary warning!

TABLE 1—GERMS AS ARMS: BASIC ISSUES

BW vs. CW: living germs vs. chemicals
might spread; unstable; self-amplify

Underlying science is unalterably dual use
licit defensive exploration
targetted against natural disease

Likewise production up to point of weaponization
vaccines vs. BW agents?

Facilities moderate scale; few external signatures
easily concealed or masked by licit programs

Weapons: potent, but unfamiliar and unreliable in military context
Tactical defense is easy: physical barriers (masks, suits)

Latent period up to 36 hours. Disease may be treatable
Hence focus on civil health preparedness

Hardly understood until now, these are strategic weapons.

. .. At same time, accessible to small powers . . . or groups
Seen as answer to a Superpower self confident about the “revolution in military
affairs”.

Capabilities can scarcely be denied
remedial and intelligence focus on intentions

STATEMENT SUBMITTED BY JOHN J. MEKALANOS, PH.D.

Dear Honorable Committee Members:

Thank you for inviting me to comment on the related issues of biological terrorism
and the threat of emerging infectious diseases to the security of the United States.
I feel qualified to speak on these topics because of my scientific background. In brief,
I have over 27 years of experience in infectious disease research and currently serve
as Professor and Chairman of the Department of Microbiology and Molecular Genet-
ics at Harvard Medical School. Our Department consists of a group of outstanding
investigators dedicated to understanding and controlling bacterial and viral dis-
eases.

Although awareness of the dangers posed by biological warfare (BW) has in-
creased significantly in recent years, it is my belief that we are still far from pre-
pared to contend with a biological weapons attack. There are many reasons for this,
and numerous analyses over the past few years have examined the issues carefully.
This letter is intended to provide a brief overview of the scientific aspects of biologi-
cal weapons development, as perceived from the point of view of microbiological re-
search. I also want to emphasize that many of my comments about BW threats also
apply broadly to threats that we face from nature. We have seen numerous exam-
ples of this recently: a new highly lethal strain of flu virus, a mysterious prion,
multidrug-resistant tuberculosis, HIV, and malaria. Obviously, we are and will con-
tinue to be under constant assault by emerging microbes whose origin may be nat-
ural but whose spread to the U.S. will take full advantage of modern modes of trav-
el, new human activities, and increased population density.

To begin with, biological weapons are comparatively inexpensive and simple to
manufacture. They are therefore accessible and attractive to those that lack suffi-
cient means to pursue costlier weapons programs. One estimate suggests that a sig-
nificant biological arsenal could be produced with as little as $10,000 worth of
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equipment, though other studies have questioned the potential lethality of material
produced by such rudimentary operations. Construction of the most sophisticated
BW agents would indeed require significant scientific skills and equipment. How-
ever, the fact remains that the production of biological weapons is not as limited
by technical expertise as that of other weapons. For example, it is fairly easy to in-
troduce new antibiotic resistance genes into bacteria. This does not require exten-
sive technical training, and the relevant methods and materials are widely available
from even commercial vendors. Because the medical community is already strug-
gling with the appearance of multi-antibiotic resistant, clinically important mi-
crobes, even a simple genetic manipulation such as transferring a single critical an-
tibiotic resistance gene into a single pathogen could have extremely serious con-
sequences.

As far as initial acquisition of pathogens by unscrupulous parties is concerned, it
would not be exceptionally difficult to obtain pathogenic strains. Microbial samples
are transferred between labs on a daily basis in the normal course of biomedical or
pharmaceutical research. It is fortunately not so simple for unauthorized personnel
to acquire highly pathogenic strains, as traffic in these is regulated carefully, but
it is certainly possible for determined individuals to acquire less virulent strains by
fraudulent means or theft. These strains could then be genetically modified to in-
crease their pathogenicity, though this would probably require a higher level of sci-
entific training as well as a longer period of development. Efforts along these lines
were vigorously pursued in the former Soviet Union, and since its dissolution, their
experts have likely been recruited to a variety of rogue states that openly threaten
the U.S. and its allies.

Biological research activity is currently growing at a tremendous rate, and al-
though the potential contribution to human welfare is enormous, it is simulta-
neously providing additional tools that could be used for the construction and deliv-
ery of more powerful pathogens. Much of the information that is being generated
by biological researchers is publicly available, either in print or via the Internet.
The ease with which any individual can access data relevant to the genetic engi-
neering of pathogenic organisms can only be expected to increase in the future.

Although the Biological and Toxin Weapons Convention of 1972 was ratified by
140 countries, there is no real mechanism for verifying compliance. Monitoring is
particularly difficult since many of the components of a biological weapons program
can also be used in fully legitimate pursuits. Apparatus employed in the manufac-
ture of food products such as yogurt or beer could be used to grow pathogenic cul-
tures, and yet it hardly seems practical to apply the same stringent restrictions to
beer fermenting equipment as to material that is of demonstrable military sensi-
tivity (e.g., explosives or nuclear technology). It is useful in this situation to recall
the much-discussed bombing of a baby milk factory in Iraq during the 1990-91 Gulf
War. The facility was destroyed because it was suspected of producing biological
weapons. I personally am not able to judge whether this facility made baby formula
or biological weapons components at any point in time, but this illustrates the po-
tential for confusion.

The conclusion is that it is certainly possible for small nations or terrorist groups
secretly to amass sufficient material to present a biological threat, although the se-
riousness of the threat would depend on the exact circumstances.

I think it is important at this time to point out that the results of biological ma-
nipulation are sometimes difficult to predict, even for highly trained professional sci-
entists. Less than a year ago, Australian researchers seeking to develop a biological
contraceptive to combat rodent infestation, inadvertently created a strain of
mousepox that was more virulent than the original parent strain. Considering that
this occurred in the context of perfectly well-intentioned research that was intended
to benefit humans, we would do well to remember that the law of unintended con-
sequences also applies to malefactors. The chances of unwittingly creating a “super-
pathogen” will only be increased by deliberate attempts to enhance an organism’s
pathogenic potential, and there is no assurance whatsoever that even the producers
of such an agent would be able to control it.

Next, I will mention briefly what can be done to combat biological warfare. Meas-
ures necessary for countering biological attacks can be divided into several cat-
egories: surveillance and early warning systems, treatment, and prevention. In this
letter, discussion of prevention will deal only with biological considerations such as
vaccine development and usage, since military concerns do not lie within my area
of expertise. I will also leave aside consideration of pathogens that target agri-
culture, focusing instead on those that affect humans directly.

Clinical surveillance and early warning measures are critical not only because
timely treatment of affected individuals often means the difference between life and
death, but also because infection must be prevented from spreading to other individ-



10

uals and regions. Depending on the actual agent employed, the impact of a biologi-
cal weapon can extend far beyond the initial point of attack. This is especially true
with highly communicable agents (e.g., smallpox), but it applies to all infectious
agents that demonstrate a delayed onset of symptoms. Victims may not know that
they are infected and so not seek treatment or take precautions against spreading
the disease to others. Unfortunately, it may be extremely difficult to detect an at-
tack. Unlike nuclear or chemical weapons, the delivery of biological agents need not
be accompanied by telltale explosions and could be quite stealthy. The initial symp-
toms of bioweapons infections are often nonspecific, and anthrax and smallpox are
so rare in the U.S. that the majority of physicians might not recognize even the
characteristic symptoms of these diseases. In addition, current systems for reporting
cases of infectious disease would likely not uncover the presence of a covert attack
before significant damage had occurred.

Treatment of BW victims typically consists of antibiotic or vaccine therapy and
supportive care. Obviously, this requires an adequate supply of effective drugs and
appropriate clinical facilities. In this respect also, the U.S. is poorly prepared. Not
only are there serious logistical questions regarding distribution of drugs and sup-
plies in a crisis situation, but studies of U.S. hospital facilities have concluded that
there is significant pressure with regard to space and staff. While this may not re-
sult in serious problems under typical conditions, hospitals clearly cannot cope with
epidemics.

Of all possible treatment strategies, preventive vaccines often offer the most ad-
vantages. Since they can be administered in advance of infection, and immunity
may be long-lived, vaccines can to a great extent alleviate the need for rapid diag-
nosis and administration of therapeutic agents. Vaccines have certifiably saved mil-
lions of lives and account for some of our greatest medical successes. Nevertheless,
preventive vaccines are not available for all diseases, and those that are available
may suffer from a variety of problems. For example, the current anthrax vaccine
must be administered in 6 doses over 18 months, with annual boosters for prolonged
protection. In this case, development of immunity is slow and logistically complex.
In addition, there are insufficient quantities of existing vaccines. Recent reports
have described the rapid diminution of U.S. anthrax vaccine stocks, as well as the
delays and difficulties associated with obtaining more. It has been estimated that
the worldwide supply of smallpox vaccine is only 60 million doses, and there is cur-
rently no facility for smallpox vaccine production.

For these reasons, my opinion is that the U.S. medical infrastructure is regret-
tably inadequate for dealing with biological warfare.

Finally, I would like to call attention to the fact that the legitimate development
of therapies against biological agents is extremely time-consuming. With any new
medical treatment, exacting rules are required to ensure safety and efficacy. This
is absolutely necessary and desirable, but those who intend to use biological weap-
ons offensively are of course not similarly constrained. This is not in any way to
argue against existing or future regulations regarding research, but merely to em-
phasize the fact that offensive strategies are simpler to develop than therapeutic or
preventive ones. While exciting new therapeutic approaches for treating infection by
some of the more important BW agents have been recently described, funding for
their development has been inadequate. This is in part because the usual incentives
that motivate the pharmaceutical industry are in many cases lacking for such prod-
ucts. We have therefore all the more reason to press forward on all fronts to provide
adequate funding and resources for all types of defensive measures against biologi-
cal warfare and infectious disease threats.

It is always far easier to cause harm than to prevent or treat it. This is particu-
larly well illustrated by the issues at hand. Throughout human history, some of our
finest and most impassioned efforts have been devoted to the eradication of infec-
tious disease. We have had many brilliant successes, and yet infectious disease still
accounts for millions of deaths worldwide. Many of these occur in wealthy, industri-
alized nations that possess the most advanced medical infrastructures ever devel-
oped. Due to multi-drug resistance and the emergence of new pathogens, plus the
logistics of clinical treatment, we are already facing difficult problems whose exist-
ence is attributable solely to natural processes. How much more frightening is it to
contemplate the situations that may arise if conscious effort is directed towards
using infectious agents, which we have spent centuries combating, for the dark pur-
poses of mass destruction? Our hard-won understanding of pathogens is helping us
to meet the challenges of infectious disease, but it can easily be overwhelmed under
circumstances that are alarmingly possible. We must always be vigilant regarding
all aspects of biological weapons development and the threat posed by infectious dis-
eases, or we will certainly be punished by the direst of consequences.
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The CHAIRMAN. In another point of personal privilege, and Tl
have more to say at an appropriate time, but I want to say a brief
word about an announcement made by Senator Helms just last
month.

Jesse, I know I speak for the members of this committee and all
whom have ever worked with you that we know there’s another 15
months fortunately we are going to get to work together, but that
assuming, and I am speaking only for myself and I'm back here,
and that’s not at all certain whether my constituency will decide
that that is going to happen, it will be a very different place, a less
friendly place, and a less accommodating place without you being
here.

I have truly enjoyed working with you. I think it’s been to the
surprise and to some chagrin of your supporters and mine that we
have such a close personal friendship. I remember telling the press
when I chose to take over the ranking position on this committee
for the Democratic Party and leaving Judiciary in that position,
that you and I will get along very well.

And the press, both national and local, were incredulous. They
thought that was not possible. Not only did we know it was pos-
sible, we had done it for 26 years prior to that. And I’'m happy of
one thing, Jesse, and that is all those who follow politics can see
that we can disagree in this place without being disagreeable. You
have been one of my close friends. You continue to be.

And I'm truly going to miss, assuming that I am back, I'm truly
going to miss having you as a colleague.

Senator HELMS. Mr. Chairman, thank you. And I feel the same
way about you. And I just take a note there are three members of
the Class of 1972 here today: You and Sam Nunn and I. We are
glad to see you, Sam.

Well, anybody who might draw the foolish conclusion that this is
a routine hearing maybe got a wake-up call with an item hidden
on page umpteen of the paper the other day about Russia devel-
oping a new anthrax virus for possible delivery to other nations.

Mr. Chairman, I'm grateful, therefore, for your having scheduled
this hearing this morning. It’s very important; because the threat
of bioterrorism is very real, and it is growing as is evident by the
things we have seen almost every day.

This threat is driven by the increasing capabilities and the vio-
lent intentions of rogue states and terrorist groups seeking to harm
the United States or to make themselves able to do so.

Now, the sooner this very real peril is recognized, the sooner we
can begin to deal with it in a more direct and deliberate way.
These issues are of enormous importance.

How the United States prepares to deal with the consequences
of an attack employing deadly viruses and toxins would impact
countless thousands and possibly millions of lives. And planning for
such catastrophe is obviously an essential government responsi-
bility.

However, I would much prefer to prevent and defend against the
threat in the first place rather than to have to deal with the chaos
and the death and destruction after the fact. And I know that is
a common feeling among all of us.
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A bioterrorism attack can be prevented, but it requires strong ex-
port control and nonproliferation regimes. Both are essential to en-
sure that terrorist groups and rogue states cannot acquire the tech-
nology and the know-how to build and deliver these horrible weap-
ons so dangerous to the United States.

For that reason I am disappointed that the Senate is now consid-
ering the Export Administration Act, legislation designed to liber-
alize our national security export controls. That will obviously do
great harm to our national security by assisting countries like
Communist China to modernize their military, improve their stra-
tegic capabilities, and facilitate the dangerous proliferation of bal-
listic missile and other weapons of mass destruction technologies to
rogue nations be it Iraq, Iran, North Korea or whomever.

It is important that we never lose sight of the fact that the
United States and our allies can prevent a bioterrorism attack with
a robust missile defense system. I may be a voice crying in the po-
litical wilderness about this, but I firmly believe it.

A missile defense system can provide three benefits. No. 1, it can
deter rogue nations from building ballistic missiles capable of deliv-
ering weapons of mass destruction; No. 2, it can prevent rogue na-
tions from threatening the United States and/or our allies; and, No.
3, it can shoot down these missiles if they are ever used against
the United States or our allies.

Iran, Iraq and North Korea are among many others that are
building long-range missiles. A report this past January by the Na-
tional Intelligence Council indicated that these same nations are
also actively pursuing biological warfare capabilities.

Some have already weaponized these deadly pathogens and
placed them in missile warheads. They are doing all of this to
threaten and to blackmail and to intimidate the United States and
our allies by exploiting our greatest vulnerability—which is our
lack of ballistic missile defense.

Now, Mr. Chairman and members of the committee and those lis-
tening elsewhere, we must avoid the false choices that are so often
presented to policymakers, for example that some of these threats
are more likely than others and therefore that they demand the
lion’s share of resources. I disagree with that.

When it comes to America’s security, we must be prepared to
deal with all threats. We must not continue to spend nearly $10
billion a year to combat terrorism and defend against weapons of
mass destruction while we are spending far less annually on a na-
tional missile defense.

To this end I'm convinced that the Bush administration’s decision
to spend more on missile defense is the right decision and that
Congress should unhesitatingly support this decision. The Amer-
ican people I think expect no less and would surely ask embar-
rassing questions in the aftermath of an attack, if the people were
to discover that their government had had the means in the first
place to defend them but did not choose to do so.

I'm grateful to our witnesses for being here today. And I look for-
ward to their testimony. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you very much. What we’ll do is we’ll
start off. Hopefully we’ll be able to have more than one quick round
but with 7-minute rounds see if we can get through everyone first
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and ask questions. Because everyone is anxious to hear what you
have to say.
Senator Nunn, the floor is yours, and welcome back.

STATEMENT OF HON. SAM NUNN, CO-CHAIR AND CHIEF EXEC-
UTIVE OFFICER, NUCLEAR THREAT INITIATIVE, WASH-
INGTON, DC

Senator NUNN. Thank you very much, Mr. Chairman. Senator
Helms, let me join Senator Biden in thanking you for your service
to the United States Senate and to our country. It was a great
pleasure for me to be elected at the same time as you and Senator
Biden were, and when I look around the committee and I see rel-
ative newcomers, like Senator Dick Lugar, it reminds me of the
Class of 1972.

In a matter of interest, Jim Woolsey, my companion here at the
table was the General Counsel of the Armed Services Committee
when I arrived. So really we have four of us here that were there
at that stage. Of course it’s a great pleasure for me to be before
this committee and come back to an institution that I truly love
and have spent a great deal of my life in.

So to you and Senator Biden and Senator Lugar and Senator
Hagel and Senator Boxer, thank you for having us and thank you
for focusing on this very important subject.

The CHAIRMAN. I don’t understand why you didn’t thank Senator
Rockefeller. He’s in a different county down there.

Senator NUNN. I see him. He’s down at the end. A man with that
much wisdom I thought would be closer to the front of the table.

But Senator Helms, I know how hard it is to decide to leave vol-
untarily. I'm sure that you have been through a lot of your think-
ing. But my very best to you and your whole family.

Senator HELMS. Thank you, Senator.

Senator NUNN. Biological terrorism, Mr. Chairman, is one of our
greatest national security threats—one that cannot be addressed by
the Department of Defense standard operating procedures. The
specter of a biological weapons attack and the parallel peacetime
threat of a naturally occurring infectious disease outbreak—I want
to emphasize that these two go together.

The things we need to do to protect against bioterrorism are also
things we need to do with our public health system, even if we
never have a bioterrorist attack.

These are unique challenges and they deserve the time and focus
you are devoting to them today.

Mr. Chairman, Senator Helms, members of the committee, as
you may know this past June at Andrews Air Force Base I was a
participant in the exercise “Dark Winter” which simulated a bio-
logical weapons attack on the United States. It’s a lucky thing for
the United States that this was just a test and not a real emer-
gency.

Mr. Chairman, members of the committee, our lack of prepara-
tion is a real emergency from my perspective. I think my colleague
Jim Woolsey will agree with that.

“Dark Winter” simulated a series of national security meetings
dealing with a terrorist attack involving the covert release of small-
pox in three American cities. The exercise was conducted by the
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Center for Strategic and International Studies, the Johns Hopkins
Center for Civilian Biodefense Studies, and the ANSER Institute
for Homeland Defense, under the leadership of John Hamre, Tara
O’Toole and Randy Larsen, respectively.

Many of the participants in “Dark Winter” had served previous
Presidents in cabinet or sub-cabinet positions. And most knew how
the NSC, the National Security Council, worked. They were all in-
dividuals with considerable experience and perspective in either
the security field, law enforcement field or the health field or the
emergency field.

I will not take the committee’s time with charts. I planned to do
that at one time but then I started looking at the time and I know
we want the time to discuss the conclusions. I decided to just try
to briefly summarize this but the charts and CD-ROM are avail-
able. And I'll just cover the highlights this morning.

In the opening minutes of “Dark Winter,” we learned from the
Secretary of Health and Human Services that cases of smallpox
had been diagnosed by the Center for Disease Control. Given the
infectious nature of the disease, we were facing the start of a
smallpox epidemic, an event with devastating, if not catastrophic
potential.

Like all of you, I received a smallpox vaccination when I was a
child. But I had forgotten the horror of the disease. In the 20th
century, more than 300 million people died from smallpox; more
than those killed in all the wars of the century combined, which
is an astounding figure.

Thanks to a massive and highly collaborative international
health campaign, smallpox as a naturally occurring disease was
eradicated. But once eradicated, the consequences of an outbreak
of smallpox today are more dangerous because each passing year
brings generations of unvaccinated citizens and also citizens who
have been vaccinated whose vaccinations have worn off, which
would probably include all of us. So the potency of the previous
vaccinations have diminished with time.

Unfortunately, we know that smallpox was made into a weapon
by the Soviet Union. What we don’t know is whether other nations
or groups either derived some smallpox from the Soviet Union or
whether they have pursued a similar goal with success. And this
should be a matter of keen intelligence focused by this committee
as well as other committees.

Over a 24-hour period at Andrews Air Force Base, our National
Security Council “war gamers” dealt with 3 weeks of simulated
shock, stress and horror. I was given the role of President of the
United States, and I wouldn’t describe it in this case as being an
honor.

Jim Woolsey was my Director of Central Intelligence. I'm sure he
was frustrated too. I said to Jim several times that what I got from
him in that 18-hour period was an awful lot of opinion and not one
damn bit of intelligence. Nevertheless, he did the best he could
with the circumstances we had.

We learned that on December 9, 2002, some dozen patients re-
ported to the Oklahoma City Hospital with a strange illness con-
firmed quickly by the CDC to be smallpox. While we only knew
about the Oklahoma cases the first day, we later learned the scope
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of the initial infections and the sites of three simultaneous attacks
in shopping centers in Oklahoma, Georgia, as well as Pennsyl-
vania.

The initial infection quickly spread to five states and three thou-
sand victims, although most infected individuals had not displayed
symptoms or gone to the hospital in the first few days. And we did
not know at that time how many had been infected.

We didn’t know how many. We didn’t know how, how many there
were. We didn’t know where they were. We didn’t know who they
were. We did know that probably many people had been infected.

We quickly learned we had only two tools available to deal with
a smallpox attack: vaccination and isolation. And we had only
ené)ugh vaccine for 1 out of every 23 Americans, which is the state
today.

At the very beginning of the National Security Council meeting,
I denied the Secretary of Defense’s adamant demand that all 2.3
million U.S. military personnel be immediately vaccinated wher-
ever they were in the world.

Instead, we administered the vaccine to U.S. military, including
the National Guard and security and medical personnel who were
on the front lines locally, and who also were in areas of the world
where a smallpox attack was most likely to occur.

We could not allow all the vaccine to go to the military right off
the bat, or at least 2.3 million which would be probably one fourth,
one third of the total supply, because the front line shifted. It
wasn’t the battlefield. It was back home.

The troops that were engaged were most of all medical personnel
whether they 