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THE SCIENCE OF VOTING MACHINE TECH-
NOLOGY: ACCURACY, RELIABILITY AND SE-
CURITY

TUESDAY, JULY 20, 2004

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,
INTERGOVERNMENTAL RELATIONS AND THE CENSUS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:07 a.m., in room
2247, Rayburn House Office Building, Hon. Adam Putnam (chair-
man of the subcommittee) presiding.

Present: Representatives Putnam and Clay.

Also present: Representatives Holt and Kaptur.

Staff present: John Hambel, senior counsel; Dan Daly, profes-
sional staff member/deputy counsel; Ursula Wojciechowski, profes-
sional staff member; Juliana French, clerk; Felipe Colon, fellow;
Casey Welch and Jamie Harper, legislative assistants; Sean
Hardgrove, intern; David McMillen, minority professional staff
member; and Earley Green, minority chief clerk.

Mr. PurtNAM. The quorum being present, this Subcommittee on
Technology, Information Policy, Intergovernmental Relations and
the Census will come to order.

Good morning, everyone, and welcome to the subcommittee’s
hearing, “The Science of Voting Machine Technology: Accuracy, Re-
liability and Security.”

An estimated 50 million voters representing nearly 30 percent of
all voters are expected to cast their votes using some type of elec-
tronic voting technology this November. We have scheduled this
oversight hearing to examine where we are today with the evo-
lution of electronic voting technology, including the subject of ac-
cess, utilization and the associated issues of reliability, ease of use,
efficiency, accuracy and security.

The overriding goal of voting systems is to produce election re-
sults that accurately represent the will of the people. The histori-
cally close Presidential election of 2000 in Congress highlighted de-
ficiencies of the voting process, especially in my State, that became
the subject of many policy discussions at all levels of government.
Since then many localities have sought to evaluate and improve
their voting systems through the use of electronic voting tech-
nology, believing that such technology will improve the accuracy of
vote recording and tabulation, decrease costs, and increase voter
turnout.
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The issues we will be examining today in the processes of ballot-
ing and tabulating the results of elections have been the subjects
of discussions throughout our history. Deficiencies of one type or
another have existed in virtually every process that has ever been
utilized, yet today’s existing and emerging technology offers greater
opportunities for participation in the process of selecting our elect-
ed representatives, as well as the determination of other ballot
questions.

The Federal Government had not historically set mandatory
standards for voting systems, nor had it provided funding to State
and local jurisdictions for the administration of elections. However,
after November 2000, Congress considered and debated Federal
election reform legislation, and the Help America Vote Act of 2002,
or HAVA, was enacted. The act created a new Federal Government
agency with election administration responsibilities, set require-
ments for voting and voter registration systems and provided Fed-
eral funding.

Beginning in January 2006, in accordance with HAVA, voting
systems used in Federal elections must provide for error correction
by voters, manual auditing, accessibility, alternative languages and
Federal error rate standards. Systems must also maintain voter
privacy and ballot confidentiality, and States must adopt uniform
standards for what constitutes a vote on each system.

HAVA does not require any specific voting system, but it sets re-
quirements that influence what systems election officials choose.
HAVA'’s requirement for at least one handicapped-accessible voting
system per polling place and other factors are expected to drive
States toward adoption of touch-screen or direct recording elec-
tronic systems [DREs].

HAVA established a program to provide access to approximately
$4 billion in Federal grants to States to modernize the voting sys-
tems currently in use. Accordingly, acquisitions of new voting sys-
tems technology are under way in a number of States and local-
ities.

Currently five different voting systems are being used: hand-
counted paper ballots, mechanical lever machines, computer punch
cards, optical scan or marks forms, and DREs. Most States use
more than one type of system. Each has advantages and disadvan-
tages with respect to error rates, cost, speed, recounts, accessibility
to the disabled and other characteristics. Differences in actual per-
formances in elections are difficult to measure accurately and de-
pend on a number of factors, such as the system design and condi-
tion, voter system familiarity, ballot complexity and design, local
standards and practices, and the competence level of polling and
training of polling place workers.

Since 2000, many electronic voting systems have been proposed.
Today DREs, which present voters with choices on the video dis-
play and record votes electronically, are gaining favor. They offer
improved user interfaces, facilitate voter confirmation, provide in-
stant running tabulations, and potentially satisfy HAVA’s require-
ment for at least one handicapped device per polling place.

There is concern how secure systems are from tampering by vot-
ers, elections officials or even manufacturers. There is also concern
by some about the potential for software defects or other technical
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failures that could interrupt the capability of the given system.
There are disagreements among experts about both the seriousness
of these concerns and what solutions to address them. While it is
generally accepted that tampering is possible with any computer
system given the time and resources, some experts believe that cur-
rent security practices are sufficient. Others, naturally, disagree
and believe that procedural and other safeguards can make DREs
sufficiently safe from tampering, that the use of creating printed
paper ballots would create too many problems. A number of these
issues will be explored today.

As presently designed, many electronic voting systems do not
produce a record that can be independently audited. For this rea-
son and others, the prospect of electronic voting systems has been
met with some skepticism in parts of the information technology
community. Moreover, experience with large-scale technology de-
ployment indicates that it takes time before the bugs in the system,
including technology procedures and people associated with using
and operating the technology, are shaken out or identified. So even
communities that have deployed and used these systems will face
the challenge of evaluating their performance.

Given the importance of the issue, in May I signed on to a bipar-
tisan GAO request letter asking for a study examining the security
of electronic voting systems, including DRESs, optical scans and
punch cards readers. We asked GAO to examine State, Federal and
governmental use; identify significant issues and challenges; and
report on best practices that can be implemented to improve the se-
curity and reliability of the electronic voting process.

Today’s hearing will seek to further examine the technology of
electronic voting systems: what are the lessons learned thus far;
what are the most appropriate next steps, both short- and long-
term, to ensure the integrity, reliability and accessibility of the se-
curity voting process that is such a vital ingredient to American de-
mocracy.

This is an election year, and as such it is often the case that both
sides of the aisle attempt to score political points. That is not the
purpose of this hearing. We are here to examine the technology
that is available and learn from panels of experts what is and 1is
not feasible in the current climate. Our goal is to further the dis-
cussion and debate on the technological advances that improve the
manner in which our society conducts elections. My colleagues
share my desire to conduct an informative oversight hearing, and
I welcome their input and request for this hearing topic.

[The prepared statement of Hon. Adam H. Putnam follows:]
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Room 2247, Rayburn House Office Building

OPENING STATEMENT

Good morning and welcome to the Subcommittee’s hearing on “The Science of Voting
Machine Technology: Accuracy, Reliability and Security.” An estimated 50 million registered
voters, representing nearly 30 percent of all voters, are expected to cast their votes using some
type of electronic voting technology this November. The Subcommittee scheduled this oversight
hearing to examine where we are today with the evolution of electronic voting technology,
including the subject of access, utilization and the associated issues of reliability, ease of use,
efficiency, accuracy, and security.

The overriding goal of voting systems is to produce election results that accurately
represent the will of the people. The Presidential election of 2000 highlighted deficiencies in the
voting process that became the subject of many policy discussions at all levels of government.
Since then, many localities have sought to evaluate and improve their voting systems through the
use of electronic voting technology, believing that such technology will improve the accuracy of
vote recording and tabulation, decrease costs, and increase voter turnout.

The issues we wiil be examining today in the processes of balloting and tabulating the
results of elections, have been the subjects of discussion throughout our history. Deficiencies of
one type or another have existed in virtually every process that has ever been utilized, yet today’s
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technology offers greater opportunities for participation in the important process of selecting our
elected representatives as well as other ballot guestions.

The federal government had not historically set mandatory standards for voting systems,
nor had it provided funding to state and locat jurisdictions for the administration of elections.
However, after November 2000, Congress, the states, and various electoral commissions
exarmined election procedures, voting technologies, whether national standards are necessary,
along with the federal role in the election process. Congress considered and debated federal
election reform legislation, and the Help America Vote Act of 2002 (P.L. 107-252) (HAVA) was
enacted in October 2002. The act creates a new federal agency with election administration
responsibilities, sets requirements for voting and voter-registration systems and certain other
aspects of election administration, and provides federal funding.

1d like to note for the record that both Polk and Hilisborough Counties in Florida, which
1 represent, had made significant investments in improving their voting machines and had touch-~
screens in place for the 2000 election.

HAVA established a program to provide access to approximately $4 billion in federal
grants to states to modernize the voting systems currently in use. And acquisitions of new voting
system technology are underway in a number of states and localities. HAVA does not require
any particular voting system, but it sets requirements that will influence what systems election
officials choose, HAVA’s requirement for at least one handicapped accessible voting system per
polling place and other factors are expected to drive states toward adopting touch-screen or direct
recording electronic (DRE) machines.

Beginning Janvary 2006, in accordance with HAVA, voting systems used in federal
elections must provide for error correction by voters, manual auditing, accessibility, alternative
languages, and federal error-rate standards. Systems must also maintain voter privacy and ballot
confidentiality, and states must adopt uniform standards for what constitutes a vote on each
system.

In general, it is desirable for voting systems, amongst other things, to:

- count votes accurately;

- prevent double voting;

- maintain voter privacy and anonymity;

- assure the voter that his or her vote has been counted toward the final tally without
compromising anonymity;

- prevent vote tampering with results, both during and after the period during which polis
are open, especially by anyone with authorized access to those results;

- provide for meaningful audits;

- maintain proper operation even in the face of power failures and other disasters; and

- support equal access to voting (including access for sub-populations such as non-English
language voters and voters with various disabilities).

Currently five technologies are used: hand-counted paper-ballots, mechanical lever
machines, computer punchcards, optical scan or marksense forms, and direct recording electronic
systems. Most states use more than one kind of system. Each has advantages and disadvantages
with respect to error rates, cost, speed, recounts, accessibility to disabled persons, and other
characteristics. Differences in actual performances in elections are difficult to measure accurately
and depend on many factors, such as the design and condition of the system, the familiarity of
voters with it, the complexity and design of the batlot, local standards and practices, and the level
of competence of polling place workers.

Page 2 of 3
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Since 2000, many electronic voting systems have been proposed. Today, DREs, which
present voters with choices on a video display and record votes electronically, are gaining favor.
They offer improved user interfaces, facilitate voter confirmation, provide instant running
tabulations, and potentially satisfy HAVA’s requirement for at least one handicapped accessible
voting device per polling place.

There is currently some controversy about how secure these systems are from tampering
by voters, election personnel, or even manuofacturers. There is also concem by some about the
potential for software defects or other technical failures that could interrupt the capability of a
given system. There are disagreements among experts about both the seriousness of these
concerns and what should be done to address them. While it is generally accepted that tampering
is possible with any computer system given sufficient time and resources, some experts believe
that current security practices are sufficient. Others believe that additional steps are needed.

Some experts believe that the problem is serious enough to require changes in the
systems before they are more widely adopted, ranging from more sophisticated computer security
to the printing of paper ballots that would be verified by the voter and hand-counted if the
election results were contested. Others believe that procedural and other saft ds can make
DREs sufficiently safe from tampering, that use of printing paper ballots wonld create too many
problems, and that the controversy risks drawing attention away from the demonstrated utility of
DREs in addressing known challenges of access to and usability of voting systems.

As presently designed, many electronic voting systems do not produce a record that can
be independently audited. For this reason and others, the prospect of electronic voting systems
has been met with some skepticism in parts of the information technology community.
Moreover, experience with large-scale technology deployment indicates that it takes some time
before the bugs in the system, the technology, procedures and people associated with using and
operating the technology, are shaken out or even identified, and so even communities that have
deployed and used these systems will face the challenge of how to evaluate their performance.
Additionally, there continues to be questions about the maturity of the technology available to the
market today, as well as the functional capabilities of access for the disabled conununity and the
ability to conduct audits should that be necessary.

1 look forward to the expert testimony from all our distingunished panelists that will
provide a greater understanding of the fine points of voting machine technology. Today’s hearing
will seek to further examine the science and technology of electronic voting systems; what are the
lessons learned thus far; and what are the most appropriate next steps, both short term and long
term, to insure the integrity, reliability, accessibility, and security of the voting process that is
such and important ingredient in American democracy and a justifiable expectation of the
American people

This is an election year, and as such it is often the case that those on both sides of the
aisle attempt to score political points. That is not the purpose of this hearing. We are here today
to examine the technology that is available, and learn from panels of experts what is and is not
feasible in the real world. Our goal is to further the discussion and debate on the technological
advances that improve the manner in which our society conducts elections. I know that my
colleagues share my desire to conduct an oversight hearing that is free from rancor and division.

HHHHE
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Mr. PutNaM. Following Mr. Clay’s opening statement, I would
like to move directly to the witnesses’ testimony, and request that
other Members submit their opening statements for the record.
Members, of course, will be invited to participate in the witness
question-and-answer process.

I now yield to the distinguished ranking member of the sub-
committee Mr. Clay for his opening remarks.

You are recognized, Mr. Clay.

Mr. CLAY. Mr. Chairman, first let me thank you for holding this
hearing.

Florida and Missouri are both States with troubled voting his-
tories. In the 2000 election, I had to go to court to keep the polls
open so that everyone who wanted to vote could vote. The city had
dropped thousands of voters from the rolls without ever telling the
voter.

The issue before us is quite simple. I want to vote, and I want
know that my vote is counted as I intended. With the paper ballot,
my vote is before me, and I place it in the ballot box. The same
holds true with punch cards and optical scans machines, although
both of those are subject to mechanical error. Everyone in the coun-
try now knows what a hanging chad is. With lever machines and
computerized voting, you have to take it on faith that your vote is
counted as you intended.

The difference is one of scale. If a lever machine fails or is tam-
pered with, it affects only that machine. If it’s software, or comput-
erized voting fails or is tampered with, it affects every machine
running that program, and, therefore, the system fails the voter.

Last week the New York Times reported that in the March Flor-
ida primary, votes were not recorded for about 1 out of every 100
persons using the new machine. Some people, in defense of the new
machines, point out that is about the same error rate as Florida
experienced in the 2000 election. I don’t think any of us want to
use Florida 2000 as the standard, no offense against your State.

Advocates for computerized voting tell us to trust the system. My
experience says trust but verify. That is why I believe, as do 130
of my colleagues who have cosponsored Congressman Holt’s bill,
who happens to be with us today, that the computerized machines
that are out there today are inadequate. They offer no way to ver-
ify my vote. The certification process is inadequate. As we have
seen in California, some manufacturers bypass certification.

After the vote is cast, the issue is counting the vote. Again, I say
trust, but verify. With paper ballots, a recount is a straightforward
matter. Recounting punch cards and optical scan ballots is also
straightforward. There is no recount for computerized voting. That
is not verification. That is trusting that the software performed as
promised.

I believe we all have had enough experience with software to
know that trusting it to work correctly 100 percent of the time is
a foolish concept. Some suggest that the internal audit trail and
the computerized machines would be sufficient for a recount. I
don’t know if that is true, but I do know that the audit trail is sub-
ject to the same weaknesses as all software. It is invisible to the
voter, and its reliability must be taken on faith.
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California ran a parallel monitoring system during its March pri-
mary, where live machines were set aside for testing. In that case
the machine worked as intended, but parallel testing doesn’t work
to check the machines. What do you do if you find at the end of
the day that the machine failed to test? Do you throw out the
vx{lhole? precinct? Do you throw out all votes cast on that kind of ma-
chine?

I am a man of faith, and I have great trust in my fellow man,
but when it comes to voting, faith and trust are not the building
blocks for a secure system. If we are to earn the voters’ trust, we
must provide them with voting opportunities that are simple and
direct. We must provide them with machines that allow the voter
to see his or her vote.

Computerized voting machines are wonderful inventions for
those that run elections. They make the job of counting and trans-
mitting the vote about as simple as can be. As a bonus, they make
recounts a thing of the past. But we don’t run elections for the con-
venience of election boards or election officials, we run elections to
provide the public with the opportunity to participate in their gov-
ernment. We must provide the public with the most transparent
V}(l)ting system possible. Computerized voting does not accomplish
that.

Two months ago the Secretary of State of California issued strin-
gent security measures that counties had to meet before electronic
voting machines could be used. Last week the Secretary of State
of Ohio, one of the outspoken advocates of electronic voting, halted
the deployment of those machines in Ohio. Several of the flaws
identified last December still had not been corrected.

Last week in Maryland, participants in the Computer Ate My
Vote rally said that electronic voting machines are poorly pro-
grammed and prone to hackers. At that rally, Barbara Simons, a
former president of the Association for Computing Machinery, told
those gathered, “If I had a single message, that message would be,
wait, there is better technology on the way.”

I look forward to working with the Election Assistance Commis-
sion and my fellow Members of Congress to reassure the American
voter that their votes are safe and will be counted. In this debate
that should be everyone’s goal and objective. I thank you, Mr.
Chairman for this hearing today.

Mr. PurNaMm. I thank you, Mr. Clay.

[The prepared statement of Hon. Wm. Lacy Clay follows:]
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STATEMENT OF THE HONORABLE WM. LACY CLAY

July 20, 2004

Mr. Chairman, thank you for holding this hearing. Florida
and Missouri are both states with troubled voting histories. In
the 2000 election I had to go to court to keep the polls open so
that everyone who wanted to vote could vote. The city had
dropped thousands of voters from the rolls without ever telling

the voter.

The issue before us 1s quite simple. I want to vote, and 1
want to know that my vote is counted as I intended. With a
paper ballot, my vote is there in front of me, and I place it in the
ballot box. The same is true of punch cards and optical scan
machines, although both of those are subject to mechanical error
-- everyone in the country now knows what a hanging chad is.
With lever machines and computerized voting, you have to take
it on faith that your vote is counted as you intended. The
difference is one of scale. If a lever machine fails or is tampered

with, it affects only that machine. If the software for
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computerized voting fails or is tampered with, it affects every
machine running that program, and therefore the system fails the

voter.

Last week, the New York Times reported that in the March
Florida primary, votes were not recorded for about one out of
every 100 persons using the new machines. Some people, in
defense of the new machines, point out that that is about the
same error rate as Florida experienced in the 2000 election. 1

don’t think any of us want to use Florida 2000 as the standard.

Advocates for computerized voting tell us to trust the
system. My experience says trust but verify. That is why I
believe, as do 130 of my colleagues who have co-sponsored
Congressman Holt’s bill, that the computerized machines that
are out there today are inadequate. They offer no way to verify
my vote. The certification process is inadequate, and as we have

seen in California, some manufacturers bypass certification.

After the vote is cast, the issue is counting the votes. Again

I say, trust but verify. With paper ballots, a recount is a



11

straightforward matter. Recounting punch cards and optical scan
ballots is also straightforward. There is no recount for
computerized voting. That is not verification. That is trusting
that the software performed as promised. I believe we all have
had enough experience with software to know that trusting it to

work correctly 100% of the time is foolish.

Some suggest that the internal audit trail in the
computerized machines would be sufficient for a recount. 1
don’t know if that is true, but I do know that the audit trail is
subject to the same weaknesses as all software -- it is invisible to

the voter, and its reliability must be taken on faith.

California ran a parallel monitoring system during its
March primary where live machines were set aside for testing.
In that case, the machines worked as intended, but parallel
testing doesn’t work to check the machines. What do you do if
you find at the end of the day that the machine failed the test?
Do you throw out the whole precinct? Do you throw out all

votes cast on that kind of machine?
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I am a man of faith, and I have great trust in my fellow
man. But when it comes to voting, faith and trust are not the
building blocks for a secure system. 1f we are to earn the voter’s
trust, we must provide them with voting opportunities that are
simple and direct. We must provide them with machines that

allow the voter to see his or her vote.

Computerized voting machines are wonderful inventions
for those that run elections. They make the job of counting and
transmitting the vote about as simple as can be. As a bonus,
they make recounts a thing of the past. But we don’t run
elections for the convenience of election boards or election
officials. We run elections to provide the public with the
opportunity to participate in their government. We must provide
the public with the most transparent voting system possible.

Computerized voting does not accomplish that.

Two months ago, the Secretary of State issued stringent
security measures that counties had to meet before electronic
voting machines could be used. Last week, the Secretary of

State of Ohio, one of the outspoken advocates of electronic



13

voting, halted the deployment of those machines in Ohio.
Several of the flaws identified last December still had not been
corrected. Last week in Maryland, participants in “The
Computer Act My Vote” rally said that electronic voting
machines are poorly programmed and prone to hackers. At that
rally, Barbara Simmons, a former president of the Association
for Computing Machinery, told those gathered “If I had a single
message...that message would be Wait. There is better

technology on the way.”

I look forward to working with the Election Assistance
Commission and my fellow members of Congress to reassure
the American voter that their votes are safe and will be counted.

In this debate, that should be everyone’s goal and objective.
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Mr. PutnaM. Mr. Clay requested this hearing, and I am de-
lighted to work with him to put it together, and we appreciate your
interest. It’s very important.

We have been joined by Mr. Holt, a gentleman from New Jersey.
Without objection, I would like to insert your opening statement
into the record and also ask unanimous consent that you sit on the
panel and join us, despite not being a member of the committee.

Mr. HoLT. Thank you.

[The prepared statement of Hon. Rush D. Holt follows:]
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Statement of Representative Rush Holt to
The Committee on Government Affairs Subcommittee on Technology, Information
Policy, Intergovernmental Relations, and the Census
July 20, 2004

The process of voting must be fair, accessible and verifiable. While I have always
supported increases in fairness and accessibility in the voting system, today I am focused
on the verifiability, that is the auditability, of the voting system. 1 believe the auditability
of our electoral system has not been given due attention, and has unjustifiably been
treated as mutually exclusive to accessibility. We must take pains to uphold all three
principles.

Voting is the foundation of democracy, and votes are inherently valuable. Anything
valuable, such as bank records, or property records, must be auditable. We wouldn’t
have it any other way. The same absolutely must be true of our votes.

The process of voting in a democracy was always intended to belong strictly to the voter,
who makes his or her decision and casts the ballot, and the election official, who counts
it. A system such as this is “publicly” auditable, as it should be in a democracy — with
the voters alone verifying that their intentions are properly recorded and the election
officials alone verifying the accuracy of the tally. If a voter casts a vote on an electronic
voting machine, verifying nothing but what is for a transitory moment in time reflected
on the screen, how can the record of that vote be meaningfully audited? Can any election
official, computer scientist, or voting system vendor reconstruct what that voter intended?
No. The voter votes in secret. Because of the secret ballot, only the voter can verify that
his or her intention is recorded correctly. That is why a hard copy of each vote — verified
by the voter him or herself — must be required of all voting systems.

Voting systems that include hard copy paper ballots have been found to be among the
most accurate of any voting system. The 2001 Caltech MIT study, “Voting, What is,
What Could Be” reported that over the twelve-year period surveyed (1988-2000)
“[o]ptically scanned paper and hand-counted paper ballots have consistently shown the
best average performance. Scanners have the lowest rate of uncounted, unmarked, and
spoiled ballots in presidential races and in Senate and gubernatorial races . . . Hand-
counted paper has shown similarly low residual vote rates.” The statistics reported were
as follows: in presidential races, the residual vote rate as a percentage of all ballots cast
was 1.8% for paper ballots, 1.5% for optically scanned paper ballots, and 2.3% for touch
screen (DRE) machines. In Senate and gubernatorial races, the rates were 3.3%, 3.5%
and 5.9%, respectively.

Besides having a worse residual vote rate than optically scanned and hand-counted paper-
ballots, touch screen machines in their current form are not meaningfully auditable. This
is fundamental. Better machines, better programmers, better procedures will not remove

(continued)



16

Holt statement
Page 2 of 2

this problem. The report continued “[i]n the 2000 presidential election, the state of
Florida conducted an enormous audit of its voting machines . . . . It is extremely
important to be able to conduct such an audit. . . . Paper ballots have the highest degree of
auditability. . . . The votes cast on a broken machine can never be reclaimed ... Most
new electronic machines produce an internal paper tape (like a cashiers tape) and an
electronic recording of every voting session. . . . While this is an improvement over

[older DRE] machines, it is not a direct recording of the voter’s intention. If the machine
fails between the touch screen and the tape, the voter’s stated intentions are still lost. We
feel that new voting standards must require a minimum leve! of auditability.”

The touchscreen machines currently in use, which produce no voter verified paper trail,
may count as many as 50 million ballots this November. Is there a possibility that the
votes cast on those machines will be manipulated? Is it possible that the manipulation
will go undetected? Of course it is. Numerous news accounts in recent years have
reported irregularities in the results produced on electronic voting machines. The cause
of each of those irregularities will always remain a matter of some speculation. But the
bottom line is, inspection, testing and certification — all of which had been conducted on
all of the machines in question — did not prevent those incidents. The integrity of those
votes counts has been lost forever.

It is critical that all votes be independently auditable, which is only possible with systems
that incorporate a voter verified paper audit trail. In the absence of an independent audit
mechanism, the vote count will no longer be publicly owned. The voters will no longer
verify the accuracy of their own ballots. No one else can. Because the software of
virtually all electronic voting systems is protected by trade secret agreements, the
American public is left to simply trust that, at the end of the day, the machines have given
them the right answer. That is simply not acceptable in a democracy.

#it#
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Mr. PurNaAM. Without objection, we would welcome you to the
subcommittee and certainly encourage you to participate in the dia-
log, and we move directly to the witness testimony.

Before doing so I would ask that the witnesses please rise, and
anyone who would be accompanying who will be helping you in an-
swering the questions, and raise your right hands.

[Witnesses sworn.]

Mr. PurNAM. I would note for the record that all the witnesses
responded in the affirmative.

We will move to our first witness, Mr. Randolph Hite. Mr. Hite
is the Director of Information Technology Architecture and Systems
Issues at the U.S. Government Accountability Office, formally the
GAO, still the GAO, but new G and A. During his 25-year career
with GAO, he has directed reviews of major Federal investments
and information technology, such as IRS’s tax systems moderniza-
tion and DOD’s business systems modernization. Mr. Hite is the
principal author of several information technology management
guides, including GAO’s system guides on systems testing. He fre-
quently testifies before Congress on such topics and is an ex officio
member of the Federal CIO Council. He received a number of
awards throughout his career and was a 2003 Federal 100 Award
winner.

Welcome to the subcommittee. You are recognized for 5 minutes.

STATEMENTS OF RANDOLPH C. HITE, DIRECTOR, INFORMA-
TION TECHNOLOGY ARCHITECTURE AND SYSTEMS, U.S.
GOVERNMENT ACCOUNTABILITY OFFICE; HRATCH G.
SEMERJIAN, ACTING DIRECTOR, NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY, TECHNOLOGY ADMINISTRA-
TION, U.S. DEPARTMENT OF COMMERCE; AND TERRY
JARRETT, GENERAL COUNSEL FOR HON. MATT BLUNT, MIS-
SOURI SECRETARY OF STATE

Mr. HiTe. Thank you, Mr. Chairman. It seems like only yester-
day that hanging chads and butterfly ballots were the focus of at-
tention. Now almost 4 years later, the focus is on verifiable audit
trails and code tampering as they relate to the modern ATM-like
voting devices, which in many jurisdictions have replaced the more
venerable voting machine that gave rise to the 2000 election de-
bate.

In the wake of this debate in 2000, we issued a series of reports
in 2001 on election administration and voting technology. We made
a number of recommendations for reform. In my view, the gist of
what we said then still applies today, which I will summarize by
making four points.

Point one, although voting systems play a major role in elections,
they are but one facet of a complex, highly decentralized, multi-
dimensional elections process in which each dimension demands on
the interplay of people, processes and technology. As such, when I
think of the, “voting system,” I think of the inseparable triad of the
equipment itself, the individuals who interact with the equipment
and the rules that govern this interaction.

Point two, although security has taken center stage in the de-
bates surrounding some electronic voting systems, other inter-
related performance characteristics, such as accuracy, ease of use
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and cost, are also important. For example, the commonly called
DRESs have been criticized because they lack a paper record. At the
same time these DREs offer ease of use advantages because they
are more accommodating to voters with disabilities, and they pro-
tect against certain voter errors, such as overvoting, which can af-
fect how accurately voter intent is captured. On the other hand, op-
tical scan voting systems have a lower capital cost than DREs, and
they offer a paper record. However, they are relatively more chal-
lenging for voters with certain disabilities to use.

Point three, voting system performance can be traced to two key
variables. The first is the quality of the standards that the system
is designed to meet, which includes, in my view, the quality of the
development and testing that was performed to ensure that the
system, in fact, meets the standards.

Second is how well the system, as it has been designed, devel-
oped and tested, is used in an operational setting, which includes
the effectiveness of the procedures that are followed concerning
system maintenance, setup, use and operation, combined with the
know-how of the people who are interacting with the system. If ei-
ther of these variables is lacking, system performance can suffer.

Point four, local jurisdictions face challenges in effectively
leveraging modern voting technology this year and for years to
come. For this year, jurisdictions need to maximize the perform-
ance and minimize the risk associated with the systems that they
have, whether electronic or not electronic, which is a particularly
important point given that three-quarters of the voters in 2004 are
expected to vote the same way that they did in 2000.

To accomplish this, it is important for jurisdictions to make sure
that they perform the requisite testing and maintenance activities,
and, in doing so, they treat the people, the processes and the tech-
nology as a triad; in effect, as the voting system.

Other challenges are more long-term, and they relate to the need
for jurisdictions to make informed decisions about whether to
change their voting equipment, and our work in 2001 showed that
voting jurisdictions were not consistently addressing all of these
challenges.

In closing, let me emphasize electronic voting technology is a
critical link in the election chain, and while this link by itself can-
not make an election, it can break one if not designed, tested,
maintained, implemented and maintained properly. The concerns
being surfaced with this technology highlight the potential for elec-
tion problems if jurisdictions do not effectively address the chal-
lenges that I just mentioned.

I believe HAVA recognizes these challenges as does the Election
Assistance Commission, so I say let’s give them a chance to do
what they were established to do. In this regard, although the
Commission only recently began operations, and is not yet at full
strength, I believe that it has hit the ground running to inform and
educate jurisdictions and voters about electronic voting systems
and promote the interplay of people, process and technology in the
November 2004 election.

Beyond this, the Commission, with the assistance of NIST and
others, will need to examine opportunities for strengthening these
voting standards and the testing that’s associated with enforcing
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the standards. Critical to accomplishing their roles under HAVA
will be ensuring that they have the resources they need to do their
jobs, and that they proceed in an open and transparent manner.

Mr. Chairman, that concludes my statement. I will be happy to
answer any questions.

Mr. PutNAM. Thank you very much, Mr. Hite.

[The prepared statement of Mr. Hite follows:]
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What GAQ Found

An electronic voting system, like other automated information systems, can
be judged on several bases, including how well its design provides for
security, accuracy, ease of use, and efficiency, as well as its cost. For

among other things, in a series of
reports that it issued in 2001
following the problems
encountered in the 2000 election.
In October 2002, the Congress
enacted the Help America Vote Act,
which, among other things,
established the Election Assistance
Comraission (EAC) to assist in the
administration of federal elections.
The act also established a program
to provide funds to states to
replace older punch card and lever
machine voting equipment. As this
older voting equipment has been
replaced with newer electronic
voting systems over the last 2
vears, concerns have been raised
about the vulnerabilities associated
with ceriain electronic voting
systems.

Among other things, GAD's
testimony focuses on attributes on
which electronic voting systems
can be assessed, as well as design
and implementation factors
affecting their performance. GAQ
also describes the immediate and
longer term challenges confronting
local jurisdictions in using any type
of voting equipment, particularly
electronic voling systems.
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, direct recording electronic systems offer advantages in ease of use
because they can have features that accommodate voters with various
disabilities, and they protect against comrmon voter errors, such as
overvoting (voting for more candid than is permissibie); a disad

of such systems is their capital cost and frequent lack of an mdependent
paper audit trail. Advantages of optical scan voting equipment (another type
of electronic voting system) include capital cost and the enhanced security
associated with having a paper audit trail; disadvantages include lower ease
of use, such as limited ability to accommodate voters with disabilities.

One important determinant of voting syster performance is how it is
designed and developed, including the testing that determines whether the
developed system performs as designed. In the design and development
process, a critical factor ls the quahw of the specified system requirements
as embodied in appli ds or guid For voting technology,
these voluntary standards have historically been problematic; the EAC has
now been given responsibility for voting system guidelines, and it intends to
update them. The EAC also intends to strengthen the process for testing
voting system haxﬂwaze and software A second determinant of performance
is how the system is impl d. Ini ing a system, it is critical to
have people with the requisite knowledge and skills to operate it according
to well-defined and understood processes. The EAC also intends to focus on
these people and process factors in its role of assisting in the administration
of elections.

In the upcoming 2004 national election and beyond, the challenges
confronting local jurisdictions in using electronic voting systems are similar
to those facing any technology user. These challenges include both
immediate and more long term challenges, as shown in the table.

Chatlenges in Using Electronic Voting Systems

Time frame _ Chailenge
Near term + Performing those securily, testing, and maintenance activities needed to
adequately ensure that the system oparates as intended.
» Managing the system, the people who Intaram with the system, and the
processes that govem this i angd
pans.
« Having reliable measures and objective data to know whether the system is
meeting the needs of the user community {(both voters and those who
« Making chaices about fture system changes inlight of whether a given
system will provide benefits over its useful life that are commensurate with fife
cycle costs, and ensuring that these costs are affordable.

Source: GAD,

Long term

United States Government Accountability Office
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Mr, Chairman and Members of the Subcommittee:

1 appreciate the opportunity to participate in today’s hearing on
electronic voting systems.' In light of concerns associated with the
voting systems used in the 2000 election, we produced a series of
reports, issued in 2001, in which we examined virtually every aspect
of the election process, including types of voting technology. As we
reported in 2001, the particular technology used to cast and count
votes is a critical part of this process, but it is only one facet of a
multifaceted election process. Other facets include the people who
implement and use the technology and the processes that govern its
implementation, among which are the standards used to define the
characteristics and performance of the technology. Accordingly, we
recognized that no voting technology, however well designed, can
be a magic bullet that will solve all the problems that can arise in the
election process. At the same time, we also recognized that if not
properly managed, this one facet of the election process camy
significantly undermine the integrity of the whole.

As requested, my testimony today will focus on electronic voting
systems, and in doing so I will address (1) the role of these systems
within the larger election process, (2) atiributes that can be used to
examine these systems’ capabilities, (3) the importance of both
system design and implementation to the performance of these
systems, and (4) the challenges confronting local jurisdictions in
using any type of voting equipment, particularly electronic voting
systems.

In preparing for this testimony, we drew extensively from our
published work on the election process, We augmented this work

* In this testimony, the term electronic voting system s used generically, to refer both to
optical scan systems and direct recording electronic systems, both of which depend on
electronic technology. Each type of system is described more fully in the Background
section of this testimony.

* For example, U.S. General Accounting Office, Elections: Perspectives on Activities and
Challenges across the Nation, GAO-02-3 (Washington, D.C.: Oct. 16, 2001); Elections: Status
and Use of Federal Voting Equipment Standards, GAO-02-62 (Washington, D.C.: Oct. 15,
2001); and Electi AFr k for ing Reform P GAO-02-90
(Washington, D.C.: Oct. 15, 2001).

Page 1 GAO-04-975T
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with reviews of more recent studies of electronic voting systems -
and other relevant documents. In addition, we interviewed
commissioners of the newly appointed Election Assistance
Commission (EAC) regarding its efforts to date and its plans, and
we attended EAC and other commission hearings on electronic
voting systems. Our follow-up work was performed from February
to July 2004 in Washington, D.C. All the work on which this
testimony is based was performed in accordance with generally
accepted government auditing standards.

Results in Brief

Electronic voting systems play a vital role in elections, but they are
only one component in a multidimensional process. The people,
processes, and technology that make up these various dimensions
all contribute to the success of the overall election process. From a
national perspective, this overall process involves many levels of
government, including over 10,000 jurisdictions with widely varying
characteristics and requirements. For example, the size of a
jurisdiction and the languages spoken by voters are significant
variables in local election processes, as is the performance of the
particular voting system used.

The performance of an electronic voting system, like any type of
automated information system, can be judged on several bases,
including how well its design provides for security, accuracy, ease
of use, and efficiency, as well as cost. For example, direct recording
electronic systems have advantages in ease of use because they can
have features that accommodate persons with various disabilities,
and they provide features that protect against common voter errors;
disadvantages of such systems are their cost and their frequent lack
of an independent paper audit trail. Advantages of optical scan
voting equipment, which is another type of electronic voting system,
include cost and the enhanced security associated with having a
paper audit trail; disadvantages include lower ease of use, such as
their limited ability to accommodate voters with disabilities.

Voting system performance is a function of two very important
activities: system design and development—including the testing

Page 2 GAO-04-975T
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tha’t determines whether the developed system performs as
igned-—and system impl tation. One critical input to the
desxgn and developrent process is the quality of the specified
system requirements as embodied in applicable standards. For
voting technology, these standards have historically been
problematic, and they are now a focus of the EAC. Critical inputs to
the system implementation process are having people with the
requisite knowledge and skills to operate and use the system, and
having well-defined and understood processes governing this
operation and use. Both are also areas of focus by the commission.

Looking toward to the upcoming 2004 national election and beyond,
the challenges confronting local jurisdictions in using electronic
voting systems are not unlike those facing any technology user.
These challenges include (1) performing those security, testing, and
maintenance activities needed to minimize risk and adequately
ensure that the system operates as intended; (2) managing the
system, the people who interact with the system, and the processes
that govern this interaction as interrelated and interdependent parts;
(3) having reliable measures and objective data to know whether the
system is meeting the needs of the jurisdiction’s user community
(both the voters and the persons whe administer the elections); and
(4) making choices about future system changes in light of whether
a given system will provide benefits over its useful life
commensurate with life-cycle costs, and ensuring that these costs
are affordable.

Background

Following the 2000 national elections, we performed a
comprehensive series of reviews covering our nation’s election
process, in which we identified a number of challenges. These
reviews culminated in a capping report that summarized this work
and provided the Congress with a framework for considering
options for election administration reform.’ Our reports and

SIS, General A for Evaluating Reform
Proposals, GAO-02-90 (Wa.shmgton, D.C: OcL 15, 2001).

Page GAQ-04-975T
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framework were among the resources that the Congress drew on in
enacting the Help America Vote Act (HAVA) of 2002,* which
provided guidance for fundamental election administration reform.
Among other things, the act authorizes $3.86 billion in funding over
several fiscal years for programs to replace punch card and
mechanical lever voting equipment, improve election .
administration, improve accessibility, train poll workers, and
perform research and pilot studies. It also created the EAC to
oversee the election administration reform process. Since the act's
passage, a number of voting jurisdictions have replaced their older
voting equipment with direct recording electronic systems. At the
same time, concerns have been raised about the use of these
systems; some have reported that these systems have serious
security vulnerabilities and that the embedded controls are not
sufficient to ensure the integrity of the election process. The EAC,
which began operations in January 2004, held a public hearing in
May 2004 at which 2 major topic was the security and reliability of
electronic voting devices.

GAOQO Work Following the 2000 Elections Provided a Framework for Election

Administration Reform

At the request of congressional leaders, committees, and members,
we conducted an extensive body of work in the wake of the 2000
elections, which culminated in seven reports addressing a range of
election-related topics.

First, we reviewed the constitutional framework for the
administration of elections, as well as major federal statutes enacted
in this area.’ We reported that the constitutional framework for
elections includes both state and federal roles. States are
responsible for the administration of both their own elections and
federal elections, but the Congress has enacted laws in several
major areas of the voting process, including the timing of federal

* Pub. L. No, 107-252.

®U.S. General Accounting Office, Elections: The Scope of Congressional Authority in
Election Administration, GAO-01-470 (Washington, D.C.: Mar. 13, 2001).

Page 4 GAD-04-975T
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elections, voter registration, and absentee voting requirements,
Congressional authority to legislate in this area derives from various
constitutional sources, depending upon the type of election. For
federal elections, the Congress has constitutional authority over
both congressional and presidential elections,

Second, we examined voting assistance for military and overseas
voters.! We reported that although tools are available for such
voters, many potential voters were unaware of them, and many
miilitary and overseas voters believed it was challenging to .
understand and cornply with state requirements and local
procedures for absentee voting. In addition, although information
was not readily available on the precise number of military and
overseas absentee votes that were disqualified in the 2000 general

" election and the reasons for disqualification, we found through a
national telephone survey that almost two-thirds of the disqualified
absentee ballots were rejected because of lateness or errors in
completion of the envelope or form accompanying the ballot. We
recommended that the Secretaries of Defense and State improve
(1) the clarity and completeness of service guidance, (2) voter
education and outreach programs, (3) oversight and evaluation of
voting assistance efforts, and (4) sharing of best practices, The
Departments of Defense and State agreed with our overall findings
and recommendations, and as of May 2004, the recommendations
had largely been implemented.

Third, we investigated whether minorities and disadvantaged voters
were more likely to have their votes not counted because the voting
method they used was less reliable than that of affluent white
voters.” According to our results, the state in which counties were
located had more effect on the number of uncounted presidential
votes than did counties’ demographic characteristics or voting
method, State differences accounted for 26 percent of the total

$11.S. General Accounting Office, Elections: Vating Assistance to Military and Overseas
Citizens Should Be Improved, GAO-01-1026 (Washington, D.C.: Sept. 28, 2001).

"U.S. General A ing Office, Electi istical Analysis of Factors That Affected
Uncounted Votes in the 2000 Presidential Election, GAG-02-122 (Washington, D.C.: Oct. 15,
2001).
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variation in uncounted presidential votes across counties.! County
demographic characteristics accounted for 16 percent of the
variation (counties with higher percentages of minority residents
tended to have higher percentages of uncounted presidential votes,
while counties with higher percentages of younger and more
educated residents tended to have lower percentages of uncounted
presidential votes), and voting equipment accounted for 2 percent of
the variation.

Fourth, in a review of voting accessibility for voters with
disabilities,” we found that all states had provisions addressing
voting by people with disabilities, but these provisions varied
greatly. Federal law requires that voters with disabilities have
access to polling places for federal elections, with some
exceptions.” All states provided for one or more alternative voting
methods or accommodations intended to facilitate voting by people
with disabilities. In addition, states and localities had made several
efforts to improve voting accessibility for voters with disabilities,
such as modifying polling places, acquiring new voting equipment,
and expanding voting options, but state and county election officials
surveyed cited various challenges to improving access. We
concluded that given the limited availability of accessible polling
places, other options that could allow more voters with disabilities
to vote at a polling place on election day include reassigning them to
other, more accessible polling places or creating accessible
superprecinets in which voters from more than one precinct could
all vote in the same building.

Fifth, we reported on the status and use of voting equipraent
standards developed by the Federal Election Commission (FEC).*

® State differences may have included such factors as statewide voter education efforts,

state standards for determining what is a valid vote, the use of straight party ballots, the

number of candidates on the ballot, the use of provisional ballots, and the extent to which
or early voting

®1.8. General Accounting Office, Voters with Disabilities: Access to Polling Flaces and
Alternative Voting Methods, GAO-02-107 (Washington, D.C.: Oct. 15, 2001).

42 U.S.C. Sec. 1973ee-1.

' 11.8. General Accounting Office, Elections: Status and Use of Federal Voting Equipment
Standards, GAO-02-52 (Washington, D.C.: Oct. 15, 2001).

Page 6 GAO-04-975T
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These standards define minimum functional and performance . -
requirements, as well as mini life-cycle t processes
for voting equipment developers to follow, such as quality
assurance, At the time of our review, no federal agency had explicit
statutory responsibility for developing the standards; however, the
FEC developed voluntary standards for computer-based systems in
1990,” and the Congress provided funding for this effort. Similarly,
no federal agency was responsible for testing voting systems against
the federal standards. Instead, the National Association of State
Election Directors accredited independent test authorities to test
voting systems against the standards. We noted, however, that the
FEC standards had not been updated since 1990 and were
consequently out of date. We suggested that the Congress consider
assigning explicit federal authority, responsibility, and
accountability for the standards, including their proactive and
continuous update and maintenance; we also suggested that the
Congress consider what, if any, federal role is appropriate regarding
implementation of the standards, including the acereditation of
independent test authorities and the qualification of voting systers.
Both of these matters were addressed in the Help America Vote Act,
which, among other things, set up the EAC to take responsibility for
voluntary voting system guidelines. We also made recommendations
to the FEC aimed at improving the guidelines. Before the EAC
became operational, the FEC continued to update and maintain the
guidelines, issuing a new version in 2002.

Sixth, we issued a report on election activities and challenges across
the nation.” In this report, we described the operations and
challenges associated with each stage of the election process,
including voter registration; absentee and early voting; " election day
administration; and vote counts, certification, and recounts. The
report also provided analyses on issues associated with voting

2

and Test Standards for Puncheard, and Direct R o
Electmmc Voting Systems {(January 1990).
' 1.8. General Accounting Office, Elections: Pe Activities and Cl

across the Nation, GAO-02-3 (Washington, D.C.; Oct. 15, 2001),

i Absentee and early voting 2llows eligible persons to vote in person or by mail before
election day.
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systeras that were used in the November 2000 elections and the
potential use of the Internet for voting. Among other things, we
pointed out that each of the major stages of an election depends on
the effective interaction of people (the election officials and voters),
processes (or internal controls), and technology (registration
systems, election management systems, and voting systems). We
also ent ated the challenges facing election officials at all stages
of the election process.

Finally, we issued a capping report that included a framework for
evaluating election administration reform proposals.® Among other
things, we observed that the constitutional and operational division
of federal and state authority to conduct elections had resulted in
great variability in the ways that elections are administered in the
United States. We concluded that given the diversity and
decentralized nature of election administration, careful
consideration needed to be given to the degree of flexibility and the
planned time frames for implementing new initiatives. We also
concluded that in order for election administration reform to be
effective, reform proposals must address all major parts of our
election system—its people, processes, and technology-—which are
interconnected and significantly affect the election process. And
finally, we provided an analytical framework for the Congress to
consider in deciding on changes to the overall election process.

The Help America Vote Act Was Enacted to Strengthen the Overall Election Process

Enacted by the Congress in October 2002, the Help America Vote
Act of 2002 addressed a range of election issues, including the lack
of explicit federal (statutory) responsibility for developing and
maintaining standards for electronic voting systems and for testing
voting systems against standards.

With the far-reaching goal of improving the election process in every
state, the act affects nearly every aspect of the voting process, from
voting technology to provisional ballots, and from voter registration
to poll worker training. In particular, the act established a program

* 1.8, General A ing Office, Elections: A Fi for Evaluating Reform
Proposals, GAO-02-90 (Washington, D.C.: Oct. 15, 2001).
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to provide funds to states to replace punch card and lever machine
voting equipment,”* established the EAC to assist in the
administration of federal elections and provide assistance with the
administration of certain federal election laws and programs, and
established minimum election administration standards for the
states and units of local government that are responsible for the
administration of federal elections. In January 2004, the
Congressional Research Service reported that disbursements to
states for the replacement of older equipment and election
administration improveraents totaled $649.5 million.”

The act specifically tasked the EAC to serve as a national '
clearinghouse and resource for compiling election information and
reviewing election procedures; for example, it is to conduct periodic
studies of election administration issues to promote methods of
voting and administration that are most convenient, accessible, and' -
easy to use for all voters. Other examples of EAC rwponsiblhnes
include

developing and adopting voluntary voting system guidelines, and
maintaining information on the experiences of states in
implementing the guidelines and operating voting systems;
testing, certifying, decertifying, and recertifying voting system
hardware and software through accredited laboratories;

making payments to states to help them improve elections in the
areas of voting systems standards, provisional voting and voting
information requirements, and computerized statewide voter
registration lists; and

making grants for research on voting technology improvements.

According to the act, reporting to the EAC will be the Technical
Guidelines Development Committee, which will make

'8 The General Services inistration (GSA) is ible for 2 i grants to the
states to replace punch card systems and lever hi ing states, i
providing payments for general election administration lmpmvemems to states that apply
for funds to replace voting equipment.

¥ Kevin J. Colernan and Bric A. Fischer, Elections Reform: Overview and Issues,
Congressional Research Service RS20898 (Washington, D.C.: Jan. 21, 2004).
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recommendations on voluntary voting system guidelines. The
National Institute of Standards and Technology (NIST) will provide
technical support to the development committee, and the NIST
Director will serve as its chairman.

In December 2003, the EAC commissioners were appointed, and the
EAC began operations in January 2004. According to the
commission chairman, the EAC's fiscal year 2004 budget is $1.2
million, and its near-term plans focus on complying with
requirements established in HAVA. In that regard, the EAC issued its
first annual report to the Congress in April of this year on the status
of election administration reform. The EAC also plans to issue best
practices guidelines in July 2004 to increase the reliability of voting
equipment and systems for the November 2004 elections. The
guidelines also include guidance on recruiting and training poll
workers. The commission’s longer term pians include updating the
vohintary voting system guidelines and improving the process for
independent testing of voting systems. Toward this end, the EAC's
Technical Guidelines Development Committee recently held its first
meeting to develop a plan to update voluntary voting systerm
guidelines. According to some commissioners, current operations
are constrained by a lack of persons in key staff positions, including
the Executive Director, General Counsel, and Inspector General.

Electronic Voting Systems Fall into Two Primary Categories

In the United States today, most votes are cast and counted by one
of two types of electronic voting systerms: optical scan and direct
recording electronic (DRE). Two older voting technologies were
also used in the 2000 elections: punch card equipment (used by
about 31 percent of registered voters in 2000 and expected to be
used by 19 percent in 2004) and mechanical lever voting machines
{used by about 17 percent of registered voters in 2000 and expected
to be 13 percent in 2004). " These equipment types are being

** Figures for the 2000 and 2004 elections are according to Election Data Services, inc.
Election Data Services, Inc., is a political ing firm jalizing i districti
election administration, and the analysis and presentation of census and political data.
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Optical Scan Systems

replaced as required by provisions established in HAVA.® In
addition, for a small minority of registered voters, votes are cast and
counted manually on paper ballots.”

Optical scan voting systems use electronic technology to tabulate
paper ballots. Although optical scan technology has been in use for
decades for such tasks as scoring standardized tests, it was not
applied to voting until the 1980s. In 2000, about 31 percent of
registered voters voted on optical scan systems. In the 2004 election,
according to Election Data Services, Inc., about 32 percent of
registered voters will use optical scan voting equipment.

For voting, an optical scan system is made up of computer-readable
ballots, appropriate marking devices, privacy booths, and a
computerized tabulation device. The ballot, which can be of various
sizes, lists the names of the candidates and the issues. Voters record
their choices using an appropriate writing instrument to fill in boxes
or ovals, or to complete an arrow next to the candidate’s name or
the issue. The ballot includes a space for write-ins to be placed
directly on the ballot.

Optical scan ballots are tabulated by optical-mark-recognition
equipment (see fig. 1), which counts the ballots by sensing or
reading the marks on the ballot. Ballots can be counted at the
polling place——this is referred to as precinct-count optical scan®—or

' Pub, L. 107-252, Sec. 102, provides federal funds to states for the systematic removal and
replacement of punch card voting systems and lever voting systems in time for the
regularly scheduled general election for federal offices to be held in November 2004; states
that receive a certified waiver may extend their replacement time frare until the first
election for federal office after January 1, 2006,

* We reported that about 1 percent of registered voters used manually counted paper
baliots in the 2000 elections. Election Data Services, Inc., reports that about 0.6 percent will
use this method in the 2004 elections.

? Precinct-count optical scan equipment sits on a ballot box with two compartrients for
scanned ballots—one for accepted ballots (i.e,, those that are properly filled out) and one
for rejected ballots (i.e., blank ballots, ballots with write-ins, or those accepted because of
a forced override). In addition, an auxiliary compartment in the ballot box is used for
storing ballots if an emergency arises (e.g,, loss of power or machine failure) that prevents
the ballots from being scanned.
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at a central location. If ballots are counted at the polling place,
voters or election officials put the ballots into the tabulation
equipment, which tallies the votes; these tallies can be captured in
removable storage media that are transported to a central tally
location, or they can be electronically transmitted from the polling
place to the central tally location. If ballots are centrally counted,
voters drop ballots into sealed boxes, and election officials transfer
the sealed boxes to the central location after the polls close, where
election officials run the ballots through the tabulation equipment.

Figure 1: Precinct-Count Optical Scan Tabulator and Centrai-Count Optical Scan
Tabulator

A, Precinct-count opucal scanner.
8. Centrat-count optical scanner.

€. Detail showing batiot feed for
central-count scanner.

Bourca: Equipment vendots.

Software instructs the tabulation equipment to assign each vote (i.e.,
to assign valid marks on the ballot to the proper candidate or issue).
In addition to identifying the particular contests and candidates, the
software can be configured to capture, for example, straight party
voting and vote-for-no-more-than-N contests. Precinct-based optical
scanners can also be programmed to detect overvotes (where the
voter votes for two candidates for one office, for example,
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invalidating the vote) and undervotes (where the voter does not vote
for all contests or issues on the ballot) and to take some action in
response (rejecting the ballot, for instance). In addition, optical scan
systems often use vote-tally software to tally the vote totals frorma
one or more vote tabulation devices.

If election officials program precinct-based optical scan systems to
detect and reject overvotes and undervotes, voters can fix their
mistakes before leaving the polling place. However, if voters are
unwilling or unable to correct their ballots, a poll worker can
manually override the program and accept the ballot, even though it
has been overvoted or undervoted. If ballots are tabulated centrally,
voters do not have the opportunity to correct mistakes that may
have been made.

Direct Recording Electronic Systems

First introduced in the 1970s, DREs capture votes electronically,
without the use of paper ballots. In the 2000 election, about 12
percent of voters used this type of technology. In the 2004 election,
according to Election Data Services, Inc., about 29 percent of
registered voters will use this voting technology.

DREs come in two basic types, pushbutton or touchscreen, the
pushbutton being the older technology; during the 2000 elections,
pushbutton DREs were the most prevalent of the two types. The two
types vary considerably in appearance (see fig. 2). Pushbutton DREs
are larger and heavier than touchscreens.
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Figure 2: DRE P and DRE T

A, Fulldace pushbution DRE.

B, Detall of pushbutton DRE.
Volet pushes Dutton 1o umingte ’

€. Touchseraen DRE.

Pushbutton and touchscreen units also differ significantly in the way
they present ballots to the voter. With the pushbutton, all ballot
information is presented on a single “full-face” ballot. For example,
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a ballot may have 50 buttons on a 3 by 3 foot ballot, with a candidate
or issue next to each button. In contrast, touchscreen DREs display
the ballot information on an electronic display screen. For both
pushbutton and touchscreen types, the ballot inforration is
programmed onto an electronic storage medium, which is then
uploaded to the machine. For touchscreens, ballot information can
be displayed in color and can incorporate pictures of the candidates.
Because the ballot space on a touchscreen is much smaller than on
a pushbutton machine, voters who use touchscreens must page
through the ballot information. Both touchscreen and pushbutton
DRESs can accommodate multilingual ballots,

Despite the differences, the two types have some similarities, such
as how the voter interacts with the voting equipment. For
pushbuttons, voters press a button next to the candidate or issue,
which then lights up to indicate the selection. Similarly, voters using
touchscreens make their selections by touching the screen next to
the candidate or issue, which is then highlighted. When voters are
finished making their selections on a touchscreen or a pushbutton
DRE, they cast their votes by pressing a final “vote” button or
screen. Until they hit this final button or screen, voters can change
their selections. Both types allow voters to write in candidates.
While most DREs allow voters to type write-ins on a keyboard, some
pushbutton types require voters to write the name on paper tape
that is part of the device.

Although DRESs do not use paper ballots, they do retain permanent -
electronic images of all the ballots, which can be stored on various
media, including internal hard disk drives, flash cards, or memory
cartridges. According to vendors, these ballot images, which can be
printed, can be used for auditing and recounts.

Some of the newer DREs use smart card technology as a security
feature. Smart cards are plastic devices—about the size of a credit
card—that use integrated circuit chips to store and process data,
much like a computer. Smart cards are generally used as a means to
open polls and to authorize voter access to ballots. For instance,
smart cards on some DREs store program data on the election and
are used to help set up the equipment; during setup, election
workers verify that the card received is for the proper election.
Other DREs are programmed to automatically activate when the
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voter inserts a smart card; the card brings up the correct ballot onto .
the screen. In general, the interface with the voter is very similar to
that of an automatic teller machine. -

Like optical scan devices, DREs require the use of software to
program the various ballot styles and tally the votes, whichis
generally done through the use of memory cartridges or other
media. The software is used to generate ballots for each precinct
within the voting jurisdiction, which includes defining the ballot
layout, identifying the contests in each precinct, and assigning
candidates to contests. The software is also used to configure any
special options, such as straight party voting and vote-for-no-more-
than-N contests. In addition, for pushbutton types, the software
assigns the buttons to particular candidates and, for touchscreens,
" the software defines the size and location on the screen where the

voter makes the selection. Vote-tally software is often used to tally
. the vote totals from one or more units.

DREs offer various configurations for tallying the votes. Some
contain removable storage media that can be taken from the voting
device and transported to a central location to be tallied. Others can
be configured to electronically transmit the vote totals from the
polling place to a central tally location.

DREs are designed not to allow overvotes; for example, if a voter
selects a second choice in a two-way race, the first choice is
deselected. In addition to this standard feature, different types offer
a variety of options, including many aimed at voters with
disabilities, that jurisdictions may choose to purchase. In our 2001
work, we cited the following features as being offered in some
models of DRE:

A “no-vote” aption. This option helps avoid urintentional
undervotes. This provides the voter with the option to select “no
vote {or abstain)” on the display screen if the voter does not want to
vote on a particular contest or issue.

A “review” feature. This feature requires voters to review each page
of the ballot before pressing the button to cast the vote.

Visual enhancements. Visual enhancements include color
highlighting of ballot choices, candidate pictures, etc.
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o Accommodations for voters with disabilities. Examples of options
for voters who are blind include Braille keyboards and audio
interfaces.? At least one vendor reported that its DRE
accommodates voters with neurological disabilities by offering head
rmovement switches and “sip and puff” plug-ins.® Another option is
voice recognition capability, which allows voters to make selections
orally. -

« An option to recover spoiled ballots. This feature allows voters to
recast their votes after their original ballots are cast. For this option,
every DRE at the poll site would be connected to a local area.
network. A poll official would void the original “spoiled” ballot
through the administrative workstation that is also connected to the
local area network. The voter could then cast another ballot.

« An option to provide printed receipts. In this case, the voter would
receive a paper printout or ballot when the vote is cast. This feature
is intended to provide voters and/or election officials with an
opportunity to check what is printed against what isrecorded and
displayed. It is envisioned that procedures would be in place to
retrieve the paper receipts from the voters so that they could not be
used for vote selling. Some DREs also have an infrared “presence
sensor” that is used to control the receipt printer in the event the
voter is allowed to keep the paper receipt; if the voter leaves
without taking the receipt, the receipt is pulled back into the printer,

Expanded Use of Electronic Voting Systems Has Raised Concerns

As older voting equipment has been replaced with newer electronic
voting systems over the last 2 years, the debate has shifted from
hanging chads and butterfly ballots to vulnerabilities associated
with DREs. Problems with these devices in recent elections have
arisen in various states. For example:

2, di

for national adr y groups for people with disabilities,
only a small pe:cemage of blind peaple have the Braille proficiency needed to vote using a

Braille baliot.
% Using a mouth-held straw, the voter issues swmch commands—hard puff hard sip, soft
puff, and soft sip—to provide signals or i to the voting
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« Six DRE units used in two North Carolina counties lost 436 ballots
cast in early voting for the 2002 general election because of a
software problem, according 10 a February 9, 2004, report in Wired
News. The manufacturer said that problems with the firmware of its
touchscreen machines led to the lost ballots. The state was trying
out the machines in early voting to determine if it:wanted to switch
from the optical scan machines it already owned to the new
touchscreen systems.

“s According to a January 2004 report in Wired News, blank ballots
were recorded for 134 voters who signed in and cast ballots in
Broward County, Florida. These votes represented about 1.3 percent
of the more than 10,000 people who voted in the race for a state
house representative,

« USA Today reported that four California counties suffered from
problems with DREs in 2 March 2004 election, including miscounted
ballots, delayed polling place openings, and incorrect ballots. In San
Diego County, about one-third of the county’s polling places did not
open on time because of battery problems caused by a faulty power
switch.

Additionally, serious questions are being raised about the security of
DREs. Some state that their use could compromise the integrity of
the election process and that these devices need auditing
mechanisms, such as receipt printers that would provide a paper
audit trail and allow voters to confirm their choices.” Among these
critics are computer scientists, citizens groups, and legislators.

For example, computer scientists from Johns Hopkins and Rice
Universities released a security analysis of software from a DRE of a
major vendor, concluding that the code had serious security flaws
that could permit tampering.® Other computer scientists, while

u Universi science David Dill was reported as saying “All of
this just underscores the need for voting machines to have a paper trail.” Dill runs Verified
Voting, a group that is urging election officials and legislators to mandate voter-verified
paper ballots as audit tools.

* ‘Tadayoshi Kohno, Adam Stubblefield, Aviel D. Rubin, and Dan S. Wallach, Analysis of an

Electronic Voting System, Johns Hopkins University Information Security Institute, TR-
2003-19 (July 2003).
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agreeing that the code contained security flaws, criticized the study
for not recognizing how standard election procedures can mitigate
these weaknesses. Following the Johns Hopkins and Rice study, the
State of Maryland contracted with both SAIC and RABA
Technologies to study the same DRE equipment. The SAIC study
found that the equipment, as implemented in Maryland, poses a
security risk.” Similarly, RABA identified vulnerabilities associated
with the equipment.” An earlier Caltech/MIT study® noted that
despite security strengths of the election process in the United
States,” current trends in electronic voting are weakening those
strengths and introducing risks; according to this study, properly
designed and implemented electronic voting systems could actually
improve, rather than diminish, security.

Citizen advocacy groups are also taking action, For example,
according to an April 21, 2004, press release from the Campaign for
Verifiable Voting in Maryland, the group filed a lawsuit against the
Maryland State Board of Elections to force election officials to
decertify the DRE machines used in Maryland until the
manufacturer remedies security vulnerabilities and institutes a
paper audit trail.

Legislators and other officials are also responding to the issues. In at
least 20 states, according to the Associated Press, legislation has
been introduced requiring a paper record of every vote cast®
Following the problems in California described above, the California

% Scienc ications ional Corporation, Risk 4 Report, SAIC-6009-
2008261 (Sept. 2, 2003).

* RABA Technologies, LLC, Trusted Agent Report (Jan. 20, 2004).

* Caltech/MIT Voting Technoloy Project, Voting: What!s, What Could Be (July 2001).
(http/fwww.vote. caltech. tval)

* These strengihs include the openness of the elecuon process, w}uch permits observahon
of counting and other aspects of election s the d of el and
the dxvzs:on among different levels of govemmem and groups of people; equipment that

“redundant trusted " of votes; and the public nature and control of the
elechon process.

* Rachel Konrad, Legisl: Wary of £l ic Voting, The A iated Press (Apr. 24,
2004).
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Secretary of State banned the use of one model of touchscreen
DREs and conditionaily decertified other similar models. According
o the New York Times, these models represented 14,000 and 28,000
units, respectively.® The Secretary recommended that the state
Attorney General consider taking civil and criminal action against
the manufacturer for “fraudulent actions.” The decision followed the
recommendations of the state's Voting Systems and Procedures
Panel, which urged the Secretary of State to prohibit the four
counties that experienced difficulties from using their touchscreen
units in the November 2004 election. The panel reported that the
raanufacturer did not obtain federal approval of the model used in
the four affected counties and installed software that had not been
approved by the Secretary of State. It also noted that problems with
. the systems prevented an unspecified number of voters from casting
ballots. In addition, two California state senators drafted a bill to
prohibit the use of any DRE voting system without a paper trail in
* the 2004 general election; they planned to introduce the bill if the
Secretary of State did not act.® In June 2004, the Secretary of State
proposed standards for the creation and testing of paper trails for
electronic voting systems.

At the federal level, several bills have been introduced in response
to concerns about electronic voting technology. One of the bills,®
the Voter Confidence and Increased Accessibility Act of 2003 (H.R.
2230), if enacted, would require that voting machines used in
elections for federal office produce paper audit trails so that voters
and election officials can check accuracy.® Among other provisions,

% John Schwartz, “High-Tech Voting Is Banned in California,” New York Times (May 1,
2004).

2 Tim Reiterman, Stuart Pfeifer, and Jean O. Pasco, “State Is Urged to Ban Vote Machine,”
Los Angeles Times (Apr. 24, 2004).

B Other related measures include S 1986, Protecting American Democracy Act of 2003;

S 2045, Secure and Verifiable Electronic Voting Act of 2004; 52313, Restore Elector

Confid in Our Repr ive Di Act of 2004; and § 2437, Voting Integrity and
Verification Act of 2004,

¥ & companion to this bill in the Senate is S 1980.
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the bill would also ban the use of undisclosed software® and -
wireless communications devices in voting systems.

Some of the concerns regarding DREs were raised at a public.
hearing held by the EAC on May 5, 2004. The purpose of the hearing
was to permit the EAC to receive information on the use, security,
and reliability of electronic voting devices. It included panels of
technology and standards experts, vendors of voting systems, state
election administrators, and citizen advocacy groups, One expert
testified that electronic voting systems are flawed because they do
not permit voters to verify that their votes were recorded correctly
and they do not permit a public vote count. Others stated that the
systems can be made secure only by the addition of a voter-
verifiable paper ballot. On the other hand, the election
administrators on the panel described positive experiences with
DREs, and representatives of voters with disabilities supported the
use of DREs because of their accessibility features.®

Despite Their Vital Role, Voting Systems Are Only One Aspect of the
Larger Election Process

Electronic voting systems represent one of many important
components in the overall election process. This process is made up
of several stages, with each stage consisting of key people, process,
and technology variables. Many levels of government are involved,
including over 10,000 jurisdictions with widely varying
characteristics.

* The bill states that any voting system ining or using shall disclose the
source code of that software to the EAC, and the EAC shall make that source code
available for inspection, upon reguest, to any citizen.

* Following this hearing, which focused on DRE voting systems, the EAC held a second
hearing on June 3, 2004, to focus on three other voting technologies: punch card and lever

machines and optical scan voting i ‘The hearing b
p , and ith issues iated with these systems. A major emphasis of the
hearing was to identify practices that could be published and used by local election

officials in preparation for the election of November 2, 2004.
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In the U.S. election process, all levels of government share
responsibility. At the federal level, the Congress has authority under
the Constitution to regulate presidential and congressional elections
and to enforce prohibitions against specific discriminatory practices
in all elections—federal, state, and local.” It has passed legislation
affecting the administration of state elections that.addresses voter
registration,® absentee voting,* accessibility provisions for the
elderly and handicapped,® and prohibitions against discriminatory
practices.” The Congress does not have general constitutional
authority over the administration of state and local elections.

At the state level, the states are responsible for the administration of
both their own elections and federal elections. States regulate the
election process, including, for example, adoption of voluntary
voting system guidelines, testing of voting systems, ballot access,
registration procedures, absentee voting requir X

- establishment of voting places, provision of election day workers,
and counting and certification of the vote. In fact, the U.S. election
process can be seen as an assemblage of 51 somewhat distinet
election systems—those of the 50 states and the District of
Columbia. '

Further, although election policy and procedures are legislated
primarily at the state level, states typically have decentralized this
process so that the details of administering elections are carried out
at the city or county levels, and voting is done at the local level. As
we reported in 2001, local election jurisdictions number more than
10,000, and their size varies enormously—from a rural county with

 Por more information on the role of the federal government in the administration of
elections, see U.S. General Accounting Office, Elections: The Scope of Congressional
honity in Election Admir jon, GAO- 01-470 (Washington, D.C.: Mar. 13, 2001).

* Natjonal Voter Registration Act of 1993, ly Joiown as the “Motor Voter” Act; 42
U.S.C. 1973gg to 1973gg-10.

* Uniformed and Overseas Citizens Absentee Voting Act (1586); 42 U.S.C. 197311 to 197385
6.

“ Yoting Accessibility for the Elderly and Handicapped Act (1984); 42 U.S.C. 1973¢e to
1973ee-6.

# Voting Rights Act of 1065, 42 U.5.C. 1073 to 1973bb-1.
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about 200 voters to a large urban county such as Los Angeles
County, where the total nuraber of registered voters for the 2000
elections exceeded the registered voter totals in 41 states.

The size of a voting jurisdiction significantly affects the complexity
of planning and conducting the election, as well as the method used
to cast and count votes. In our 2001 work, we quoted the chief
election official in a very large voting jurisdiction: “the logistics of
preparing and delivering voting supplies and equipment to the
county's 4,963 voting precincts, recruiting and training 25,000
election day poll workers, preparing and mailing tens of thousands
of absentee ballot packets daily and later signature verifying,
opening and sorting 521,180 absentee ballots, and finally, counting
2.7 million ballots is extremely challenging.”

The specific nature of these challenges is affected by the voting
technology that the jurisdiction uses. For example, jurisdictions
using DRE systems may need to manage the electronic transmission
of votes or vote counts; jurisdictions using optical scan technology
need to manage the paper ballots that this technology reads and
tabulates. Jurisdictions using optical scan technology may also need
to manage electronic transmissions if votes are counted at various
locations and totals are electronically transmitted to a central tally
point.

Another variable is the diversity of languages within a jurisdiction.
In November 2000, Los Angeles County, for instance, provided
ballots in Spanish, Chinese, Korean, Vietnamese, Japanese, and
Tagalog, as well as English. No matter what technology is used,
jurisdictions may need to provide ballot translations; however, the
logistics of printing paper materials in a range of languages, as
would be required for optical scan technology, is different from the
logistics of programming translations into DRE units.

Some states do have statewide election systems so that every voting
jurisdiction uses similar processes and equipment, but others do
not. For instance, we reported in 2001 that in Pennsylvania, local
election officials told us that there were 67 counties and
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consequently 67 different ways of handling elections.” In some . -
states, state law prescribes the use of common voting technology
throughout the state, while in other states local election officials
generally choose the voting technology to be used in their precincts,
often from a list of state-certified options.

Whatever the jurisdiction and its specific characteristics,
administering an election is a year-round activity, involving varying
sets of people to carry out processes at different stages. These
stages generally consist of the following:

Voter registration. Among other things, local eléction officials
register eligible voters and maintain voter registration lists,
including updates to registrants’ information and deletions of the
names of registrants who are no longer eligible to vote.

Absentee and early voting. This type of voting allows eligible
persons to vote in person or by mail before election day. Election
officials must design ballots and other systems to permit this type of
voting, as well as educating voters on how to vote by these methods.
The conduct of an election. Election administration includes
preparation before election day, such as local election officials
arranging for polling places, recruiting and training poll workers,
designing ballots, and preparing and testing voting equipment for
use in casting and tabulating votes, as well as election day activities,
such as opening and closing polling places and assisting voters to
cast votes.

Vote counting. At this stage, election officials tabulate the cast
ballots; determine whether and how to count ballots that cannot be
read by the vote counting equipment; certify the final vote counts;
and perform recounts, if required.

As shown in figure 3, each stage of an election involves people,
processes, and technology. .

“GAC-023,
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Figure 3: Stages of Election Process

People

Technology 4

Process Registration §

Vote counting
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Electronic voting systems are primarily involved in the last two
stages, during which votes are cast and counted. However, the type
of system that a jurisdiction uses may affect earlier stages. For
example, in a jurisdiction that uses optical scan systems, paper
ballots like those used on election day may be mailed in the
absentee voting stage. On the other hand, a jurisdiction that uses
DRE technology would have to make a different provision for
absentee voting.

Electronic Voting Systems’ Performance Can Be Judged on Several

Attributes

Although the current debate concerning electronic voting systems
primarily relates to security, other factors affecting election
administration are also relevant in evaluating these systerms.
Ensuring the security of elections is essential to public confidence
and election integrity, but officials choosing a voting system must
also consider other performance factors, such as accuracy, ease of
use, and efficiency, as well as cost. Accuracy refers to how
frequently the equipment completely and correctly records and
counts votes; ease of use refers to how understandable and
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accessible the equipment is to a diverse group of voters and to . -
election workers; and efficiency refers to how quickly a given vote
can be cast and counted. Finally, equipment's life-cycle cost versus
benefits is an overriding practical consideration.

Security .
In conducting elections, officials must be able to assure the public
that the confidentiality of the ballot is maintained and fraud
prevented. In providing this assurance, the people, processes, and
technology involved in the election system all play a role: the
security procedures and practices that jurisdictions implement, the
security awareness and training of the election workers who
execute them, and the security features provided by the systems,

Election officials are responsible for establishing and managing .
privacy and security procedures to protect against threats to the
integrity of elections.® These security threats include potential
modification or loss of electronic voting data; loss, theft, or
modification of physical ballots; and unauthorized access to
software and electronic equipment. Physical access controls are
required for securing voting equipment, vote tabulation equipment,
and ballots; software access controls (such as passwords and
firewalls*) are required to limit the number of people who can
access and operate voting devices, election management software,
and vote tabulation software. In addition, election processes are
designed to ensure privacy by protecting the confidentiality of the
vote: physical screens are used around voting stations, and poll -
workers are present to prevent voters from being watched or

coerced while voting.

“ We have described an eff security program as including, at a mini
(1) assigning responsibility for secum;y, [e3) assessmg security risks and vulnerabilities and
implementing both manual and based security to prevent or counter

these risks, and (3) periodically reviewing the controls to ensure t.heu' appropnar.enss For
more information, see U.S. General A
Security Management, GAO/AIMD-98-68 (Washmgton, D.C.: May 1993)

* A firewall is a hardware or software cumponent that prowcts computers or networks
from attacks by outside network users by bl and ch all i traffic.
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Exémples of security controls that are embedded in the technology
include the folowing:

Access controls. Election workers may have o enter nser names
and passwords to access voting systems and software, so that only
authorized users can make modifications. On election day, voters
may need to provide a smart card or token® to DRE units.

Encryption. To protect the confidentiality of the vote, DREs use
encryption technology to scramble the votes cast so that the votes
are not stored in the same order in which they were cast. In
addition, if vote totals are electronically transmitted, encryption is
used to protect the vote count from compromise by scrambling it
before it is transmitted over telephone wires and unscrambling it
once it is received.
Physical controls. Hardware locks and seals protect against
unauthorized access to the voting device once it has been prepared
- for the election (e.g., once the vote counter is reset, the unit is
tested, and ballots are prepared).
Audit trails. Audit trails provide documentary evidence to recreate
election day activity, such as the number of ballots cast (by each
ballot configuration or type) and candidate vote totals for each
contest. Audit trails are used for verification purposes, particularly
in the event that a recount is demanded. With optical scan systems,
the paper ballots provide an audit trail. Since not all DREs provide a
paper record of the votes, election officials may rely on the
information that is collected by the DRE’s electronic memory. Part
of the debate over the assurance of integrity that DREs provide
revolves around the reliability of this information.
Redundant storage. Redundant storage media in DREs provide
backup storage of votes cast or vote counts to facilitate recovery of
voter data in the event of power or system failure.

The particular features offered by DRE and optical scan equipment
differ by vendor make and model as well as the nature of the
technology. DREs generally offer most of the features, but there is

* In security systems, a token is small device that displays a constantly changing
identification code; smart cards may perform a similar function,
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Accurac&

debate about the implementation of these features and the adequacy
of the access conirols and audit trails that this technology provides.
If DREs use tokens or smart cards to authenticate voters, these
tokens must also be physically protecied and may require software
security protection. For optical scan systems, redundant storage
media may not be required, but software and physical access
controls may be associated with tabulation equipment and software,
and if vote tallies are transmitted electronically, encryption may also
be used. In addition, since these systems use paper ballots, the audit
trail is clearer, but physical access to ballots after they are cast must
be controlled. The physical and process controls used to protect
paper ballots include ballot boxes as well as thé procedures
implemented to protect the boxes if they need to be transported, to
tabulate ballots, and to store counted ballots for later auditing and
possible recounts,

Ensuring that votes are accurately recorded and tallied is an
essential attribute of any voting equipment. Without such assurance,
both voter confidence in the election and the integrity and
legitimacy of the outcome of the election are at risk. The importance
of an accurate vote count increases with the closeness of the
election, Both optical scan and DRE systems are claimed to be
highly accurate. In 2001, our vendor survey showed virtnally no
differences in vendor representations of the accuracy of DRE and
optical scan voting equipment, measured in terms of how accurately
the equipment counted recorded votes.* Vendors of optical scan
equipment reported accuracy rates of between 99 and 100 percent,
with vendors of DREs reporting 100 percent accuracy.

As we reported in 2001, although 96 percent of local election
Jjurisdictions were satisfied with the performance of their voting
equipment during the 2000 election, according to our mail survey,
only about 48 percent of jurisdictions nationwide collected data on

¥ GA0023.
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the accuracy of their voting equipment for the election.” Further, it
was unclear whether jurisdictions actually had meaningful
performance data. Of those local election jurisdictions that we
visited that stated that their voting equipment was 100 percent
accurate, none was able to provide actual data to substantiate these
statements. Similarly, according to our mail survey, only about 51
percent of jurisdictions collected data on undervotes, and about 47
percent collected data on overvotes for the November 2000
election.”

Although voting equipment may be designed to count votes as
recorded with 100 percent accuracy, how frequently the equipment
counts votes as intended by voters is a function not only of
equipment design, but also of the interaction of people and
processes. These people and process factors include whether, for
example,

technicians have followed proper procedures in testing and .
maintaining the system,

voters followed proper procedures when using the system,
election officials have provided voters with understandable
procedures to follow, and

poll workers properly instructed and guided voters.

As indicated earlier, various kinds of errors can lead to voter
intentions not being captured when bailots are counted. Avoiding or
compensating for these errors may involve solutions based on
technology, processes, or both. For example, DREs are designed to
prevent overvoting; however, overvoting can aiso be prevented by a
procedure to check optical scan ballots for overvotes before the
voter leaves the polls, which can be accorplished by a precinct-
based tabulator or by other means.

1 GAO-02-3. Confidence intervals were calculated at the 85 percent confidence level,
Unless otherwise noted, all estimates from GAQ’s mail survey have a confidence interval of
plus or reinus 4 percentage points or less; all estimates from GAO's telephone survey have
a confidence interval of plus or minus 11 percentage points or less.

“ DRESs do not allow overvotes, so the figure for overvotes does not include jurisdictions
that used DREs,
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Ease of Use

Efficiency

Like accuracy, ease of use (or user friendliness) largely depends on
how voters interact with the voting system, physically and
intellectually. This interaction, commonly referred to as the
human/machine interface, is a function of the system design, the
processes established for its use, and user education and training.
Among other things, how well jurisdictions design ballots and
educate voters on the use of voting equipment affects how easy
voters find the system to use. In the 2000 elections, for example,
ballots for some optical scan systems were printed on both sides, so
that some voters failed to vote one of the sides. This risk could be
mitigated by clear ballot design and by explicit instructions, whether
provided by poll workers or voter education materials. Thus, ease of

. use affects accuracy (i.e., whether the voter’s intent is captured),

and it can also affect the efficiency of the voting process (confused
voters take longer to vote).

Accessibility to diverse types of voters, including those with
disabilities, is a further aspect of ease of use. As described earlier,
DREs offer more options for voters with disabilities, as they can be
equipped with a number of aids to voters with disabilities. However,
these options increase the expense of the units, and not all
Jjurisdictions are likely to opt for them. Instead of technological
solutions, jurisdictions may establish special processes for voters
with disabilities, such as allowing them to be assisted to cast their
votes; this workaround can, however, affect the confidentiality of
the vote.

Efficiency-—the speed of casting and tallying votes—is an important
consideration for jurisdictions not only because it influences voter
waiting time and thus potentially voter turnout, but also because it
affects the number of voting systems that a jurisdiction needs to
acquire and maintain, and thus the cost.

Efficiency can be measured in terms of the number of people that
the equipment can accommodate within a given time, how quickly
the equipment can count votes, and the length of time that voters
need to wait. With DREs, the vote casting and counting functions
are virtually inseparable, because the ballot is embedded in the
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voting equipment. Accordingly, for DREs efficiency is generally. -
measured in terms of the number of voters that each machine
accommodates on election day. In 2001, vendors reported that the
number of voters accommodated per DRE ranges from 200 to 1,000
voters per system per election day.

With optical scan systems, in contrast, vote casting and counting are
separate activities, since the ballot is a separate medium—a sheet of
paper or a computer card—which once completed is put into the
vote tabulator. As a result, the efficiency of optical scan equipment
is generally measured in terms of the speed of count (i.e., how
quickly the equipment counts the votes on completed ballots).
Complicating this measurement is the fact that efficiency differs
depending on whether central-count or precinct-based tabulators
are used. Central-count equipment generally counts more ballots per
hour because it is used to count the bailots for an entire jurisdiction,
rather than an individual polling site. For central-count optical scan
equipment, 10 vendors reported speed of count ranges from 9,000 to
24,000 ballots per hour. For precinct-count optical scan equipment,
vendors generally did not provide specific speed of count data, but
they stated that one machine is generally used per polling site.

Generalizations about the effect of technology on wait times are
difficult. In 2001, our mail survey found that 84 percent of
Jjurisdictions nationwide were satisfied with the amount of voter
wait time at the polling place during the November 2000 election,
but that 13 percent of jurisdictions considered long lines at the
polling places to be a major problem.”® However, we estimated that
only 10 percent of jurisdictions nationwide collected information on
the average amount of time that it took voters to vote. We were told
by some jurisdictions that the length of time voters must wait is
affected by ballots that include many races and issues. Some
Jjurisdictions reported that their ballots were so long that it took
voters a long time in the voting booth to read them and vote. As a
result, lines backed up, and some voters had to wait for over an hour
to cast their votes. Officials in one jurisdiction said that their voters
experienced long wait times in part because redistricting caused

* GAO-02:3.
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Cost

confusion among voters, who often turned up at the wrong poiling
places. As these examples show, the voting system used is not
always a major factor in voter wait times, However, processes that
do depend on the system may affect the time that a voter must
spend voting. For example, in precincts that use precinct-level
counting technology for optical scan ballots, voters may place their
ballots in the automatic feed slot of the tabulator. This process can
add to voting time if the tabulator is designed to reject ballots that
are undervoted, overvoted, or damaged, and the voter is given the
opportunity to correct the ballot.

. Generally, buying DRE units is more expensive than buying optical

scan systems. For a broad picture, consider the comparison that we
made in 2001 of the costs of purchasing new voting equipment for
local election jurisdictions based on three types of equipment:
central-count optical scan equipment, precinct-count optical scan
equipment, and touchscreen DRE units.” Based on equipment cost
information available in August 2001, we estimated that purchasing
optical scan equipment that counted ballots at a central location
would cost about $191 million.” Purchasing an optical scan counter
for each precinct that could notify voters of errors on their ballots
would cost about $1.3 billion. Purchasing touchscreen DRE units for
each precinct, including at least one unit per precinct that could
accommodate blind, deaf, and paraplegic voters, would cost about
$3 billion.

For a given jurisdiction, the particular cost involved will depend on
the requirements of the jurisdiction, as well as the particular
equipment chosen. Voting equipment costs vary among types of
voting equipment and among different manufacturers and models of
the same type of equipment. For example, in 2001, DRE touchscreen
unit costs ranged from $575 to $4,600. Similarly, unit costs for
precinct-count optical scan equipment ranged from $4,500 to $7,500.
Among other things, these differences can be attributed to

* GAO-023.
# Cost estimates include capital costs only.
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differences in what is included in the unit cost as well as differences
in the characteristics of the equipment.

In addition to the equipment unit cost, an additional cost for .
Jurisdictions is the software that operates the equipment, prepares
the ballots, and tallies the votes (and in some cases, prepares the
election results reports). Our vendor survey showed that although
some vendors included the software cost in the unit cost of the
voting equipment, most priced the sofiware separately. Software
costs for DRE and optical scan equipment could run as high as
$300,000 per jurisdiction. The higher costs were generally for the
more sophisticated software associated with eléction management
systems. Because the software generally supported numerous
equipment units, the software unit cost varied depending on the
number of units purchased or the size of the jurisdiction.

Other factors affecting the acquisition cost of voting equipment are
the number and types of peripherals required. In general, DREs
require more peripherals than do optical scan systems, which adds
to their expense. For example, some DREs require smart cards,
smart card readers, memory cartridges and cartridge readers,
administrative workstations, and plug-in devices (for increasing
accessibility for voters with disabilities). Touchscreen DREs may
also offer options that affect the cost of the equipment, such as
color versus black and white screens. In addition, most DREs and all
optical scan units require voting booths, and most DREs and some
precinct-based optical scan tabulators offer options for modems.
Precinct-based optical scan tabulators also require ballot boxes to
capture the ballots after they are scanned.

Once jurisdictions acquire the voting equipment, they must also
incur the cost to operate and maintain it, which can vary
considerably. For example, in 2001, jurisdictions that used DREs
reported a range of costs from about $2,000 to $27,000. Similarly,
most jurisdictions that used optical scan equipment reported that
operations and maintenance costs ranged from about $1,300 to
$90,000. The higher ends of these cost ranges generally related to
the larger jurisdictions. In fact, one large jurisdiction that used
optical scan equipment reported that its operating costs were
$545,000. In addition, the jurisdictions reported that these costs
generally included software licensing and upgrades, maintenance
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contracts with vendors, equipment replacement parts, and supply
Ccosts. .

For decisions on whether to invest in new voting equiprent, both
initial capital costs (i.e., cost to acquire the equipment) and long-
term support costs (i.e., operation and maintenance costs) are
relevant. Moreover, these collective costs (i.e., lifecycle costs) need
to be viewed in the context of the benefits the equipment will
provide over its useful life. It is advisable to link these benefits
directly to the performance characteristics of the equipment and the
needs of the jurisdiction.

Electronic Voting System Performance Depends on System Design
and Implementation

The performance of any information technology system, including
electronic voting systems, is heavily influenced by a nuraber of
factors, not the least of which is the quality of the system’s design
and the effectiveness with which the system is implemented in an
operational setting. System design and implementation, in turn, are
a function of such things as how well the system’s requirements are
defined, how well the system is tested, and how well the people that
operate and use the system understand and follow the procedures
that govern their interaction with it. Our work in 2001 raised
concerns about the FEC’s voting system standards, and showed that
practices relative to testing and implementation of voting systems
varied across states and local jurisdictions.

_Voting Systems Should Be Designed, Built, and Tested against Well-Defined Standards

Like that of any information technology product, the design of a
voting system starts with the explicit definition of what the system
is to do and how well it is to do it. These requirements are then
translated into design specifications that are used to develop the
system. Organizations such as the Department of Defense and the
Institute of Electrical and Electronics Engineers have developed
guidelines for various types of systems requirements and for the
processes that are important to managing the development of any
system throughout its life cycle. These guidelines address types of
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pro’duct requirements (e.g., functional and performance), as well as
docurmentation and process requirements governing the production
of the system.

In the case of voting systems, the FEC had assumed responsibility
for issuing standards that embodied these requirements, a
responsibility that HAVA has since assigned to the EAC. The FEC
standards are nevertheless still the operative standards until the
EAC updates them. These FEC-issued standards apply to system
hardware, software; firmware, and documentation,” and they span
prevoting,® voting,* and postvoting activities.® They also address,
for example, requirements relating to system security; system
accuracy and integrity; system auditability; system storage and
maintenance; and data retention and transportation, In addition to
" these standards, some states and local jurisdictions have specified
their own voting system requirements.

In 2001, we cited a number of problems with the FEC-issued voting
system standards, including missing elements of the standards.
Accordingly, we made recommmendations to improve the standards.
Subsequently, the FEC approved the revised voting system
standards on April 30, 2002. According to EAC commissioners with
whom we spoke, the commission has inherited the FEC standards,
but it plans to work with NIST to revise and strengthen them.

To ensure that systems are designed and built in conformance with
applicable standards, our work in 2001 found that three levels of

L Systerns are all those intended for preparing the voting system for use in an election;
producing the appropriate ballot formats; testing that the voting systern and ballot
materials have been properly prepared and are ready for use; recording and counting votes;
idating and reporting results; di ing results or site or remotely; and maintaining
and producing audit trail § 3

o Prevoting operations include ballot preparation; the preparation of election-specific
software or fumiware; the production of ballots or ballot pages; the installation of ballots
and ballot counting software or firmware; and system and equipment tests.

™ Voting operations include ali i at the polling place by voters and
officials, including the ton of status

% postvoting operations inclnde closing the polling place; obtaining reports by voting
machine, polling place, and precinct (for central t systems); ini i d
reports; and obtaining reports of audit trails.
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tests are generally performed: qualification tests, certification tests,
and acceptance tests. For voting systems, the FEC-issued standards
called for qualification testing to be performed by independent
testing authorities. According to the standards, this testing is to
ensure that voting systems comply with both the FEC standards and
the systems’ own design specifications. State standards define
certification tests, which the states generally perform to determine
how well the systeras conform to individual state laws,
requirements, and practice.” Finally, state and local standards define
acceptance testing, performed by the local jurisdictions procuring
the voting systems. This testing is to determine whether the
equipment, as delivered and installed, satisfies all the jurisdiction’s
functional and performance requirements. Beyond these levels of
testing, jurisdictions also perform routine maintenance and
diagnostic activities to further ensure proper system performance
on election day. X

Our 2001 work found that the majority of states (38) had adopted

the FEC standards then in place,” and thus these states required that
the voting systems used in their jurisdictions passed qualification
testing.® In addition, we reported that qualified voting equipment
had been used in about 49 percent (7 percentage points) of
jurisdictions nationwide that used DREs and about 46 percent (£7
percentage points) of jurisdictions nationwide that used optical scan
technology. However, about 46 percent (£5 percentage points)
reported that they did not know whether their equipment had been
qualified.

* States and local jurisdictions may use the dards to baseline the minimum functional
and performance requirements but may also impose other requirements to meet their
needs (such as the type and number of languages that equipment should support, how a
ballot needs to appear on a DRE screen, or options that allow persons with various types of
disabilities to vote).

" As of April 2004, the District of Columbia and 42 out of 50 states have regulations that
require voting systems to meet federal standards, according to the Election Reform
Information Project of the University of Richmond.

* However, because the standards were not published until 1990 and the qualification
testing program was not established until 1994, we judged in 2001 that many jurisdictions
were probably using voting i that did not underg i ion testing.
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As we reported in 2001, 45 states and the District of Columbia told
us that they had certification testing programs, and we estimate
from our mail survey that about 90 percent of jurisdictions used
state-certified voting equipment in the 2000 national election.® In
addition, we reported that most of the jurisdictions that had recently
bought new voting equipment had conducted some form of
acceptance testing. However, the processes and steps performed
and the people who performed them varied. For example, in one
Jjurisdiction that purchased DRES, election officials stated that
testing consisted of a visual inspection, power-up, opening of polls,
activation and verification of ballots, and closing of polls. In
contrast, officials in another jurisdiction stated that they relied
entirely on the vendor to test their DREs. In jurisdictions that used
. optical scan equipment, acceptance testing generally consisted of
running decks of test cards. For example, officials from one
jurisdiction stated that they tested each unit with the assistance of
* the vendor using a vendor-supplied test deck.

Our 2001 work found that the processes and people involved in
routine system maintenance, diagnostic, and pre-election day
checkout activities varied from jurisdiction to jurisdiction. For
example, about 90 percent of jurisdictions nationwide using DRE
and optical scan technology had performed routine or
manufacturer-suggested maintenance and checkout before the 2000
national election. However, our visits to 27 local election
jurisdictions revealed variations in the frequency with which
jurisdictions performed such routine maintenance. For example,
some performed maintenance right before an election, while others
performed maintenance regularly throughout the year. For example,
officials in one jurisdiction that used DREs stated that they tested
the batteries monthly.

Voting Systems Should Be Properly Implemented

Proper implementation of voting systems is a matter of people
knowing how to carry out appropriately designed processes to
ensure that the technology performs as intended in an operational

® GAO023.
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setting. According to the EAC commissioners, one of their areas of
focus will be election administration processes and the people who
carry out these processes. Examples include ballot preparation,
voter education, recruiting and training poll workers, setting up the
polls, running the election, and counting the votes.

Ballot preparation. Whether ballots are electronic or paper, they
need to be designed in a way that promotes voter understanding
when they are actually used. Designing both optical scan and DRE
ballots requires consideration of the different types of human
interaction entailed and the application of some human facfors
expertise. For DREs, programming skills need to be applied to
create the ballot and enter the ballot information onto an electronic
storage medium, which is then uploaded to the unit. For optical scan

" systems, paper ballots need to be designed and printed in specified
nurnbers for distribution to polling places; they may also be used for
absentee balloting, usually in combination with printed mailing
envelopes. Electronic “ballots” in DRE units do not require
distribution separate from the distribution of the voting equipment
itself; however, the use of DREs means that a separate technique is
necessary for absentee ballots—generally paper ballots. Thus, the
use of these units generally requires a mixed election system.

Voter education. Implementation of any voting method requires that
voters understand how to vote—that is, what conventions are
followed. For optical scan systems, voters need to understand how
to mark the ballots, they need to know what kinds of marker (type
of pen or pencil) can be used, they need to be informed if a ballot
must be marked on both sides, and so on. For DRE systerns, voters
need to understand how to select candidates or issues and
understand that their votes are not cast until the cast vote button is
pressed; for touchscreens, they need to know how to navigate the
various screens presented to them.

Voters also need to understand the procedure for write-in votes. In
2001, one jurisdiction had an almost 5 percent overvote rate because
voters did not understand the purpose of the ballot section
permitting write-in votes. Voters selected a candidate on the ballot
and then wrote the candidate’s name in the write-in section of the
ballot, thus overvoting and spoiling the ballot. In addition to voter
education, how the system is programmed to operate can also
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address this issue. For example, precinct-count optical scan -
equipment can be programmed to return a voter's ballot if the ballot
is overvoted or undervoted and allow the voter to make changes.

Poll worker recruitment and training. Poll workers need
implementation training. They need to be trained not only in how to
assist voters to use the voting system, but also in how to use the
technology for the tasks poll workers need to perform. These tasks
can vary greatly from jurisdiction to jurisdiction. When more
sophisticated voting systerns are used at polling sites, jurisdictions
may find it challenging to find poll workers with the skills to
implement and use newer technologies. In 2001, we quoted one
election official who said that “it is increasingly difficult to find folks
to work for $6 an hour. We are relying on older retired persons—
many who can’t/won’t keep up with changes in the technology or
laws. Many of our workers are 70+.”

Setting up the polls. Proper setup of polling places raises a number
of implementation issues related to the people, processes, and
technology involved. For DREs, the need for appropriate power
outlets and possibly network connections limits the sites that can be
used as polling places. In addition, setting up, initializing, and
sometimes networking DRE units are technically challenging tasks.
Technicians and vendor representatives may be needed to perform
these tasks or to assist poll workers with them, In addition, with
DREs, computer security issues come into play that are different
from those associated with the paper and pencil tools that voters
use in optical scan systems. Besides the units themselves, many
DRE systerns use cards or tokens that must be physically secured.
With optical scan equipment, the ballots must be physically secured.
Further, if precinct-based tabulation is used with an optical scan
system, the tabulation equipment must be protected from
tampering.

Running the election. Many implementation issues associated with
running the election are associated with the interaction of voters
with the technology. Although both DREs and optical scan systems
are based on technologies that most voters will have encountered
before, general familiarity is not enough to avoid voter errors. With
optical scan, voter errors are generally related to improperly marked
ballots: the wrong marking device, stray marks, too many marks
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{overvotes), and so on. As described already, DRE equipment is
designed to minimize voter error (by preventing overvotes, for
example), but problems can also occur with this voting method. For
exarmnple, many DRESs require the voter to push a cast vote button to
record the vote. However, some voters forget to push this button
and Jeave the polling place without doing so. Similarly, after
pressing the final cast vote button, voters cannot alter their votes. In
some cases, this bution may be pressed by mistake—for example, a
small child being held by a parent may knock or kick the final vote
button before the parent has completed the ballot.

The technology is not the only factor determining the outcome in

these situations, as different jurisdictions have different rules and

processes concerning such problems. In 2001, we reported that

" when voters forgot to press the cast vote button, one jurisdiction
required that an election official reach under the voting booth

_ curtain and push the cast vote button without Jooking at the ballot.
However, another jurisdiction required that an election official
invalidate the ballot and reset the machine for a new voter.

Counting the votes. Finally, implementation of the processes for
counting votes is affected both by the technology used and by local
requirements, With DRESs, votes are collected within each unit.
Some contain removable storage media that can be taken from the
voting unit and transported to a central location to be tallied. Others
can be configured to electronically transmit the vote totals from the
polling place to a central tally location. As described earlier, optical
scan systems also vary in the way votes are counted, depending on
whether precinct-based or centralized tabulation equipment is used.
For optical scan systems, officials follow state and local regulations
and processes to determine whether and how to count ballots that
cannot be read by the tabulation equipment. Counting such ballots
may involve decisions on how to judge voter intent, which are also
generally governed by state and local regulations and processes.

In addition, depending on the type of voting technology used, ways
to perform recounts may differ. For optical scan devices, recounts
can be both automatic and manual; as in the original vote counting,
officials make decisions on counting ballots that cannot be read by
the tabulation equipment and on voter intent. With DREs there is no
separate paper ballot or record of the voter’s intention, and
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therefore election officials rely on the information recorded in the
machine’s memory: that is, permanent (read only) electronic images
of each of the “marked” ballots. The assurance that these images are
an accurate record of the vote depends on several things, including
the proper implementation of the processes involved in designing,
maintaining, setting up, and using the technology.

Jurisdictions Face Immediate and Longer Term Challenges in
Leveraging Voting Technologies

In 2001, we identified four key challenges confronting local
Jjurisdictions in effectively using and replacing voting technologies.
These challenges are not dissimilar to those faced by any
organization seeking to leverage modern technology to support
mission operations. The first two challenges are particularly
relevant in the near term, as jurisdictions look to position
themselves for this year’s national elections. The latter two are more
relevant to jurisdictions’ strategic acquisition and use of modern
voting systems.

Ensuring that Necessary Security, Testing, and Maintenance Activities Are Performed

Maximizing the performance of the voting systems that jurisdictions
have and plan to use in November 2004 means taking proactive
steps between now and then to best ensure that systems perform as
intended. These steps include activities aimed at securing, testing,
and maintaining these systems. We reported in 2001 that although
the vast majority of jurisdictions performed security, testing, and
maintenance activities in one form or another, the extent and nature
of these activities varied among jurisdictions and depended on the
availability of resources (financial and human capital) committed to
them. The challenge facing all voting jurisdictions will be to ensure
that these activities are fully and properly performed, particularly in
light of the serious security concerns that have been reported with
DREs.
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Managing the People, Processes, and Technology as Components of the Overall Process

As previously discussed in this testimony, jurisdictions need to
manage the {riad of people, processes, and technology as
interrelated and interdependent parts of the total voting process.
Given the amount of time that remains between now and the
November 2004 elections, jurisdictions’ voting system performance
is more likely to be influenced by improvements in poll worker
system operation training, voter education about system use, and
vote casting procedures than by changes to the systems
themselves.® The challenge for voting jurisdictions is thus to ensure
that these people and process issues are dealt with effectively.

Having Reliable System Performance Measures and Objective Data

Reliable measures and objective data are needed for jurisdictions to
know whether the technology being used is meeting the needs of the

" user communities (both the voters and the officials who administer
the elections). In 2001, we reported that the vast majority of
jurisdictions were satisfied with the performance of their respective

" technologies in the November 2000 elections. However, this

satisfaction was mostly based not on objective data measuring
performance, but rather on the subjective impressions of election
officials. Although these impressions should not be discounted,
informed decisionmaking on voting technology investment requires
more objective data. The challenge for jurisdictions is to define
measures and begin collecting data so that they can definitely know
how their systems are performing.

Ensuring That Technology Cost Is Commensurate with Benefits

Jurisdictions must be able to ensure that the technology will provide
benefits over its useful life that are commensurate with life-cycle
costs (acquisition as well as operations and maintenance) and that
these collective costs are affordable and sustainable. In 2001, we
reported that the technology type and configuration that
Jjurisdictions employed varied depending on each jurisdiction’s
unique circumstances, such as size and resource constraints, and

* Some system changes may be feasible, such as connecting DREs to printers.
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that reliable data on life-cycle costs and benefits were not available.
The challenge for jurisdictions is to view and treat voting systems as
capital investments and to manage them as such, including basing
decisions on technology investments on clearly defined
requirements and reliable analyses of quantitative and qualitative
return on investment.

In closing, I would like to say again that electronic voting systems
are an undeniably critical link in the overall election chain. While
this link alone cannot make an election, it can break one. The
problems that some jurisdictions have experienced and the serious
concerns being surfaced by security experts and others highlight the
potential for difficulties in the upcoming 2004 national elections if
the challenges that we cited in 2001 and reiterate in this testimony
are not effectively addressed. Although the EAC only recently began
operations and is not yet at full strength, it needs to.remain vigilant
in its efforts to ensure that jurisdictions and voters are educated and
well-informed about the proper implementation and use of
electronic voting systems, and to ensure that jurisdictions take the
appropriate steps-—related to people, process, and technology-—that
are needed regarding security, testing, and maintenance. More
strategically, the EAC needs to move swiftly to strengthen the
voluntary voting system guidelines and the testing associated with
enforcing these guidelines, Critical to the commission’s ability to do
this will be the adequacy of resources at its disposal and the degree
of cooperation it receives from entities at all levels of government.

Mr. Chairman, this concludes my statement. I would be pleased to
answer any questions that you or other Members of the
Subcommittee may have at this time.

Contact and Acknowledgements

{310283)

For further information, please contact Randolph C. Hite at (202)
512-6256 or by e-mail at hiter@gao.gov. Other key contributors to
this testimony were Barbara 8. Collier, Deborah A. Davis, Richard B.
Hung, John M. Ortiz, Jr., Maria J. Santos, and Linda R. Watson.
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Mr. PuTNAM. Our next witness is Dr. Hratch Semerjian, serving
as Acting Director of NIST. He has served as Deputy Director of
NIST since July 2003. In this position Dr. Semerjian is responsible
for the overall operation of the Institute, including financial man-
agement, human resource management, facilities and information
technology systems, effectiveness of NIST’s technology programs,
and interactions with international organizations.

He received his master’s and Ph.D. Degrees in engineering from
Brown. In 1977, he joined the National Bureau of Standards, now
known as NIST, where he served director of the chemical science
and laboratory from April 1992 through July 2002.

Welcome to the subcommittee, sir. You are recognized.

Dr. SEMERJIAN. Thank you, Mr. Chairman and Ranking Member
Clay and Mr. Holt. I appreciate this opportunity to testify today.

As you pointed out, major changes are taking place in the way
we conduct elections. The trusty old ballot box is being replaced by
a host of new technology such as optical scanners or touch-screen
systems. As a result of these changes, Congress enacted the Help
America Vote Act and mandated specific roles for the National In-
stitute of Standards and Technology [NIST].

Many of the issues we are examining today are all directly relat-
ed to standards and guidelines. Congress understood the impor-
tance of standards in voting technologies and specifically gave the
Director of NIST the responsibility of chairing the Technical Guide-
lines Development Committee [TGDC], a committee reporting to
the Election Assistance Commission [EAC] under HAVA.

The TGDC is charged with making recommendations to the EAC
with regard to voluntary standards and guidelines for election-re-
lated technologies that have an impact on many of the issues we
are discussing today.

While we have considerable experience in standards develop-
ment, NIST understands that, as a nonregulatory agency, our role
is limited, and we need to understand the needs of the community.
To that end, NIST staff have started to meet with members of the
election community.

Also, at the request of Congress and the National Association of
State Election Directors, NIST organized and hosted a symposium
last December on Building Trust and Confidence in Voting Sys-
tems. Over 300 attendees from the election community attended
the seminar to begin discussion, collaboration and consensus on
voting reform issues.

As required under HAVA, earlier this year NIST delivered to the
EAC a report entitled “Improving the Usability and Accessibility of
Voting Systems and Products.” The EAC delivered the report to
Congress on April 30th. The specific recommendations of the report
are included in my written testimony.

NIST views as a top priority accomplishing its responsibilities
mandated under HAVA in partnership with the EAC. These man-
dates include the recommendation of voluntary voting system
standards to the EAC through its Technical Guidelines Develop-
ment Committee. The first set of voluntary standards is due 9
months after the appointment of the 14 members by the EAC.

TGDC held its first meeting on July 9th, just a couple of weeks
ago. Fourteen of the fifteen appointed members of the Technical
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Guidelines Development Committee participated in the first ple-
nary meeting. At that meeting the TGDC agreed on a procedural
roadmap for standards development as well as a preliminary work
plan. In addition, the TGDC adopted a resolution that established
three working subcommittees to address issues related to one, secu-
rity and transparency; two, human factors and privacy; and three,
core requirements and testing.

Another important role for NIST under HAVA is to develop a for-
mal accreditation program for laboratories that test voting system
hardware and software for conformance to current voting system
standards.

On June 23rd, NIST announced in the Federal Register the es-
tablishment of a laboratory accreditation program for voting sys-
tems. NVLAP, the National Voluntary Laboratory Accreditation
Program at NIST, will conduct a public workshop on August 17th
to review its accreditation criteria as well as receive comments and
feedback from the participating laboratories and other interested
parties. Only after a laboratory has met all of the NVLAP criteria
for accreditation will it be presented to the Election Assistance
Commission for its approval to test voting systems. The EAC may
impose requirements on the laboratories in addition to the NVLAP
accreditation.

Finally, NIST has compiled best security practices relevant to
election security from current Federal Information Processing
Standards [FIPS]. These standards are available now on the NIST
Website as well as the EAC Website. This compilation is intended
to help State and local election officials with their efforts to better
secure voting equipment before the November 2004 elections.

NIST realizes how important it is for voters to have trust and
confidence in voting systems, even as new technologies are intro-
duced. Increasingly, computer technology touches all aspects of the
voting process, voter registration, vote recording and vote tallying.
NIST believes that rigorous standards, guidelines and testing pro-
cedures will enable U.S. industry to produce products that are
high-quality, reliable, interoperable and secure, thus enabling the
trust and confidence that citizens require and at the same time
preserving room for innovation and change.

Thank you for the opportunity to testify on behalf of NIST, and
I will be happy to answer any questions.

Mr. PutNaAM. Thank you, sir.

[The prepared statement of Dr. Semerjian follows:]
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Chairman Putnam, Ranking Member Clay, and members of the Subcommittee thank you for the
opportunity to testify today on “The Science of Voting Machine Technology: Accuracy,
Reliability and Security.” Major changes are taking place in the way we conduct elections. Our
trusty old ballot boxes often are being replaced by a host of new technologies. Citizens are now
nuch more likely to encounter optical scanners or touch screen systems at the polling place than
a wooden box with a sturdy lock. As a result of these changes, Congress enacted the Help
America Vote Act, commonly known as HAVA, and mandated specific research and
development roles for the National Institute of Standards and Technology (NIST).

Many of the issues we are examining today are all directly related to standards and guidelines.
As we like to say at NIST, if you have a good standard, you can have a good specification, and
with proper testing you will be assured that the equipment performs as required. Congress
understood the importance of standards in voting technologies and specifically gave the Director
of NIST the responsibility of chairing the Technical Guidelines Development Committee
(TGDC), a committee reporting to the EAC under HAVA. This committee is charged with
making recommendations to the Election Assistance Commission (EAC) with regard to
voluntary standards and guidelines for election-related technologies that have an impact on many
of the issues we are discussing.

While we have considerable experience in “standards development”, NIST understands that as a
non-regulatory agency our role is limited and has started to meet with members of the “elections
community”, - ranging from disability advocacy groups, voting advocacy groups, researchers,
state and local election officials, and vendors - to learn about their concerns. Ultimately, in
coordination with the EAC and the broader “clections community” we want to apply our
“standards development” experience to election-related technologies so that, when voting is
complete, the vote tally will be accurate and done in a timely manner.

NIST is by no means a newcomer to the issues related to electronic voting. Previous to the
HAVA, NIST’s involvement in studying voting machine technology resulted in the publication
of two technical papers in 1975 and 1988. NIST’s recent activities related to voting system
technology have been preparatory to the implementation of HAVA and fulfilling the initial
mandates of the law.

At the request of Congress and the National Association of State Election Directors, NIST
organized and hosted a Symposium on Building Trust and Confidence in Voting Systems in
December of 2003 at its Gaithersburg headquarters. Over three hundred attendees from the
election community attended the seminar to begin discussion, collaboration and consensus on
voting reform issues. Symposium participants included state and local election officials; vendors
of voting equipment and systems, academic researchers; representatives of the cyber-security and
privacy community; representatives from the disability community, standards organizations and
independent testing authorities, as well as newly appointed U.S. Election Assistance
Commissioners. Representative stakeholders participated with NIST scientists in panels
addressing:

e Testability, Accreditation and Qualification in Voting Systems;
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e Security and Openness in Voting Systems; and
e Usability and Accessibility in Voting Systems.

Attendees agreed that they all shared the goals of:

Practical, secure elections, with every vote being important;

The importance of looking at the voting system end-to-end;

The need for good procedures & best practices in physical & cyber security;
The need to improve current testing & certification procedures;

The need to separately address both short-term and long-term challenges; and
The benefits of the election community working as a team.

e & & o o

As required under HAVA, earlier this year NIST recently delivered to the EAC a report “which
assesses the areas of human factors research and human-machine interaction, which feasibly
could be applied to voting products and systems design to ensure the usability of and accuracy
of voting products and systems, including methods to improve access for individuals with
disabilities (including blindness) and individuals with limited proficiency in the English
Language and to reduce voter error and the number of spoiled ballots in elections”. The EAC
delivered the report to Congress on April 30, 2004.

The report titled “Improving the Usability and Accessibility of Voting Systems and Products,”
assesses human factors issues related to the process of a voter casting a ballot as he or she
intends. The report’s most important recommendation is for the development of a set of usability
standards for voting systems that are performance-based. Performance-based standards address
results rather than equipment design. Such standards would leave voting machine vendors free
to develop a variety of innovative products if their systems work well from a usability and
accessibility standpoint. Additionally, the report emphasizes developing the standards in a way
that would allow independent testing laboratories to test systems to see if they conform to the
usability standards. The labs would employ objective tests to decide if a particular product met
the standards.

In total the report makes 10 recommendations to help make voting systems and products simpler
to use, more accurate and easily available to all individuals — including those with disabilities,
language issues and other impediments to participating in an election. The recommendations
highlight the need to:

1) Develop voting system standards for usability that are performance-based,
relatively independent of the voting technology, and specific (i.e., precise).

2) Specify the complete set of user-related functional requirements for voting
products in the voting system standards.

3) Avoid low-level design specifications and very general specifications for
usability.
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4) Build a foundation of applied research for voting systems and products to support
the development of usability and accessibility standards.

5) To address the removal of barriers to accessibility, the requirements developed by
the Access Board, the current VSS (Voting System Standards), and the draft JEEE
(Institute of Electrical and Electronics Engineers) standards should be reviewed,
tested, and tailored to voting systems and then considered for adoption as updated
VSS standards. The feasibility of addressing both self-contained, closed products
and open architecture products should also be considered.

6) Develop ballot design guidelines based on the most recent research and
experience of the visual design communities, specifically for use by election
officials and in ballot design software.

7) Develop a set of guidelines for facility and equipment layout; develop a set of
design and usability testing guidelines for vendor- and state-supplied
documentation and training materials.

8) Encourage vendors to incorporate a user-centered design approach into their
product design and development cycles including formative (diagnostic) usability
testing as part of product development.

9) Develop a uniform set of procedures for testing the conformance of voting
products against the applicable accessibility requirements.

10) Develop a valid, reliable, repeatable, and reproducible process for usability
conformance testing of voting products against the standards described in
recommendation 1) with agreed upon usability pass/fail requirements.

NIST views as a top priority accomplishing its impending responsibilities mandated in the
HAVA in partnership with the EAC. These mandates include the recommendation of voluntary
voting system standards to the EAC through its Technical Guidelines Development Committee.
The first set of voluntary standards is due nine months after the appointment of the fourteen
members by the EAC.

The TGDC held its first meeting on fuly 9, 2004, Fourteen of the fifteen appointed members of
the Technical Guidelines Development Committee participated in the first plenary meeting. Dr.
Arden Bement NIST’s Director serving as chairman, set as a goal for the meeting to agree on a
procedural road map for standards development as well as a preliminary work plan.

Specificaily, the chair recommended the committee strive for five distinct deliverables to the
EAC in the next nine months:

1) A list of publicly vetted requirements for voluntary voting system standards;
2) Recommendations for standards that currently exist with changes if necessary;
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3) An assessment of best practices that can be made available to the election
community for use in the 2006 election cycle;

4) A recognition and statement thereof of those areas where there are no current
standards under development; and

5) A prioritized calendar for future standards development relative to each of the
four previous deliverables.

In addition the TGDC adopted a resolution that established three working subcommittees to
address security and transparency, human factors and privacy, and core requirements and testing.
Dr. Bement and the members of the TGDC believe that his goal for the initial plenary session
was indeed met. Our current plans call for the next plenary session on or about January 2005
with public meetings between now and then to gather data, and subcommittee meetings to
analyze the data and form initial resolutions.

Another important role for NIST under HAVA is to develop a formal accreditation program to
laboratories that test voting system hardware and software for conformance to the current Voting
System Standards. On June 23, 2004, NIST announced in the Federal Register the establishment
of a Laboratory Accreditation Program for Voting Systems. NIST will carry out the
accreditation of these laboratories through the National Voluntary Laboratory Accreditation
Program (NVLAP), which is administered by NIST. NVLAP is a long-established laboratory
accreditation program that is recognized both nationally and internationally. NVLAP
accreditation criteria are codified in the Code of Federal Regulations (CFR, Title 15, Part 285).

NVLAP will conduct a public workshop on August 17" to review its accreditation criteria, as
well as receive comments and feedback from the participating laboratories and other interested
parties. After the workshop, NVLAP will finalize specific technical criteria for testing
laboratories and make the necessary logistical arrangements to begin the actual assessment of the
laboratories. NVLAP must identify, contract, and train technical expert assessors; laboratories
must complete the NVLAP application process; rigorous onsite assessments must be conducted;
and laboratories undergoing assessment must resolve any identified nonconformities before
accreditation can be granted. It is our intention that laboratories will be able to formally apply to
NVLAP and initiate the assessment process in early 2005 if not sooner.

Simply stated, laboratory accreditation is formal recognition that a laboratory is competent to
carry out specific tests. Expert technical assessors conduct a thorough evaluation of all aspects of
laboratory operation that affect the production of test data, using recognized criteria and
procedures. General criteria are based on the international standard ISO/IEC 17025, General
requirements for the competence of testing and calibration laboratories, which is used for
evaluating laboratories throughout the world. Laboratory accreditation bodies use this standard
specifically to assess factors relevant to a laboratory’s ability to produce precise, accurate test
data, including the technical competency of staff, validity and appropriateness of test methods,
testing and quality assurance of test and calibration data. Laboratory accreditation programs
usually also specify field-specific technical criteria that laboratories must meet, in addition to
demonstrating general technical competence.
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J.aboratory accreditation thus provides a means of evaluating the competence of laboratories to
perform specific types of testing, measurement and calibration. It also allows a laboratory to
determine whether it is performing its work correctly and to appropriate standards.

Laboratories seeking accreditation to test voting system hardware and software will be required
to meet the NVLAP criteria for accreditation which include: ISO/IEC 17025, the 2002 Voting
System Standards, and any other criteria deemed necessary by the Election Assistance
Commission (EAC). To ensure continued compliance, all NVLAP-accredited laboratories
undergo an onsite assessment before initial accreditation, during the first renewal year, and every
two years thereafter to evaluate their ongoing compliance with specific accreditation criteria.

Only after a laboratory has met all NVLAP criteria for accreditation will it be presented to the
Election Assistance Commission for its approval to test voting systems. The EAC may impose
requirements on the laboratories in addition to NVLAP accreditation.

Finally, NIST has compiled best security practices relevant to election security from current
Federal Information Processing standards (FIPS). These standards are available on the NIST
website (http://vote.nist.gov/securityrisk.pdf) and will be available on EAC’s website
(bttp://www.fec.gov/pages/vssfinal/vss.html). This compilation is intended to help state and
local election officials with their efforts to better secure voting equipment before the November
2004 election.

NIST realizes how important it is for voters to have trust and confidence in voting systems even
as new technologies are introduced. Increasingly, computer technology touches all aspects of the
voting process - voter registration, vote recording, and vote tallying. NIST believes that
rigorous standards, guidelines, and testing procedures will enable U.S. industry to produce
products that are high quality, reliable, interoperable, and secure thus enabling the trust and
confidence that citizens require and at the same time preserving room for innovation and change.

Thank you for the opportunity to testify. I would be happy to answer any questions the
Committee might have.
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Mr. PUTNAM. Our next witness will be introduced by his fellow
Missourian, Missourian or Missourian.

Mr. CrAY. Missourian.

Mr. PUTNAM. Missourian.

You are recognized, sir. You have the floor, sir.

Mr. CLAY. Thank you, Mr. Chairman.

Mr. Terry Jarrett is the general counsel to Secretary of State
Matt Blunt. He received his J.D. in 1996 from the University of
Missouri Columbia School of Law. While in law school, Mr. Jarrett
was editor-in-chief of the Missouri Law Review. From 1996 to 1997,
he served as a judicial law clerk to the Honorable Duane Benton,
judge of the Supreme Court of Missouri.

Prior to joining the Secretary of State, Mr. Jarrett practiced law
as a private attorney in Jefferson City. He is a member of the Mis-
souri Bar, the Cole County Bar Association and the American Bar
Association. Mr. Jarrett also serves as a first lieutenant in the
Judge Advocate General’s Court of the U.S. Army Reserve. He rep-
resents the Missouri Secretary of State Matt Blunt.

Welcome to the committee. Thank you for being here.

Mr. JARRETT. Thank you, Mr. Chairman, Ranking Member Clay
and Mr. Holt.

It is an honor to have the opportunity to testify at today’s hear-
ing. I am here on behalf of Missouri Secretary of State Matt Blunt,
whose schedule would not allow him to be here today, and he asked
me to express his regrets. Secretary Blunt specifically asked that
I thank the distinguished member of this subcommittee, Congress-
man William Lacy Clay from our home State of Missouri, who has
been a leader in reform efforts in the city of St. Louis. He has been
particularly interested in the city’s compliance with the consent de-
cree between St. Louis City and the Department of Justice related
to the handling of the city’s inactive voter list. Secretary Blunt
shares his concern and appreciates his efforts to improve elections
in St. Louis.

Secretary Blunt has asked me to address the security of direct
recording electronic voting machines, specifically whether to re-
quire DREs to produce a voter-verified paper ballot. Secretary
Blunt has worked over the past 3 years to ensure that our elections
are above reproach and that our citizens have confidence in the
process. That is why he decided earlier this year that he would
only certify DRE voting machines that produce a voter-verified
paper ballot. This will provide voters with the peace of mind they
deserve by enabling them to review their ballots prior to casting
them and to ensure that paper ballots are available for review
should a recount be necessary or an election result challenged.

One of Secretary Blunt’s first acts as Secretary of State was to
appoint and convene a bipartisan commission of election experts to
recommend improvements in our election laws and procedures. The
commission met several times and conducted a series of public
hearings where over 125 Missourians voiced their opinions in oral
and written testimony. In addition many Missourians have submit-
ted their thoughts by e-mail, fax and regular mail.

Out of this very open process came many recommendations for
improvements that have since been implemented in Missouri. One
of the commission’s recommendations was to allow for the use of
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touch-screen voting systems, so long as safeguards are in place to
ensure the integrity of votes cast and create a paper audit trail in
case of a contested election.

Secretary Blunt heard from many Missourians who expressed
their preference that touch-screen voting machines produce a paper
ballot so that they can verify their votes before they are cast. At
this point in time, Secretary Blunt is convinced that a voter-veri-
fied paper ballot is the only paper audit trail that can provide vot-
ers with a reasonable assurance that their vote will not be lost, de-
stroyed or otherwise not counted.

Computers have opened up a whole new array of technical possi-
bilities for voting. Manufacturers are moving quickly to embrace in-
novation. Technology can and should be used by government to im-
prove efficiency, as well as provide cost savings for taxpayers. This
new technology promises to open up voting to people who have not
been able to participate fully in the voting process, namely the dis-
abled voter. Yet in our urgency to improve and upgrade voting sys-
tems, we must not certify equipment that has the potential to cast
doubt on the integrity of an election. Effective security standards
and procedures must be considered and implemented.

Secretary Blunt has also heard from a number of local election
officials, and I want to say a word about them. They eagerly await
the opportunity to provide voters with the benefits that technology
can provide. Local election officials are on the front lines of voting,
and I urge this subcommittee to seek their input as it addresses
the important issues raised by today’s hearing.

There is a growing consensus of computer science experts, elec-
tion officials, voter advocacy groups and political leaders that
touch-screen voting systems should produce a verified voter ballot
so that voters can inspect their ballots before they are cast. Almost
daily, reports in the newspaper and other media outlets support
this view. A voter-verified paper ballot providing local election offi-
cials with access to actual ballots for recounts if necessary is just
as important.

Perhaps at some point in the future, technological advances will
be such that electronic voting system security can be assured with-
out voter-verified paper ballots. However, that does not appear to
be the case today. Until we can be positive that electronic voting
systems are secure, a voter-verified paper ballot is the best way to
make voters feel confident in legitimacy of elections.

I appreciate that this subcommittee recognizes the importance of
this i1ssue by having this public hearing. Thank you again for the
opportunity to share Secretary Blunt’s views with this subcommit-
tee, and I would be happy to answer any questions. Thank you.

Mr. PurNAM. Thank you very much.

[The prepared statement of Mr. Jarrett follows:]
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Written Testimony of Terry Jarrett
General Counsel to the Honorable Matt Blunt, Missouri Secretary of State
Before the
House Committee on Government Reform
Subcommittee on Technology, Information Policy,
Intergovernmental Relations and the Census
July 20, 2004
Thank you Mr. Chairman and distinguished members of the Subcommittee. Itis
an honor to have the opportunity to testify at today’s hearing on “The Science of Voting
Machine Technology: Accuracy, Reliability and Security.” 1 am Terry Jarrett, General
Counsel to Missouri Secretary of State Matt Blunt. Secretary Blunt’s schedule would not
allow him to be here today, and he asked me to express his regrets. He wants me to
convey to this Subcommittee his appreciation in allowing me to testify on his behalf.
Secretary Blunt specifically asked that I thank a distinguished member of this
Subcommittee—Congressman William Lacy Clay from our home state of Missouri—
who has been a leader in election reform efforts in the City of St. Louis. He has been
particularly interested in the City’s compliance with a Consent Decree between St. Louis
City and the Department of Justice relating to the handling of the City’s inactive voter
list. Secretary Blunt appreciates his concern and his efforts to ensure that the 2004
elections in St. Louis will be free from many of the problems that occurred during the
November 2000 election.
Secretary Blunt has asked me to address the security of Direct Recording

Electronic (DRE) voting machines — also known as “touch screen” machines —

specifically, whether to require DREs to produce a voter verified paper ballot. Secretary
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Blunt has worked over the past three years that he has been Missouri’s Secretary of State
to ensure that our elections are above reproach, and that our citizens have confidence in
the process and, most importantly, the results. That is why he decided earlier this year
that he would only certify DRE voting machines that produce a voter verified paper
ballot. This will provide voters with the peace of mind they deserve on Election Day by
enabling them to review their ballots prior to casting them and ensure that paper ballots
are available for review should a recount be necessary or an election result challenged.

One of Secretary Blunt’s first acts as Secretary of State was to appoint and
convene a bipartisan commission of election experts to recommend changes and
improvements in our elections laws and procedures. The commission met several times
and conducted a series of public hearings in which 18 Missouri communities participated.
During the hearings, over 125 Missourians voiced their opinions with many also
providing written testimony. In addition, many Missourians submitted their thoughts on
the election process via e-mail, fax and regular U.S. mail. Out of this very open process
came many recommendations for improvements that have since been implemented in
Missouri. One of the commission’s recommendations was to amend Missouri law to
allow for the use of touch screen voting systems so long as safeguards are in place to
ensure the integrity of votes cast and create a paper audit trail in case of a contested
election. Secretary Blunt heard from many Missourians who expressed their preference
that touch screen voting machines produce a paper ballot so that they can verify their

votes before they are cast. At this point in time Secretary Blunt is convinced that a voter
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verified paper ballot is the only “paper audit trail” that can provide voters with a
reasonable assurance that their vote will not be lost, destroyed or otherwise not counted.

Computers have opened up a whole new array of technical possibilities for the
casting and counting of votes. Manufacturers are moving quickly to embrace innovation.
Secretary Blunt believes that technology can and should be used by government to
improve efficiency and service as well as provide cost savings for taxpayers. This new
technology promises to open up voting to people who have not been able to participate
fully in the voting process—the disabled. Yet, in our urgency to improve and upgrade
voting systems, we must not certify equipment and systems that have the potential to cast
doubt on the integrity of an election. Effective security standards and procedures must be
considered and implemented.

Secretary Blunt has also heard from a number of local election officials, and I
want to say a word about them. They eagerly await the opportunity to provide voters
with the benefits that technology can provide. Local election officials are on the “front
lines” of voting, and I urge this subcommittee to seek their input as it addresses the
important issues raised by today’s hearing.

There is a growing consensus of computer science experts, elections officials,
voter advocacy groups and political leaders that touch screen voting systems should
produce a voter verified paper ballot so voters can inspect their ballots before they are
cast to ensure they were marked as intended. Almost daily, reports in the newspaper and
other media outlets support this view. For example, recently the following events have

occurred:
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e On May 5, 2004, the Election Assistance Commission held a public hearing on the
present status of computerized voting systems.
e On April 30, 2004, California Secretary of State Kevin Shelley banned the use of
touch screen voting systems in four counties and decertified all touch screen
systems in California until they could produce a voter-verified paper trail.
» On April 22, 2004, a lawsuit was filed in Maryland challenging use of certain
DREs that do not create a voter verified paper trail. On June 25, the plaintiffs in
that case filed a motion for preliminary injunction barring Maryland from using
certain DREs in the November 2004 election.
A voter verified paper ballot providing local election officials and the courts with access
to actual ballots for recounts if one is necessary or in the event that the electronic
equipment is damaged or malfunctions would be just as important. There are bills now
pending in Congress that would require a voter verified paper ballot for electronic voting
systems. Representative Clay is a co-sponsor of just such a bill, H.R. 2239, the Voter
Confidence and Increased Accessibility Act. Perhaps at some point in the future
technological advances will be such that electronic voting sysiem security can be assured
without voter verified paper ballots. However, that does not appear to be the case today.
Until we can be positive that electronic voting systems are secure, a voter verified paper
ballot is the best way to make voters feel confident in the legitimacy of elections.

I appreciate that this Subcommittee recognizes the importance of this issue by
having this public hearing. Thank you again for the opportunity to share Secretary

Blunt’s views with the Subcommittee.
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Mr. PutNaM. We are going to do a 5-minute round of questions,
get through everyone, and then do another round if we so desire.
Considering the number of committee members who are here, I
think we will certainly have time to do that.

Technology changes rapidly. Obviously local governments don’t
have the luxury of changing election systems with every cycle, but
a number of these new systems are new. I mean, they are new con-
cepts, they are new approaches.

Mr. Hite, if you would, evaluate these newer models, optical scan
and the DREs, for us and rank them in terms of accuracy, security
and access for those who traditionally have not had good access to
the ballot.

Mr. HITE. I would be happy to, but I would like to preface it with
addressing the question on two levels. You can talk about the types
of equipment in general, but it really also requires getting down to
specific make and model, because while DRESs, for example, com-
monly offer certain features with respect to accuracy or with re-
spect to security, how they are actually implemented in the system,
and then how they are actually implemented within the jurisdic-
tion, will determine how well they perform.

So, with that preface, I will make a couple of comments based
on our 2001 work, where we surveyed vendors and we surveyed ju-
risdictions with respect to these characteristics of performance. As
a general rule, when it came to ease of use and efficiency, how
quickly they can capture and count, and the costs associated with
doing that, DREs generally had a higher rating than the other
types of voting equipment. With regard to security based on fea-
tures, notwithstanding how they have been implemented, that with
regard to security, DREs and optical scan were roughly the same.
And then with regard to accuracy across all types of equipment,
whether it is jurisdictions or vendors, they basically viewed the ac-
curacy of the systems to be somewhat the same.

Now, I would add another qualification with that with regard to
the jurisdictions, and that is when we followed up with certain ju-
risdictions to see what data are actually collected and are behind
these impressions, we learned that is exactly what they are, they
are impressions or viewpoints on performance.

The data are pretty sparse in terms of what are collected relative
to the performance of any of the types of systems, which is one of
the long-term challenges that we have laid out that needs to be ad-
dressed. If we are going to make strategic, long-term, informed de-
cisions about what kind of technology to use, you have to base it
on some good data, and in terms of a performance standpoint out
there across the jurisdictions, that data basically are not being cap-
tured.

Mr. PurNAM. Dr. Semerjian, do you want to field that as well?

Dr. SEMERJIAN. Well, I basically agree with the comments made
by Mr. Hite. I think the DREs can improve their performance with
the appropriate standards and testing protocols. I think that is
really where we still have a perception that these systems are not
tested properly. We don’t have national standards; implementation
is varied from State to State, from precinct to precinct. I think with
the proper establishment of proper standards and testing proce-
dures, I think DREs can improve our ability to provide secure, pri-
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vate voting ability and accuracy. And also, I think it was pointed
out by Mr. Hite, it can improve in terms of enabling voters with
disabilities. That’s something that perhaps the other systems do
not. I think that is something we need to keep in mind.

Mr. PurNAM. Mr. Jarrett, how many different voting systems are
employed throughout Missouri?

Mr. JARRETT. In Missouri we have three types. We do some coun-
ties that still operate under the paper ballot system. We have
punch card systems and also optical scan systems.

Mr. PUTNAM. And the decision on which type to deploy is made
by whom?

Mr. JARRETT. That is made by the local election officials in every
county.

Mr. PurNAM. And how many of those are there? How many dif-
ferent counties do you have?

Mr. JARRETT. We have 116 election authorities. The urban areas
such as St. Louis, Kansas City, St. Louis County and Jackson
County have boards of election commissioners that are appointed
by the Governor, and they run elections in those areas. The rest
are run by county clerks.

Mr. PurNaM. Has there been a high turnover since 2000?

Mr. JARRETT.