HEARING ON OVERSIGHT OF HAVA
IMPLEMENTATION

HEARING

BEFORE THE

COMMITTEE ON HOUSE
ADMINISTRATION
HOUSE OF REPRESENTATIVES

ONE HUNDRED NINTH CONGRESS
FIRST SESSION

HEARING HELD IN WASHINGTON, DC, FEBRUARY 9, 2005

&

Printed for the Use of the Committee on House Administration

U.S. GOVERNMENT PRINTING OFFICE
26-991 WASHINGTON : 2006

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001



COMMITTEE ON HOUSE ADMINISTRATION
BOB NEY, Ohio, Chairman

VERNON J. EHLERS, Michigan JUANITA MILLENDER-McDONALD,
JOHN L. MICA, Florida California

CANDICE MILLER, Michigan Ranking Minority Member

JOHN T. DOOLITTLE, California ROBERT A. BRADY, Pennsylvania
THOMAS M. REYNOLDS, New York ZOE LOFGREN, California

PROFESSIONAL STAFF

PAUL VINOVICH, Staff Director
GEORGE SHEVLIN, Minority Staff Director

1)



OVERSIGHT OF HAVA IMPLEMENTATION

WEDNESDAY, FEBRUARY 9, 2005

HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOUSE ADMINISTRATION,
Washington, DC.

The committee met, pursuant to call, at 10:10 a.m., in room
1310, Longworth House Office Building, Hon. Robert W. Ney
(chairman of the committee) presiding.

Present: Representatives Ney, Ehlers, Mica, Doolittle, Miller of
Michigan, Millender-McDonald and Brady.

Also Present: Representatives Hoyer, Holt, Jones of Ohio and
Lofgren.

Staff Present: Paul Vinovich, Staff Director; Matt Peterson,
Counsel; Chris Otillio, Legislative Director; Jeff Janas, Professional
Staff Member; George Shevlin, Minority Staff Director; Charles
Howell, Minority Chief Counsel; Matt Pinkus, Minority Profes-
sional Staff Member; and Tom Hicks, Minority Professional Staff
Member.

The CHAIRMAN. The Committee will come to order.

The Committee is meeting today to look back at the 2004 elec-
tions and learn more about what went well with our election sys-
tem and what needs to be improved. By gaining a greater under-
standing about what happened in the recent past, we hopefully will
be able to ensure the effective administration and successful oper-
ation of our elections in the future.

On November 2 of 2004, our nation conducted the first Federal
general election governed by the requirements and instructions set
forth in the Help America Vote Act of 2002, HAVA, the landmark
election reform law that established new election administration
standards that each state must meet and, number two, provided
crucial federal dollars to assist states and localities in updating and
improving their voting system so as to avoid an unfunded mandate.

Mr. Hoyer is here and was the driving force behind HAVA and
was correct in what he pursued. We had a wonderful working part-
nership with others, too many to name, but Mr. Blunt, Mr. Conyers
and many other Members in the House and in the Senate, with
Senators Dodd and McConnell and Bond, and had honest, real con-
ference committees where we actually read these things 30 or 40
some times. Wonderful staff both sides of the aisle.

But HAVA went way beyond punch cards and went into a serious
look at ways to tackle issues of disenfranchisement, tackle the
issues of persons who have a form of a disability and what we can
do to help them vote in secret for sometimes the first time in their
lives; also, the college program, the high school program and cre-
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ated the Elections Commission. I have done this many times, but
I thank Mr. Hoyer for remarkable work. There were people who
told both of us, why are you doing this or you shouldn’t be doing
this, but we all continued on and I think really passed a remark-
able bill.

As Election Day 2004 approached, election officials faced numer-
ous logistical challenges. First, aggressive voter registration drives
resulted in election officials having to process and handle a greater
than usual number of voter registration forms, many of which were
submitted at or just before the prescribed deadlines and several of
which were fraudulent.

In addition, during the just-concluded election cycle, thousands of
jurisdictions rolled out new voting equipment for the first time and
thus had to provide extensive operational training to poll workers
as well as instructions to millions of voters on how to properly use
it.

Finally, election officials confronted the highest rates of voter
turnout since 1968. The Committee for the Study of the America
Electorate estimates that roughly 120 million citizens cast ballots
in the most recent Federal election, nearly 15 million more voters
than in 2000.

In the weeks and months leading up to the Election Day, we
heard stories of gloomy predictions about impending electoral melt-
downs that would make the difficulties experienced in Florida in
the 2000 Presidential election look minor in comparison. We were
told voting equipment malfunctions would be widespread, delaying
the report of election returns and potentially losing or stealing
thousands upon thousands of votes. There were also allegations
that a massive intimidation and suppression effort would dis-
enfranchise many voters. Some forecasted that all these factors
would combine to create a perfect storm in an electoral process that
would paralyze the country’s election systems.

Yet, despite the formidable challenge faced by election adminis-
trators and notwithstanding the predictions of the skeptics, I am
pleased to say that the 2004 election was carried out without any
major problems or glitches. As the Associated Press reported, the
big surprise of the 2004 election was that, for the most part, the
voting went smoothly. By the close of the polls across the country,
despite heavy turnout, there were only scattered reports of equip-
ment trouble and human error at the voting stations. And none
were major.

This was confirmed on election night by Joe Lockhart, Kerry
campaign spokesman and strategist, who said, quote, “We think
the system has worked today”. There were thousands of lawyers
deployed to make sure that no one tried to take advantage or un-
fair advantage, and by and large it has worked. I have seen very
few reports on irregularities and even the ones we have seen you
will find that there is not much going on, end of quote.

Thus, to paraphrase Mark Twain, the rumors of the demise of
the American election system were greatly exaggerated. For this,
we must give enormous credit to the state and local election offi-
cials throughout the country for their hard work and extensive
planning and preparation for this year’s elections. We must also ex-
press tremendous gratitude to the millions of volunteer poll work-
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ers and election judges without whom the election process would be
incapable of going forward. The accomplishments of those involved
in the administration of this year’s elections are especially impres-
sive in light of the intense scrutiny under which they were oper-
ating in the United States.

All of this is not to suggest that the 2004 election was completely
problem free and went off without any hitches. There were prob-
lems. In any undertaking involving more than 100 million people
taking place on a single day in a country as vast as ours, there are
bound to be mistakes. However, contrary to the overheated asser-
tions of some, the voting problems that occurred did not dispropor-
tionately impact the voters of only one party, but rather affected
voters from all political parties, Democrats, Republicans and Inde-
pendents alike.

There are those who have taken the scattered instances of irreg-
ularities and constructed out of them elaborate conspiracy theories
about massive vote manipulation and election fraud. To the indi-
viduals that have put these theories out there, the mere fact that
their candidate lost is sufficient proof that the election must have
been stolen in some people’s minds. These conspiracy theorists are
impervious to evidence, logic and reason. Therefore, I don’t think
some people—and I am not referring to particular Members; I am
just referring to people across the country—I don’t think you can
ever convince them that the candidate got beat.

It is nothing new to the American system, I would note. It has
happened on both sides of the aisle. We can’t worry about trying
to convince those who simply can’t accept this reality.

I am, however, much more concerned about some of the criticism
that has been lodged by some Members, which criticism has gone
beyond pulling out particular instances or thought process or ad-
ministrative errors and has called into question the competence of
state and local officials to effectively administer Federal elections.
The individuals that have made these assertions obviously believe
that a federal takeover of the voting process is the necessary solu-
tion to whatever election-related problems our country still faces.
But I believe the administration of elections by a massive federal
bureaucracy here in Washington, D.C., would represent the worst
possible solution to the voting problems that exist.

I happen to agree with Thomas Jefferson who once said that the
government that governs best is the one closest to the people. In
this instance, it is the state and local election officials who are clos-
est to the actual voting process and who are in the best position,
the locals, to understand what needs to be done to improve the
functioning of elections in their respective communities. The Fed-
eral takeover of the process from A to Z would not improve our de-
mocracy. It would threaten it. It would make our system worse, I
believe, not better.

The purpose of today’s hearing is to separate the facts from the
fantasies, to begin sweeping away the innuendo and any attacks
that are out there and begin to understand what actually did hap-
pen in the past election day. Moreover, it is my hope that today’s
hearings will provide us an opportunity to learn how well HAVA
is working or not working at the grassroots level. We look back not
to dwell on the past but to help us move forward so we can learn
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from any mistakes that have been made and try to avoid, obvi-
ously, repeating them. We can also learn from what was done right
and thereby make those best practices more widespread.

While the election is behind us, 2005 will be a very important
year in terms of HAVA and its implementation. While the press
and public tend to focus on these issues only around election time,
the fact is work is constantly under way to make sure our elections
run properly. It is an ongoing, endless process.

I look forward to hearing from our witnesses about that impor-
tant work. We are fortunate to have with us today a distinguished
panel—two panels of witnesses, all of whom play vital roles in our
election systems.

Our first panel will consist of the current commission of the Elec-
tion Assistance Commission, which was established by HAVA. And
they are here to help. They are the good men and women of the
country. The Commission was established by HAVA to help States
and localities implement the new laws and requirements.

On our second panel, there will be four Secretaries of State who
oversaw elections during the 2004 process; and, of course, they
have to deal with HAVA and how it is implemented.

With that, I yield to my ranking member.

Ms. MILLENDER-MCDONALD. Thank you so much, Mr. Chairman.

I am thankful to you for holding this hearing. I thank you for
your sensitivity to the request of this ranking member and others
to ask for a hearing to bring about the Secretaries of State, espe-
cially those where their States had quite a bit of difficulty. So I am
very grateful to you and your sensitivity for that.

I hope that this hearing will be the first of several hearings that
will review how the Help America Vote Act, HAVA, was imple-
mented and how the first post-HAVA election was conducted.
HAVA, in my opinion, was one of the greatest bipartisan pieces of
legislation this body has produced and passed.

I am happy to have with us today the Minority Whip, the Con-
gressman out of Maryland, Mr. Steny Hoyer, who was the architect
of this piece of legislation, along with you, Mr. Chairman, because
you two came together to try to see whether you could fix that
which was broken in the year 2000 after that election. So I thank
you very much.

The 2000 Presidential election brought to light many problems
with the election process. We heard reports of a wide range of vot-
ing and voter frustration. According to the 2001 MIT CAL-TECH
study, 3 million voters were turned away from the polls without
casting a vote on Election Day 2000.

This committee worked tirelessly to enact HAVA as a solution to
these and other election concerns. As a result of HAVA, $3.5 billion
were appropriated to the States to improve the voting process.
HAVA set standards so voters are not turned away from the polls
without casting a vote. Voters not listed as registered must be
given a provisional ballot to be verified later and counted. But
some very early election surveys have found that who is given pro-
visional ballots and how they are counted vary from State to State.
Unfortunately, there were reports of eligible voters being turned
away from the polls without casting a provisional vote.
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Also, overseas and military voters reported problems with receiv-
ing absentee ballots. Now my staff has had the opportunity to
speak with a number of Americans living abroad and listening to
their voting experiences.

Mr. Chairman, I am going to take a personal privilege, I guess,
at this time, because I am deeply concerned about the lack of—and
especially two Secretaries of State who have refused to come to this
hearing today. And those two Secretaries of State have had some
of the most egregious or at least alleged egregious irregularities of
voting in their States.

You know, as we celebrate Black History Month this month, I
can’t help but reflect on those whose lives were taken because they
were not given a right to vote. They had to pay poll taxes back in
those days and even had to learn the Constitution of the United
States in order to vote. I am very concerned that today we find that
some of their offspring are having some of the same problems. They
were denied voting in some of the States, especially, as I have been
told by data, Ohio and Florida.

We witnessed about a week or so the elections in Iraq and how
those persons were very courageous and came forth in spite of the
threats of insurgents to vote. And when they voted they put up an
index finger with a mark on it showing their solidarity and their
appreciation for voting. It is really telling that in this country of
ours, the greatest democracy on earth, there are some folks who
cannot lift their index fingers to say that they had a right to vote
because they were denied that.

I just want to tell you, Mr. Chairman, the problems in Ohio were
many. But the miscalculation of voting machines led to lines of 10
hours or more that disenfranchised scores if not hundreds of thou-
sands of predominantly minority and Democratic voters. Ohio’s
Secretary of State’s decision to restrict provisional ballots resulted
in the disenfranchisement of tens if not hundreds of thousands of
voters, again predominantly minorities and Democratic voters.

This Secretary widely had a decision to reject voter registration
applications based on paper weight. Amazingly, forms obtained
from this Secretary of State’s office did not comply with his own
paper weight directives. The Secretary of State’s decision to pre-
vent voters who requested absentee ballots did not receive them in
a timely manner and from being able to receive a provisional bal-
lot. And yet the arrogance of this Secretary of State to not be here
today is an affront to those persons who elected him to office.

This is the people’s House. We are here with a fiduciary responsi-
bility to protect the people here in this House. Yet the arrogance
of this Secretary of State and the one from Florida who refused to
come is really an affront, Mr. Chairman.

The voting problems encountered in Florida has been docu-
mented by the Election Protection Coalition: Improper requests for
identification, confusion about how to implement provisional ballot
requirements, concerns about the accuracy and functioning of vot-
ing machines, some poll workers who were, at best, untrained or
at worst actively dissuading voters from casting votes, lack of re-
quired assistance of disabled voters.

You know, Mr. Chairman, I am very angry, disturbed, that folks
had to wait in line for 10 hours in this democracy and still had to
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be turned away. The disenfranchisement of the hundreds of thou-
sands of folks, even with HAVA there in these States to be imple-
mented, was ignored.

So in order to restore the trust, the voters’ trust, Mr. Chairman,
and to mitigate the cynicism that is rising across this country with
voters saying, do we really have a democracy, can we really vote
in this great country of ours, I would suggest to you, Mr. Chair-
man, that you then take Congress to Ohio and Florida, if they do
not have the sensitivity to come here. If they do not believe that
they were elected by those voters in those two States who represent
this people’s House, that I will say to you Mr. Chairman, whether
it be by subpoena or what have you, that we have before us in a
timely manner these Secretaries of State who did not have the de-
cency to come before us today.

I am hearing that one is in town today and wanted to send a di-
rector of elections to come in his stead. That director was not voted
by the people. He was voted by the people.

So you can hear in my voice my deep regret that these Secre-
taries of State sought to not come today to the people’s House to
answer questions about some of the irregularities that took place
in both the 2000 election and the 2004 election where in this de-
mocracy of ours we still have disenfranchisement of voters.

I yield back.

The CHAIRMAN. Thank the gentlelady.

Mr. Holt, you are welcome to come to the dais. I would note, in
the regular order of the Committee, I wanted to get to the Mem-
bers of the Committee to speak and ask questions.

Let me just say, though, and I said this on the floor of the House,
there were certain things—my Secretary of State, for example,
there were some allegations of some precinct situations in Franklin
County, and I defended Mr. Blackwell on that because, frankly, he
doesn’t allocate the number of machines, so I did defend him on
some of those points that were raised. And we are going to have
hearings, but I don’t want to get into case by case, county by coun-
ty in Ohio.

But, having said that, I think the Secretaries of State should be
here. I am disappointed that they are not here. We will have other
opportunities soon for them, but if they don’t come here we will go
there, and I don’t have any problems going to Ohio and Florida. I
don’t know the rationale of why they aren’t here, but I think this
is important enough that they should be here.

So that old expression, that mountain to someone or someone to
the mountain, we can go to both states, and I have no problems in
doing that. We can have disagreements, but, you know, you can’t
run and you can’t hide. So, therefore, I have no problems at all to
take us to the states. I commute anyway every week. I will go to
Columbus.

The CHAIRMAN. But I will share a terrible frustration that they
are not here.

Ms. MILLENDER-MCDONALD. Mr. Chairman, irrespective of their
rationality for not being here, the mere purpose that these States
have been in the news daily shortly after the elections again should
beckon for them to come here to answer questions that have not
been answered by those who have that fiduciary responsibility, and
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those are the secretaries of state who conduct these elections. So
for them not to be here, I hate to start off as the Ranking Member
for the first time on this committee, I guess, being so vocal, but I
don’t curtail my thoughts on things that I feel are unjustified, and
I do not want to even listen to any rationality that they have.

The CHAIRMAN. I thank the gentlelady. We will work with our
Ranking Member to have either additional hearings where they
will come here, or we will go to the states, and maybe both.

Any other additional opening statements by Members?

Mrs. JONES. Mr. Chairman, I am Stephanie Tubbs Jones. I don’t
serve on the committee. I come from Ohio. I would like to thank
you for being a man of your word. During the debate on the objec-
tion to the vote in Ohio, you stated that you would be holding hear-
ings both in Washington and in Ohio about the voting activity. I
just want to thank you for being a man of your word. I really ap-
preciate it. When you decide to go to Ohio, I will be there with you.
Thank you very much.

The CHAIRMAN. Thank you. I look forward to it.

Mr. Hoyer.

Mr. HOYER. Mr. Chairman, I have an opening statement, but if
I can, I would include it in the record. I would simply say I thank
you for holding these hearings. I thank you, as Stephanie Tubbs
Jones has done, for being willing to confront in a bipartisan, non-
partisan way the issues that are raised with reference to ensuring
that Americans not only have the right to vote, but they are facili-
tated in that vote. That is clearly the intent of HAVA.

I have four or five things that I want to focus on with you. You
and I have had the opportunity to discuss them. I look forward to
working with you. If there is no objection, I would like to include
my opening statement in the record.

The CHAIRMAN. Without objection.

Mr. HOYER. Thank you.

The CHAIRMAN. Mr. Brady.

Mr. BraDY. Mr. Chairman, I would love to go to Ohio. My dad
was born there. I would never mind going to Florida, being from
Pennsylvania. But if we have subpoena power, I would like to see
them come here for a simple reason. I don’t want to go to Ohio and
I don’t want to go to Florida and then have them not appear there
either. There is no assurance, I don’t think, if we go to Ohio—we
have somebody that is right in town right now. Even though we are
being in this town, in this State, can we be assured they will be
there if we go there? This lady would be irate.

The CHAIRMAN. I tried subpoena issues with kind of a wealthy
gentleman who ran a 527 last year, and I wasn’t too successful in
getting him here. Maybe we could get him there with our secretary
of state. That would be kind of nice. Having said that, we will work
to get them here.

Any other additional statements? Mr. Ehlers.

Mr. EHLERS. Just one comment, Mr. Chairman. I have been in
this business for probably longer than I should have been. The
Presidential election 4 years ago and the problems that arose there
were absolutely no surprise to me. Elections are run by individuals
who are by and large very well-intentioned, trying to do a good job.
Many of the poll workers do this only a few times a year, and they



8

are wonderful people, they are willing to dedicate time and put in
long days, but mistakes get made.

In my very first election, there was a grievous error in one pre-
cinct in which the names were switched. In other words, people
who thought they were voting for me were voting for my opponent.
People who thought they were voting for my opponent voted for me.
That is just an example of what goes on. I personally am still con-
vinced that Richard Nixon won the election in 1960 until Mr. Daley
stole it from him in Illinois, and that LBJ never rightfully won his
first election to the U.S. Senate.

A lot of things go wrong in elections, and we have to be aware
of that. Our goal here should not be vituperative or accusatory, but
simply saying we are doing our best to make sure that the system
works fairly, properly, and, as Mr. Hoyer said, that voting not just
takes place, but it 1s facilitated for the average citizen, because
most citizens—and I have heard a lot about educating the voters.
That is nonsense. People who do something once or twice a year,
you are not going to educate them. You have to develop a system
that really facilitates the proper operation. That is why when we
did HAVA, I wrote the technical standards part and insisted that
human factors be part of the evaluation, because I think the
human factors are very important. When you design the system,
you want to design it so that individuals who do this only a couple
of times a year are not confused, and they get it right, and that
everything is done properly and fairly. Thank you.

The CHAIRMAN. The gentlelady?

Mrs. MILLER. Thank you, Mr. Chairman. Just a brief comment
as well. I don’t really have an opening statement. It is true. As you
mentioned, I had been a secretary of state in Michigan for 8 years
before I got this job. Elections are not perfect. In fact, what hap-
pened in the Presidential election 4 years ago may have shocked
much of the Nation, but a lot of people that were involved in the
elections community were aware of various problems that had ex-
isted, and sometimes they just didn’t come to light to the extent
that they did then.

And so I certainly want to commend both our chairman and Mr.
Hoyer as well for their work on HAVA and all the great work that
came out of this committee on that, because I think every one of
us understands that elections are the foundation, quite frankly, to
our democracy here. If at any time there is any citizen that feels
that their vote will not be counted properly, that is a problem for
all of us that we have to address.

I will tell you, though, as we get into the testimony, I think it
is important that we do not have selective outrage in some States
and perhaps not others. For instance, in some of the provisional
balloting that was done, I was aware that I think in every battle-
ground State this year, there were lawsuits filed to allow people to
vote provisional ballots in any precinct even if they were not reg-
istered there. This was done, I believe, erroneously, because, of
course, if you have more than one congressional district—in a lot
of large areas they do. In a city—for instance, in a city like Detroit,
in Michigan, we have several congressional districts drawn
throughout the city, and so why would you want to be
disenfranchising people not to be able to vote for their Member of
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Congress if they were in the wrong precinct? Yet those lawsuits
were, as I say, in all the battleground States. I know in Ohio as
well. I will speak for Mr. Blackwell. He was upheld by the court
in the provisional balloting that he did there.

But again I think it is very important for all of us that we do
recognize how important it is that every single vote counts.

I will also just mention since we are talking about this and not
having people disenfranchised, I was very proud that when I was
the secretary of state of Michigan to be recognized nationally by
the NAACP with the highest grade in the entire Nation for making
sure that in our urban areas, et cetera, that every minority, every
woman, everyone had an opportunity to have their vote counted
properly with election reforms and that.

I would say that my approach to elections is the same as my ap-
proach to life, I think. In the largest room is always the room for
improvement. And with all the improvements that we are going to
be hearing about that happened under HAVA in this last Presi-
dential election, it is still not a perfect system. There is plenty of
room for improvement. I am certainly looking forward to working
with all of you to continue to improve that system.

As we talked a little bit earlier about technology, the technology
is out there. It is unbelievable the remarkable technology that can
be utilized for individuals to make sure that their vote is counted
properly, quickly, in a timely fashion, et cetera. I am very inter-
ested to hear the testimony of our panelists. Thank you.

The CHAIRMAN. Any other comments? If not, we will move on to
our four Commissioners. We have Commissioner Gracia Hillman,
the current EAC Chair who was recently at the swearing-in cere-
mony—I was there, it was a wonderful event, with Mr. Larson, also
with Congresswoman Pelosi; and also Commissioner Paul
DeGregorio, the current Vice Chair of the EAC; Commissioner De-
Forest, known as Buster, Soaries; and Commissioner Ray Martinez.

I just wanted to note, and we will get on with the process here,
but I think all four of you have served with integrity. I think you
were wonderful appointments. You have taken your job seriously.
I think the Commission has functioned as the law has set it up,
in a wonderful manner. I think you have added in a short period
of time and with some difficulties beyond your control of the ap-
pointment process and moneys and things of that nature—you just
proceeded on, all four of you. I think you are four remarkable peo-
ple that have added a lot already to the Commission.

With that, we will start with the Chair.

STATEMENTS OF GRACIA HILLMAN, CHAIR, ELECTION ASSIST-
ANCE COMMISSION; PAUL DeGREGORIO, VICE CHAIR, ELEC-
TION ASSISTANCE COMMISSION; RAY MARTINEZ, COMMIS-
SIONER, ELECTION ASSISTANCE COMMISSION; AND DeFOR-
EST BLAKE SOARIES, Jr., COMMISSIONER, ELECTION ASSIST-
ANCE COMMISSION

STATEMENT OF GRACIA HILLMAN

Ms. HiLLMAN. Thank you very much, Mr. Chairman.
Good morning, Mr. Chairman and members of the committee,
Mr. Hoyer, Mrs. Tubbs Jones, and I don’t know if Mr. Holt is still
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there. Thank you very much for your kind words. I would say that
I am absolutely delighted to be serving with the members of this
Commission. I couldn’t ask for better colleagues. It has been a won-
derful experience.

Vice Chairman DeGregorio and I will take just a few minutes
this morning to review the highlights from our testimony. We ap-
preciate the vested interest that this committee has in our work.
We recognize the importance of what you have done for America
as the authorizers of HAVA, and we look forward to today’s discus-
sions.

Mr. Chairman, as you and the members of this committee know,
HAVA represents an unprecedented effort by Congress to enhance
the administration of Federal elections. Congress has matched
HAVA mandates with funding and guidance through EAC while
recognizing the important role of the States in conducting Federal
elections.

HAVA works, and it is off to a good beginning. EAC is committed
to follow the prescripts of HAVA to make certain that the law is
fully implemented in a uniform and consistent manner. HAVA has
also provided an excellent vehicle for the Federal Government
through EAC to work in close partnership with the States.

The issues and problems that came to the forefront during the
2000 presidential election were significant. It is clear to us, Mr.
Chairman, that HAVA was not contemplated as a short-term or
partial solution to these problems. Rather, HAVA sets out a com-
prehensive program that spans the course of many years, and that
is how it should be.

EAC is in a very different position today than when we first ap-
peared before this committee 1 year ago. We have established EAC
as a fully functioning Federal agency. Unlike last year, we now
have a budget that permits us to have a staff and enables us to
conduct a modest amount of research and study. Let me take a mo-
ment to highlight some of the significant accomplishments that
were achieved in 2004.

Working with GSA, we distributed over $1.5 billion in Title II
payments to the States. As of today, States have received over $2.2
billion in HAVA funding. I call your attention to the chart on pages
4 through 6 of our testimony.

On the matter of provisional voting, let me note that it was not
a new concept for all States; nonetheless, it turned out to be a
painful exercise for many. Provisional voting in 2004 became what
was the hanging chad in 2000. Diverging definitions of jurisdiction
drew national attention to provisional voting. There was litigation
in at least five States, and while this may seem like negative and
unwanted attention, these lawsuits produced a reasonable and
workable rule of law regarding provisional voting.

Having said that, let me state that provisional voting works. I
call your attention to the chart on pages 9 and 10 of our testimony.
In the November 2004 election, over 1 million votes were counted
through provisional ballots. Based on a preliminary examination of
data reported to us from 41 States, we find that of 1.5 million pro-
visional ballots cast, 68 percent were counted. Some will ask, what
about the 500,000 that weren’t counted? We don’t know the answer
to that yet, but we will once we have completed our election day
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study and conducted hearings. All we know for now is that provi-
sional voting identified 500,000 voters who were deemed not eligi-
ble to cast a ballot even though we suspect that unfortunately in
many instances the reason was that the person appeared in the
wrong jurisdiction.

I have mentioned our election day 2004 study. Through EAC, the
Federal Government will collect and study a wide range of data re-
lated to the November election. The data that is being collected on
both a county and State level include information about ballots cast
and counted, the types and numbers of voting systems used, mili-
tary voting, and the numbers of people registered and purged, and
methods of voter registration and purging. Once the final data is
received by the end of March of this year, we will compile a com-
prehensive report. The information will help measure future
progress under HAVA.

For many years now, America has experienced a shortage of peo-
ple to work at the polls on election day. Election officials depend
on people to volunteer for this 1- or 2-day job, but few respond to
the call for long hours and short pay. To assist with this critical
problem, EAC has two components to its national poll worker ini-
tiative. One is the highly successful HAVA college poll worker pro-
gram. The other component is targeted to engage the involvement
of corporations, private organizations and private citizens to help
election administrators recruit people to serve as poll workers.

Through EAC’s efforts in 2004, 1,700 college students worked at
the polls that we know of, and 12 States reported a full com-
plement of poll workers at every location. EAC’s observations from
the November election suggest that many things were done right,
but there is still a lot to be done. Vice Chairman DeGregorio will
discuss this a little further in his remarks.

I will wrap up my presentation by quickly reviewing the key
components of our research and guidance agenda for 2005. We are
committed to providing the guidance, assistance and information
necessary to aid the States in their implementation of HAVA. This
will include guidance on voluntary voting system standards, provi-
sional voting, voter identification requirements, voting information
through signage at the polls, and we will review and update the
national voter registration form and the instructions that accom-
pany that form.

Our priorities also include our efforts to assure that HAVA funds
are spent properly and in compliance with the law. As reported
earlier in my remarks, States have already received nearly $2.2 bil-
lion in Federal funds. EAC will monitor the use of these funds
through regular reporting from the States and through annual au-
dits.

Mr. Chairman, I conclude my remarks by noting that HAVA is
improving the Federal election process. Election reform is not a
process of immediate gratification. Rather, elections are complex
and dynamic events that require years of advance planning and
careful thought. Changing and improving that process likewise
takes planning, careful thought and, most importantly, time.

I continue to feel privileged and honored by having the oppor-
tunity to serve America with my distinguished colleagues as a
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member of the Election Assistance Commission. Thank you for the
opportunity to address this committee today.

The CHAIRMAN. Thank you.

The CHAIRMAN. We will move on to Commissioner DeGregorio.

STATEMENT OF PAUL DeGREGORIO

Mr. DEGREGORIO. Good morning, Mr. Chairman, Ranking Mem-
ber, members of the committee, Mr. Hoyer and visiting Members.

As our Chair indicated, HAVA has been successful in improving
the process of conducting elections in the United States. As one
who served for 8 years as a local election official, I believe this Fed-
eral assistance has been long overdue.

I would like to complement our Chair’s remarks and also build
on HAVA’s successes in 2004 and how the EAC will expand that
success to help foster an environment of excellence in election ad-
ministration in America. On election day 2004, EAC Commis-
sioners traveled to several States to observe firsthand the events,
successes and problems that occurred in the polling places of Amer-
ica. While the Commissioners saw many HAVA successes, such as
persons casting provisional ballots, we also witnessed poll workers
who were not always so clear on when a provisional ballot should
be offered to a voter. We saw polling places where informational
signs were posted and polling places where the required signage
was missing. My colleagues and I saw voters enjoying the benefits
of upgraded and advanced voting machines, as well as voters who
cast their ballots on devices that were well over 50 years old. We
witnessed polling places that operated with the utmost of efficiency
and precincts where voters stood in lines for hours to exercise their
right to vote. The data that we are now collecting from the States
on the 2004 voting process, including voting by our military men
and women, will further inform us and others on what worked and
what can be improved.

In 17 States funding by HAVA further influenced the 2004 elec-
tion through the development and use of statewide voter registra-
tion databases. These databases are mandated under section 303 of
HAVA and require States to develop a single, uniform, interactive
voter registration list by 2006. Once implemented, such lists will
go a long way toward reducing duplicate voter registrations, updat-
ing addresses, reducing the need for provisional voting and cer-
tainly help prevent fraud.

HAVA directs the EAC to develop voluntary guidance to the
States on these databases. We have impaneled a working group to
work with the States to identify their questions and needs so that
we have such guidance in place by this summer.

One of the most important and tangible elements of HAVA is the
Federal Government’s significant financial assistance to the States
to update and procure voting equipment. Since the 2000 elections,
about 25 percent of U.S. voters have experienced new voting de-
vices. If States are to be in compliance with HAVA deadlines, we
fully expect that another 30 percent of U.S. voters will experience
new voting equipment in 2006. A significant number of States are
now in the process of procuring new voting equipment, including
equipment that serves the needs of the disabled community.



13

One of the EAC’s most important mandates under HAVA is the
testing and certification of voting systems. Fundamental to imple-
menting this requirement is the development of revised voluntary
voting system standards which will prescribe the technical require-
ments for voting system performance, security, auditability and
human factors; in addition, to identify testing protocols to deter-
mine how well systems meet these requirements. Another impor-
tant element is the certification of testing laboratories to ensure
that competent resources are available to perform testing. The final
element is the process of reviewing the system test reports to vali-
date that systems have met their standards and therefore can be
declared qualified for use in Federal elections.

Since the very first days of our existence, the EAC has fostered
a close partnership with NIST to implement all of these important
goals that it clearly outlined in HAVA. Our work on each of these
elements is discussed in much more detail in our written
submittance to this committee.

I would like to report that our EAC technical development com-
mittee is well on its way to producing draft voluntary system
guidelines that will be vetted by the EAC Standards and Advisory
Boards and the public and ultimately adopted by this Commission.
Our charge to the Development Committee and to NIST has been
to build upon and strengthen the existing standards particularly in
the area of security of voting systems and to do so in the 9-month
period that HAVA mandates.

We fully expect to see these draft guidelines in April of this year.
We believe that the EAC’s work will be of great benefit to the
States as they take advantage of the significant Federal research
and make their own determination of which of these guidelines and
what particular voting systems might work for their election offi-
cials and for the voters in their States.

Mr. Chairman, as we conclude today’s testimony, I certainly con-
cur with our Chair and my colleagues that HAVA is improving the
election process in America. HAVA has effectuated substantial
change in a climate of intense scrutiny. Voting technology has im-
proved. More eligible voters have been able to cast their ballots.
Voters are better informed of their rights and how to exercise
them. However, a vast amount of work is left to complete. More
than a half of the country is in the process of upgrading its voting
technology, implementing statewide voter registration databases
and perfecting their processes for provisional voting and voter iden-
tification. These States need guidance. The EAC will provide it.

Mr. Chairman, thank you for the opportunity to address this
committee today. It is an honor to serve on this Commission with
these three distinguished Americans. We will be happy to answer
any questions that you and other Members may have.

The CHAIRMAN. Thank you.
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ELECTION NEWS

Important information for you!

e
=
=
=

VOTER IDENTIFICATION
New Federal and State laws require voters who appear to vote in an election district for the first time to provide election officials with
proof of identification.

if you answered YES, then you will be required to provide one of the following approved forms of id

Approved forms of photo identification: Approved forms of non-photo identification:

{ID must be valid) {ID maust include tite name and address of the efector)
* PA driver's license or 1D card issued by PennDOT « Voter's identification card issued by the voter registration commission
« ID issued by any other Commonwealth agency e Non-photo TD issued by the Commonwealth
o [ID issued by the U.S. Government » Non-photo ID issued by the U.S. Government
e U.S. Passport o Firearm permit
e U.S. Armed Forces ID o Current utility bill
s Student ID « Current bank statement
« Employee ID o Current paycheck

« Government check
PROVISIONAL BALLOTS

t a provisional ballot under certain circumstances. County election

New Federal and State laws provide voters with the opportunil £
fler:an election to determine if the individual voting that ballot was

officials will examine the provisional ballots within three (3) ys
entitled to vote at the election district in the election.

district, but the individual's
¢ an approved form of

tdes voters who claim to be
member of another

Within three (3) 4
completed provisional
compieted provisional

COMPLAINTS
New Federal and State laws provi
or employee has violated, is vidlatiig, or is @
uniform and nondiscriminatory clection

Yote Act 0£20022

1f you answered YES, then the information below will be helpful to you,

Potential ci for filing a laint are listed below:
o An individual believes a State or local elections official or employee has violated the provisions of Title III that require a voter to
provide an approved form of identification the first time he appears to vote.

e An individual is denied the opportunity to cast a provisional balfot.

e An individual believes a State or local elections official or empl has violated provisi ballot proced

o An individual believes information that is required by law to bc posted in the polling place is mcorrcct, inaccessible or missing.
» An individual believes that the mail-in voter regi ion form is i plete or missing required information.

For more information, please see the Pennsylvania Department of State Notice relating to complaint procedures under section 402(a) of the
Help America Vote Act of 2002 and section 1206.2 of the Pennsylvania Election Code. Also see the S of Complaint-Violations of
Title Il of the Help America Vote Act,

The Notice and of Complaint are available at this polling place, the County Board of Elections, or at the Pennsylvania
Department of State by cailing 1- 877 VOTES-PA (1-877-868-3772), or visiting www. hava.state.pa.us.

Edward G. Rendell, Commonweslth of Pennsylvania Pedro A. Coris,
Governor Secretary of the Commonwealth
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UNITED STATES ELECTION ASSISTANCE COMMISSION

The following form and its attachments should be completed on-lin
should be returned to the United States Election Assistance Commission.via email to

STATE: |

NAME:

ADDRESS:

Question 1. What was the total number of absentee and advance ballots
transmitted by your State (including ballots transmitted by mail, fax, e-mail
or courier) to (a) domestic military citizens, (b) overseas military citizens, and
(c) overseas citizens (collectively, “military and overseas citizens”) for the
November 2, 2004 general election?
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Question 2. What was the total number of absentee ballots returned to
your State by (a) domestic military citizens, (b) absent military citizens, and
(c) overseas citizens for the November 2, 2004 general election? (NOTE:
Please do not include Federal Write-In Absentee Ballots as question 6 asks
for information about these ballots.)

Question 3. Of the total number of absentee ballots distributed to or
returned by military and overseas citizens, how many were transmitted or
returned by (a) mail, (b) facsimile, and (c) e-mail?

rned by military

Question 4. Of the total number of absentee ballots
| State for the

and overseas citizens, how many were actually counted Hy 3
November 2, 2004 general election?

7én absentee ballots not

e to the fact that the
ature, (c) contained no
10 notary or witness
ire, (g) was received
rable, or (i) was rejected
rejection is not applicable

Question 5. Of those military and overse
counted, provide the number of ballots reject
ballot (a) lacked a postmark, (b) 4@
verifiable signature, (d) had no d

ation for any ballots itemized

Question 6. How many Federal Write-In Absentee Ballots (FWAB) did your
jurisdiction receive from absent uniformed services and overseas voters for
the November 2, 2004 general election?
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Question 7. Please indicate here the total number of your local
jurisdictions and then the number that reported.

TOTAL NUMBER OF TOTAL NUMBER OF
LOCAL JURISDICTIONS JURISDICTIONS REPORTING

If data are missing because some jurisdiction:
some other reason, please explain any other reasor

¥

led to report or for
issing data below.

Do not leave any questions blank. If your state does not
equested or data is unavailable for some other reason, please
#he blank and noting the reason that data was not provided. This

both individual election jurisdiction data as well as aggregate data for the entire state in
your responses.

Definitions:

“Advance Ballots” means any Special Write-In Absentee Ballot, State Write-In Absentee
Ballot, Special Write-In Early Ballot or Blank Absentee Ballot that is distributed by a state
in advance of the publication of an official ballot for a federal election on which military and
overseas citizens are allows to write in the name of the candidate in each contest for whom
they choose to vote.

“Domestic Military” encompasses

(A) a member of a uniformed service on active duty who, by reason of such active duty, is
stationed or positioned within the United States or its territories, and who is absent from the
place of residence where the member is otherwise qualified to vote;

(B) a member of the merchant marine who, by reason of service in the merchant marine, is
serving within the United States and its territqries, and who is absent from the place of
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(C) a spouse or dependent of a member referred to in subparagraph (A) or (B) who, by reason
of the active duty or service of the member, is absent from the place of residence where the
spouse or dependent is otherwise qualified to vote.

“ Overseas Military” include:
(A) a member of a uniformed service on active duty who, by reason of such active duty, is
stationed or positioned outside of the United States and its territories, and who is thus
absent from the place of residence where the member is otherwise qualified to vote;
(B) a member of the merchant marine who, by reason of service in the merchant marine, is
serving outside of the United States and its territories, and who is thus absent from the place
- of residence where the member is otherwise qualified to vote; and
(C) a spouse or dependent of a member referred to in subparagrap
of the active duty or service of the member, is absent from the p
spouse or dependent is otherwise qualified to vote.

.or (B) who, by reason
of résidence where the

working or stationed outside of the United States and it kte;fitories a ho are not
members of a uniformed service. ;

overseas
n'outside the United States

lar absentee ballot from the
FWAB is used to vote for
spresentative, Delegate or

“Federal Write-In Absentee Ballot (FWAB)”is
citizen when the absent uniformed services member
(including APO and FPO addresses) does not receive t
state after having made a timely applieation for the bal

t of such application; or
fore the general election; or
ot of aniabsent uniformed services voters or overseas voter is
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ELECTION DAY DATA SURVEY

The following form and its attachments should be completed on-line or in electronic format.
Completed forms should be returned to the United States Election Assistance Commission
via email to surveyresponse@eac.gov on or before the sixtieth day following the federal

election.

Please complete all of the fields below. Specific instructions relative to certain fields are
found at the end of this form. If your question or concern is not answered in the instructions
section of this form, please contact Brian Hancock at 202-566-3100.

Name of the responding State:

Date response is submitted:

Name of responding official:

Title of responding official:

Address of responding official:

2a. Total number of ballots counted state-
wide

Email Address:

Phone Number: Fax Number:

2b Totz;i -Kfnﬁ)er of balfgfz; counted by
county/local election jurisdiction

3a. Total number of ballots cast in polling
places (state-wide) on election day (for
Oregon — by mail)

3b. Total number of ballots cast on election
day by county/local election jurisdiction

4a. Total number of requested absentee
ballots

4b. Total number of requested absentee
ballots by county/local election jurisdiction

5a. Total number of absentee ballots
returned

5b. Total number of absentee ballots
returned by county/local election jurisdiction
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6a. Total number of absentee ballots counted

6b. Total number of absentee ballots counted
by county/local election jurisdiction

6¢. Total number of absentee ballots that
were not counted

6d. Identify the five most common reasons
that absentee ballots were rejected

7a. Does your state conduct early voting?

7b. Total number of early voting ballots
counted

7c. Total number of early voting ballots
counted by county/local election jurisdiction

8a. Total number of provisional ballots cast

8b. Total number of provisional ballots cast
by county/local election jurisdiction

9a. Total number of provisional ballots
counted

9b. Total number of provisional ballots
counted by county/local election jurisdiction

9c. Identify the five most common reasons
that provisional ballots were rejected

10. Total number of undervotes reported in
each federal contest by county/local election
jurisdiction

11. Total number of overvotes reported in
each federal contest by county/local election
jurisdiction

12. Total number of votes cast for all
candidates in each federal contest by
ion jurisdictio

kst

13.

Provide a listing of the fypes of 'Votmg equipment in use in each county of the State

including the type of voting system, manufacturer, number of units used in each county/local
election jurisdiction, the software version (if applicable), and an indication as to whether the
voting system has or has not previously been used in a Federal election in that jurisdiction.

14. Identify by county and precinct, if available, where any of the following voting machine
malfunctions occurred. Please identify if the voting machine was returned to service in the
November 2, 2004 election,

14a. Power failure 14b. Broken counter

14c. Computer failure 14d. Printer failure

14e. Screen failure 14f. Fatal damage to machine

14g. Modem failure 14h. Scanner failure

i. Ballot encoder/activator failure 14j. Audio ballot failure

‘ﬁ 11 l 1 THIRES | 14 a
15a. Total number of poll workers who
served in the State on November 2, 2004

15b. Total number of poll workers who
served in each county/local election
jurisdiction on November 2, 2004

16. What is the required number of poll workers per precinct/polling place as established by
law or regulation?

17b. In any county/local election jurisdiction
where a deficit of poll workers existed,
identify the number of additional poll
workers needed to meet the requirement.

17a. By county/local election jurisdiction,
how many precinets/polling places did not
have the required number of poll workers?




18. Identify what constitutes a local election jurisdiction in your State (e.g. county, parish,
township, city).

19. Total number of precincts by county/local election jurisdiction

20. Total number of polling places by county/local election jurisdiction

21a. Total number of polling places by 21b. Total number of polling places by

county/local election jurisdiction that canbe | county/local election jurisdiction where a

accessed by a voter who uses a wheelchair visually impaired voter can cast a private
ballot

21c. Total number of polling places where a
physically disabled voter can cast a ballot on
an accessible voting system,

following formats: .doe, kxt or csy .

22, Total number of local election jurisdictions that provided information for purposes of
responding to this survey

23. Provide the name and contact information for each local election jurisdiction official that
provided information for purposes of responding to this survey.

24, Identify any other sources of information used to respond to this survey other than those
provided in response to questions 22 and 23.

Instructions:

Please answer every question. Do not leave any questions blank. The appropriate answer
may be “0”, “none”, or “N/A”. This survey seeks information on both a State and local
election jurisdiction level.

A spreadsheet has been attached for your convenience in responding to the majority of the
questions, above. However, States may provide the same information in a similar format
through any .csv formatted file. Please add additional columns where necessary to report
additional Congressional or Senatorial district information and to accommodate all
countiesflocal election jurisdictions in the State.

Definitions:

The following are specific instructions and definitions for your use in completing the
numbered questions in the form, above:

1. Provide by county/local jurisdiction, only, the number of registered voters. If your
state differentiates between active and inactive voters, place each number in the respective
column on the attached spreadsheet. Ifyour state does not differentiate, place results in the
“active” column.
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2. The number provided in response to this question should include all ballots that were
counted during election day, absentee, early voting or late counting for the November 2, 2004
election (e.g., paper, electronic, military, absentee, and provisional ballots)

3. The number provided in response to this question should include all ballots cast and
counted during election day voting (at the polls). This number does not include the number
of absentee or early voting ballots counted.

4a. —6d. Absentee voting is defined as voting prior to election day which requires that
the voter meet qualifications other than those generally required to register to vote. The
numbers provided in response to questions 4a. — 6b. should not include ballots requested by
military and overseas voters. The number should reflect only those non-military and
overseas absentee ballots that were requested, returned, cast and counted, respectively.

6Ge. Identify the most common reasons for rejecting an absentee ballot. The response to
this question can be provided in any electronic format.
7. “Early voting” is defined as any voting that occurred prior to November 2, 2004 for

which there were no eligibility requirements. For example, the voter did not have to attest
that he/she would be absent from the voting jurisdiction on the day of the election.

8. The number provided in response to this question should include the total number of
ballots cast in the State’s program for contingent or provisional ballots that complies with
section 302(a) of the Help America Vote Act.

9a. The number provided in response to this question should include the total number of
ballots identified in response to question 8 that were verified as having been cast by eligible
voters and were counted in the November 2, 2004 election.

9b. The number provided in response to this question should include the total number of
ballots identified in response to question 8 that were not verified as having been cast by
eligible voters and which were not counted in the November 2, 2004 election.

9e. Identify the most common reasons for rejecting a provisional ballot. The response to
this question can be provided in any electronic format.
10. An “undervote” occurs at any time when a voter makes less than that allowed

number of selections in a single race/contest or when a voter votes on less than all of the
races/contests for which he/she is eligible to vote.

11 An “overvote” occurs when a voter makes more than the permitted number of
selections in a single race/contest or when a voter makes a selection in a race/contest on
which he/she was not eligible to vote.

12. Report all votes cast for all candidates in the presidential, senatorial and
congressional contests, respectively. If response to this question is made using the sample
spreadsheet, columns must be added so that each senatorial and congressional contest is
reported separately.

13. Respond to question 13 by identifying in an electronic document (.doc, .txt. or .csv
format) the county and/or precinct, the type of voting system (i.e., punch card, lever, optical
scan or direct record electronic (DRE)), the manufacturer of the equipment used, and the
number of units in use in the county (and/or precinct, if available), the software version (if
applicable) and an indication as to whether this technology was used in a Federal election in
that jurisdiction prior to November 2, 2004.

14. The answer to this question should identify the location (county or precinct, if
available) and number of occurrences of each type of machine malfunction that occurred on
November 2, 2004 or during any absentee or early voting period for the November 2, 2004
election.

14a. “Power failure” means any interruption or failure of the power system of the voting
system that would render the voting machine incapable of counting votes for more than 5
minutes during election day, absentee or early voting.

14b.  “Broken counter” means with reference to a lever voting system the malfunction of
the counting mechanism that renders the voting system incapable of counting additional
votes on any votable position on the machine.
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14c.  “Computer failure” means any malfunction, disablement or interruption of the
software, hardware or firmware that makes up the voting unit such that the unit is
incapable of presenting the ballot, recording votes or printing and/or tabulating results.
14d.  “Printer failure” means any malfunction or interruption of the printer hardware,
software or mechanical components that constitute the mechanism for creating a printed
result of all races voted on a single or on multiple voting machines. Printer failures shall
include printers on both electronic and mechanical or lever voting machines.

14e.  “Screen failure” means with reference to a DRE a malfunction or interruption of the
screen display or indicator lights such that the DRE cannot accurately indicate to the voter
which choices have been made or which races on which the voter is eligible to vote.

14f. “Fatal damage to a machine” means the damage or destruction of a voting machine
that renders it incapable of functioning to record votes or print results of voting.
14g.  “Modem failure” means the malfunction or interruption of modem or the computer

hardware or software using the modem to transmit results to a central counting location
such that the modem is rendered incapable of transmitting results.

14h.  “Scanner failure” is the malfunction or interruption of a paper ballot reading device
that renders it incapable of counting votes or renders the result tabulated by the reader
inaccurate.

14i. “Ballot encoder/activator failure” with reference to a DRE means the malfunction or
interruption of that piece of electronic equipment that encodes a smart card or other similar
device with the voter’s ballot or critical demographic data that allows the voting system to
access the proper ballot for the individual voter.

14j. “Audio ballot failure” with reference to a DRE means any malfunction or interruption
of the hardware, software or peripherals that renders the voting machine incapable of
playing an audio version of the ballot.

14k.  “Other” refers to any voting machine malfunction that does not fall within the
categories established in 14a — 14i.
15, The answer to this question should include the number of persons who served in all

polling places in the State as poll workers, election judges, wardens, commissioners or other
similar term that refers to the person or persons who verify the identity of a voter; assist the
voter with signing the register, affidavits or other documents required to cast a ballot; assist
the voter by providing the voter with a ballot or setting up the voting machine for the voter;
and serving other functions as dictated by state law. The answer to this question shall
include the head poll worker for each precinct. The response to this question shall not
include observers stationed at the polling place.

16. In responding to this question, please provide any prescribed minimum number of
poll workers needed to serve in a precinct/polling place on election day.

17. In response to this question, the State shall identify the county and precinct, if
available, where less than a full complement of poll workers was present on election day and
the number of poll workers that it was short by county or local election jurisdiction.

18. Identify in any electronic format what constitutes a local election jurisdiction in your
State (e.g., county, parish, township, city)

19. “Precinct” is that geographic area to which voters are assigned.

20. “Polling place” is that physical structure where residents of a precinct go to cast their
votes on election day. A polling place includes any structure that houses one or more
precincts.

21a.  Identify the total number of polling places that are accessible to persons using
wheelchairs.

21b.  Identify the total number of polling places where voting equipment is used such that
a visually disabled voter can cast a private ballot (e.g., a DRE with audio ballot capability or
paper ballots printed in Braille).

21c.  Identify the total number of polling places where voting equipment is used that is
accessible to a physically disabled voter (e.g., a touch screen DRE which can be handed to the
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voter, a voting machine which can be lowered to allow access to voter using a wheelchair,
other paper ballots or voting systems that are accessible to voters with physical disabilities).
23. In response to this question, the State shall identify name, address, phone number
and email address (if available) of the local election officials or jurisdictions responsible for
conducting elections in a specified geographic area that have provided data to assist the
State in responding to this survey.

24, All other sources of data shall include information obtained from a state-wide voter
registration database or any other public or non-public source.



U.S. Election Assistance Commission
1225 New York Ave., NW - Suite 1100
Washington, DC 20005
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U.S. Election Assi: C
Testimony Before the House Admini: ion C i February 9, 2005

Good morning Mr. Chairman and Members of the Committee. Seated before you
today are the four members of the U.S. Election Assistance Commission (EAC): Gracia Hillman,
Chair; Paul DeGregorio, Vice Chairman; Ray Martinez, III; and DeForest B. Soaries, Jr. Our
biographies are attached to this statement. (Appendix 1)

We are pleased to be here this morning to discuss our conclusions about the November
2004 election and the role that the Help America Vote Act of 2002 (HAVA) played in that
election. In our testimony, we will review the progress and accomplishments of HAVA leading
up to the November 2004 Election and our plans to continue the implementation of HAVA in
2005.

HAVA marks the first Federal program of its kind in the history of voting in this country.
HAVA'’s changes to the voting process in Federal elections are substantial. Although the EAC
has been engaged in this election reform effort for only just over a year, we will endeavor in our
comments today to inform you of the successes, the frustrations and the work that is left to be
done under HAVA.

We appreciate the vested interest that this Committee has in our work. We recognize the
importance of what you have done for America as the authorizers of HAVA and look forward to
today’s discussions.

INTRODUCTION

In October 2002, Congress, with the leadership and overwhelming support of the
members of this Committee, passed the Help America Vote Act (HAVA). HAVA represents an
unprecedented effort by Congress to enhance the administration of Federal elections through
funding, guidance and policies. Previously, this country has relied exclusively on the resources
and efforts of the States to conduct Federal elections without assistance and direction from the
Federal Government. HAVA recognizes the important role of the States in conducting Federal
elections while at the same time providing funding and guidance to the States in a nation-wide
effort to make the administration of Federal elections more uniform and consistent.

HAVA was not contemplated as a short-term or partial solution to the issues and
problems with the administration of Federal elections that came to the forefront during the 2000
Presidential Election. Rather, HAVA sets out a comprehensive program of funding, guidance,
and ongoing research that spans the course of many years. HAVA’s primary funding program
(Title II) was authorized for three consecutive fiscal years (throngh 2005). Congress recognized
that election reform efforts would go on beyond the 3-year authorization of funds. Therefore,
Congress did not apply a fiscal year restriction on the use of the Title Il funds. Likewise, HAVA
created a Federal commission, the Election Assistance Commissionl, which it authorized initially
for a period of three fiscal years. HAVA also contemplated the creation and maintenance of

! EAC Organizational Chart is attached as Appendix 2.
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Federal guidance on voting systems, provisional voting, voter identification, voter registration
databases, and voter information. Congress knew that these important policies and guidance not
only would take some time to develop, but also, due to the nature of ever evolving technologies
and voting processes, would need revision and updating in keeping with those changes.

Many of the HAVA implementation efforts began in earnest in January 2004
immediately following the formation and appointment of the Election Assistance Commission.
To their great credit, States used the limited Federal resources distributed by the General
Services Administration (GSA) under Title I and their own state funding to implement those
HAVA requirements with deadlines of January 1, 2004, including provisional voting and voter
information. But, to put the proper context on HAVA implementation, it is, at best, just crossing
into the second year of its multi-year election reform scheme.

All of this having been stated, HAVA has already proven to be a success in revamping
the voting process in Federal elections. Provisional voting offered over one million voters the
opportunity to cast a ballot in Federal elections in 2004. Prior to HAVA, these persons would
have been turned away. HAVA funding has already permitted some States to upgrade their
voting systems to comply with HAVA. Other States have used HAVA funds to implement or
improve their state-wide voter registration databases to manage voter lists and prevent the fraud
that has surrounded voter registrations in the past. These are just a few of the success stories of
HAVA that will be discussed more fully below.

The House Administration Committee will hear, if it has not already, from detractors that
say that HAVA has not lived up to its billing and has failed to meet their expectations of election
reform. In one respect, they are correct. To the extent that HAV A implementation is not
complete, we cannot yet realize the totality of its intended benefits and reforms. Furthermore,
the States have expressed understandable frustration with trying to meet HAVA requirements
within the prescribed deadlines. To address these concerns, the Election Assistance Commission
has taken an aggressive approach to its work in 2004 and will continue that pace and
determination in 2005 to assist the States in their implementation of HAVA. With the much
needed funding that the Election Assistance Commission received in its 2005 budget, EAC is
embarking upon an accelerated research agenda to develop and publish guidance on voting
systems, provisional voting, voter registration databases, and voter identification. Some of this
work is already well underway. For example, the Technical Guidelines Development Committee
(TGDC) met on January 18 and 19 to pass resolutions tasking the National Institute for
Standards and Technology (NIST) with developing voluntary voting system guidelines. In
December 2004, EAC received testimony regarding voter registration databases and has
scheduled an initial hearing on the issue of provisional voting on February 23, 2005. However,
there is a great deal of work to be done to fully implement HAVA and all of its intended election
administration reforms.

This information is property of the U.S. Election Assistance Commission 2005
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HAVA SUCCESSES IN 2004

The beginnings of HAVA’s significant influence could be felt throughout the country in
2004. States implemented the Title Il requirements for provisional voting, voter information
and voter identification by January 1, 2004 and used these new principles in their Federal
elections in 2004. As with any new statute and new requirements, there were varying
interpretations of these mandates and substantial media and public attention to the legal battles
that ensued. The results of the first Federal elections conducted under HAV A were a populace
that was more engaged in the political process, a surge in voter registration, an opportunity for
voters who would previously have been turned away to vote provisionally, an unprecedented
amount of information available to voters regarding the voting process and their voting rights,
improving voting technology, and the promise of more reform and reflection on the voting
process to come in the following years. There can be no question that HAVA positively
influenced the 2004 elections.

Federal Funding Programs

Prior to the enactment of HAVA, Federal funds had not been committed to the
improvement of the administration of Federal elections. Other Federal legislation was enacted to
impose limitations and requirements on the administration of elections, but never before had
those expectations been backed by Federal funding. Congress has appropriated over
$3,000,000,000 to help States meet the requirements of HAVA and improve the administration
of Federal elections. Other HAV A programs such as the College Poll Worker program, the
National Parent-Student Mock election, and the program to assure access for individuals with
disabilities have been funded by Congress in the amounts of $950,000, $400,000, and
$33,000,000, respectively.

EAC, GSA, and HHS have distributed a total of $2,213,847,325 to the States, the District
of Columbia and the Territories since the enactment of HAVA. The following table shows the
amounts that have been distributed to each of the States and Territories for their use to
implement the provisions of HAVA.

1 Title {1 Requirements {  Title II Disability Access
Title | "Early Money" Payments (Section 251) Section 261)

Section 102 F Ye i Fiscal Year 1 Year Fiscal Year
Payments* | 2003 Funds*® [ 2004 Funds* 3 Funds® | 2004 Funds*

AL $4,990 $51 $12,835 $23,031 $185 $130 $41,222
AK $5,000 $0 $0 $0 $100 $100 $5,200
AS $1,000 30 $830 $1,489 $100 $100 $3,519
AZ $5.451 $1,564 $14,523 $26,061 $210 8153 $47,962
AR $3,593 $2,570 $7,729 $13,869 $109 $100 $27,970
CA $27,341 $57,322 $94,559 30 $1,372 $986 $181,580
Co $4,860 $2,177 $12,362 $22,183 $178 $129 $41,889
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; Title Il Requirements l Title H Disability Access
Titie 1 "Early Money” Payments (Section 251) | Grants (Section 261)
lon 251} - Lranls (Sectx .

|
N
i

H

Section 101 | Section 162 Fiscal Year | Fiscal Year Fiscal Year | Fiscal Year i Total Disbursed

Payments* | Payments® 2003 Funds® | 2004 Funds* | 2003 Funds* 1 2004 Funds* | to State™*
CT $5,000 $0 $9,920 $17,780 $143 $100 $32,943
DE $5,000 $0 $4,150 $0 $100 $100 $9,350
DC $5,000 $0 $4,150 $7,447 $100 $100 $16,797
FL $14,448 $11,581 $47.417 $85,085 $687 $493 $159,711
GA $7.816 $4,740 $23,171 $41,578 $335 $242 $77,882
GU $1,000 $0 $0 30 $100 $100 $1,200
HI $5,000 30 $4,150 $0 $100 $100 $9,350
1D $5,000 $0 $4,150 $7,447 $100 $100 $16,797
1L $11,129 $33,806 $0 $0 $511 $359 $45,805
IN $6,230 $9,522 $17,372 $31,173 $251 $175 $64,723
1A $5,000 $0 $8,495 $15,244 $122 $100 $28,961
KS $5,000 $0 $7,662 $13,748 $110 $100 $26,620
KY $4,699 $469 $11,773 $21,126 $170 $121 $38,358
LA $4,911 $7,352 $12,549 $22,518 $181 $127 $47,638
ME $5,000 30 $4,150 $0 $100 $100 $9,350
MD $5,637 $1,638 $15,201 $27,277 $220 $157 $50,130
MA $6,590 $1,519 $18,688 $33,534 $270 $191 $60,792
MI $9,207 $6,531 $28,257 $0 $409 $287 $44,691
MN $5,314 $0 $14,020 $25,158 $202 $145 $44,839
MS $3,673 $1,778 $8,023 $14,396 $115 $100 $28,085
MO $5,875 $11,473 $16,073 $28.842 $232 $164 $62,659
MT $5,000 $0 $4,150 $0 $100 $100 $9,350
NE $5,000 $0 $4,920 $0 $100 $100 $10,120
NV $5,000 $0 $5,785 $10,381 $100 $100 $21,366
NH $5,000 $0 $4,150 $7,447 $100 $100 $16,797
NJ $8,141 $8,696 $24,358 $0 $352 $248 $41,795
NM $5,000 $0 $5,110 $9,170 $100 $100 $19,480
NY $16,494 $49.604 $0 $0 $796 $559 $67,453
NC $7,888 $893 $23,431 $42,046 $339 $240 $74,837
ND $5,000 $0 $4,150 $0 $100 $100 $9,350
OH $10,385 $30,668 $32,562 $58,430 $143 $328 $132,516
OK $5,000 $0 $0 $0 $472 $101 $5,573
OR $4,204 $1,823 $9,962 $0 $143 $102 $16,234
PA $11,323 $22,917 $35,993 $64,586 $521 $364 $135,704
PR $3,151 $0 $0 30 $151 $104 $3,406
RI $5,000 $0 $4,150 $7,447 $100 $100 $16,797
SC $4,652 $2,168 $11,602 $20,819 $167 $120 $39,528
SD $5,000 $0 $0 $0 $100 $100 $5,200
N $6,005 $2.474 $16,546 $29,690 $241 $169 $55,125
i9.S $17,207 $6,270 $57,505 $0 $834 $602 $82,418
UT $3,091 $5,727 $5,893 $10,574 $100 $100 $25,485
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Title If Requirements Title 11 Disability Access

| Title | "Early Money” Payments (Section 251) | Grants (Section 261)

| i

‘ Section 161 | Section 102 | Fiseal Year Fiscal Year Fiscal Year | Fiscal Vear ‘ Fotal Disbursed

State Payments* | Payments® | 2003 Funds* 2004 Funds® 2003 Funds® 2004 Funds® to State**

VT $5,000 $0 $4,150 $7,447 $100 $100 $16,797
VA $7,106 $4,527 $20,573 $0 $298 $212 $32,716
VI $1,000 $0 $0 $0 $100 $100 $1,200
WA $6,098 $6,799 $16,889 $30,307 $244 $175 $60,512
WV $2,977 $2,349 $5476 $9,827 $100 $100 $20,829
Wi $5,694 $1,309 $15.411 $27,653 $185 $158 $50,410
wY $5,000 $0 $4,150 | $7,447 $100 $100 $16,797

Total | $349080| $300317] s719.125 | | 5129981 39941 | $2213818

* Figures rounded to nearest thousand.

** Excludes payments made under section 291 by the U.S. Department of Health and Human Services to States for
protection and advocacy systems.

As can be seen from the Table above, all States, Territories and the District of Columbia have
received Title I, Section 101 funds for use in improving the administration of Federal elections.
Thirty States received Section 102 for replacing punch card and lever voting systems. Thirty-
five States have requested and received all of the Title II funds available to the State under
HAVA. Twenty States have received no or partial Title II funding and have the opportunity to
receive additional funds upon providing the certification required by HAVA and requesting those
funds.

HAVA funds have already enhanced the election process, touching various aspects of the
election administration process. This money has been used by States to develop their state plans
detailing how they would comply with HAVA; to develop their administrative complaint
procedures; to institute provisional voting; to recruit, educate and train poll workers; and to
inform voters of the changes in the voting process. Probably the most tangible effect of HAVA
dollars for voters was the use of HAVA funds to improve voting technology.

Voting System Procurement

In States like Georgia, Maryland, Florida and the District of Columbia, voters in the
November 2004 election used new electronic or optical scan voting equipment funded by
HAVA. Nevada spent a portion of its HAVA funds not only to upgrade voting equipment to
touch screen voting systems but also to outfit its voting units state-wide with devices that would
produce a contemporaneous paper record of the votes cast on each voting machine. EAC
research, as well as reports by other sources such as media, trade associations, and non-
governmental research agencies, shows that five of the States have used HAVA money to either
fund or reimburse state-wide purchase and implementation of updated voting equipment to meet
the requirements of Title I1l. Many more are in the process of issuing Requests for Proposals
(RFP) or other solicitation methods for the procurement of updated voting equipment. The
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States are well underway with their efforts to purchase HAVA compliant voting systems to meet
the 2006 deadlines.

Voting System Procurement Status as of 1/24/05

AL No procurement status reported
AK Procurement complete

AS No procurement status reported

AZ RFP to be issued February 2005

AR RFP to be issued March 2005

CA Feasibility study completed; RFP to follow

CO RFP being prepared for issue

CT RFP issued; Due February 2005

DE Procurement complete

DC Procurement complete

FL Procurement in process

GA Procurement complete

GU No procurement status reported

HI Procurement planned for June 2005

ID RFP to be issued March 2005

IL Awaiting decision on whether to issue RFP or provide a list of certified equipment from which

the counties can purchase

IN No statewide procurement. Counties will purchase state certified machines.
1A Procurement planned for 2005

KS RFP to be issued March 2005

KY A qualified vendor list has been established; counties will purchase from that list
LA RFP to be issued March 2005

ME RFP to be issued by Summer 2005
MD Procurement complete
MA Cities will purchase voting equipment approved by the State

MI Michigan communities are in the process of purchasing optical scan systems from a qualified

vendors list established and contracts negotiated by the Secretary of State

MN Awaiting legislation to develop a procurement process ot strategy

MS RFP issued
MO New Secretary of State is considering various options for procurement

MT No procurement status reported

NE Awaiting budget finalization to determine a procurement strategy

NV Procurement complete

NH No procurement status reported

NJ No procurement status reported
NM Awaiting legislation to determine procurement strategy

NY Awaiting legislation to determine procurement strategy

NC RFP to be issued spring 2005

ND RFP complete; Contract signed; Certification due March 2005

OH Change to purchase of optical scan equipment versus DREs

OK Procurement complete

OR RFP to be issued summer 2005

PA Pennsylvania counties will purchase from a list of voting systems certified by the state.
PR Awaiting action by the legislature to identify procurement process

RI No procurement status reported

SC RFP complete; Procurement planned for 2005

This information is property of the U.S. Election Assistance Commission 2005
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Voting System Procurement Status as of 1/24/05

SD Procurement planned for Spring 2005

TN Pending decision on procurement process

X Negotiating contracts with approved vendors from which counties will select and purchase their
voting equipment.

uT Utah has received responses to its RFP. With the change in administration we are awaiting
direction as to how to proceed with the procurement process.

VT Procurement planned for Spring 2005

Vi No procurement status reported

VA RFP issued in 2004

WA RFP issued; RPF withdrawn due to inadequate response

WV Considering procurement options

Wi No procurement status reported

WY Procurement planned using negotiated contracts

HAVA funds further influenced the 2004 election through the development and use of
state-wide voter registration databases in 17 States. Twenty-one other States have entered into
agreements for the development of a database and that process is ongoing. Nine others have
RFPs pending, but have not made final decisions on those proposalsA2

Initial reports from the States regarding the use of Title IT funds and expenditure of Title
funds since January 1, 2004 are expected to be received from the States on or before March 31,
2005 and will further inform EAC of the States’ uses of HAVA funds. HAVA funds have
influenced the administration of Federal elections and will continue to have a positive effect as
States spend those funds to acquire voting machines, implement databases, train poll workers,
and educate and inform the public about the beneficial changes involving Federal elections.

Provisional Voting

Provisional voting was a response to the number of persons who believed that they were
registered to vote in 2000 but who were turned away from the polling places when their names
did not appear on the poll lists. Provisional voting was not a new concept to all States. Some,
such as California and New Mexico, have been administering some form of provisional voting
for many years. As with most of the provisions of HAVA, the details of the implementation and
many of the interpretations have been left to the States. Understandably, this resulted in various
positions on what HAVA meant by “jurisdiction” and how provisional voting should be
implemented. This lack of uniformity in implementation strategy is what caused provisional
voting to be such a lightening rod in the 2004 elections. Despite the attention, both positive and
negative, that was given to provisional voting, overall it can be seen as one of the great successes
of HAVA.

To understand the impact of provisional voting, one must first recognize the climate in
which it was introduced. Voter registration increased significantly in 2004. On the average,

2 Electionline.org Briefing: The 2004 Election (December 2004), p 12.
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voter registration was up approximately 9% since the November 2000 election. Many of these
registrations came late in the cycle and close to the deadlines for submitting voter registration
applications. These voluminous registrations at the end of the cycle taxed local election officials
in their efforts to ensure that all eligible voters’ names appeared on the precinct lists. The
solution to that problem, envisioned by the framers of HAVA, was provisional voting. Even if
those names were not entered in time to appear on the voter registration list, those persons would
be able to vote by provisional ballot and have their eligibility verified after the election. In the
November 2004 election more than 1,500,000 voters took advantage of the opportunity to cast a
provisional ballot. More than 1,000,000 (68.4%) of those provisional ballots were counted. In
simplest terms, more than 1,000,000 eligible voters voted in November 2004 who would have
been disenfranchised were it not for HAVA.

The percentage of ballots that were counted varied from State to State. The following
table shows available data regarding the number of provisional ballots cast and counted:

Total Provisional

Ballots Cast S
Alabama 6,478 1,865 28.8%

Alaska 23,285 22,498 96.6%
Arizona 101,536 73,658 72.5%
Arkansas 7,675 3,678 47.9%
California 668,408 491,765 73.6%
Colorado 51,529 39,086 75.9%
Connecticut 1,573 498 31.7%
Delaware 384 24 6.3%
District of Columbia 11,212 7.977 71.15%
Florida 27,742 10,007 36.1%
Georgia 12,893 4,489 34.8%
Hawaii 347 24 6.9%
Idaho

Hllinois 43,137 17,000 39.4%
Indiana 1,287 175 13.6%
fowa 15,406 8,038 52.17%
Kansas

Kentucky 1,499 221 14.7%
Louisiana 5,880 2,312 39.3%
Maine

Maryland 48,936 31,860 65.1%
Massachusetts 10,060 2,319 23.1%
Michigan

Minnesota

Mississippi

Missouri 2,203 519 23.6%
Montana 688 378 54.9%
Nebraska 17,421 13,788 79.1%
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Nevada 6,153 2,446 39.8%
New Hampshire
New Jersey
New Mexico 5,246 2,728 52.0%
New York
North Carolina 77,469 50,370 65.0%
North Dakota
Ohio 157,714 123,912 78.6%
Oklahoma 2,615 201 7.7%
Oregon 8,298 7,077 85.3%
Pennsylvania
Rhode Island
South Carolina 4,930 3,207 65.1%
South Dakota 533 66 12.4%
Ter 8,778 3,298 37.6%
Texas 25,743 5,662 22.0%
Utah 26,389 18,575 70.4%
Vermont 121 30 24.8%
Virginia 4.127 728 17.6%
Washington 86,239 69,273 80.3%
West Virginia 13,367 8,378 62.7%
Wisconsin 374 119 31.8%
Wyoming 95 24 25.3%
American Samoa
Guam
Puerto Rico 14,706
Virgin Islands 254

TOTAL U.S. 1,502,730 1,028,470 68.4%

In Alaska, 22,498 of the 23,285 (96.6%) provisional ballots were counted. Conversely, in
Hawaii, only 24 of the 347 (6.9%) provisional ballots were counted. The variance in the
percentage of ballots counted from State to State is reflective of a number of factors, including
the definition of “jurisdiction” for purposes of provisional voting as well as the facts surrounding
the individual provisional ballot applications, such as whether the person submitted a timely
voter registration application.

It was the diverging definitions of “jurisdiction” that drew national attention. Litigation
over provisional voting occurred in at least five States, including most notably Ohio, Michigan,
and Missouri. While this may seem like negative and unwanted attention, the reality is that these
lawsuits produced a reasonable, workable rule of law regarding provisional voting. The Sixth
Circuit Court of Appeals was the highest court to consider issues related to provisional ballots in
The Sandusky County Democratic Party, et al. v. J. Kenneth Blackwell, 387 F.3d 565 (6" Cir.
2004). Each case considered several common questions: 1) is there a private right of action
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under HAVA, 2) who is eligible to receive a provisional ballot, and 3) when should a provisional
ballot be legally counted? In each case, including the opinion of the Sixth Circuit, the courts
found that there is a private right of action under HAVA using the provisions of 42 U.S.C. §
1983. Second, the opinions resolved that HAVA dictates the availability of provisional ballots.
A person is entitled to receive a provisional ballot when his/her name does not appear on the
voter registration list, regardless of whether the person is attempting to vote in the precinct to
which he should be assigned by virtue of his address. Third, a provisional ballot should be
counted when it meets the laws, rules or regulations for such counting established by the state.
Thus, if state law or regulation has defined the jurisdiction for counting provisional ballots to be
the “precinct,” then a voter’s provisional ballot will only be counted if he/she casts that
provisional ballot in the proper precinct. These decisions preserve the intent of HAVA to work
with the States, allowing them to implement HAVA in light of the various State laws and rules
governing elections and allowing them to continue practices such as precinct-based voting that
they have followed for years.

At the end of the November 2004 election, provisional voting was successful in allowing
eligible voters to participate in the electoral process. It allowed eligible voters to cast ballots
when they previously would have been turned away. Furthermore, it is better refined and
understood thanks to the interpretations of HAVA by the courts of this country.

Voter Information

Section 302(b) of HAVA requires each polling place to display informational posters and
sample ballots. These posters must include information regarding:

the date and hours of the election

instructions on how to vote

special instructions for first time voters and voters who registered by mail
general information regarding voting rights and state and Federal laws
prohibiting fraud and misrepresentations in elections.

States were required to implement the use of these pieces of voter information as of January 1,
2004.

For the first time in 2004, voters could anticipate the type of information that would be
made available to them at the polling places. They could expect not only to have a sample ballot
with the names and offices of the candidates, but also information on how to vote using the
voting equipment in place in that precinct. Persons who were first time voters or who registered
by mail were given information on the types of identification that were accepted to verify the
voter’s identity. Further, if a voter experienced a problem in voting, the informational posters
identified their voting rights, the laws that governed fraud and misrepresentation, and how to
contact appropriate election officials if the voter felt his/her rights had been violated.
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An example of the types of information displayed in our nation’s voting precincts was
provided by the State of Pennsylvania and is attached. (Appendix 3) Similar posters and
pamphlets were developed by all of the States. These informational pieces were printed in
dozens of languages so that persons whose primary language is not English could understand
them. In addition, accommodations were made for sight impaired voters by printing these
pamphlets in Braille and in some cases by making an audio recording of the text. It is evident
from a review of these documents that where these posters were properly displayed, voters were
more informed about their franchise and how to exercise it.

Administrative Complaint Procedures

HAVA required States to establish an administrative complaint procedure that allows
voters to report and file complaints regarding voting and violations of HAVA. Most States
developed these complaint procedures as a part of their state plans. The procedures must include
a process whereby voters make complaints that are notarized for validity, have the opportunity to
request and have a hearing of the complaint, and can expect a resolution to the complaint within
90 days of the date of filing. If resolution cannot be reached, the complaint must be referred to a
process of alternative dispute resolution and completed within 60 days.

While some States previously had some type of formal or informal dispute resolution
regarding election complaints, HAVA created the requirement for a uniform procedure that
would cause voter complaints to be taken seriously and resolved in a timely manner. These
administrative complaint procedures were not specifically designed to adjudicate complaints of
fraud or ill practice, but this forum will undoubtedly shed light on past and future frauds on the
election system and will hopefully prevent these acts from being ignored. At the time of this
hearing, the 90-day period for resolution of early-filed complaints is just ending. Now that the
hearing phase has ended, EAC will collect data regarding the number, types and resolutions to
administrative complaints that were filed under this procedure.

Election Day Surveys

HAVA funding and the establishment of EAC has given the Federal Government an
opportunity to collect and study a wide range of data related to the November 2004 election.
EAC’s research agenda contains three survey pieces: the Election Day Survey, the Military and
Overseas Absentee Ballot Survey, and a revised National Voter Registration Act (NVRA)
Survey. These survey instruments collect data on both a county and state level regarding a litany
of voting administration issues, including:

Ballots Cast and Counted
o the number of ballots cast and counted
o the number of absentee ballots requested and counted
o the reasons that absentee ballots were rejected
o the number of provisional ballots cast and counted
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e the reasons that provisional ballots were rejected

Voting Systems
e the number and types of voting equipment

o the number and types of voting machine malfunctions that occurred

Military Voting
e the number of military and overseas voters who requested ballots
e the number of military and overseas voters who cast and returned ballots
e the method of transmitting military and overseas ballots

Voter Registration
e the number of registered voters

the number of voter registration applications received and processed

the reasons for rejecting voter registration applications

the form of voter registration applications accepted

the means of storing voter registration data

the number of voters who were removed under NVRA purging provisions

the means of comparing voter registration applications to existing data to prevent
duplicate and fraudulent registrations

Copies of the Election Day Survey and Military and Overseas Absentee Ballot Survey are
attached. (Appendixes 4 and 5) The NVRA survey is in the final stages of development and has
not yet been released to the States.

EAC has experienced a notable response to the Election Day Survey. Forty-one States
have responded. EAC expects to receive an equal or greater response to its Military and
Overseas Absentee Voter Survey, which was due on January 31, 2005. Once the final data from
the NVRA survey is received by EAC (due March 31, 2005), EAC will compile a
comprehensive report detailing the happenings of the November 2004 election as revealed by the
survey data.

This information will in some cases serve as the basis on which we evaluate future
elections and future election administration. Data from previous elections will further inform us
of the improvements that have been achieved and the work yet to be done. Further, the data
gathered through these surveys will be an invaluable addition to EAC’s work as a clearinghouse
of information to be shared among the States.

Poll Worker Recruitment Programs

Under Title V of HAVA, EAC developed the first Federal program to recruit and train
poll workers. The HAVA College Poll Worker Program was designed to encourage students at
institutions of higher education to assist local governments in the administration of elections by
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serving as nonpartisan poll workers or assistants and to encourage local governments to use the
services of students participating in the program. In fiscal year 2004, the HAVA College
Program received $750,000 for the purpose of issuing grants to institutions of higher learning
and associated organizations for use in the development of recruitment and training programs.

Following the announcement of the grant program, the Commission reached out to
almost 40 organizations and associations, encouraging them to advertise the program within their
networks. EAC staff fielded over 150 inquires from around the country, regarding the grant
application process. Ultimately, 88 organizations applied for a HAVA college poll worker grant.

Because of the overwhelming interest in the program, EAC had to make tough choices as
to which applicants would share in the available grant funds. An independent panel of 18
experts reviewed the eligible applications and gave each a score. EAC staff closely reviewed the
top scorers and EAC ultimately chose 15 finalists. These 15 grantees shared the $630,000 of
available grant funds. The 15 grants went to a variety of community colleges, four year colleges

and universities, and non-profit organizations with a national and regional focus. A breakdown
of the grant awards is shown in the table below.

Grantees Location Amount Amount

of Grantees Requested Awarded

Asnuntuck Community College Enfield, CT $91,344 $30,000
Eg;{’;t;;“gi‘:f)’m Long Beach, CA $41,912 $25,000
Eastern Michigan University Ypsilanti, M1 $54,356 $25,000
Florida Memorial College Miami Gardens, FL $149.911t $50,000
Golden Key International Honor Society Atlanta, GA $148,250 $130,000
Hlinois Central College East Peoria, IL $14,785 $12,000
Los Angeles Conservation Corps Los Angeles, CA $22,310 $20,000
Northampton Community College Bethlehem, PA $26,857 $25,000
Northern Kentucky University Highland Heights, KY $45,273 $25,000
Roxbury Community College Boston, MA $70,470 $30,000
Rural Ethnic Institute Rapid City, SD $149,537 $50,000
University of Baltimore Baltimore, MD $149,350 $70,000
University of Maryland College Park College Park, MD $67,270 $25,000
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Location Amount Amount

srantees
Grantees of Grantees Requested Awarded

University of North Texas Denton, TX $149,280 $80,000

Wiley College Marshall, TX $31,978 $30,000

Combined, the 15 grantees estimated that over 5,300 students would be recruited into the
poll worker program. Student recruitment goals were met. Over 5,300 students were recruited,
2,000 students were trained, and 1,700 students were recruited and placed as poll workers or poll
assistants.

To further assist States and local election officials in recruiting poll workers, EAC
launched a National Poll Worker Initiative in June 2004. EAC sought and gained the
involvement of corporations, private organizations and private citizens in encouraging people to
serve as poll workers on November 4. To further shed light on the need to recruit, train and
retain poll workers, EAC used its September 2004 meeting to focus the attention of the country
on the shortage of poll workers. EAC’s efforts spurred corporations like CitiGroup and agencies
like the Department of Agriculture to encourage their employees to participate in the electoral
process as nonpartisan poll workers by adding that activity to its list of community involvements.
In some cases, employers agreed to allow employees to serve as poll workers using approved,
paid leave other than the employee’s vacation.

These poll worker recruitment programs were first-time Federal initiatives. Never before
had national attention been focused on the important work of those who serve democracy at the
polling place or on the shortage of persons willing to help. The EAC poll workers recruitment
programs were a beginning in an effort to assure that America’s polling places are fully staffed
with trained and knowledgeable poll workers. EAC continues to receive pledges of interest and
assistance with its continued efforts to aid States and local jurisdictions in recruiting and training
poll workers.

Election Day 2004 Findings

On Election Day 2004, the EAC Commissioners traveled to Florida, Ohio, California,
New York, New Jersey, [llinois and Missouri to observe first-hand the events, successes and
problems that occurred in the polling places of America. While the Commissioners saw many of
HAVA’s successes such as persons casting provisional ballots, they also witnessed poll workers
who were not always so clear on when a provisional ballot should be offered to a voter. They
saw polling places where informational signs were posted and polling places where the required
signage was missing. They saw voters enjoying the benefits of upgraded and technologically
advanced voting machines as well as voters who cast their ballots on machines that were decades
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old. They saw polling places that operated with the utmost of efficiency and precincts where
voters stood in line for hours to exercise their right to vote.

Even prior to Election Day, the EAC Commissioners were in touch with State and local
election officials to discuss issues and concerns with the upcoming election. EAC, as a part of
its clearinghouse role, hosted a telephone conference which gave election officials an
opportunity to share problems and solutions that they experienced in preparing for the election.
These calls revealed significant concerns about the administration of provisional voting and the
ability of election officials to timely process the high volume of voter registrations.

While the Commissioners observed the November 2004 election in the field, the EAC
office was manned by their trained staff to answer the calls of Americans who had questions
about voting. Nearly 700 calls were fielded by the Election Assistance Commission staff from
6:00 a.m. until 10:30 p.m. on November 4, 2004. The vast majority of the calls involved
questions regarding the location of a polling place, the hours of voting, and the status of voter
registration. Conversely, relatively few calls involved allegations of improper activity.

Total Calls Received by EAC:
Election Day 2004

Accessibility
Absentee Ballots
Ballot Presentation
Campaign Activity
Discrimination
Fraud/Criminal
Voter Identification
Language Access
Other

Poll Hours

Poll Location
Provisional Voting
Voter Assistance
Voter Registration
Voting Information
Voting Machine

0 20 40 60 80 100 120 140 160 180 200
Total Number of Calls
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BUILDING THE FRAMEWORK FOR EXCELLENCE IN 2005

EAC’s observations from the November 2004 election suggest that many things were
done right, but there is much to be done. Parts of HAVA have been implemented, yet questions
and confusion persist about these new voting practices. In the coming months, many States will
purchase vast quantities of voting equipment using the funding provided by HAVA. Those
States need guidance on which voting machines meet the requirements of HAVA and what the
next generation of voting system standards will require. Likewise, state-wide voter registration
lists will be implemented in the next 10 months and States need guidance on what constitutes a
single, uniform, interactive voter list. Confusion over when and how to administer provisional
voting must be eliminated. EAC’s 2005 research and guidance agenda seeks to alleviate and
respond to a lot of the uncertainty that surrounds HAVA implementation

EAC is committed to providing the guidance, assistance and information necessary to aid
the states in their implementations of HAVA. EAC’s priorities for 2005 are its research agenda
and its efforts to assure that HAVA funds are spent properly and in keeping with the spirit of the
law. EAC will inform the election reform process with its guidance and police the stewardship
of HAVA funds.

EAC Research and Guidance Agenda for 2005

The Election Assistance Commission has set forth an aggressive research and guidance
agenda for 2005. HAVA requires EAC to conduct a number of studies and allows the
Commission considerable latitude to identify other election administration issues for review and
research. The objective of these efforts is to provide information and guidance to election
officials and others to promote the overall HAVA goal of improving the administration of U.S.
Federal elections.

EAC’s theme message for FY2004 was “Getting America Ready to Vote Under HAVA,”
to reflect the Commissions’ formation and the initial actions taken to assist the States in meeting
the HAV A requirements for the first Federal election after the passage of the Act. The
Commission’s theme for FY2005 is “Building the Framework for Excellence.” Now that the first
Federal elections have occurred under HAVA, we will be focusing our efforts on identifying
what elements of HAVA worked well and where improvements might be needed. With the
appropriation of its 2005 budget, EAC has received the money it needs to make a financial as
well as a programmatic commitment to providing research and guidance to the States. EAC was
able to allocate more than 50% of its 2005 budget to research and guidance efforts.
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EAC Budget Allocation:
Fiscal Year 2005

B Salaries & Benefits

! Programs & Services

B Legal & Legislative Affairs
51%
B General Operations

B Communications

204 M Research & Guidance

A key element of this research effort is the collection of data from States and counties on
a number of election administration topics, including the use of provisional ballots, absentee
voting, voter registration, voting equipment performance, and availability and training of poll
workers. This data collection involves the use of three survey documents:

e Election Day Data Survey
e Military and Overseas Absentee Ballot Survey
e National Voter Registration Act Survey

This will be the first comprehensive data collection effort ever conducted and is expected to
yield many useful insights regarding the current state of election administration. EAC will
continue to refine its data collection effort in the coming years as a means to assess progress
against HAVA’s goals.

In addition, the Commission has identified a number of specific areas requiring research
for the purpose of developing Title III guidance to the States, based principally on the
experiences of the November 2004 election. This includes guidance on:

Voluntary Voting Systems Standards
Provisional Voting

Impact of Voter Identification Requirements
Voting Information

This work will involve review and analysis of State legislation and administrative procedures,
identification of issues, and development of recommendations for application in the 2006
elections. In addition, EAC will conduct studies, as mandated by HAVA, regarding
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o Free absentee ballot postage
¢ Electronic (internet) voting

Finally, EAC will review and update the National Voter Registration form and the instructions
that accompany that form.

EAC’s priority for informing and assisting the reform of elections is its guidance on
voting systems and voter registration databases. Many States are directing major efforts this year
to meeting the January 2006 deadline for implementation of state-wide voter registration
databases and the replacement or upgrade of voting systems to meet HAVA requirements. The
EAC will be issuing voter registration database guidance and expects to receive initial
recommendations for voting system standards from the TGDC and NIST for use in the voting
system procurements. Both of these efforts will be laying essential groundwork to build on for
future technical assistance to the States.

Voluntary Voting System Guidelines

One of EAC’s most important mandates is the testing, certification, decertification and
recertification of voting system hardware and software. Fundamental to implementing this key
function is the development of revised voluntary voting systems standards, which will prescribe
the technical requirements for voting system performance, security, and auditability; and identify
testing protocols to determine how well systems meet these requirements. Another important
element is the certification of testing laboratories to ensure that competent resources are
available to perform testing. The final element is the process of reviewing the system test reports
to validate that systems have met the standards and therefore can be declared qualified for use in
Federal elections. Each of these elements is discussed below.

Technical Guidelines Development Committee and the Standards Development Process

HAVA Section 221 calls for the establishment of a Technical Guidelines Development
Committee (TGDC)3 to assist the Commission in the development of voluntary voting system
guidelines (also referred to as voluntary standards). These guidelines, or standards, are
characterized as voluntary because EAC does not have the regulatory authority to issue

? The Chairman of the TGDC is the Director of the National Institute of Standards and
Technology (NIST). The committee is comprised of the Director and fourteen other individuals appointed
jointly by the Commission and the Director. HAVA Section 221 prescribes the composition of the TGDC
membership to include members of the EAC Standards Board, members of the EAC Board of Advisors,
members of the Architectural and Transportation Barrier Compliance Board, a representative of the
American National Standards Institute, a representative of the Institute of Electrical and Electronics
Engineers, two representatives of the National Association of State Election Directors, and other
individuals with technical and scientific expertise relating to voting systems and voting equipment.
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mandatory standards. Consequently, each State retains the prerogative of deciding whether to
adopt these standards for the procurement of voting systems.

The first meeting of the TGDC was held on July 9, 2004. The focus of this meeting was
getting the committee organized and defining working procedures. Commissioner Paul
DeGregorio was named as the Federal Officer of the TGDC, as required by the Federal Advisory
Committee Act. The members created three sub-committees: Computer Security and
Transparency, Core Requirements and Testing, and Human Factors and Privacy. This meeting
marked the beginning of TGDC’s 9-month process for developing initial voting system
guidelines.

Each of these sub-committees is responsible for developing high level resolutions or
guiding principles regarding the scope and content of the voting system standards. These
resolutions are then debated and finalized by the entire TGDC and, if approved, passed to NIST
with tasking to conduct research, evaluate existing standards, or revise or write new standards as
required to implement each resolution. The resulting NIST work product will be standards
statements or a specification for a standard that needs to be developed, as well as a description of
the test protocols for verifying compliance. The TGDC met again on January 18 and 19 and
passed 31 resolutions guiding the development of voluntary voting system standards in the areas
of security, core requirements and human factors. (Appendix 6)

The TGDC will deliver an initial set of voluntary voting system standards to EAC in
April 2005 for consideration and adoption. The standards presented in April will be a start in
developing a comprehensive approach to guidelines for voting systems and procedures for
implementing the use of those voting systems. However, these standards will not be final.
Additional standards work will be required not only to develop these comprehensive standards,
but also to update those standards to keep pace with the ever-advancing technology.

Accreditation of Voting System Testing Laboratories

HAVA Section 231 requires EAC and NIST to develop a national program for
accrediting voting system testing laboratories. On June 23, 2004, NIST published a notice in the
Federal Register announcing the establishment of this program, which will be operated as part of
the overall National Voluntary Laboratory Accreditation Program (NVLAP). This program will
provide for initial accreditation of testing laboratories as well as periodic re-examination and re-
certification that they continue to meet the criteria. NIST will begin accepting applications in
April 2005. At this time, the test lab certification process will formally transition from the
National Association of State Election Directors (NASED), which has been doing this work
since 1992.

NVLAP provides an internationally-recognized, independent evaluation of laboratory
competence. Labs wishing to receive accreditation will submit an application describing their
facilities and staff qualifications in relation to the relevant standards. In this instance, NVLAP
will be examining the applicant’s ability to test systems using the voluntary voting system
standards, based on their written documentation supplemented with a site visit to inspect their
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facilities. Laboratories that successfully complete the accreditation process will be recommended
by NIST to the EAC for designation as an approved voting system testing laboratory. EAC will
maintain a register of qualified laboratories for vendors and election officials to reference in
identifying resources to fulfill their system testing requirements.

Voting System Qualification Process

Accredited testing laboratories will test vendor systems for conformance with the
voluntary voting system standards. Once this testing has been completed the results must be
reviewed and a determination made of whether the system is eligible to be designated as a
qualified voting system. This review process has been conducted by NASED since 1992. HAVA
directs that the EAC assume this responsibility. Preliminary planning for this transition began in
FY04. This process will fully transition to the EAC in FY05.

National Software Reference Library

In July 2004, EAC and NIST jointly established a part of the National Software Reference
Library (NSRL) specifically for voting systems. The Commission encouraged voting system
vendors to submit copies of their certified system software to NSRL so that election officials
could validate that the software they were using matched the certified version. Five vendors
subsequently provided their software for this purpose. Currently, election officials can validate
that the software, prior to installation, is the version that was submitted to NSRL. In the coming
year, EAC and NIST will work to broaden the scope of this project so that election officials can
confirm that the version of software that is installed on a particular voting machine is the same as
the original version submitted to NSRL.

State-wide Voter Registration Databases

Section 303 of HAVA requires States to develop a single, uniform, interactive voter
registration list. States must have these systems in place by January 1, 2006. Many States have
already begun the acquisition and development of these databases, but many others would
benefit from guidance issued by EAC. EAC began its efforts toward developing voluntary
guidance on state-wide voter registration databases by holding a meeting on December 14, 2004,
wherein election officials who have implemented a state-wide voter registration databases
testified about their experiences. In addition, EAC has empanelled a voter registration database
working group to identify questions, issues and problems that should be addressed by the final
guidance. EAC plans to have guidance available to the States by summer 2005.

Reporting and Auditing

EAC must assure that States are good stewards of the Federal funds with which they have
been entrusted. States have already received nearly $2.2 billion in Federal funds. To monitor
the use of these funds, EAC and GSA made certain restrictions applicable to these funds which
require regular reporting and annual auditing. What is more, HAVA armored EAC with
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additional, special audit authority. EAC will use these tools to review the States” spending of
HAVA funds.

Reporting
Reports on Title Il Funds

HAVA Section 258 requires States to submit reports to EAC on the activities conducted
with requirements payments provided under HAVA Title II during the Federal fiscal year. This
report must include:

o alist of expenditures made with respect to each category of activities described for the use of
funds;
the number and type of articles of voting equipment obtained with the funds; and
an analysis and description of:
o the activities funded to meet HAVA requirements; and
o how such activities conform to the submitted State plan.

This report covers the Federal fiscal year and is due no later than six months after the end of each
fiscal year. Accordingly, each State that received a requirements payment by September 30,
2004 should file its first report on these funds with EAC no later than March 30, 2005.

EAC notifies the States of this reporting requirement when the funds are disbursed and
reminds States of this reporting requirement in letters and conversations throughout the year.
The States are required to submit Standard Form 269 as part of this report.

Reports on Title I Funds

Unlike the reporting required for Title I requirements payments, HAVA does not
explicitly require reports from the States on HAVA Title I funds. Nevertheless, given the
reporting and audit responsibilities of the EAC, it is prudent and necessary for the EAC to
request information on the use of Title I funds.

In a July 2003 letter to the States, GSA noted that the first reports on HAVA Title
1 "early money" were due to GSA by January 21, 2004. The vast majority of the States
submitted their first reports to GSA using a short version of Standard Form 269, known
as Standard Form 269A. The financial reports from seven of the 55 States (including the
District of Columbia, American Samoa, Guam, Puerto Rico, and the U.S. Virgin Islands)
that received section 101 funds disclosed that no disbursements were made from those
funds during the reporting period. Also, 20 of the 30 States that received section 102
funds reported making no disbursements from those funds during the period. Of the
States that did report disbursements of section 101 or 102 funds, few provided the
verification of actual purchases and expenditures requested by GSA.
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Since its formation, EAC has assumed the responsibility for receiving reports regarding
these Title I funds, in accordance with the agency’s assumption of its audit responsibilities under
HAVA, Title IX, Section 902. As such, EAC has taken steps to obtain additional information
regarding reports given to GSA that were sparse on details. In addition, EAC has taken steps to
put the States on notice of the type of reporting that EAC will expect in the future. In January
2005, EAC sent a letter to the chief state election officials, directing the State to:

o file all subsequent reports regarding Title I funds with EAC, annually, beginning February
28, 2005;

o disclose, in separate reports for section 101 and 102 funds, the financial activity for the
previous calendar year on a Standard Form 269; and

o provide the same detail on the expenditures that is required for the reports on Title II
requirements payments.

The reporting requirements put forth in this letter differ from the reporting provisions for the
requirements payments in two ways:

e the reports on the Title I funds will disclose financial activity during the previous calendar
year, rather than the previous fiscal year; and

o the reports on the Title I funds will be due annually at the end of February, while
requirements payments reports are to be filed not later than six months after the end of the
Federal fiscal year (March 30).

This approach continues the reporting period originally established by GSA for Title I funds and
allows EAC earlier access to information on HAVA Title I financial activity than for
requirements payments. In addition to the letter instructing the States on reporting requirements,
EAC will provide information and training to States through special sessions at conferences of
State and local election officials on how and when to report expenditures of HAVA funds.

Auditing

Section 902 of HAVA sets forth EAC and other agencies’ audit authority over funds
disbursed under its provisions. A regular audit of Federal funds is contemplated in Section
902(b)(1). This audit will be accomplished through the Single Audit program, wherein state
auditing agencies conduct a single audit of all Federal funds expended by covered state and local
entities. HAVA also provides for two other means of extraordinary audit power. First, HAVA
establishes that the funds shall be subject at least once during the term of the program to an audit
by the Comptroller General. Second, section 902(b)(6) of HAVA allows EAC to conduct a
“special audit” or “special examination” of the funds which are subject to regular audit under
Section 902(b)(1). This special audit covers every HAVA program, including funds distributed
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under Section 101, 102, Title H, and programs administered by the Department of Health and
Human Services.

While HAVA grants audit authority to various agencies, HAVA grants the Comptroller

General the sole authority to recoup funds on behalf of the United States. Funds can be recouped
when the Comptroller General finds that the recipient is out of compliance with the requirements
of the program under which the funds are provided or when an excessive payment has been made
to the recipient.

HAVA offered no guidelines under which a special audit should be conducted. Thus, on

January 27, 2005, EAC adopted a policy and procedure for exercising its special audit authority.
That policy included the following elements:

Regulatly review single audits and reports filed by States as well as other credible
information on States’ HAVA spending.

When a discrepancy or potential lack of compliance is revealed, analyze the risk to
HAVA funds. The analysis should identify the source of any threat as well as the
severity of the threat.

Determine the need for additional review and information. If additional information is
needed, consider conducting a special audit. If the discrepancies are evident and are
sufficiently identified by the existing information, then EAC will refer the discrepancy to
the appropriate enforcement agency, whether that is the U.S. Department of Justice, the
Comptroller General, or other appropriate State or Federal enforcement agency.

When a decision is made to conduct a special audit, EAC will define the scope and type
of audit. The audit may take on one or more of the three types of audits: financial,
compliance, and/or agreed-upon terms. The scope of the audit should include the term of
the audit (e.g., from the time of receipt to present, a particular fiscal year, or other terms
established by the Commission) and the funds that will be audited (e.g., Section 101,
Section 102, Title II).

Develop a plan for the audit through a scope of work for the IG, a contractor, or another
Federal Government agency who will conduct the audit on behalf of EAC.

Upon completion of the audit and report, if the findings reveal that the recipient is out of
compliance with the requirements of the HAVA program(s), then EAC should refer the
audit and the recipient to the Comptroller General with a request to take action to recoup
funds on behalf of the United States. If potential voting rights, civil rights, or criminal
violations are identified by the special audit report, EAC should refer the audit and
recipient to the Department of Justice or another appropriate state of Federal law
enforcement agency.

In 2005 and beyond, EAC will use its resources and its authority under HAVA to validate

the proper uses of HAVA funds by States and grantees. The money that EAC distributes under
HAVA belongs to the United States. EAC will regularly review Single Audit reports as well as
state-filed reports on the uses of HAVA funds to assure that HAVA funds are properly spent. In
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addition, where the circumstances warrant, EAC will consider the use of its special audit
authority to protect the public fisc.

CONCLUSION

Mr. Chairman, as we conclude today’s testimony, we observe that HAVA is improving
the Federal election process. Election reform is not a process of immediate gratification. In our
“fast food” and “real time” society, it is easy to expect a quick fix to any given problem.
Elections are complex and dynamic events that require years of advance planning and careful
thought. Changing and improving that process likewise takes planning, careful thought, and,
most importantly, time.

HAVA has effectuated substantial change in a climate of intense scrutiny. Voting
technology has improved. More eligible voters have been able to cast a ballot. Voters are better
informed of their rights and how to exercise them. However, a vast amount of work is left to
complete. More than half of the country is in the process of upgrading its voting technology,
implementing state-wide voter registration databases, and perfecting their processes for
provisional voting and voter identification. These States need guidance, and EAC will provide
it.

The substantive reforms of HAVA are well underway and EAC is playing its role in
implementing those changes. HAVA has proved beneficial to the election process, even in the
early days of its implementation. The coming months and years will be critical in reaching a full
implementation of HAVA’s principles and reforms. With the continued support from Congress,
EAC will work to assure that HAVA’s potential is realized. EAC, Congress and the nation look
forward to the next chapter of HAVA’s success story.

Mr. Chairman, thank you for the opportunity to address this Committee today. We will
be happy to answer any questions that you may have.
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Good morning Mr. Chairman and Members of the Committee. Seated before you
today are the four members of the U.S. Election Assistance Commission (EAC): Gracia Hillman,
Chair; Paul DeGregorio, Vice Chairman; Ray Martinez, III; and DeForest B. Soaries, Jr. Our
biographies are attached to this statement. (Appendix 1)

We are pleased to be here this morning to discuss our conclusions about the November
2004 election and the role that the Help America Vote Act of 2002 (HAVA) played in that
election. In our testimony, we will review the progress and accomplishments of HAVA leading
up to the November 2004 Election and our plans to continue the implementation of HAVA in
2005.

HAVA marks the first Federal program of its kind in the history of voting in this country.
HAVA’s changes to the voting process in Federal elections are substantial. Although the EAC
has been engaged in this election reform effort for only just over a year, we will endeavor in our
comments today to inform you of the successes, the frustrations and the work that is left to be
done under HAVA.

We appreciate the vested interest that this Committee has in our work. We recognize the
importance of what you have done for America as the authorizers of HAVA and look forward to
today’s discussions.

INTRODUCTION

In October 2002, Congress, with the leadership and overwhelming support of the
members of this Committee, passed the Help America Vote Act (HAVA). HAVA represents an
unprecedented effort by Congress to enhance the administration of Federal elections through
funding, guidance and policies. Previously, this country has relied exclusively on the resources
and efforts of the States to conduct Federal elections without assistance and direction from the
Federal Government. HAVA recognizes the important role of the States in conducting Federal
elections while at the same time providing funding and guidance to the States in a nation-wide
effort to make the administration of Federal elections more uniform and consistent.

HAVA was not contemplated as a short-term or partial solution to the issues and
problems with the administration of Federal elections that came to the forefront during the 2000
Presidential Election. Rather, HAVA sets out a comprehensive program of funding, guidance,
and ongoing research that spans the course of many years. HAVA’s primary funding program
(Title IT) was authorized for three consecutive fiscal years (through 2005). Congress recognized
that election reform efforts would go on beyond the 3-year authorization of funds. Therefore,
Congress did not apply a fiscal year restriction on the use of the Title Il funds. Likewise, HAVA
created a Federal commission, the Election Assistance Commissionl, which it authorized initially
for a period of three fiscal years. HAVA also contemplated the creation and maintenance of

! EAC Organizational Chart is attached as Appendix 2.
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Federal guidance on voting systems, provisional voting, voter identification, voter registration
databases, and voter information. Congress knew that these important policies and guidance not
only would take some time to develop, but also, due to the nature of ever evolving technologies
and voting processes, would need revision and updating in keeping with those changes.

Many of the HAV A implementation efforts began in earnest in January 2004
immediately following the formation and appointment of the Election Assistance Commission.
To their great credit, States used the limited Federal resources distributed by the General
Services Administration (GSA) under Title I and their own state funding to implement those
HAV A requirements with deadlines of January 1, 2004, including provisional voting and voter
information. But, to put the proper context on HAVA implementation, it is, at best, just crossing
into the second year of its multi-year election reform scheme.

All of this having been stated, HAVA has already proven to be a success in revamping
the voting process in Federal elections. Provisional voting offered over one million voters the
opportunity to cast a ballot in Federal elections in 2004. Prior to HAVA, these persons would
have been turned away. HAVA funding has already permitted some States to upgrade their
voting systems to comply with HAVA. Other States have used HAVA funds to implement or
improve their state-wide voter registration databases to manage voter lists and prevent the fraud
that has surrounded voter registrations in the past. These are just a few of the success stories of
HAVA that will be discussed more fully below.

The House Administration Committee will hear, if it has not already, from detractors that
say that HAVA has not lived up to its billing and has failed to meet their expectations of election
reform. In one respect, they are correct. To the extent that HAVA implementation is not
complete, we cannot yet realize the totality of its intended benefits and reforms. Furthermore,
the States have expressed understandable frustration with trying to meet HAVA requirements
within the prescribed deadlines. To address these concerns, the Election Assistance Commission
has taken an aggressive approach to its work in 2004 and will continue that pace and
determination in 2005 to assist the States in their implementation of HAVA. With the much
needed funding that the Election Assistance Commission received in its 2005 budget, EAC is
embarking upon an accelerated research agenda to develop and publish guidance on voting
systems, provisional voting, voter registration databases, and voter identification. Some of this
work is already well underway. For example, the Technical Guidelines Development Committee
(TGDC) met on January 18 and 19 to pass resolutions tasking the National Institute for
Standards and Technology (NIST) with developing voluntary voting system guidelines. In
December 2004, EAC received testimony regarding voter registration databases and has
scheduled an initial hearing on the issue of provisional voting on February 23, 2005. However,
there is a great deal of work to be done to fully implement HAVA and all of its intended election
administration reforms.
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HAVA SUCCESSES IN 2004

The beginnings of HAVA’s significant influence could be felt throughout the country in
2004. States implemented the Title III requirements for provisional voting, voter information
and voter identification by January 1, 2004 and used these new principles in their Federal
elections in 2004. As with any new statute and new requirements, there were varying
interpretations of these mandates and substantial media and public attention to the legal battles
that ensued. The results of the first Federal elections conducted under HAVA were a populace
that was more engaged in the political process, a surge in voter registration, an opportunity for
voters who would previously have been turned away to vote provisionally, an unprecedented
amount of information available to voters regarding the voting process and their voting rights,
improving voting technology, and the promise of more reform and reflection on the voting
process to come in the following years. There can be no question that HAVA positively
influenced the 2004 elections.

Federal Funding Programs

Prior to the enactment of HAVA, Federal funds had not been committed to the
improvement of the administration of Federal elections. Other Federal legislation was enacted to
impose limitations and requirements on the administration of elections, but never before had
those expectations been backed by Federal funding. Congress has appropriated over
$3,000,000,000 to help States meet the requirements of HAVA and improve the administration
of Federal elections. Other HAVA programs such as the College Poll Worker program, the
National Parent-Student Mock election, and the program to assure access for individuals with
disabilities have been funded by Congress in the amounts of $950,000, $400,000, and
$33,000,000, respectively.

EAC, GSA, and HHS have distributed a total of $2,213,847,325 to the States, the District
of Columbia and the Territories since the enactment of HAVA. The following table shows the
amounts that have been distributed to each of the States and Territories for their use to
implement the provisions of HAVA.

Title tI Requirements Title TF Di
! Payments (Section 251) Gral

Fiscal Year “iscal Yeu seal Year scal Year | Total
2003 Funds*® 2 s Funds* | 2004 Funds to

AL $4,990 $51 $12,835 $23,031 $185 $130 $41,222
AK $5,000 $0 $0 $0 $100 $100 $5,200
AS $1,000 $0 $830 $1,489 $100 $100 $3,519
AZ $5451 $1,564 $14,523 $26,061 8210 $153 $47,962
AR $3,593 $2,570 $7,729 $13,869 $109 $100 $27,970
CA $27,341 $57,322 $94,559 $0 $1,372 $986 $181,580
Co $4,860 $2,177 $12,362 $22,183 $178 8129 $41,889
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Title Il Requirements

Title I "Early Money"” Payments (Section 251) Grants (Section 261)

Section 101 | Section 102 | Fiscal Year | Fiseal Year | Fiscal Year | Fiscal Year | Total Disbursed

Payments*® : Payments* ] 2003 Funds* i 2004 Funds* i 2003 Funds® | 2004 Funds® to State™*
CcT $5,000 $0 $9,920 $17,780 $143 $100 $32,943
DE $5,000 $0 $4,150 $0 $100 $100 $9,350
DC $5,000 $0 $4,150 $7,447 $100 $100 $16,797
FL $14,448 $11,581 $47.417 $85,085 $687 $493 $159,711
GA $7.816 $4,740 $23,171 $41,578 $335 $242 $77.882
GU $1,000 $0 $0 $0 $100 3100 $1,200
HI $5,000 $0 $4,150 $0 $100 $100 $9.,350
D $5,000 30 84,150 $7.447 $100 $100 $16,797
IL $11,129 $33,806 $0 $0 $511 $359 $45,805
IN $6,230 $9,522 $17,372 $31,173 $251 $175 $64,723
IA $5,000 $0 $8,495 $15,244 $122 $100 $28,961
KS $5,000 $0 $7,662 $13,748 $110 $100 $26,620
KY $4,699 $469 $11,773 $21,126 $170 $121 $38,358
LA $4.911 $7,352 $12,549 $22,518 $181 $127 $47.638
ME $5,000 30 $4,150 $0 $100 $100 $9,350
MD $5,637 $1,638 $15,201 $27,277 $220 $157 $50,130
MA $6,590 $1,519 $18,688 $33,534 $270 $191 $60,792
Ml $9,207 $6,531 $28,257 $0 $409 $287 $44,691
MN $5314 $0 $14,020 $25,158 $202 $145 $44,839
MS $3,673 $1,778 $8,023 $14,396 $115 $100 $28,085
MO $5,875 $11,473 $16,073 $28,842 $232 $164 $62,659
MT $5,000 $0 $4,150 $0 $100 $100 $9,350
NE $5,000 $0 $4,920 $0 $100 $100 $10,120
NV $5,000 $0 $5,785 $10,381 $100 $100 $21,366
NH $5,000 $0 $4,150 $7,447 $100 $100 $16,797
NJ $8,141 38,696 $24,358 $0 $352 $248 $41,795
NM $5,000 $0 $5,110 $9,170 $100 $100 $19,480
NY $16,494 $49,604 $0 $0 $796 $559 $67,453
NC $7,888 $893 $23.431 $42,046 $339 $240 $74,837
ND $5,000 $0 $4,150 $0 $100 $100 $9,350
OH $10,385 $30,668 $32,562 $58,430 $143 $328 $132,516
OK $5,000 $0 $0 $0 $472 $101 $5,573
OR $4,204 $1,823 $9.962 30 $143 $102 $16,234
PA $11,323 $22,917 $35,993 $64,586 $521 $364 $135,704
PR 83,151 $0 $0 $0 $151 $104 83,406
RI $5,000 $0 $4,150 $7,447 $100 $100 $16,797
SC $4,652 $2,168 $11,602 $20,819 $167 $120 $39,528
SD $5,000 $0 $0 $0 $100 $100 $5,200
TN $6,005 $2,474 $16,546 $29,690 $241 $169 $55,125
TX $17,207 $6,270 $57,505 $0 $834 $602 $82,418
uT $3,091 $5,727 $5,893 $10,574 $100 $100 $25,485
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Title Il Requirements
Title k" - Payments (Section 251)

Section 101 Section 102 Fiscal Year Year Fiseal Year Fiscal Year | Total Disbursed
Payments* Payments™ 2003 Funds*® unds® 2003 Fund. 2004 Funds® | to State™*

$5,000 $0 $4,150 $7,447 $100 $100 $16,797
VA $7,106 $4,527 $20,573 $0 $298 $212 $32,716
Vi $1,000 $0 $0 $0 $100 $100 $1,200
WA $6,098 $6,799 $16,889 $30,307 $244 $175 $60,512
wvV $2,977 $2,349 $5.476 $9,827 $100 $100 $20,829
Wi $5,694 $1,309 $15,411 $27,653 $185 $158 $50,410

$0 $4,150 $7,447 $16,797

| $349180 | $300317 | $719.1 $9.941 |
* Figures rounded to nearest thousand.

** Bxcludes payments made under section 291 by the U.S. Department of Health and Human Services to States for
protection and advocacy systems.

As can be seen from the Table above, all States, Territories and the District of Columbia have
received Title 1, Section 101 funds for use in improving the administration of Federal elections.
Thirty States received Section 102 for replacing punch card and lever voting systems. Thirty-
five States have requested and received all of the Title II funds available to the State under
HAVA. Twenty States have received no or partial Title II funding and have the opportunity to
receive additional funds upon providing the certification required by HAVA and requesting those
funds.

HAVA funds have already enhanced the election process, touching various aspects of the
election administration process. This money has been used by States to develop their state plans
detailing how they would comply with HAVA; to develop their administrative complaint
procedures; to institute provisional voting; to recruit, educate and train poll workers; and to
inform voters of the changes in the voting process. Probably the most tangible effect of HAVA
dollars for voters was the use of HAVA funds to improve voting technology.

Voting System Procurement

In States like Georgia, Maryland, Florida and the District of Columbia, voters in the
November 2004 election used new electronic or optical scan voting equipment funded by
HAVA. Nevada spent a portion of its HAVA funds not only to upgrade voting equipment to
touch screen voting systems but also to outfit its voting units state-wide with devices that would
produce a contemporaneous paper record of the votes cast on each voting machine. EAC
research, as well as reports by other sources such as media, trade associations, and non-
governmental research agencies, shows that five of the States have used HAVA money to either
fund or reimburse state-wide purchase and implementation of updated voting equipment to meet
the requirements of Title III. Many more are in the process of issuing Requests for Proposals
(RFP) or other solicitation methods for the procurement of updated voting equipment. The
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States are well underway with their efforts to purchase HAVA compliant voting systems to meet
the 2006 deadlines.

State Voting System Procurement Status as of 1/24/05

AL No procurement status reported

AK Procurement complete

AS No procurement status reported

AZ RFP to be issued February 2005

AR RFP to be issued March 2005

CA Feasibility study completed; RFP to follow

CO RFP being prepared for issue

CT RFP issued; Due February 2005

DE Procurement complete

DC Procurement complete

FL Procurement in process

GA Procurement complete

GU No procurement status reported

HI Procurement planned for June 2005

1D RFP to be issued March 2005

IL Awaiting decision on whether to issue RFP or provide a list of certified equipment from which

the counties can purchase

IN No statewide procurement. Counties will purchase state certified machines.
1A Procurement planned for 2005

KS RFP to be issued March 2005

KY A qualified vendor list has been established; counties will purchase from that list
LA RFP to be issued March 2005
ME RFP to be issued by Summer 2005
MD Procurement complete
MA Cities will purchase voting equipment approved by the State

Mi Michigan communities are in the process of purchasing optical scan systems from a qualified

vendors list established and contracts negotiated by the Secretary of State

MN Awaiting legislation to develop a procurement process or strategy

MS RFP issued

MO New Secretary of State is considering various options for procurement

MT No procurement status reported

NE Awaiting budget finalization to determine a procurement strategy

NV Procurement complete

NH No procurement status reported

NJ No procurement status reported
NM Awaiting legislation to determine procurement strategy

NY Awaiting legislation to determine procurement strategy

NC RFP to be issued spring 2005

ND RFP complete; Contract signed; Certification due March 2005

OH Change to purchase of optical scan equipment versus DREs

OK Procurement complete

OR RFP to be issued summer 2005

PA Pennsylvania counties will purchase from a list of voting systems certified by the state.
PR Awaiting action by the legislature to identify procurement process

RI No procurement status reported

SC RFP complete; Procurement planned for 2005

This information is propetty of the U.S. Election Assistance Commission 2005
Page 7



58

U.S. Election Assist. Ci
Testimony Before the House Admini: ion C i February 8, 2005
g P a 0
Sb Procurement planned for Spring 2005
N Pending decision on procurement process
X Negotiating contracts with approved vendors from which counties will select and purchase their
voting equipment.
uT Utah has received responses to its RFP. With the change in administration we are awaiting
direction as to how to proceed with the procurement process.
VT Procurement planned for Spring 2005
Vi No procurement status reported
VA RFP issued in 2004
WA RFP issued; RPF withdrawn due to inadequate response
wv Considering procurement options
WwI No procurement status reported
wY Procurement planned using negotiated contracts

HAVA funds further influenced the 2004 election through the development and use of
state-wide voter registration databases in 17 States. Twenty-one other States have entered into
agreements for the development of a database and that process is ongoing. Nine others have
RFPs pending, but have not made final decisions on those proposals.?

Initial reports from the States regarding the use of Title II funds and expenditure of Title I
funds since January 1, 2004 are expected to be received from the States on or before March 31,
2005 and will further inform EAC of the States’ uses of HAVA funds. HAVA funds have
influenced the administration of Federal elections and will continue to have a positive effect as
States spend those funds to acquire voting machines, implement databases, train poll workers,
and educate and inform the public about the beneficial changes involving Federal elections.

Provisional Voting

Provisional voting was a response to the number of persons who believed that they were
registered to vote in 2000 but who were turned away from the polling places when their names
did not appear on the poll lists. Provisional voting was not a new concept to all States. Some,
such as California and New Mexico, have been administering some form of provisional voting
for many years. As with most of the provisions of HAVA, the details of the implementation and
many of the interpretations have been left to the States. Understandably, this resulted in various
positions on what HAVA meant by “jurisdiction” and how provisional voting should be
implemented. This lack of uniformity in implementation strategy is what caused provisional
voting to be such a lightening rod in the 2004 elections. Despite the attention, both positive and
negative, that was given to provisional voting, overall it can be seen as one of the great successes
of HAVA.

To understand the impact of provisional voting, one must first recognize the climate in
which it was introduced. Voter registration increased significantly in 2004. On the average,

? Electionline.org Briefing: The 2004 Election (December 2004), p 12.
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voter registration was up approximately 9% since the November 2000 election. Many of these
registrations came late in the cycle and close to the deadlines for submitting voter registration
applications. These voluminous registrations at the end of the cycle taxed local election officials
in their efforts to ensure that all eligible voters® names appeared on the precinct lists. The
solution to that problem, envisioned by the framers of HAVA, was provisional voting. Even if
those names were not entered in time to appear on the voter registration list, those persons would
be able to vote by provisional ballot and have their eligibility verified after the election. In the
November 2004 election more than 1,500,000 voters took advantage of the opportunity to cast a
provisional ballot. More than 1,000,000 (68.4%) of those provisional ballots were counted. In
simplest terms, more than 1,000,000 eligible voters voted in November 2004 who would have
been disenfranchised were it not for HAVA.

The percentage of ballots that were counted varied from State to State. The following
table shows available data regarding the number of provisional ballots cast and counted:

Total Provisional Total Provisional % Provisiona!
Baliots Cast Ballots Counted Ballots Counted

Alabama 6,478 1,865 28.8%
Alaska 23,285 22,498 96.6%
Arizona 101,536 73,658 72.5%
Arkansas 7,675 3,678 47.9%
California 668,408 491,765 73.6%
Colorado 51,529 39,086 75.9%
Connecticut 1,573 498 31.7%
Delaware 384 24 6.3%
District of Columbia 11,212 7,977 71.15%
Florida 27,7142 10,007 36.1%
Georgia 12,893 4,489 34.8%
Hawaii 347 24 6.9%
Idaho
Ilinois 43,137 17,000 39.4%
Indiana 1,287 175 13.6%
Towa 15,406 8,038 52.17%
Kansas
Kentucky 1,499 221 14.7%
Louisiana 5,880 2,312 39.3%
Maine
Maryland 48,936 31,860 65.1%
Massachusetts 10,060 2,319 23.1%
Michigan
Minnesota
Mississippi
Missouri 2,203 519 23.6%
Montana 688 378 54.9%
Nebraska 17,421 13,788 79.1%
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Nevada 6,153 2,446 39.8%
New Hampshire
New Jersey
New Mexico 5,246 2,728 52.0%
New York
North Carolina 77,469 50,370 65.0%
North Dakota
Ohio 157,714 123,912 78.6%
Oklahoma 2,615 201 7.7%
Oregon 8,298 7.077 85.3%
Pennsylvania
Rhode Island
South Carolina 4,930 3,207 65.1%
South Dakota 533 66 12.4%
Tennessee 8,778 3,298 37.6%
Texas 25,743 5,662 22.0%
Utah 26,389 18,575 70.4%
Vermont 121 30 24.8%
Virginia 4.127 728 17.6%
Washington 86,239 69,273 80.3%
West Virginia 13,367 8,378 62.7%
Wisconsin 374 119 31.8%
Wyoming 95 24 25.3%
American Samoa
Guam
Puerto Rico 14,706
Virgin Islands 254 197 77.6%

1,502,730 1,028,470

In Alaska, 22,498 of the 23,285 (96.6%) provisional ballots were counted. Conversely, in
Hawaii, only 24 of the 347 (6.9%) provisional ballots were counted. The variance in the
percentage of ballots counted from State to State is reflective of a number of factors, including
the definition of “jurisdiction” for purposes of provisional voting as well as the facts surrounding
the individual provisional ballot applications, such as whether the person submitted a timely
voter registration application.

It was the diverging definitions of “jurisdiction” that drew national attention. Litigation
over provisional voting occurred in at least five States, including most notably Ohio, Michigan,
and Missouri. While this may seem like negative and unwanted attention, the reality is that these
lawsuits produced a reasonable, workable rule of law regarding provisional voting. The Sixth
Circuit Court of Appeals was the highest court to consider issues related to provisional ballots in
The Sandusky County Democratic Party, et al. v. J. Kenneth Blackwell, 387 F.3d 565 (6" Cir.
2004). Each case considered several common questions: 1) is there a private right of action
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under HAVA, 2) who is eligible to receive a provisional ballot, and 3) when should a provisional
ballot be legally counted? In each case, including the opinion of the Sixth Circuit, the courts
found that there is a private right of action under HAVA using the provisions of 42 U.S.C. §
1983. Second, the opinions resolved that HAV A dictates the availability of provisional ballots.
A person is entitled to receive a provisional ballot when his/her name does not appear on the
voter registration list, regardless of whether the person is attempting to vote in the precinct to
which he should be assigned by virtue of his address. Third, a provisional ballot should be
counted when it meets the laws, rules or regulations for such counting established by the state.
Thus, if state law or regulation has defined the jurisdiction for counting provisional ballots to be
the “precinet,” then a voter’s provisional ballot will only be counted if he/she casts that
provisional ballot in the proper precinct. These decisions preserve the intent of HAVA to work
with the States, allowing them to implement HAVA in light of the various State laws and rules
governing elections and allowing them to continue practices such as precinct-based voting that
they have followed for years.

At the end of the November 2004 election, provisional voting was successful in allowing
eligible voters to participate in the electoral process. It allowed eligible voters to cast ballots
when they previously would have been turned away. Furthermore, it is better refined and
understood thanks to the interpretations of HAVA by the courts of this country.

Voter Information

Section 302(b) of HAVA requires each polling place to display informational posters and
sample ballots. These posters must include information regarding:

the date and hours of the election

instructions on how to vote

special instructions for first time voters and voters who registered by mail
general information regarding voting rights and state and Federal laws
prohibiting fraud and misrepresentations in elections.

States were required to implement the use of these pieces of voter information as of January 1,
2004.

For the first time in 2004, voters could anticipate the type of information that would be
made available to them at the polling places. They could expect not only to have a sample ballot
with the names and offices of the candidates, but also information on how to vote using the
voting equipment in place in that precinct. Persons who were first time voters or who registered
by mail were given information on the types of identification that were accepted to verify the
voter’s identity. Further, if a voter experienced a problem in voting, the informational posters
identified their voting rights, the laws that governed fraud and misrepresentation, and how to
contact appropriate election officials if the voter felt his/her rights had been violated.
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An example of the types of information displayed in our nation’s voting precincts was
provided by the State of Pennsylvania and is attached. (Appendix 3) Similar posters and
pamphlets were developed by all of the States. These informational pieces were printed in
dozens of languages so that persons whose primary language is not English could understand
them. In addition, accommodations were made for sight impaired voters by printing these
pamphlets in Braille and in some cases by making an audio recording of the text. It is evident
from a review of these documents that where these posters were properly displayed, voters were
more informed about their franchise and how to exercise it.

Administrative Complaint Procedures

HAVA required States to establish an administrative complaint procedure that allows
voters to report and file complaints regarding voting and violations of HAVA. Most States
developed these complaint procedures as a part of their state plans. The procedures must include
a process whereby voters make complaints that are notarized for validity, have the opportunity to
request and have a hearing of the complaint, and can expect a resolution to the complaint within
90 days of the date of filing. If resolution cannot be reached, the complaint must be referred to a
process of alternative dispute resolution and completed within 60 days.

While some States previously had some type of formal or informal dispute resolution
regarding election complaints, HAVA created the requirement for a uniform procedure that
would cause voter complaints to be taken seriously and resolved in a timely manner. These
administrative complaint procedures were not specifically designed to adjudicate complaints of
fraud or ill practice, but this forum will undoubtedly shed light on past and future frauds on the
election system and will hopefully prevent these acts from being ignored. At the time of this
hearing, the 90-day period for resolution of early-filed complaints is just ending. Now that the
hearing phase has ended, EAC will collect data regarding the number, types and resolutions to
administrative complaints that were filed under this procedure.

Election Day Surveys

HAVA funding and the establishment of EAC has given the Federal Government an
opportunity to collect and study a wide range of data related to the November 2004 election.
EAC’s research agenda contains three survey pieces: the Election Day Survey, the Military and
Overseas Absentee Ballot Survey, and a revised National Voter Registration Act (NVRA)
Survey. These survey instruments collect data on both a county and state level regarding a litany
of voting administration issues, including:

Ballots Cast and Counted
o the number of ballots cast and counted
o the number of absentee ballots requested and counted
e the reasons that absentee ballots were rejected
e the number of provisional ballots cast and counted

This information is property of the U.S. Election Assistance Commission 2005
Page 12



63

U.S. Election Assi: [+
Testimony Before the House Admini: ion C February 9, 2005

e the reasons that provisional ballots were rejected

YVoting Systems
¢ the number and types of voting equipment

o the number and types of voting machine malfunctions that occurred

e the number of military and overseas voters who requested ballots
o the number of military and overseas voters who cast and returned ballots
e the method of transmitting military and overseas ballots

Voter Registration
s the number of registered voters

the number of voter registration applications received and processed

the reasons for rejecting voter registration applications

the form of voter registration applications accepted

the means of storing voter registration data

the number of voters who were removed under NVRA purging provisions

the means of comparing voter registration applications to existing data to prevent
duplicate and fraudulent registrations

Copies of the Election Day Survey and Military and Overseas Absentee Ballot Survey are
attached. (Appendixes 4 and 5) The NVRA survey is in the final stages of development and has
not yet been released to the States.

EAC has experienced a notable response to the Election Day Survey. Forty-one States
have responded. EAC expects to receive an equal or greater response to its Military and
Overseas Absentee Voter Survey, which was due on January 31, 2005. Once the final data from
the NVRA survey is received by EAC (due March 31, 2005), EAC will compile a
comprehensive report detailing the happenings of the November 2004 election as revealed by the
survey data.

This information will in some cases serve as the basis on which we evaluate future
elections and future election administration. Data from previous elections will further inform us
of the improvements that have been achieved and the work yet to be done. Further, the data
gathered through these surveys will be an invaluable addition to EAC’s work as a clearinghouse
of information to be shared among the States.

Poll Worker Recruitment Programs

Under Title V of HAVA, EAC developed the first Federal program to recruit and train
poll workers. The HAVA College Poll Worker Program was designed to encourage students at
institutions of higher education to assist local governments in the administration of elections by
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serving as nonpartisan poll workers or assistants and to encourage local governments to use the
services of students participating in the program. In fiscal year 2004, the HAVA College
Program received $750,000 for the purpose of issuing grants to institutions of higher learning
and associated organizations for use in the development of recruitment and training programs.

Following the announcement of the grant program, the Commission reached out to

almost 40 organizations and associations, encouraging them to advertise the program within their
networks. EAC staff fielded over 150 inquires from around the country, regarding the grant
application process. Ultimately, 88 organizations applied for a HAVA college poll worker grant.

Because of the overwhelming interest in the program, EAC had to make tough choices as
to which applicants would share in the available grant funds. An independent panel of 18
experts reviewed the eligible applications and gave each a score. EAC staff closely reviewed the
top scoters and EAC ultimately chose 15 finalists. These 15 grantees shared the $630,000 of
available grant funds. The 15 grants went to a variety of community colleges, four year colleges

and universities, and non-profit organizations with a national and regional focus. A breakdown
of the grant awards is shown in the table below.

Grantees Location Amount Amount

of Grantees Requested Awarded

Asnuntuck Community College Enfield, CT $91,344 $30,000
g;fgt;g“ﬁ‘;“l?) fnc. Long Beach, CA $41,912 $25,000
Eastern Michigan University Ypsilanti, MI $54,356 $25,000
Florida Memorial College Miami Gardens, FL $149.911 $50,000
Golden Key International Honor Society Atlanta, GA $148,250 $130,000
Tllinois Central College East Peoria, IL $14,785 $12,000
Los Angeles Conservation Corps Los Angeles, CA $22,310 $20,000
Northampton Community College Bethlehem, PA $26,857 $25,000
Northern Kentucky University Highland Heights, KY $45,273 $25,000
Roxbury Community College Boston, MA $70,470 $30,000
Rural Ethnic Institute Rapid City, SD $149,537 $50,000
University of Baltimore Baltimore, MD $149,350 $70,000
University of Maryland College Park College Park, MD $67,270 $25,000
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Location Amount
of Grantees Requested

Denton, TX $149,280

Amount
Awarded

$80,000

Grantees

University of North Texas

Wiley College Marshall, TX $30,000

Totals: $627,000

Combined, the 15 grantees estimated that over 5,300 students would be recruited into the
poll worker program. Student recruitment goals were met. Over 5,300 students were recruited,
2,000 students were trained, and 1,700 students were recruited and placed as poll workers or poll
assistants.

To further assist States and local election officials in recruiting poll workers, EAC
launched a National Poll Worker Initiative in June 2004. EAC sought and gained the
involvement of corporations, private organizations and private citizens in encouraging people to
serve as poll workers on November 4. To further shed light on the need to recruit, train and
retain poll workers, EAC used its September 2004 meeting to focus the attention of the country
on the shortage of poll workers. EAC’s efforts spurred corporations like CitiGroup and agencies
like the Department of Agriculture to encourage their employees to participate in the electoral
process as nonpartisan poll workers by adding that activity to its list of community involvements.
In some cases, employers agreed to allow employees to serve as poll workers using approved,
paid leave other than the employee’s vacation.

These poll worker recruitment programs were first-time Federal initiatives. Never before
had national attention been focused on the important work of those who serve democracy at the
polling place or on the shortage of persons willing to help. The EAC poll workers recruitment
programs were a beginning in an effort to assure that America’s polling places are fully staffed
with trained and knowledgeable poll workers. EAC continues to receive pledges of interest and
assistance with its continued efforts to aid States and local jurisdictions in recruiting and training
poll workers.

Election Day 2004 Findings

On Election Day 2004, the EAC Commissioners traveled to Florida, Ohio, California,
New York, New Jersey, Illinois and Missouri to observe first-hand the events, successes and
problems that occurred in the polling places of America. While the Commissioners saw many of
HAVA’s successes such as persons casting provisional ballots, they also witnessed poll workers
who were not always so clear on when a provisional ballet should be offered to a voter. They
saw polling places where informational signs were posted and polling places where the required
signage was missing. They saw voters enjoying the benefits of upgraded and technologically
advanced voting machines as well as voters who cast their ballots on machines that were decades

This information is property of the U.S. Election Assistance Commission 2005
Page 15



66

U.S. El ion Assi: [~
Testimony Before the House Admini ion C: i February 9, 2005

old. They saw polling places that operated with the utmost of efficiency and precincts where
voters stood in line for hours to exercise their right to vote.

Even prior to Election Day, the EAC Commissioners were in touch with State and local
election officials to discuss issues and concerns with the upcoming election. EAC, as a part of
its clearinghouse role, hosted a telephone conference which gave election officials an
opportunity to share problems and solutions that they experienced in preparing for the election.
These calls revealed significant concerns about the administration of provisional voting and the
ability of election officials to timely process the high volume of voter registrations.

While the Commissioners observed the November 2004 election in the field, the EAC
office was manned by their trained staff to answer the calls of Americans who had questions
about voting. Nearly 700 calls were fielded by the Election Assistance Commission staff from
6:00 a.m. until 10:30 p.m. on November 4, 2004. The vast majority of the calls involved
questions regarding the location of a polling place, the hours of voting, and the status of voter
registration. Conversely, relatively few calls involved allegations of improper activity.

Total Calls Received by EAC:
Election Day 2004

Accessibility
Absentee Ballots
Ballot Presentation
Campaign Activity
Discrimination
Fraud/Criminal
Voter Identification
Language Access
Other

Poll Hours

Poll Location
Provisional Voting
Voter Assistance
Voter Registration
Voting Information
Voting Machine

T T T T ¥ T T T T T — 1
0 20 40 60 80 100 120 140 160 180 200
Total Number of Calls
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BUILDING THE FRAMEWORK FOR EXCELLENCE IN 2005

EAC’s observations from the November 2004 election suggest that many things were
done right, but there is much to be done. Parts of HAVA have been implemented, yet questions
and confusion persist about these new voting practices. In the coming months, many States will
purchase vast quantities of voting equipment using the funding provided by HAVA. Those
States need guidance on which voting machines meet the requirements of HAVA and what the
next generation of voting system standards will require. Likewise, state-wide voter registration
lists will be implemented in the next 10 months and States need guidance on what constitutes a
single, uniform, interactive voter list. Confusion over when and how to administer provisional
voting must be eliminated. EAC’s 2005 research and guidance agenda seeks to alleviate and
respond to a lot of the uncertainty that surrounds HAVA implementation

EAC is committed to providing the guidance, assistance and information necessary to aid
the states in their implementations of HAVA. EAC’s priorities for 2005 are its research agenda
and its efforts to assure that HAVA funds are spent properly and in keeping with the spirit of the
law. EAC will inform the election reform process with its guidance and police the stewardship
of HAVA funds.

EAC Research and Guidance Agenda for 2005

The Election Assistance Commission has set forth an aggressive research and guidance
agenda for 2005. HAVA requires EAC to conduct a number of studies and allows the
Commission considerable latitude to identify other election administration issues for review and
research. The objective of these efforts is to provide information and guidance to election
officials and others to promote the overall HAVA goal of improving the administration of U.S.
Federal elections.

EAC’s theme message for FY2004 was “Getting America Ready to Vote Under HAVA,”
to reflect the Commissions’ formation and the initial actions taken to assist the States in meeting
the HAVA requirements for the first Federal election after the passage of the Act. The
Commission’s theme for FY2005 is “Building the Framework for Excellence.” Now that the first
Federal elections have occurred under HAVA, we will be focusing our efforts on identifying
what elements of HAVA worked well and where improvements might be needed. With the
appropriation of its 2005 budget, EAC has received the money it needs to make a financial as
well as a programmatic commitment to providing research and guidance to the States. EAC was
able to allocate more than 50% of its 2005 budget to research and guidance efforts.
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EAC Budget Allocation:
Fiscal Year 2005
18%

B Salaries & Benetits
Programs & Services

13% B Legal & Legislative Affairs

2 General Operations

Communications

0. B Rescarch & Guidance

A kev element of this rescarch effort is the collection of data from States and counties on
a number of election administration topics. including the use of provisional ballots, absentee

vating. voter registration. voting equipiment performance. and availability and training of poll
workers. This data collection involves the use of three survey documents:

* Election Day Data Survey
Military and Overseas Absentee Ballot Survey
*  National Voter Registration Act Survey

This will be the first comprehensive data collection effort ever conducted and is expected to
vield many useful insights regarding the current state of election administration. EAC will
continue to refine its data collection effort in the coming vears as a means to assess progress
aguinst HAVA's poals,

In addition. the Commission has identified a number of specitic arcas requiring research
for the purpose of developing Title HH guidance to the States. based principally on the
experiences of the November 2004 election. This includes guidance on:

»  Voluntary Voting Svstems Standards

e Provisional Voting

s Impact of Voter Identification Requirements
* Voting Information

This work will involve review and analysis of State legislation and administrative procedures.
wdentitication of issues, and development of recommendations for application in the 2006
elections. In addition. EAC will conduct studies. as mandated by HAV A, regarding
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¢ Free absentee ballot postage
* FElectronic (internet) voting

Finally, EAC will review and update the National Voter Registration form and the instructions
that accompany that form.

EAC’s priority for informing and assisting the reform of elections is its guidance on
voting systems and voter registration databases. Many States are directing major efforts this year
to meeting the January 2006 deadline for implementation of state-wide voter registration
databases and the replacement or upgrade of voting systems to meet HAVA requirements. The
EAC will be issuing voter registration database guidance and expects to receive initial
recommendations for voting system standards from the TGDC and NIST for use in the voting
system procurements. Both of these efforts will be laying essential groundwork to build on for
future technical assistance to the States.

Voluntary Voting System Guidelines

One of EAC’s most important mandates is the testing, certification, decertification and
recertification of voting system hardware and software. Fundamental to implementing this key
function is the development of revised voluntary voting systems standards, which will prescribe
the technical requirements for voting system performance, security, and auditability; and identify
testing protocols to determine how well systems meet these requirements. Another important
element is the certification of testing laboratories to ensure that competent resources are
available to perform testing. The final element is the process of reviewing the system test reports
to validate that systems have met the standards and therefore can be declared qualified for use in
Federal elections. Each of these elements is discussed below.

Technical Guidelines Devel, t Committee and the Standards Devel, t Process
x r

HAVA Section 221 calls for the establishment of a Technical Guidelines Development
Committee (TGDC)? to assist the Commission in the development of voluntary voting system
guidelines (also referred to as voluntary standards). These guidelines, or standards, are
characterized as voluntary because EAC does not have the regulatory authority to issue

? The Chairman of the TGDC is the Director of the National Institute of Standards and
Technology (NIST). The committee is comprised of the Director and fourteen other individuals appointed
Jjointly by the Commission and the Director. HAVA Section 221 prescribes the composition of the TGDC
membership to include members of the EAC Standards Board, members of the EAC Board of Advisors,
members of the Architectural and Transportation Barrier Compliance Board, a representative of the
American National Standards Institute, a representative of the Institute of Electrical and Electronics
Engineers, two representatives of the National Association of State Election Directors, and other
individuals with technical and scientific expertise relating to voting systems and voting equipment.
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mandatory standards. Consequently, each State retains the prerogative of deciding whether to
adopt these standards for the procurement of voting systems.

The first meeting of the TGDC was held on July 9, 2004. The focus of this meeting was
getting the committee organized and defining working procedures. Commissioner Paul
DeGregorio was named as the Federal Officer of the TGDC, as required by the Federal Advisory
Committee Act. The members created three sub-committees: Computer Security and
Transparency, Core Requirements and Testing, and Human Factors and Privacy. This meeting
marked the beginning of TGDC’s 9-month process for developing initial voting system
guidelines.

Each of these sub-committees is responsible for developing high level resolutions or
guiding principles regarding the scope and content of the voting system standards. These
resolutions are then debated and finalized by the entire TGDC and, if approved, passed to NIST
with tasking to conduct research, evaluate existing standards, or revise or write new standards as
required to implement each resolution. The resuiting NIST work product will be standards
statements or a specification for a standard that needs to be developed, as well as a deseription of
the test protocols for verifying compliance. The TGDC met again on January 18 and 19 and
passed 31 resolutions guiding the development of voluntary voting system standards in the areas
of security, core requirements and human factors. (Appendix 6)

The TGDC will deliver an initial set of voluntary voting system standards to EAC in
April 2005 for consideration and adoption. The standards presented in April will be a start in
developing a comprehensive approach to guidelines for voting systems and procedures for
implementing the use of those voting systems. However, these standards will not be final.
Additional standards work will be required not only to develop these comprehensive standards,
but also to update those standards to keep pace with the ever-advancing technology.

Accreditation of Voting System Testing Laboratories

HAVA Section 231 requires EAC and NIST to develop a national program for
accrediting voting system testing laboratories. On June 23, 2004, NIST published a notice in the
Federal Register announcing the establishment of this program, which will be operated as part of
the overall National Voluntary Laboratory Accreditation Program (NVLAP). This program will
provide for initial accreditation of testing laboratories as well as periodic re-examination and re-
certification that they continue to meet the criteria. NIST will begin accepting applications in
April 2005. At this time, the test lab certification process will formally transition from the

National Association of State Election Directors (NASED), which has been doing this work
since 1992,

NVLAP provides an internationally-recognized, independent evaluation of laboratory
competence. Labs wishing to receive accreditation will submit an application describing their
facilities and staff qualifications in relation to the relevant standards. In this instance, NVLAP
will be examining the applicant’s ability to test systems using the voluntary voting system
standards, based on their written documentation supplemented with a site visit to inspect their
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facilities. Laboratories that successfully complete the accreditation process will be recommended
by NIST to the EAC for designation as an approved voting system testing laboratory. EAC will
maintain a register of qualified laboratories for vendors and election officials to reference in
identifying resources to fulfill their system testing requirements.

Voting System Qualification Process

Accredited testing laboratories will test vendor systems for conformance with the
voluntary voting system standards. Once this testing has been completed the results must be
reviewed and a determination made of whether the system is eligible to be designated as a
qualified voting system. This review process has been conducted by NASED since 1992. HAVA
directs that the EAC assume this responsibility. Preliminary planning for this transition began in
FYO04. This process will fully transition to the EAC in FYO05.

National Software Reference Library

In July 2004, EAC and NIST jointly established a part of the National Software Reference
Library (NSRL) specifically for voting systems. The Commission encouraged voting system
vendors to submit copies of their certified system software to NSRL so that election officials
could validate that the software they were using matched the certified version. Five vendors
subsequently provided their software for this purpose. Currently, election officials can validate
that the software, prior to installation, is the version that was submitted to NSRL. In the coming
year, EAC and NIST will work to broaden the scope of this project so that election officials can
confirm that the version of software that is installed on a particular voting machine is the same as
the original version submitted to NSRL.

State-wide Voter Registration Databases

Section 303 of HAVA requires States to develop a single, uniform, interactive voter
registration list. States must have these systerus in place by January 1, 2006. Many States have
already begun the acquisition and development of these databases, but many others would
benefit from guidance issued by EAC. EAC began its efforts toward developing voluntary
guidance on state-wide voter registration databases by holding a meeting on December 14, 2004,
wherein election officials who have implemented a state-wide voter registration databases
testified about their experiences. In addition, EAC has empanelled a voter registration database
working group to identify questions, issues and problems that should be addressed by the final
guidance. EAC plans to have guidance available to the States by summer 2005,

Reporting and Auditing

EAC must assure that States are good stewards of the Federal funds with which they have
been entrusted. States have already received nearly $2.2 billion in Federal funds. To monitor
the use of these funds, EAC and GSA made certain restrictions applicable to these funds which
require regular reporting and annual auditing. What is more, HAVA armored EAC with
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additional, special audit authority. BAC will use these tools to review the States’ spending of
HAVA funds.

Reporting
Reports on Title I Funds

HAVA Section 258 requires States to submit reports to EAC on the activities conducted
with requirements payments provided under HAVA Title II during the Federal fiscal year. This
report must include:

s alist of expenditures made with respect to each category of activities described for the use of
funds;
« the number and type of articles of voting equipment obtained with the funds; and
¢ an analysis and description of:
o the activities funded to meet HAVA requirements; and
o how such activities conform to the submitted State plan.

This report covers the Federal fiscal year and is due no later than six months after the end of each
fiscal year. Accordingly, cach State that received a requirements payment by September 30,
2004 should file its first report on these funds with EAC no later than March 30, 2005.

EAC notifies the States of this reporting requirement when the funds are disbursed and
reminds States of this reporting requirement in letters and conversations throughout the year.
The States are required to submit Standard Form 269 as part of this report.

Reports on Title I Funds

Unlike the reporting required for Title Il requirements payments, HAVA does not
explicitly require reports from the States on HAVA Title I funds. Nevertheless, given the
reporting and audit responsibilities of the EAC, it is prudent and necessary for the EAC to
request information on the use of Title I funds.

In a July 2003 letter to the States, GSA noted that the first reports on HAVA Title
I "early money" were due to GSA by January 21, 2004. The vast majority of the States
submitted their first reports to GSA using a short version of Standard Form 269, known
as Standard Form 269A. The financial reports from seven of the 55 States (including the
District of Columbia, American Samoa, Guam, Puerto Rico, and the U.S. Virgin Islands)
that received section 101 funds disclosed that no disbursements were made from those
funds during the reporting period. Also, 20 of the 30 States that received section 102
funds reported making no disbursements from those funds during the period. Of the
States that did report disbursements of section 101 or 102 funds, few provided the
verification of actual purchases and expenditures requested by GSA.
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Since its formation, EAC has assumed the responsibility for receiving reports regarding
these Title 1 funds, in accordance with the agency’s assumption of its audit responsibilities under
HAVA, Title IX, Section 902. As such, EAC has taken steps to obtain additional information
regarding reports given to GSA that were sparse on details. In addition, EAC has taken steps to
put the States on notice of the type of reporting that EAC will expect in the future. In January
2003, EAC sent a letter to the chief state election officials, directing the State to:

e file all subsequent reports regarding Title 1 funds with EAC, annually, beginning February
28, 2005;

o disclose, in separate reports for section 101 and 102 funds, the financial activity for the
previous calendar year on a Standard Form 269; and

¢ provide the same detail on the expenditures that is required for the reports on Title II
requirements payments.

"The reporting requirements put forth in this letter differ from the reporting provisions for the
requirements payments in two ways:

e the reports on the Title I funds will disclose financial activity during the previous calendar
year, rather than the previous fiscal year; and

e the reports on the Title I funds will be due annually at the end of February, while
requirements payments reports are to be filed not later than six months after the end of the
Federal fiscal year (March 30).

This approach continues the reporting period originally established by GSA for Title I funds and
allows BEAC earlier access to information on HAVA Title I financial activity than for
requirements payments. In addition to the letter instructing the States on reporting requirements,
EAC will provide information and training to States through special sessions at conferences of
State and local election officials on how and when to report expenditures of HAVA funds.

Auditing

Section 902 of HAVA sets forth EAC and other agencies’ audit authority over funds
disbursed under its provisions. A regular audit of Federal funds is contemplated in Section
902(b)(1). This audit will be accomplished through the Single Audit program, wherein state
auditing agencies conduct a single audit of all Federal funds expended by covered state and local
entities. HAVA also provides for two other means of extraordinary audit power. First, HAVA
establishes that the funds shall be subject at least once during the term of the program to an audit
by the Comptroller General. Second, section 902(b)(6) of HAVA allows EAC to conduct a
“special audit” or “special examination” of the funds which are subject to regular audit under
Section 902(b)(1). This special audit covers every HAVA program, including funds distributed
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under Section 101, 102, Title I1, and programs administered by the Department of Health and
Human Services.

While HAVA grants audit authority to various agencies, HAVA grants the Comptroller
General the sole authority to recoup funds on behalf of the United States. Funds can be recouped
when the Comptroller General finds that the recipient is out of compliance with the requirements
of the program under which the funds are provided or when an excessive payment has been made
to the recipient.

HAVA offered no guidelines under which a special audit should be conducted. Thus, on
January 27, 2005, EAC adopted a policy and procedure for exercising its special audit authority.
That policy included the following elements:

e Regularly review single audits and reports filed by States as well as other credible
information on States” HAVA spending.

e When a discrepancy or potential lack of compliance is revealed, analyze the risk to
HAVA funds. The analysis should identify the source of any threat as well as the
severity of the threat.

e Determine the need for additional review and information. If additional information is
needed, consider conducting a special audit. If the discrepancies are evident and are
sufficiently identified by the existing information, then EAC will refer the discrepancy to
the appropriate enforcement agency, whether that is the U.S. Department of Justice, the
Comptroller General, or other appropriate State or Federal enforcement agency.

e  When a decision is made to conduct a special audit, EAC will define the scope and type
of audit. The audit may take on one or more of the three types of audits: financial,
compliance, and/or agreed-upon terms. The scope of the audit should include the term of
the audit (e.g., from the time of receipt to present, a particular fiscal year, or other terms
established by the Commission) and the funds that will be audited (e.g., Section 101,
Section 102, Title II).

e Develop a plan for the audit through a scope of work for the IG, a contractor, or another
Federal Government agency who will conduct the audit on behalf of EAC.

» Upon completion of the audit and report, if the findings reveal that the recipient is out of
compliance with the requirements of the HAV A program(s), then EAC should refer the
audit and the recipient to the Comptroller General with a request to take action to recoup
funds on behalf of the United States. If potential voting rights, civil rights, or criminal
violations are identified by the special audit report, EAC should refer the audit and
recipient to the Department of Justice or another appropriate state of Federal law
enforcement agency.

In 2005 and beyond, EAC will use its resources and its authority under HAVA to validate
the proper uses of HAVA funds by States and grantees. The money that EAC distributes under
HAVA belongs to the United States. EAC will regularly review Single Audit reports as well as
state-filed reports on the uses of HAVA funds to assure that HAVA funds are properly spent. In
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addition, where the circumstances warrant, EAC will consider the use of its special audit
authority to protect the public fisc.

CONCLUSION

Mzr. Chairman, as we conclude today’s testimony, we observe that HAVA is improving
the Federal election process. Election reform is not a process of immediate gratification. In our
“fast food” and “real time” society, it is easy to expect a quick fix to any given problem.
Elections are complex and dynamic events that require years of advance planning and careful
thought. Changing and improving that process likewise takes planning, careful thought, and,
most importantly, time.

HAVA has effectuated substantial change in a climate of intense scrutiny. Voting
technology has improved. More eligible voters have been able to cast a ballot. Voters are better
informed of their rights and how to exercise them. However, a vast amount of work is left to
complete. More than half of the country is in the process of upgrading its voting technology,
implementing state-wide voter registration databases, and perfecting their processes for
provisional voting and voter identification. These States need guidance, and EAC will provide
it.

The substantive reforms of HAVA are well underway and EAC is playing its role in
implementing those changes. HAVA has proved beneficial to the election process, even in the
early days of its implementation. The coming months and years will be critical in reaching a full
implementation of HAVA’s principles and reforms. With the continued support from Congress,
EAC will work to assure that HAVA’s potential is realized. EAC, Congress and the nation look
forward to the next chapter of HAVA’s success story.

Mr. Chairman, thank you for the opportunity to address this Committee today. We will
be happy to answer any questions that you may have.
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #01-04, Offered by:  Dr. Harding

Three subcommittees shall be established to gather and analyze information.
Subcommittees shall be comprised only of TGDC members. Subcommittees shall propose
resolutions to the TGDC on best practices, specifications and standards. Subcommittees
shall be named:

i) Security and Transparency,

i) Human Factors and Privacy, and

iii) Core Requirements and Testing.

I hereby certify the accuracy of Resolution #01-04:

Crind Dopdled-

Craig S. Burﬂardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #02-04, Offered by:  Mr. Berger

The Chair shall survey the interest of TGDC members, and thereafter appoint the

members and chairs of the subcommittees.

1 hereby certify the accuracy of Resolution #02-04:

Craig S. B#\hardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #03-04, Offered by:  Dr. Harding

Resolutions prepared by the subcommittees shall be considered by the TGDC. Resolutions
adopted by the TGDC shall be referred to NIST for technical assistance and editing. Upon
return from NIST, the TGDC shall review the resolutions to confirm they conform to its

intent.

I hereby certify the accuracy of Resolution #03-04:

Craig S. Pﬂrkhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #04-04, Offered by: Ms. Davidson

Adopted resolutions and appropriate explanatory materials comprise the “first set of

recommendations” mandated by the Help America Vote Act.

I hereby certify the accuracy of Resolution #04-04:

Cortind Dydlas?®

Craig S. Burkha , Parlimentarian
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Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #05-04, Offered by: Mr. Craft

The TGDC shall recommend to the EAC that they expedite making currently certified

voting software available to the National Software Reference Library as soon as possible.

I hereby certify the accuracy of Resolution #05-04:

Cooind Dgdlot

Craig S. B% ardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #01-05, Offered by:  Ms. Quesenbery
Title: Work Product Instructions to Staff of National Institute for Standards and

Technology (NIST)

The TGDC intends to consider and adopt resolutions during its January 18 and 19, 2005
meeting. Each resolution will make certain findings or conclusions. The resolutions will

also request specific technical assistance from NIST.

At the conclusion of the meeting, the TGDC Chair will sort the adopted resolutions by
priority. Priority is to be given to resolutions and requests for technical support that can
result in work product that will form a part of the April initial recommendations of the

TGDC.

Generally, NIST staff members with subject matter expertise will be instructed by the
TGDC Chair and his designates to conduct further research and inquiry, gather and
evaluate existing standards or standards-like materials which apply to the resolution, and
revise such materials or draft new standards or standards-like materials. In many cases,

there may be few existing standards materials related to a resolution. In those instances,
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NIST staff is generally instructed to gather, review, revise, or write relevant standards-
related materials. The NIST technical assistance work product will be categorized as pre-
decisional materials, and should be provided directly to members of the TGDC for their

review.

If, in the course of providing technical assistance, NIST staff discovers significant errors
in an adopted resolution or otherwise concludes that to continue providing technical
assistance is unwise, technical assistance should be temporarily halted. Such reasons to
halt technical assistance may also include discovery that a requested task is technically
infeasible, or that the scope of the request exceeds the capabilities or legal authorities of
NIST. NIST shall immediately bring the matter to the attention to the TGDC Chair, who
will consult with the sponsor of the resolution and the Chair of the applicable
subcommittee. If the TGDC Chair, subcommittee Chair and resolution sponsor agree that
the request for technical assistance to NIST should be revised, they shall have authority to
do so. In such cases, a new or revised request for technical assistance shall be issued to
NIST in writing, with copies to all TGDC members. In such cases, the sponsor of the
relevant adopted resolution shall examine whether the adopted resolution should be
reconsidered or revised during a subsequent meeting of the TGDC. If so, the

parliamentarian should be consulted to draft the appropriate resolution materials.

If, in the course of providing technical assistance, NIST staff discovers an alternative

approach that logically fits into the scope of an adopted resolution, NIST staff may
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develop and present the alternate approach. In such cases, NIST staff shall also provide

the technical assistance specified in the resolution.

If, in the course of providing technical assistance, NIST staff discovers duplicative or
conflicting resolution findings or requests for technical assistance, the TGDC Chair shall
be consulted. In such instances, the TGDC Chair shall consult the Chair of the applicable
subcommittee and the sponsor of the resolution(s) for clarification. The Chair shall then
issue a new written request for technical assistance to NIST and provide copies to TGDC

members.

During subsequent meetings of the TGDC, members of the TGDC may consider, amend
and adopt the technical assistance work product. Such adopted technical assistance work
product will be appended to the appropriate resolution, and will form a portion of the

initial recommendations to the Election Assistance Commission.

All work products to be considered by NIST shall be received no later than five working

days prior to public meetings by members of the TGDC prior to consideration.

I hereby certify the accuracy of Resolution #01-03:

Corinod Dopdloani-

Craig S. Bzﬁ(hardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #02-05, Offered by:  Ms. Quesenbery

Title: Accessible Voting Systems

The TGDC has concluded that standards for voting systems should include requirements
for accessibility that meet the HAVA requirement for accessible voting by incorporating
the latest available accessible technology. Further, the TGDC directs NIST to research
and draft standards based on, but not limited to, existing requirements from the VSS 2002,
IEEE P1583 draft 5.3.2a, 4ADA Accessibility Guidelines (ADAAG), 36 CFR Part 1194
(section 508) and other relevant usability and accessibility guidelines and federal laws and

regulations in order to develop future accessibility requirements for voting systems.

T hereby certify the accuracy of Resolution #02-05:

Covisd Doplend

Craig S. Burklfé/rdt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #03-05, Offered by:  Ms. Quesenbery

Title: Human Factors and Privacy of Voting Systems at the Polling Place

The TGDC has considered the issue of what is required to ensure both access to the voting
system by voters with disabilities, and usability and privacy for all voters. It has
concluded that usability, accessibility, and privacy are functions of both the system used
to vote and the environment of the polling place. The TGDC directs NIST to research and
draft guidance on the deployment and configuration of systems in the polling place to
ensure usability, aceessibility, and privacy. These guidelines should be combined with the
accessibility standards described in Resolution #02-05 or the standards described in

Resolution #04-05.

I hereby certify the accuracy of Resolution #03-05:

Covisd Dpileis

Craig S. Bur(%ardt Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #04-05, Offered by: Ms. Quesenbery
Title: Human Factors and Privacy Requirements for Capturing Indication of a Voter’s

Choice

The TGDC recognized the need for voting system requirements to include human factors
and privacy requirements for capturing indication of a voter's choice based on current
research. These requirements should be specified so that systems can be evaluated for
meeting the requirements. Unclear specifications, such as “intuitive”, “unambiguous”, or
“meaningful” should be avoided. Further, performance-based standards are preferred over
specific design standards, because performance standards address the total effectiveness of
the system more directly than do design standards and typically they are not technology

specific. The TGDC directs NIST to:

1. Create an outline of the human factors and privacy requirements related to
capturing indication of a voter's choice,
2. Write draft human factors and privacy standards based on this outline by using

existing requirements from the VSS2002, IEEE P1583 draft 5.3.2a, 4DA4
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Accessibility Guidelines (ADAAG), 36 CFR Part 1194 (section 508)

and other relevant usability and accessibility guidelines and regulations,

. Identify arcas where further requirements development for capturing indication of

a voter's choice is needed, noting when performance-based usability standards are

possible, and

. Write all requirements so that they are testable and the tests themselves can be

conducted either by inspection by a person with reasonable knowledge of systems,
user interface design, and accessibility or by performance-based usability tests

with clear, repeatable protocols.

I hereby certify the accuracy of Resolution #04-05:

Craind Yypdlo®s-

Craig S. ﬂhrkhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #05-05, Offered by: Ms. Quesenbery

Title: Human Performance-Based Standards and Usability Testing

The TGDC has concluded that voting systems requirements should be based, wherever
possible, on human performance benchmarks for efficiency, accuracy or effectiveness,
and voter confidence or satisfaction. This conclusion is based, in part, on the analysis in
the NIST Report, Improving the Usability and Accessibility of Voting Systems and
Products (NIST Special Publication 500-256). Performance requirements should be
preferred over design requirements. They should focus on the performance of the interface
or interaction, rather than on the implementation details. When it is not possible to specify
performance requirements (whether because conformance tests cannot be formulated or
because they would be too onerous to implement), testable, implementation-neutral design
requirements should be used. Conformance tests for performance requirements should be
based on human performance tests conducted with human voters as the test participants.
The TGDC also recognizes that this is a new approach to the development of usability
standards for voting systems and will require some research to develop the human

performance benchmarks and the test protocols. Therefore, the TGDC directs NIST to:

10
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. Create a roadmap for developing performance-based standards, based on the

preliminary work done for drafting the standards described in Resolution # 4-05,

. Develop human performance metrics for efficiency, accuracy, and voter

satisfaction,

. Develop the performance benchmarks based on human performance data gathered

from measuring current state-of-the-art technology,

. Develop a conformance test protocol for usability measurement of the

benchmarks,

. Validate the test protocol, and

. Document test protocol and benchmarks so that an independent test laboratory can

reproduce the testing.

I hereby certify the accuracy of Resolution #05-05:

Crinod Dopdlunits

Craig S. Burkhaﬂt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #06-05, Offered by: Ms. Quesenbery

Title: Accommodating a Wide Range of Human Abilities

The TGDC recognizes that there is a wide range of human abilities. The voting population
includes not only people with specifically identified disabilities but also the aging
population, language minorities, and people with other special needs. A goal of voting
system standards should be to accommodate, as much as possible, this wide range of
abilities to ensure the greatest usability and accessibility of those systems. This approach
is sometimes called “universal design™ or “universal usability.” In drafting standards, the
TGDC directs NIST to:
1. Consider what accommodations to voter abilities can be included in the standards
for all voting systems, using currently available technology, and
2. Develop principles for “universal design” based on existing best practices and
other guidelines or standards such as 36 CFR 1194 (Section 508), to guide future

standards development to aid in updating the voting system standards.

I hereby certify the accuracy of Resolution #06-05:

%MW
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Craig S. Burkhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #08-05, Offered by:  Ms. Quesenbery

Title: Usability Guidance for Instructions, Ballot Design, and Error Messages

The TGDC has considered the issue of what is required to improve usability and reduce
errors for capturing indication of a voter's choice. It has concluded that usability is a
function of the machine used to vote as well as other characteristics of the voting system
such as the instructions for voters and poll workers, ballot design, and machine error and
help messages. Research and best practices in the areas of plain language design, form
design, and usability are potentially relevant to such voting system characteristics. The
TGDC directs NIST to research and draft guidelines and standards where possible to
improve the usability of instructions, ballot design, and error and help messages in all
formats used. These guidelines should be combined with the standards described in

Resolution # 4-05.

T hereby certify the accuracy of Resolution #08-05:

Craig S. Burkhaﬂt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #09-05, Offered by:  Ms. Quesenbery

Title: General Voting System Human Factors and Privacy Considerations

Errors in the voting process are due to human error and the TGDC notes many examples
from recent elections to support this statement. While requirements for capturing
indication of a voter's choice is the primary area for human factors and privacy standards
development, the TGDC recognizes that all proposed requirements that involve human
interaction with the voting system should address any possible human factors and privacy
implications. Therefore, the TGDC directs NIST to review all proposed requirements,
assess which requirements involve user interaction, and perform the evaluation or research
needed to ensure that basic usability, accessibility, and privacy is maintained when these

requirements are applied to a voting system.

I hereby certify the accuracy of Resolution #09-05:

Craig S. Burk}éﬂ'dt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 10-05, Offered by:  Ms. Quesenbery

Title: Usability of the Standards

The TGDC recognizes the importance of the usability of the voting systems standards.
Independent testing laboratories, election officials, and vendors need to understand these
standards and also understand how a system is tested for conformance to the standards in
order to have confidence in voting systems that pass the conformance tests. Therefore, to
the extent possible, the voting system standards should be written in plain language,
understandable by both test experts and by voting officials who are not experts in human

factors or design.

T hereby certify the accuracy of Resolution #10-05:

Coind Yopdbeons

Craig S. Burk)fArdt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 11-05, Offered by:  Ms. Quesenbery
Title: Availability of Voting Machines for Validating Benchmarks and Conformance

Test Protocols

The TGDC is aware that the definition and validation of human performance benchmarks
and human performance test protocols as described in the NIST Report, Improving the
Usability and Accessibility of Voting Systems and Products (Special Publication 500-256),
requires testing on a set of typical, state-of-the-art voting machines. The TGDC directs
NIST to work with the EAC to determine a means to acquire such voting machines and
then make them available to enable NIST to perform the work described in Resolution

#05-05.

Lhereby certify the accuracy of Resolution #11-05:

Cotind Dyl

Craig S. Burfhardt, Parlimentarian

17



10

11

12

13

14

15

16

19

20

21

22

96

U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC al their plenary meeting, January 18 and 19, 2003

Resolution #12- 05, Offered by:  Dr. Rivest

Title: Voter Verifiability 1

The TGDC has considered the various means by which a voting system allows a voter to
verify that his or her vote was captured as the indication of the voter's choice. All voting
systems must provide such means, as stated in HAVA 2002 section 301(a)(1)(A)(i). Such
voter verification means can be categorized as either "direct,” as with optical scan ora
machine-generated paper ballot, where the voter can directly examine the representation
of his ballot, or "indirect,” as with many touch-screen Direct Recording Electronic-- DRE
machines, where the voter can only verify the “fundamental representation” of his ballot

through the assistance of intervening hardware and/or software.

For voting systems that create more than one representation of the voter's ballot (such as
one electronic and one on paper), the TGDC interprets the HAVA language to require that
such voter verification must apply to the representation (to be called here the fundamental

representation) that is used for the initial vote tabulation.

i8
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The TGDC therefore finds it useful to divide voting systems into two categories: those
(class DV) where each voter is presented a fundamental representation of his ballot that
the voter may directly verify, and those (class IV) not in class DV.

The TGDC has concluded that voting systems in class IV or DV must be held to
significantly different security requirements, including different constraints on voting
system development, different requirements for system documentation, and different

testing to mitigate the different risks associated with each type of voting system.

The TGDC therefore requests that NIST perform research and develop standards

documents that:

1. Clarifies the distinction between class DV and class IV voting systems as may be
necessary,

2. Elaborates and defines the different requirements to be satisfied by class DV and
IV voting systems, and

3. Reviews methods of verification accessible by voters with disabilities.

I hereby certify the accuracy of Resolution #12-05:

Cosisod Dyl

Craig S. Burghardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 14-05, Offered by:  Dr. Rivest

Title: Commercial Off-The-Shelf Software ("COTS Software")

The TGDC has considered the advisability of using Commercial Off-The-Shelf Software
("COTS Software") within voting systems, from a security perspective. It has concluded
that, generally speaking, the use of COTS software introduces excessive and unnecessary
risk and should be avoided, while specific well-motivated exceptions to this rule may be
required upon occasion. The TGDC directs NIST to research and draft standards
documents requiring:

1. That the use of COTS software within voting systems is not allowed unless it

meets specific exceptional conditions, and

2. That the criteria for exceptions shall be drafted by NIST.

I hereby certify the accuracy of Resolution #14-05:

Coiod Dopdlot

Craig S. Burﬁardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 15-05, Offered by:  Dr. Rivest

Title: Software Distribution

The TGDC has concluded that, generally speaking, the manner in which software is
loaded onto voting systems is not governed by existing standards, and that itisa
significant security issue, that warrants more stringent controls. It is important to know
which software has been installed on a voting system, when the software has been
installed, and from what sources. Without strict controls on these processes, noncertified
software could be loaded onto voting systems, with potentially disastrous results. The
TGDC directs NIST to research and draft standards documents requiring:

1. That the distribution of any software to voting systems shall only be performed by
means of physically distributed “read only” or “write once” media, including
software such as:

(a) Operating system required software,
(b) Updates and patches,
(c) Data files, and

(d) Voting system software.

21
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2. That the electronic transmission of any software to voting machines via networks
or wireless introduces extreme risk and should be approached with extreme
caution,

3. That the software will include an integrity check (such as a digital signature that
positively authenticates its source) that noust be verified as part of the process of

loading the software, and

4. That the record of loading the software will be written permanently to a system

audit log kept in write-once memory.

I hereby certify the accuracy of Resolution #15-05:

Cosizd Dopdloi?-

Craig S. Bﬁlkhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 16-05, Offered by:  Dr. Rivest

Title: Setup Validation

The TGDC has considered the issue of electronic voting machine setup validation and has
concluded that current standards and practice need substantial improvement in this regard.
A setup validation method ensures that a voting system contains the authorized software,
contains no unauthorized software, and is in the proper initial state. The TGDC requests
NIST to do research and develop standards:

1. That specify the characteristics of acceptable setup validation methods (such as,
for example, that the setup validation method may not modify the state of the
system nor require the execution of any software currently on the system), and

2. That require each voting system submission to specify an acceptable setup

validation method.

I hereby certify the accuracy of Resolution #16-05:

Craig S, Burk#dt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 17-05, Offered by: Dr. Rivest

Title: Testing

The TGDC directs NIST to research and draft standards documents requiring testing of
voting systems that includes a significant amount of open-ended research for
vulnerabilities by an analysis team supplied with complete source code and system
documentation and operational voting system hardware. The vulnerabilities sought should
not exclude those involving collusion between multiple parties (including vendor insiders)
and should not exclude those in‘volving adversaries with significant financial and technical

Iesources.

I hereby certify the accuracy of Resolution #17-05:

Coaizd D dluii?

Craig S. Bﬂ(}\ardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 18-05, Offered by:  Dr. Rivest

Title: Documentation

The TGDC has concluded that it is critical to the security of voting systems that they be
documented thoroughly according to a well-specified set of documentation criteria.

Proper documentation is an important and essential part of the input for security
evaluation. Voting systems that are not well documented may aiso be less secure in that
poor specification of features and operation can facilitate incorrect operation and improper

responses to error conditions and other unexpected events.

This documentation should address all areas of voting system design, architecture,
features, controls, and operational modes, and also include recommended management
and maintenance procedures. The documentation should specify exactly the operational
context of the voting system and all assumptions made affecting the system and how it is
operated. It should include all security requirements for operation of the system, including

manual, noncomputerized procedures. Particular attention should be paid to processes and

25
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procedures that reduce security vulnerabilities throughout the entire voting preparation,

balloting, counting and audit phases.

The TGDC directs NIST to research and draft standards documents requiring voting

system documentation, to include but not be limited to such items as:

1. Voting system design information including source code and discussion of built-in

or procedural protections from NIST Special Publication 800-53 such as for:

(a)
®
©
(CY
©

System and information integrity,
Identification and authentication,
Access control,

Audit and accountability, and

System and communications protection.

2. Specifications of compatible software or equipment (i.e., operating systems,

utilities),

3. Evaluation-related documentation including:

(2
(b)
(©

Risk assessment information,
Results of certification, accreditation, and security assessments, and

Contingency planning recommendations.

4. Operational procedures including:

(2)
(®
©

Modes and procedures for each mode,
Maintenance procedures,

Media protection and media loading procedures, and

26
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(d) Recount procedures.

w

Awareness and training recommendations,
6. Incident response procedures, and
7. Other information deemed relevant to a security evaluation of the proposed voting

system.

The issues of [a] redundant representations of ballots created by the voting system and [b]
how recounts of these ballots are to be handled are particularly important. Voting systems
that store redundant representations of a cast vote must include, as part of their
specification, a detailed description of how such representations may be used in counting
votes and recounting votes. The description must also specify what procedures, if any,
may (or must) be used to detect discrepancies between the various representations, and

how such discrepancies may be resolved.

I hereby certify the accuracy of Resolution #18-05:

Coinod Dpdlo

Craig S. Burklﬂrdt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 21-05, Offered by:  Dr. Rivest

Title: Multiple Representations of Ballots

Voting systems may create one or more electronic representations of ballots in addition to
any paper record produced.. For example, three redundant electronic copies may be made,
for reliability purposes. As another example, the scanning of an op-scan ballot may create
another, electronic, representation of the ballot. A number of issues are related to the use
of multiple representations (both electronic and paper) that are in some cases relatively
new and not completely identified or understood, and in other cases need uniform

terminology and procedures. These issues include:

1. Preventing, detecting, and handling disagreements between the representations, in
the rare event that they should occur,

2. Converting between representations, and ensuring that ballots are not multiply
converted and counted,

3. Use of multiple representations in fraud analysis,

4. Authenticity of the representations,

28
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5. Marking of ballot representations with unique identifiers, (if and when possible to
do so while preserving voter privacy), and

6. Conversion to/from standard formats.

The TGDC has concluded that further research is advisable in identifying potential
problems associated with voting systems that use multiple representations of ballots, and
in identifying best approaches for handling such problems. The TGDC thus requests that
NIST perform such research and draft standards documents that reflect NIST's

determination of the best practices and best approaches for handling these problems.

I hereby certify the accuracy of Resolution #21-05:

Coinnd Dpdban?

Craig S. Burk];f[rdt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 22-05, Offered by:  Dr. Rivest

Title: Federal Standards

Voting systems, while specialized in their purpose, often have many aspects in common
with general information technology (IT) systems. Guidelines, standards, and testing
programs have been developed for U.S. Government civilian IT systems, typically
utilizing ANSI-approved and other voluntary consensus standards, including the
Cryptographic Module Validation Program (CMVP) for analysis and testing of
cryptographic modules and software, and the National Voluntary Laboratory
Accreditation Program (NVLAP) for accreditation of testing laboratories. NIST is
currently creating an information security standard (mandated by the Federal Information
Security Management Act, specifically, Recommended Security Controls for Federal
Information Systems, draft NIST Special Publication 800-53) affecting all federal
government systems. This draft standard specifies the inclusion and proper use of
security-related protections affecting many arcas of IT system design and development,

management, testing, and operations -- all of which have relevance to voting systems.
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This and other similar efforts by the U.S. Government have the benefits of having been

developed in a public process and having had successful track records with industry.

The TGDC therefore requests that NIST examine existing federal guidelines, standards,
and testing programs, and ANSI-approved and other voluntary consensus standards for
security in general information technology systems for their relevance and applicability in
standards to voting systems, and to draft standards documents that follow such prior

guidelines, standards, and programs when possible and where appropriate.

I hereby certify the accuracy of Resolution #22-05:

Covisnd Do

Craig S. Burﬂ)ardt, Parlimentarian
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U.S. Flection Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 23-05, Offered by:  Dr. Rivest

Title: Common Ballot Format Specifications

The TGDC has concluded that the adoption of standard formats for election-related
information, such as ballots (both blank and filled-in), has many positive benefits and is
worth pursuing. An example of such a standard is OASIS Election Markup Language
(EML) Version 4.0, which is an XML-based specification. The TGDC therefore requests
NIST to do research and develop standards documents:
1. Specifying what existing election information format standards (or portions thereof
or variations thereof) are acceptable for use in voting systems, and

2. Requiring that voting systems use such standards wherever possible.

NIST's evaluation of existing election information standards shall consider fitness for
function under existing election codes, security, ease and cost of implementation, and
other factors judged relevant by NIST. If no existing election information format

standards (or portions thereof, or variations thereof) are judged by NIST, upon its detailed

32
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examination, to be acceptable for current use, then NIST should so recommend, and this

resolution will have no net effect at this time.

I hereby certify the accuracy of Resolution #23-05:

Coid Do

Craig S. Burﬂardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 24-05, Offered by:  Dr. Schutzer

Title: Conformance Clause

The conformance clause of a standard provides the answers to the important question:
what may conform and how? A conformance clause defines, at a high level, what is
required of implementers of the specification. The clause may specify minimal
requirements for certain functions, as well as extensibility, optional features, and
alternative approaches and how they are to be handled. The TGDC requests that NIST

draft a conformance clause section for the Voting System Standard.

1 hereby certify the accuracy of Resolution #24-05:

Coisid Dl

Craig S. Burﬁardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 25-05, Offered by:  Dr. Schutzer

Title: Precise and Testable Requirements

For qualification of voting systems to be consistent, fair, and meaningful, it is necessary to
control variability in the conformance assessment system. Both the requirements to be
tested and the methods by which they are to be tested must be specified with appropriate

precision. The TGDC requests that NIST:

1. Conduct a review and analysis of the requirements in the 2002 VSS to ensure that
they are sufficiently precise to enable meaningtul testing,

2. Include the requirements from the 2002 VSS that are already precise and testable,

3. Write testable requirements for those requirements that are not sufficiently
precise,

4. Expand the testing standards in the VSS to specify test methods of those
requirements,

5. Update the requirements where appropriate during the review, such as reliability

and accuracy specifications, and
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6. Adopt, to the extent that NIST determines it is advisable, commonly used

equivalent commercial test methods.

I hereby certify the accuracy of Resolution #25-05:

Cosind Ddleid®

Craig S. Burﬂardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 26-05, Offered by:  Dr. Schutzer

Title: Uniform Testing Methods and Procedures

For consistency and transparency of voting systems testing, and to increase the public
trust and confidence in the testing of voting systems, it is necessary that the same set of
testing methods and procedures be used by each testing organization. The TGDC
requests that NIST draft guidance for how to develop a public set of test methods and

procedures.

T hereby certify the accuracy of Resolution #26-05:

Corind Dpdloits

Craig S. Burkhaﬂt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 27-05, Offered by:  Dr. Schutzer

Title: Non-Conformant Voting Systems

A provision in the 2002 VSS allows qualification of voting systems that do not conform
to the requirements. [ “Any uncorrected deficiency that does not involve the loss or
corruption of voting data shall not necessarily be cause for rejection. ] If there are
requirements that are frequently unmet by qualified systems, these requirements should
be reviewed for possible elimination. The TGDC requests that NIST review the text of
the 2002 VSS to determine if the provision for qualification of voting systems that do not

conform to the requirements should be deleted.

I hereby certify the accuracy of Resolution #27-05:

Cosind Dopdloi?s

Craig S. Bukhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 28-05, Offered by:  Dr. Schutzer

Title: Publicly Available Qualification Data

The TGDC recognizes that public records laws are standard practice in many arenas
where public trust and/or safety are at stake. To the extent possible, qualification test
reports should be released to the public as evidence that the qualification process was
responsibly executed. To handle those cases where release of the entirety of the reports is
problematic, the TGDC requests that NIST recommend standards on qualification data to
be provided, called a “Public Information Package,” that will set out requirements on the

information that must be publicly available and published.

Thereby certify the accuracy of Resolution #28-05:

Coind Doyl

Craig S. Burffhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 29-05, Offered by:  Dr. Schutzer

Title:  Ensuring Correctness of Software Code

Volume 1, Section 4.2 and Volume 2, Section 5.4 of the 2002 VSS defines coding
standards, as well as a source code review to be conducted by Independent Testing
Authorities (ITAs) to enforce those coding standards. These coding standards are a means
to an end, the end being an ITA evaluation of the code’s correctness to a high level of
assurance. The TGDC requests that NIST:
1. Recommend standards to be used in evaluating the correctness of voting system
logic, including but not limited to software implementations, and
2. Evaluate the 2002 VSS software coding standards with respect to their
applicability to the recommended standards, and either revise them, delete them,

or recommend new software coding standards, as appropriate.

I hereby certify the accuracy of Resolution #29-05:

Cosiod Dopilont-

Craig S. Burkhafdt, Parlimentarian

40



10

11

12

13

14

21

22
23

119

U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #30-05, Offered by:  Dr. Schutzer

Title: Quality Management Standards

Volume 1, Sections 7 and 8 and Volume 2, Section 7 of the 2002 VSS require the vendor
to follow certain quality assurance and configuration management practices and require
the ITA to conduct several audits and documentation reviews to ensure fhat they were
followed. These are a means to ensure that the vendor is capable of following responsible
software engineering practices. The TGDC requests that NIST:

1. Review and analyze quality management standards to determine their relevance to

voting systems (and their security), and
2. Recommend changes to the VSS quality assurance and configuration management

sections based on the findings above.

I hereby certify the accuracy of Resolution #30-05:

Cosisd D dlusi?s

Craig S. Burﬁardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 31-05, Offered by:  Dr. Schutzer

Title: Maintenance of the VSS

All specifications contain ambiguities that are discovered during testing of
implementations. Similarly, all specifications contain requirements that can be subject to
multiple, equally defensible interpretations. The TGDC requests that NIST draft a
strategy for maintenance of the VSS, which would address the issuance of interpretations
of the VS8, the resolution of disputes, and the continuous improvement and revision of

the VSS.

I hereby certify the accuracy of Resolution #31-05:

Coisd Yyl

Craig S. Burkha,fﬁt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #32-05, Offered by:  Dr. Schutzer

Title: Sharing Information and De-Qualification of Voting Systems

1. The TGDC recognizes that no conformance assessment process is perfect.
Systems with non-conformities, even serious ones, can be granted qualification,
only to cause problems at the precinct level after they are deployed. When a
serious flaw is discovered in one jurisdiction, other affected jurisdictions should
be informed. At present, however, there is no process to de-qualify voting
systems that are discovered, after qualification has been granted, to have serious
problems. The TGDC requests that NIST define a process and specification for
sharing information amongst jurisdictions concerning qualified voting systems
that have been discovered to have non-conformities, present problems and known

vulnerabilities.

1 hereby certify the accuracy of Resolution #32-05:

%MW
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Craig S. Burkhardt, Parlimentarian

U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #33-05, Offered by:  Dr. Schutzer

Title: Glossary and Voting Model

The 2002 VSS does not contain a voting model depicting the entire voting process. The
current Glossary of Terms needs revision. The TGDC requests that NIST update the 2002
VSS Glossary of Terms and develop a Voting Process Model that incorporates
terminology from the revised Glossary to clearly depict the entire voting process and to

determine where a voting system fits into this larger process model.

I hereby certify the accuracy of Resolution #33-05:

Coind Dyl

Craig S. Bughardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Commiittee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #34-05, Offered by:  Dr. Schutzer

Title: Assessment Papers on Recommendations for Future Work

Separate from the immediate work effort to update the 2002 VSS specifications, the
TGDC recognizes the need to develop a series of assessment papers that address important
issues related to the interrelation of Election Management and VSS systems. These issues
are likely to lead to future specifications for VSS systems. The TGDC requests that NIST

develop assessment papers that discuss the need for:

1. Standards and tests to support future systems built to support election day
verification of voters,

2. Standards for formatting of registration information (possibly using Extensible
Markup Language-- XML) to make it easier for states to share information,

3. Tests and standards to validate compensating process, procedures and fixes that
address known VSS deficiencies,

4. Better ways to integrate the voting registration process with the rest of the voting

process,
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Standards and tests to support systems that implement absentee voting,

. Standards and tests to support systems that implement multi-day voting,

Standards specifying what existing election information format standards (or
portions thereof or variations thereof) are acceptable for use in voting systems,
Standards supporting voter interactions and issues of correctly capturing
indications of voter choice, and

Standards supporting the interrelationship of polling place operation with usability,

accessibility and privacy.

1 hereby certify the accuracy of Resolution #34-05:

Coind Dspdlus

Craig S. Bur&’\ardt, Parlimentarian
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U.S. Election Assistance Commission
Techuical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #35-05, Offered by:  Dr. Rivest

Title: Wireless

The TGDC has considered the advisability of using wireless technology within voting
systems from a security perspective. It has concluded that, for now, the use of wireless
technology introduces severe risk and should be approached with extreme caution. The
TGDC directs NIST to research and draft standards documents for the use of wireless

communications devices in voting systems.

1 hereby certify the accuracy of Resolution #35-03:

i Ynpilons

Craig S. Bur%ardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #01-04, Offered by:  Dr. Harding

Three subcommittees shall be established to gather and analyze information.
Subcommittees shall be comprised only of TGDC members. Subcommittees shall propose
resolutions to the TGDC on best practices, specifications and standards. Subcommittees
shall be named:

i) Security and Transparency,

ii) Human Factors and Privacy, and

iii) Core Requirements and Testing.

I hereby certify the accuracy of Resolution #01-04:

Coiod 2pdloni?s

Craig S. Burknardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #02-04, Offered by:  Mr. Berger

The Chair shall survey the interest of TGDC members, and thereafter appoint the

members and chairs of the subcommittees.

I hereby certify the accuracy of Resolution #02-04:

Craig S. Bugﬂhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #03-04, Offered by: Dr. Harding

Resolutions prepared by the subcommittees shall be considered by the TGDC. Resolutions
adopted by the TGDC shall be referred to NIST for technical assistance and editing. Upon
return from NIST, the TGDC shall review the resolutions to confirm they conform to its

intent.

I hereby certify the accuracy of Resolution #03-04:

Coind D ydloid

Craig S. P//{/rkhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopred by the TGDC at their plenary meeting, July 9, 2004
Resolution #04-04, Offered by: Ms. Davidson

Adopted resolutions and appropriate explanatory materials comprise the “first set of

recommendations” mandated by the Help America Vote Act.

Thereby certify the accuracy of Resolution #04-04:

Coind Dy dloits

Craig S. Burkhag?t, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, July 9, 2004
Resolution #05-04, Offered by: Mr. Craft

The TGDC shall recommend to the EAC that they expedite making currently certified

voting software available to the National Software Reference Library as soon as possible.

1 hereby certify the accuracy of Resolution #05-04:

Craig S. Bzﬁfkhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #01-05, Offered by:  Ms. Quesenbery
Title: Work Product Instructions to Staff of National Institute for Standards and

Technology (NIST)

The TGDC intends to consider and adopt resolutions during its January 18 and 19, 2005
meeting. Each resolution will make certain findings or conclusions. The resolutions will

also request specific technical assistance from NIST.

At the conclusion of the meeting, the TGDC Chair will sort the adopted resolutions by
priority. Priority is to be given to resolutions and requests for technical support that can
result in work product that will form a part of the April initial recommendations of the

TGDC.

Generally, NIST staff members with subject matter expertise will be instructed by the
TGDC Chair and his designates to conduct further research and inquiry, gather and
evaluate existing standards or standards-like materials which apply to the resolution, and
revise such materials or draft new standards or standards-like materials. In many cases,

there may be few existing standards materials related to a resolution. In those instances,
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NIST staff is generally instructed to gather, review, revise, or write relevant standards-
related materials. The NIST technical assistance work product will be categorized as pre-
decisional materials, and should be provided directly to members of the TGDC for their

review,

If, in the course of providing technical assistance, NIST staff discovers significant errors
in an adopted resolution or otherwise concludes that to continue providing technical
assistance is unwise, technical assistance should be temporarily halted. Such reasons to
halt technical assistance may also include discovery that a requested task is technically
infeasible, or that the scope of the request exceeds the capabilities or legal authorities of
NIST. NIST shall immediately bring the matter to the attention to the TGDC Chair, who
will consult with the sponsor of the resolution and the Chair of the applicable
subcommittee. If the TGDC Chair, subcommittee Chair and resolution sponsor agree that
the request for technical assistance to NIST should be revised, they shall have authority to
do so. In such cases, a new or revised request for technical assistance shall be issued to
NIST in writing, with copies to all TGDC members. In such cases, the sponsor of the
relevant adopted resolution shall examine whether the adopted resolution should be
reconsidered or revised during a subsequent meeting of the TGDC. If so, the

parliamentarian should be consulted to draft the appropriate resolution materials.

If, in the course of providing technical assistance, NIST staff discovers an alternative

approach that logically fits into the scope of an adopted resolution, NIST staff may
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develop and present the alternate approach. In such cases, NIST staff shall also provide

the technical assistance specified in the resolution.

If, in the course of providing technical assistance, NIST staff discovers duplicative or
conflicting resolution findings or requests for technical assistance, the TGDC Chair shall
be consulted. In such instances, the TGDC Chair shall consult the Chair of the applicable
subcommittee and the sponsor of the resolution(s) for clarification. The Chair shall then
issue a new written request for technical assistance to NIST and provide copies to TGDC

members.

During subsequent meetings of the TGDC, members of the TGDC may consider, amend
and adopt the technical assistance work product. Such adopted technical assistance work
product will be appended to the appropriate resolution, and will form a portion of the

initial recommendations to the Election Assistance Commission.

All work products to be considered by NIST shall be received no later than five working

days prior to public meetings by members of the TGDC prior to consideration,

1 hereby certify the accuracy of Resolution #01-05:

Cotind Dopilonits-

Craig S. Bﬂ(hardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #02-05, Offered by:  Ms. Quesenbery

Title: Accessible Voting Systems

The TGDC has concluded that standards for voting systems should include requirements
for accessibility that meet the HAVA requirement for accessible voting by incorporating
the latest available accessible technology. Further, the TGDC directs NIST to research
and draft standards based on, but not limited to, existing requirements from the VSS 2002,
IEEE P1583 draft 5.3.2a, ADA Accessibility Guidelines (ADAAG), 36 CFR Part 1194
(section 508) and other relevant usability and accessibility guidelines and federal laws and

regulations in order to develop future accessibility requirements for voting systems.

I hereby certify the accuracy of Resolution #02-05:

Coisnd Yl

Craig S. Burkh/a/rdt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #03-05, Offered by:  Ms. Quesenbery

Title: Human Factors and Privacy of Voting Systems at the Polling Place

The TGDC has considered the issue of what is required to ensure both access to the voting
system by voters with disabilities, and usability and privacy for all voters. It has
concluded that usability, accessibility, and privacy are functions of both the system used
to vote and the environment of the polling place. The TGDC directs NIST to research and
draft guidance on the deployment and configuration of systems in the polling place to
ensure usability, accessibility, and privacy. These guidelines should be combined with the
accessibility standards described in Resolution #02-05 or the standards described in

Resolution #04-05.

I hereby certify the accuracy of Resolution #03-05:

Corind Yspdlest

Craig S. Burgﬁardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #04-05, Offered by: Ms. Quesenbery
Title: Human Factors and Privacy Requirements for Capturing Indication of a Voter’s

Choice

The TGDC recognized the need for voting system requirements to include human factors
and privacy requirements for capturing indication of a voter's choice based on current
research. These requirements should be specified so that systems can be evaluated for
meeting the requirements. Unclear specifications, such as “intuitive”, “unambiguous”, or
“meaningful” should be avoided. Further, performance-based standards are preferred over
specific design standards, because performance standards address the total effectiveness of
the system more directly than do design standards and typically they are not technology

specific. The TGDC directs NIST to:

1. Create an outline of the human factors and privacy requirements related to
capturing indication of a voter's choice,
2. Write draft human factors and privacy standards based on this outline by using

existing requirements from the VSS2002, IEEE P1583 draft 5.3.2a, ADA
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Accessibility Guidelines (ADAAG), 36 CFR Part 1194 (section 508)

and other relevant usability and accessibility guidelines and regulations,

. Identify areas where further requirements development for capturing indication of

a voter's choice is needed, noting when performance-based usability standards are

possible, and

. Write all requirements so that they are testable and the tests themselves can be

conducted either by inspection by a person with reasonable knowledge of systems,
user interface design, and accessibility or by performance-based usability tests

with clear, repeatable protocols.

I hereby certify the accuracy of Resolution #04-05:

Coisd Y yidloi?-

Craig S. ﬂurkhardt, Parlimentarian




(3]

10

11

12

13

14

15

16

19

20

21

22

138

U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, Jonuary 18 and 19, 2005

Resolution #05-05, Offered by: Ms. Quesenbery

Title: Human Performance-Based Standards and Usability Testing

The TGDC has concluded that voting systems requirements should be based, wherever
possible, on human performance benchmarks for efficiency, accuracy or effectiveness,
and voter confidence or satisfaction. This conclusion is based, in part, on the analysis in
the NIST Report, Improving the Usability and Accessibility of Voting Systems and
Products (NIST Special Publication 500-256). Performance requirements should be
preferred over design requirements. They should focus on the performance of the interface
or interaction, rather than on the implementation details. When it is not possible to specify
performance requirements (whether because conformance tests cannot be formulated or
because they would be too onerous to implement), testable, implementation-neutral design
requirements should be used. Conformance tests for performance requirements should be
based on human performance tests conducted with human voters as the test participants.
The TGDC also recognizes that this is a new approach to the development of usability
standards for voting systems and will require some research to develop the human

performance benchmarks and the test protocols. Therefore, the TGDC directs NIST to:
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. Create a roadmap for developing performance-based standards, based on the

preliminary work done for drafting the standards described in Resolution # 4-05,

. Develop human performance metrics for efficiency, accuracy, and voter

satisfaction,

. Develop the performance benchmarks based on human performance data gathered

from measuring current state-of-the-art technology,

. Develop a conformance test protocol for usability measurement of the

benchmarks,

. Validate the test protocol, and

. Document test protocol and benchmarks so that an independent test laboratory can

reproduce the testing.

1 hereby certify the accuracy of Resolution #05-05:

Comind Dt

Craig S. Burkhaﬁ, Parlimentarian

11



10

11

13

14

15

16

19

20

21

22

140

U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #06-05, Offered by:  Ms. Quesenbery

Title: Accommodating a Wide Range of Human Abilities

The TGDC recognizes that there is a wide range of human abilities. The voting population
includes not only people with specifically identified disabilities but also the aging
population, language minorities, and people with other special needs. A goal of voting
system standards should be to accommodate, as much as possible, this wide range of
abilities to ensure the greatest usability and accessibility of those systems. This approach
is sometimes called “universal design™ or “universal usability.” In drafting standards, the
TGDC directs NIST to:
1. Consider what accommodations to voter abilities can be included in the standards
for all voting systems, using currently available technology, and
2. Develop principles for “universal design” based on existing best practices and
other guidelines or standards such as 36 CFR 1194 (Section 508), to guide future

standards development to aid in updating the voting system standards.

I hereby certify the accuracy of Resolution #06-05:

Giaid
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Craig S. Burkhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #08-05, Offered by: Ms. Quesenbery

Title: Usability Guidance for Instructions, Ballot Design, and Error Messages

The TGDC has considered the issue of what is required to improve usability and reduce
errors for capturing indication of a voter's choice. It has concluded that usability is a
function of the machine used to vote as well as other characteristics of the voting system
such as the instructions for voters and poll workers, ballot design, and machine error and
help messages. Research and best practices in the areas of plain language design, form
design, and usability are potentially relevant to such voting system characteristics. The
TGDC directs NIST to research and draft guidelines and standards where possible to
improve the usability of instructions, ballot design, and error and help messages in all
formats used. These guidelines should be combined with the standards described in

Resolution # 4-05.

1 hereby certify the accuracy of Resolution #08-05:

Craig S. Burkha&{t, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #09-05, Offered by:  Ms. Quesenbery

Title: General Voting System Human Factors and Privacy Considerations

Errors in the voting process are due to human error and the TGDC notes many examples
from recent elections to support this statement. While requirements for capturing
indication of a voter's choice is the primary area for human factors and privacy standards
development, the TGDC recognizes that all proposed requirements that involve human
interaction with the voting system should address any possible human factors and privacy
implications. Therefore, the TGDC directs NIST to review all proposed requirements,
assess which requirements involve user interaction, and perform the evaluation or research
needed to ensure that basic usability, accessibility, and privacy is maintained when these

requirements are applied to a voting system.

I hereby certify the accuracy of Resolution #09-05:

Craig S. Burk(k‘g{/rdt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 10-05, Offered by:  Ms. Quesenbery

Title: Usability of the Standards

The TGDC recognizes the importance of the usability of the voting systems standards.
Independent testing laboratories, election officials, and vendors need to understand these
standards and also understand how a system is tested for conformance to the standards in
order to have confidence in voting systems that pass the conformance tests. Therefore, to
the extent possible, the voting system standards should be written in plain language,
understandable by both test experts and by voting officials who are not experts in human

factors or design.

I hereby certify the accuracy of Resolution #10-05:

Cosisd Dpdlod

Craig S. Burkﬂrdt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 11-05, Offered by: Ms. Quesenbery
Title: Availability of Voting Machines for Validating Benchmarks and Conformance

Test Protocols

The TGDC is aware that the definition and validation of human performance benchmarks
and human performance test protocols as described in the NIST Report, Improving the
Usability and Accessibility of Voting Systems and Products (Special Publication 500-256),
requires testing on a set of typical, state-of-the-art voting machines. The TGDC directs
NIST to work with the EAC to determine a means to acquire such voting machines and
then make them available to enable NIST to perform the work described in Resolution

#05-05.

T hereby certify the accuracy of Resolution #11-05:

Coind Lpdlodt-

Craig S. Burﬂlardt, Parlimentarian

17



10

11

12

13

14

20

21

22

146

U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution #12- 05, Offered by:  Dr. Rivest

Title: Voter Verifiability 1

The TGDC has considered the various means by which a voting system allows a voter to
verify that his or her vote was captured as the indication of the voter's choice. All voting
systems must provide such means, as stated in HAVA 2002 section 301(a)(1)(A)(1). Such
voter verification means can be categorized as either "direct,” as with optical scan or a
machine-generated paper ballot, where the voter can directly examine the representation
of his ballot, or "indirect,” as with many touch-screen Direct Recording Electronic-- DRE
machines, where the voter can only verify the “fundamental representation” of his ballot

through the assistance of intervening hardware and/or software.

For voting systems that create more than one representation of the voter's ballot (such as
one electronic and one on paper), the TGDC interprets the HAV A language to require that
such voter verification must apply to the representation (to be called here the fundamental

representation) that is used for the initial vote tabulation.
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The TGDC therefore finds it useful to divide voting systems into two categories: those
(class DV) where each voter is presented a fundamental representation of his ballot that
the voter may directly verify, and those (class I'V) not in class DV.

The TGDC has concluded that voting systems in class IV or DV must be held to
significantly different security requirements, including different constraints on voting
system development, different requirements for system documentation, and different

testing to mitigate the different risks associated with each type of voting system.

The TGDC therefore requests that NIST perform research and develop standards

documents that:

1. Clarifies the distinction between class DV and class IV voting systems as may be
necessary,

2. Elaborates and defines the different requirements to be satisfied by class DV and
IV voting systems, and

3. Reviews methods of verification accessible by voters with disabilities.

I hereby certify the accuracy of Resolution #12-05:

Coind Dp e

Craig S. Bugfhardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 14-05, Offered by:  Dr. Rivest

Title: Commercial Off-The-Shelf Software ("COTS Software")

The TGDC has considered the advisability of using Commercial Off-The-Shelf Software
("COTS Software") within voting systems, from a security perspective. It has concluded
that, generally speaking, the use of COTS software introduces excessive and unnecessary
risk and should be avoided, while specific well-motivated exceptions to this rule may be
required upon occasion. The TGDC directs NIST to research and draft standards
documents requiring:

1. That the use of COTS software within voting systems is not allowed unless it

meets specific exceptional conditions, and

2. That the criteria for exceptions shall be drafted by NIST.

I hereby certify the accuracy of Resolution #14-03:

Craig S. Burggardt, Parlimentarian
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U.S. Election Assistance Commission
Technical Guidelines Development Committee

Resolution adopted by the TGDC at their plenary meeting, January 18 and 19, 2005

Resolution # 15-05, Offered by:  Dr. Rivest

Title: Software Distribution

The TGDC has concluded that, generally speaking, the manner in which software is
loaded onto voting systems is not governed by existing standards, and that itis a
significant security issue, that warrants more stringent controls. It is important to know
which software has been installed on a voting system, when the software has been
installed, and from what sources. Without strict controls on these processes, noncertified
software could be loaded onto voting systems, with potentially disastrous results. The
TGDC directs NIST to research and draft standards documents requiring:

1. That the distribution of any software to voting systems shall only be performed by
means of physically distributed “read only” or “write once” media, including
software such as:

(a) Operating system required software,
(b) Updates and patches,
(c) Data files, and

(d) Voting system software.
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2. That the electronic transmission of any software to voting machines via networks
or wireless introduces extreme risk and should be approached with extreme
caution,

3. That the software will include an integrity check (such as a digital signature that
positively authenticates its source) that must be verified as part of the process of
loading the software, and

4. That the record of loading the software will be written permanently to a system

audit log kept in write-once memory.

I hereby certify the accuracy of Resolution #15-05:

Coinnd Dl

Craig S. B