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MAKING THE INTERNET SAFE FOR
KIDS: THE ROLE OF ISP’S AND SOCIAL
NETWORKING SITES

TUESDAY, JUNE 27, 2006

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ENERGY AND COMMERCE,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:07 a.m., in Room
2123 of the Rayburn House Office Building, Hon. Ed Whitfield
(Chairman) presiding.

Members present: Representatives Whitfield, Stearns, Pickering,
Bass, Walden, Ferguson, Burgess, Blackburn, Barton (ex officio),
Stupak, DeGette, Schakowsky, Inslee, and Baldwin.

Staff present: Mark Paoletta, Chief Counsel for Oversight and
Investigations; Alan Slobodin, Deputy Chief Counsel for Oversight and
Investigation; Karen Christian, Counsel; Kelly Andrews, Counsel; John
Halliwell, Policy Coordinator, Mike Abraham, Legislative Clerk; Ryan
Ambrose, Legislative Clerk; David Nelson, Minority
Investigator/Economist; and Elizabeth Ertel, Minority Staff Assistant.

MR. WHITFIELD. This hearing will come to order.

And I want to thank the panel of witnesses for taking time from their
busy schedules to be with us today.

Today, we are holding the first day of a 2-day hearing entitled:
“Making the Internet Safe for Kids: The Role of Internet Service
Providers and Social Networking Sites”.

Our previous hearings explored issues relating to the sexual
exploitation of children over the Internet. Those hearings made it
apparent that we have a long way to go in making the Internet a safe
place for our children. We heard wrenching testimony from two child
victims of Internet predators, Justin Berry and Masha Allen. Their
stories brought to life the horrors that can occur on the Internet to
children. We also heard law enforcement agency representatives express
their concern about the staggering number of children and child predators
and pedophiles on the Internet today.

The Internet has created what one of our witnesses called a “virtual
Sears catalog” for pedophiles to find and communicate with children,
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because the Internet has become, as you all know, a social gathering
place for children.

We must minimize the likelihood of our children being exploited
over the Internet, and we must do everything possible to assist law
enforcement in their efforts to investigate and prosecute child predators.

I want to thank our first panel witness, Mr. Chris Hansen, from
Dateline NBC for testifying today about his riveting investigative series
called “To Catch a Predator”. This series showed how child predators in
five different cities across America chatted with someone over the
Internet that they believed to be a 13- or 14-year-old child and then
actually travel to a home to meet this supposed child for sexual activity.

Mr. Hansen pointed out very clearly, and I think we will talk about it
today, how predators come from all walks of life and are all different
ages and backgrounds. And it is difficult to predict who really is a child
predator. There certainly does not appear to be any profile of who over
the Internet may be a child predator. This is particularly important for
parents and children to understand, and I look forward to hearing more
from Mr. Hansen about his investigative work in this series.

I want to thank also the representatives of the Internet service
providers who are here today. We look forward to their testimony
explaining what they are doing to assist law enforcement in cases
involving this sexual exploitation of children over the Internet and what
measures the companies are taking to minimize opportunities to sexually
exploit children from their networks.

We certainly understand that Internet service providers are not law
enforcement agencies, and I certainly am not asking them to become
that. I do believe that having images or links to images that may be child
pornography are, at a minimum, violations of their terms of use and may
be criminal sites as well.

Taking measures to proactively look for this content on your
network, reporting this content to the National Center for Missing and
Exploited Children and to law enforcement will go a long way towards
reducing access that pedophiles have websites with sexually exploitive
images of children. If companies have concerns about performing
proactive searches of this content, we hope you will express that today.
This would be the appropriate time to talk about your concerns if you
think it produces a burden on your company. I understand that several
companies have undertaken proactive searching and filtering of these
sites and images, and we look forward to hearing about that in their
testimony today.

I am also interested in learning about the Internet service providers’
data retention policies for IP addresses in particular. A witness at this
subcommittee’s prior hearing, Flint Waters, testified that in connection to



an investigation about a child predator on the Internet, he was unable to
get subscriber information for a 3-day old IP address from an Internet
service provider. That is unacceptable. Law enforcement agency
representatives have testified that retaining these IP addresses is critical
to their being able to catch these people.

I understand that several companies today and tomorrow will make
announcements about ways they are enhancing their networks to help
combat the exploitation of children on their networks, whether it is
increasing the length of time they retain the IP address, enhancing their
filtering devices, or providing additional safety measures for parents and
children to employ on their network. I commend all of those efforts, and
we look forward to hearing more about it this morning.

We have a simple message: let us make it as difficult as possible for
child predators and pedophiles to trade images, set up illegal websites,
and find children on the Internet.

[The prepared statement of Hon. Ed Whitfield follows:]

PREPARED STATEMENT OF THE HON. ED WHITFIELD, CHAIRMAN, SUBCOMMITTEE ON
OVERSIGHT AND INVESTIGATIONS

TODAY WE ARE HOLDING THE FIRST DAY OF A TWO-DAY HEARING
ENTITLED “MAKING THE INTERNET SAFE FOR KIDS: THE ROLE OF ISP’S
AND SOCIAL NETWORKING SITES.” OUR PREVIOUS HEARINGS EXPLORED
ISSUES RELATING TO THE SEXUAL EXPLOITATION OF CHILDREN OVER
THE INTERNET. THOSE HEARINGS MADE IT APPARENT THAT WE HAVE A
LONG WAY TO GO IN MAKING THE INTERNET A SAFE PLACE FOR OUR
CHILDREN. WE HEARD WRENCHING TESTIMONY FROM TWO CHILD-
VICTIMS OF INTERNET PREDATORS—JUSTIN BERRY AND MASHA ALLEN.
THEIR STORIES BROUGHT TO LIFE THE HORRORS THAT CAN OCCUR ON
THE INTERNET TO CHILDREN. WE ALSO HEARD LAW ENFORCEMENT
AGENCY REPRESENTATIVES EXPRESS SHOCK ABOUT THE STAGGERING
NUMBER OF CHILD PREDATORS AND PEDOPHILES ON THE INTERNET. THE
INTERNET HAS CREATED WHAT ONE OF OUR WITNESSES CALLED “A
VIRTUAL SEARS CATALOG” FOR PEDOPHILES TO FIND AND
COMMUNICATE WITH CHILDREN BECAUSE THE INTERNET IS BECOMING
THE SOCIAL NETWORKING PLACE FOR YOUNG PEOPLE.

WE MUST MINIMIZE THE LIKELIHOOD OF OUR CHILDREN BEING
EXPLOITED OVER THE INTERNET AND TO EVERYTHING POSSIBLE TO
ASSIST LAW ENFORCEMENT IN THEIR EFFORTS TO INVESTIGATE AND
PROSECUTE CHILD PREDATORS.

I WANT TO THANK OUR FIRST PANEL WITNESS, MR. CHRIS HANSEN,
FROM DATELINE NBC FOR TESTIFYING TODAY ABOUT HIS RIVETING
INVESTIGATIVE SERIES CALLED “TO CATCH A PREDATOR.” THIS SERIES
SHOWED HOW CHILD PREDATORS IN FIVE DIFFERENT CITIES ACROSS
AMERICA, CHATTED WITH SOMEONE OVER THE INTERENT THEY
BELIEVED TO BE A 13 OR 14 YEAR OLD CHILD AND THEN ACTUALLY
TRAVELLED TO A HOME TO MEET THE CHILD FOR SEXUAL ACTIVITY.
WHAT I FOUND MOST TELLING FROM WATCHING SOME OF THE EPIDODES
IS THAT THESE CHILD PREDATORS COME FROM ALL WALKS OF LIFE AND
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ARE ALL DIFFERENT AGES AND BACKGROUNDS. THERE DOESN’T APPEAR
TO BE ANY PROFILE OF WHO—OVER THE INTERNET—MAY BE A CHILD
PREDATOR. THIS IS IMPORTANT FOR PARENTS AND CHILDREN TO
UNDERSTAND. ILOOK FORWARD TO HEARING MORE FROM MR. HANSEN
ON HIS INVESTIGATIVE WORK IN THIS SERIES.

I WANT TO THANK THE REPRESENTATIVES OF THE INTERNET SERVICE
PROVIDERS WHO ARE HERE TODAY. WE LOOK FORWARD TO THEIR
TESTIMONY EXPLAINING WHAT THEY ARE DOING TO ASSIST LAW
ENFORCEMENT IN CASES INVOLVING THE SEXUAL EXPLOITATION OF
CHILDREN OVER THE INTERNET AND WHAT MEASURES THE COMPANIES
ARE TAKING TO REMOVE IMAGES, WEBSITES AND OTHER ILLEGAL
CONTENT THAT SEXUALLY EXPLOIT CHILDREN FROM THEIR NETWORKS.
INTERNET SERVICE PROVIDERS ARE NOT LAW ENFORCEMENT AGENTS---
AND I CERTAINLY AM NOT ASKING THEM TO BECOME THAT—I DO
BELIEVE THAT HAVING IMAGES OR LINKS TO IMAGES THAT MAY BE
CHILD PORNOGRAPHY ARE, AT A MINIMUM, VIOLATIONS OF THEIR TERMS
OF USE AND MAY BE CRIMINAL SITES AS WELL. TAKING MEASURES TO
PROACTIVELY LOOK FOR THIS CONTENT ON YOUR NETWORK, REPORT
THIS CONTENT TO THE NATIONAL CENTER FOR MISSING AND EXPLOITED
CHILDREN AND TO LAW ENFORCEMENT, WILL GO A LONG WAY TOWARDS
REDUCING ACCESS THAT PEDOPHILES HAVE WEBSITES WITH SEXUALLY
EXPLOITATIVE IMAGES OF CHILDREN. IF COMPANIES HAVE CONCERNS
ABOUT PERFORMING PRO-ACTIVE SEARCHES OF THIS HORRIFIC
CONTENT— WE HOPE YOU WILL EXPRESS THEM TODAY. I UNDERSTAND
THAT SEVERAL COMPANIES HAVE UNDERTAKEN PROACTIVE SEARCHING
AND FILTERING OF THESE SITES AND IMAGES—AND ARE LOOKING
FORWARD TO THAT TESTIMONY.

I ALSO AM INTERESTED IN LEARNING ABOUT THE INTERNET SERVICE
PROVIDERS DATA RETENTION POLICIES FOR IP ADDRESSES IN
PARTICULAR. A WITNESS AT THE SUBCOMMITTEE’S PRIOR HEARING—
FLINT WATERS--TESTIFIED THAT IN CONNECTION TO AN INVESTIGATION
ABOUT A CHILD PREDATOR ON THE INTERNET, HE WAS UNABLE TO GET
SUBSCRIBER INFORMATION FOR A THREE-DAY OLD IP ADDRESS FROM AN
INTERNET SERVICE PROVIDER. THIS IS UNACCEPTABLE. LAW
ENFORCEMENT AGENCY REPRESENTATIVES HAVE TESTIFIED THAT
RETAINING IP ADDRESSES IS CRITICAL.

I HAVE A SIMPLE MESSAGE: LET’S MAKE IT AS DIFFICULT AS POSSIBLE
FOR CHILD PREDATORS AND PEDOPHILES TO TRADE IMAGES, SET-UP
ILLEGAL WEBSITES AND FIND CHILDREN ON THE INTERNET.

MR. WHITFIELD. At this time, I recognize the distinguished Ranking
Member, Mr. Stupak of Michigan.

MR. STUPAK. Thank you, Mr. Chairman, and thank you for calling
this hearing, and thank you for continuing to do this investigation in a
bipartisan manner.

A growing scourge of what is called “child pornography and
exploitation” on the Internet is a serious threat to all of our children. I
say so because what this really involves is the rape and torture of
children for profit or to satisfy some dark urges. It was a well-contained
problem before the advent of the Internet. The anonymity of the Net has
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apparently brought out the worst in a small but growing number of
Americans and allowed them to communicate with their counterparts all
over the world.

The statistics are startling. Eighty percent of the pornographic
images of children on the Net involve children ages 12 and under. Forty
percent involve children ages 6 and under. Twenty percent involve
toddlers ages 3 and under.

The National Center for Missing and Exploited Children estimates
that 40 percent of those that view child pornography have or will abuse
their own children. We have had testimony that preliminary information
from studies, soon to be published, that number may actually rise to 75 to
80 percent. People that think viewing these images is a victimless crime
simply do not understand the problem.

There is both good news and bad news. The bad news is that our
children are at a substantial and growing risk. The good news is that if
these predators can be denied easy access to the images that provoke
them and if we can make it risky for them to groom young victims, we
can, once again, make this dangerous behavior rare.

This will require the best efforts of all of us. Yes, we need to find
effective ways to educate parents and children about the dangers of
putting personal information out on the Net. Yes, we need to greatly
expand the resources available to State, local, and Federal law
enforcement agencies. Yes, we must make it clear to prosecutors that
cutting deals for minimal jail time and/or probation is unacceptable for
these men that terrorize our children and those that are caught “only
enjoying the images” of these heinous acts. And yes, we must let judges
know that they may no longer endanger society by releasing these
criminals with a slap on the wrist.

As Members of Congress, we have a unique responsibility not only
to ensure that Federal criminal laws are adequate and that Federal law
enforcement is up to snuff, but also to deny access to the Internet of
those that hunt our children and profit from the sale of these awful
images.

Mr. Chairman, I am glad to see Mr. Chris Hansen here today whose
Dateline NBC series on child predators has awakened America to the
dangers our children face. This series of programs has shown us exactly
what lengths these men from all walks of life are willing to go to to
abuse children.

Testimony to date has revealed the following statistics: 50,000
predators are online at any given time; 1 in 5 children will be solicited
online; 1 in 33 of these solicitations, just about the size of an
overcrowded classroom, will result in the successful contact of a child by
phone, letter, or physical meeting. I suspect that what Mr. Hansen has to
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tell us will provide important context for the examining of the testimony
of the social networking websites that will appear before us tomorrow.

I am also pleased that you have assembled seven Internet service
providers to testify today. Certainly it is important for us to know the
extent to which some ISPs have made to combat children pornography
on their sites. Some ISPs have cooperated with law enforcement and are
proactively attempting to eliminate child pornography from their
networks while others seem to be in denial that they have children being
abused over their networks.

But make no mistake about it, regardless of the level of effort
expended so far, it is not enough. The problem is growing. Mr.
Chairman, we have gathered witnesses that can provide some
information, and some will be making very important announcements
today. However, absent are the CEOs who can make the voluntary
commitments of the resources and cooperation necessary to clean up the
Web.

Voluntary action in the United Kingdom has made great strides in
limiting the commercial use of the World Wide Web in that country to
sell or view child porn. When these efforts began approximately 3 years
ago, the UK hosted 18 percent of the commercial child porn sites
worldwide. Today, that number is down to four-tenths of one percent. It
is estimated that the United States hosts 42 percent of the worldwide for-
profit sites. Since 2000, the CyberTipline operated by the National
Center for Missing and Exploited Children has seen reports of these
gruesome images grow from 20,000 to over 390,000 today.

I would like to see our Internet and telecom companies commit to
taking down every identified site in the United States and blocking the
American predators from using U.S.-based network platforms to access
child pornography from any identified site worldwide.

As the author of an amendment to the House Telecommunications
Bill to require broadband carriers to prevent child pornography from
traveling on their networks, I am very interested in knowing the ISPs’
reaction to this idea. I also want to know if they will support tougher
data retention policies for parent and known child pornography. Will
this solve the problem? No, but it will make a substantial dent in the
multi-billion-dollar industry that seeks to exploit children for profit. It
will reduce the demand that drives much of the exploitation and will save
many children from this terrible abuse.

With that, Mr. Chairman, I yield back the balance of my time.

MR. WHITFIELD. Thank you, Mr. Stupak.

At this time, I recognize the Vice Chairman of this committee, Mr.
Walden of Oregon.
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MR. WALDEN. Thank you very much, Mr. Chairman. I commend
you for holding this hearing as we continue to investigate this terrible
scourge that is on our population.

I want to congratulate Chris for the work he has done at NBC to
really shine light for the whole country to see just how awful this is and
how pervasive it is. I think most parents don’t have a clue that this could
be going on in their own family room where a kid is hooked up to a
computer, and yet we know, from our work on this committee, and you
have identified from the work you have done, it is very easy to get
caught up in the web of predators and perverts in this country who seek
out children to do ghastly things to them. And so I commend you for
that work, and I appreciate it as a parent. It has been most troubling to
learn about what does go on out there, and I think most parents in
America would share that, that they just can’t believe this happens and
how easily and quickly it happens. I think one of the most disturbing
things, Mr. Chairman, [ have come to understand out of our hearings is
within seconds, you can identify a predator online or they can identify
you. And the grooming process begins, the manipulation begins, and the
horror begins. And we have had witnesses before this subcommittee
who have told us their stories and told America their stories, and
hopefully, we will all learn from that.

I am pleased to see that the industry is responding in the way it
should respond with the announcements today of their work that they are
going to do with the National Center for Missing and Exploited Children
to develop both technological solutions as well as better enforcement
tools and enhance their industry efforts. But I dare say there is more
work to be done in terms of who is able to link to what site and who gets
paid for that and how we filter that out. Some ISPs are better than others
at that. And so our work continues.

But Mr. Chairman, I think the work of this committee and the work
of journalists like Mr. Hansen come a long way toward exposing the
problem, and frankly, shining light on a problem as horrific as this one is
is a good first step and a good tonic. There are other things we can do
legally, and there are -certainly things the industries can do
collaboratively to do everything we can to protect our kids and to clean
up the Internet.

With that, Mr. Chairman, I yield back the balance of my time.

MR. WHITFIELD. Thank you.

At this time, [ will recognize Ms. DeGette of Colorado.

MS. DEGETTE. Thank you very much, Mr. Chairman, for tackling
this series of hearings on a very important subject.

I have been amazed in these hearings, and as the mother of two girls
ages 16 and 12, I have been scared about the data that we are hearing,
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because child pornography on the Internet is burgeoning. It is exploding
out of control, and it is time for everybody involved in our society to take
this seriously and to look at some serious steps to controlling it.

Only one percent of the images on the Internet are just simply nudity.
This is very serious exploitation of children, and I am not going to go
into the graphic details. Suffice it to say it is appalling, and it is easy to
pull up on your computer.

I will also say, as Mr. Stupak noted, that the number of complaints
that people are getting is burgeoning as well. The Department of Justice
Internet Crimes Against Children Task Force, in 2003, 3,700 reports of
Internet crimes against children. In fiscal year 2005, it went up to
198,000. So we really do need to get a grip on it, and we all need to do it
together: the media, Members of Congress, and the providers.

And so, Mr. Chairman, sometimes we wonder if we do any good up
here, but the fact that the ISPs are making some announcement of
changes of policies today, I think that is based directly on the work of
people like Mr. Hansen to bring this out and people like Paula
Woodward in Denver at our NBC affiliate who has been working on this.
I also think it is a result of these hearings. And I think it is
commendable. I am eager to hear these announcements, and I am glad
they are doing it, but I still think we need to do more.

And as probably almost everybody in this room knows, and
everybody on this committee knows, ever since our first hearing, I
started working on legislation that would require companies that provide
broadband service to keep certain records that identify their customers
for 1 year. Amazingly, even though we require telephone companies to
keep records of every telephone call for 18 months so that law
enforcement authorities can subpoena those records, there is no Federal
law for Internet communications, and there is no industry standard.

As we have heard over and over in our testimony, this is hindering
investigations, because when investigators want to go and get evidence,
subpoena evidence that they can find these terrible criminal perpetrators,
they find that the Internet service information has been destroyed. And
s0, Mr. Chairman, | have been working with you and your staff and also
with Chairman Barton and his staff to make sure that the legislation is
drafted so that it protects consumers’ rights to privacy. But I have said it
before, and I will say it again, I don’t think that people who are raping 2-
year-old children on the Internet have any right to privacy, and nobody
thinks that.

So we need to make our laws work. We need to make our laws work
to have people retain records so that they can be subpoenaed in criminal
investigations.
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Let me just say one thing. I am not saying that the Internet
communications should be preserved. And that has been a
misunderstanding that has been out there. 1 am saying that certain
identifying information that is readily available and is kept now by
Internet service providers should be kept for a period of time so that law
enforcement authorities can subpoena that information if they need it in
an ongoing investigation.

I think that eradicating this pernicious practice is going to take a
national and even a global partnership of citizens, parents, government,
industry, and law enforcement. Every single one of us needs to be
thinking about how we can do more. Every single parent in this country
needs to be thinking about talking to their children about these Internet
predators and how they can avoid being victims. And once we do that,
just like we eradicated a lot of the child pornography in the mail in the
1980s, I believe that we can rid our computers and our children of this
scourge.

Thank you very much, Mr. Chairman, and I yield back.

MR. WHITFIELD. Thank you.

At this time, [ recognize Mr. Ferguson of New Jersey.

MR. FERGUSON. Thank you, Mr. Chairman, for holding another
hearing on this subject that our committee has brought to the public’s
attention over the course of the last few months. I am thankful that our
committee has made a commitment to educate the public and the
Government about a topic which really needs a lot of our attention.

I would also like to thank our witnesses for joining us today and
testifying. The witnesses that are coming before the committee today
have all made a commitment to bring this issue to light and helping
working to protect our children who use the Internet, and for that, we are
all very appreciative.

I also want to thank Chris Hansen for being here with us today and
taking time to be here. There is no doubt that the “To Catch a Predator”
series that recently aired on Dateline NBC came as a shock to all of us
who were watching. Perhaps what was most shocking was the wide
demographic of men who came with the intention of taking advantage of
these children. Throughout the past few months, we learned that there is
truly no pattern, profile, or overarching characteristic of these folks.
They come from all walks of life, all professions, backgrounds, and
education levels, and perhaps that is what is most frightening of all.

I want to thank Mr. Hansen again, and [ am anxious to hear what he
has to say today about his work with Dateline NBC.

I appreciate the chance to hear from the Internet representatives who
are here with us today and what they are doing to stop the flow of child
pornography and aid law enforcement in these types of investigations.
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There is no doubt that the technology to apprehend these predators has
greatly advanced over recent years, and Internet services can be a
tremendous resource for law enforcement in these types of crimes.

While we struggle with privacy issues regarding e-mail and Internet
chat rooms involved in these cyber crimes, I look forward to finding
solutions to this problem. Whatever privacy concerns are out there, we
must make sure that we are doing everything we can to protect our
children.

Although as Members of Congress, we have done right in bringing
this issue to surface, and law enforcement and those in the Internet
industry have taken great strides in making efforts to root out predators,
there is always more that can be done.

I look forward to working with these groups to further enhance the
safety of the Internet while still allowing our children to use it for the
many benefits that it can provide. I am also looking forward to hearing
from law enforcement and others who work in this area in what is being
done in my home State of New Jersey regarding this issue. Our O&l
Subcommittee will have a field hearing on July 10 in my district in New
Jersey. 1 want to extend my early appreciation to our U.S. Attorney in
New Jersey, Chris Christie, who has already agreed to testify at that
hearing.

Again, thank you, Mr. Chairman, for your commitment to these
hearings and this issue.

And again, thanks to our witnesses for being here today.

I yield back.

MR. WHITFIELD. Ms. Baldwin of Wisconsin.

MS. BALDWIN. Thank you, Mr. Chairman. And I want to commend
you, Mr. Chairman, and this subcommittee’s work in prior sessions
examining the proliferation of child exploitation over the Internet and its
efforts to shed light on the abhorrent but burgeoning networks of child
predators online as well as its efforts to educate the public and especially
parents about the danger such individuals pose to children who use the
Internet.

I, too, want to extend my welcome to Mr. Hansen to today’s hearing.
Your investigative series “To Catch a Predator” provides startling
revelations of just how easy it is for a child predator to initiate online
contact with underage persons, how there is no easy way to profile a
child predator, and how persistent such predators are in looking for child
victims despite high-profile sting operations such as those featured on
your program.

Perhaps it helps explain the staggering statistic that one in five
children is solicited for sex while online. Your program helps parents
understand just how crucial it is for them to be involved with their
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children’s online activities and to proactively use filtering technologies
and safety settings provided by the Internet service providers.

I also appreciate the participation of various ISPs and search engines
on the second panel in today’s hearing. In reviewing the testimony
provided for today’s hearing, it is clear to me that different ISPs adopt
very different policies in regard to how proactively and aggressively each
filters child pornography on its networks as well as its policies of data
retention, specifically the length in which IP address assignment and
customer record information are retained.

I strongly believe that there ought to be national uniformity in this
regard so users of ISPs, especially children, are guaranteed a certain level
of protection and that law enforcement officers across the country are
assured that their hard work chasing down child predators will not be
undermined at the last minute by inadequate data preservation.

I note that several panelists in our second panel have suggested
various legislative options in their testimony today, and I look forward to
working with members of this subcommittee to produce legislation that
will address the needs of law enforcement in investigating and
prosecuting child pornography cases while balancing a consumer’s right
to privacy.

Finally, I have serious concerns regarding the adequacy of the effort
of some of the search engines and what they are devoting to monitor and
filter child pornography. For example, on our desks here today, are the
results of a Google search which uncovered sponsored links hosted by an
advertiser with Google on Google’s website that purports to market child
pornography. 1 hope that Google can fully explain its “Ad words”
service that allows any potential advertiser to create and control their
advertisement through an online program. It is clear to me that such a
self-managed advertising program requires a substantial amount of
resources on the part of Google to screen and enforce its policy
prohibiting the promotion of child pornography. And I am doubtful that
current efforts are adequate.

In addition, I hope that both Google and Yahoo! will address the
issue of online bulletin boards or groups hosted by their websites that
allow the exchange of sexually explicit images and material among
group members. | am interested in any proactive efforts by Yahoo! and
Google to monitor such bulletin boards for their trafficking and exchange
of child pornography.

And I hope that this series of hearings will help lead to a reduction of
such violent and heinous crimes against children, whether it is through
informing parents of the dangers of online child predators, a greater
oversight of Federal response to the issue of child exploitation on the
Internet, or new legislative proposals that would deter online pedophilia.
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Again, I want to thank the subcommittee and Mr. Chairman, Mr.
Ranking Member for holding this important series of hearings, and I look
forward to the testimony today.

MR. WHITFIELD. Thank you.

Dr. Burgess, you are recognized for your opening statement.

MR. BURGESS. Thank you, Mr. Chairman, and I want to join other
members of our committee in welcoming Mr. Hansen here this morning
and thank him for his groundbreaking work in this field.

Mr. Chairman, we have started this series of intensive investigations
on sexual exploitation of children over the Internet, and we have heard
from a range of parties: courageous child victims, journalists who bring
stories to light, law enforcement agencies charged with prosecuting these
predators. After each hearing, you can’t help but be troubled by what
you have learned, and I am proud, Mr. Chairman, that this committee has
taken the leadership role in dedicating itself to educating Congress and
the public on this most dangerous situation.

As a father of three, I am unable to comprehend how people can
commit these types of crimes against children. However, it is crucial, for
the safety of our children, for all of us to know about these evils so that
we can help curb this abusive practice.

Mr. Chairman, thank you for your leadership regarding this troubling
but imperative topic. It is my understanding that after our last
subcommittee hearing, Attorney General Gonzales announced that the
Department of Justice, in conjunction with various Internet service
providers, would study uniform data retention policies for IP addresses.
Hopefully, this will enhance the effectiveness of law enforcements’
investigations for persons engaged in crimes against children. While
some of the providers, like EarthLink, retain data for 7 years, others
retain the IPs for as little as 31 days.

In light of the situation, my opinion, retaining this crucial data for
only a month is, in itself, almost criminal.

I look forward to hearing from each of the Internet service providers
today regarding their own current policies. 1 also think it would be
useful to discuss some of the problems associated with a long period of
data retention of these addresses. I believe that the providers have a
responsibility to the public, and it will be extremely useful to know what
type of safety features and filtering devices each company utilizes to help
protect our children.

Further, it is my understanding that we may receive some new
information today about new industry standards and new industry
practice, and I look forward to learning that information today as well.

While the providers are an important component to this problem, the
Government also has a vital role to play. During our last hearing, we
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heard how the Government let a young orphan from Russian, Masha
Allen, be adopted by a single man, who, in turn, turned out to be a
pedophile. There were all types of blatant clues that the Government
ignored, including the fact that Masha would not have her own bedroom
in this man’s home.

Mr. Chairman, how hard was that for the State Department that
investigated this man for the suitability of being an adoptive parent, a
single father, to ask: “Where is the little girl’s bedroom?”

Mr. Chairman, I look forward to us having the State Department
back here before this committee to help us answer some of these
questions, because the problems that we address in this country, as
grievous and as troublesome as they are, pale in comparison to plucking
a child out of an orphanage overseas and depositing her into that type of
an environment.

As lawmakers, it is our job to create effective laws to keep children
away from harm. While at times this is an almost impossible task, we
have a responsibility to children and parents to diligently undertake this
charge. We must not stop until we fulfill this important obligation to our
most innocent and vulnerable segment of society.

Mr. Chairman, thank you, again, for your continued leadership and
dedication to this grave situation. I look forward to working with you
and others on this committee as we continue to find solutions to this most
troublesome problem.

I yield back.

MR. WHITFIELD. Thank you, Dr. Burgess.

I might also add that we intend to bring in some of the adoption
agencies as well that were involved in that.

At this time, I recognize the gentleman from Florida, Mr. Stearns.

MR. STEARNS. Thank you, Mr. Chairman.

This, obviously, is a very troubling hearing that we are having here.
You would think with the advent of the Internet it would bring a lot of
positive things, but obviously this is not a positive thing we are talking
about today.

One in five children receives a sexual solicitation while on the
Internet, and most never tell an adult. Between 2000 and 2004, Federal
criminal referrals of sexual exploitation over the Internet increased by
124 percent. The National Center for Missing and Exploited Children’s
CyberTipline reported it received more than 100,000 complaints a year
regarding online child pornography. On March 15, Julie Myers, Chief of
U.S. Immigration and Custom Enforcement, said in a press conference:
“Tragically and frighteningly, the kids in these images are getting
younger, and the images are getting more and more violent and graphic.”
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In former hearings, we learned through the disturbing testimony
from Mr. Justin Berry, a former victim of child predators, and Mr. Kurt
Eichenwald, a reporter for the New York Times, that in this underground
predator hunt for children on a legitimate site used by webcam owners
and compare strategies and techniques. They simply compare strategies
and techniques for luring children into this sordid world.

Pedophiles were all isolated from society and each other in the past,
but no longer. The Internet creates a virtual community in which
predators reinforce their sick desires. Online portal that advertises for
paid webcam child pornography, there are 585 sites. Even after the
children shut down these websites, the images remain and are traded
online long afterwards.

We have heard about one website claiming to have 140,000 images
of adolescents from their webcam.

My colleagues, it is illegal to manufacture and distribute child
pornography whether in print form or online, and yet -child
pornographers produce images without fear or consequences. They are
computer-savvy individuals, obviously, whose adaptive skills often
outpace law enforcements’ ability to simply pursue them.

We need to strengthen our technological capabilities to track down
and prosecute these criminals and instill such fear in them of capture and
prosecution that they will not harm our children again.

It is also our duty to educate the adults, including all of the mothers
and fathers, and to urge them to have close supervision. It is our duty, as
Members of Congress, to do whatever we can in our power here this
morning to protect the innocent. And certainly a hearing of this nature
does help to inform others about this very serious offense.

So I am hoping the testimony will give us a greater insight into what
efforts are currently being used to track down these criminals, perhaps
also stimulating ideas for reform, either through legislative means or to
tighten and enact more law enforcement.

And I thank you, Mr. Chairman.

MR. WHITFIELD. At this time, I will recognize Mr. Inslee of
Washington.

MR. INSLEE. Thank you.

I just want to thank Mr. Hansen for your work in this regard. You
have helped move Congress. Thank you.

I'look forward to your testimony.

MR. WHITFIELD. Mrs. Blackburn of Tennessee.

MRS. BLACKBURN. Thank you, Mr. Chairman.

I want to thank you for holding this series of hearings that we are in
process with today.
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Mr. Hansen, I want to thank you for your time. I want to thank you
for your interest and concern on this issue. And I want to thank you for
being willing to take the time to come and be with us today.

In the past, child predators usually had to operate in person. They
had to operate over the phone or through the mail in order to lure
children. And now the Internet, with the availability and easy access to
people, these child predators have many more tools at their disposal, and
unfortunately, many times they are anonymous.

In past hearings, we have seen some of these tools that they use to
solicit children, and today we are going to look at the methods that
Internet companies can implement to protect children from being
accosted by these despicable people. I know that some companies have
recognized some of the means that the predators are using and are
starting to implement more stringent steps to protect children from these
predators.

But I want to remind the companies present at today’s hearing that it
is incumbent upon them to use all of the available technological tools to
prevent child predators from gaining access to our children. That is your
responsibility. Our constituents want action with results. They do not
want half-hearted efforts on anyone’s attempt. This is a problem that is
out of control. It is a problem that we must arrest. It is a problem that
we have to get our arms around, and collectively we have to solve this.
We have to solve this.

These efforts are not a substitute for law enforcement, but more and
more parents, including my constituents, are becoming increasingly
concerned about online child predators, and they want to see children
protected. They want to know that their children are safe when they are
using the Internet. They want to know that you are their partner in
protecting these children.

One issue that keeps recurring is how these companies are
monitoring communications that would reveal either the transfer of child
pornography or messages that would indicate that a user might be a child
predator.

Mr. Chairman, I look forward to hearing from the companies today.
I look forward to hearing from our first witness. And I thank everyone
for their time.

[Additional statement submitted for the record follow:]

PREPARED STATEMENT OF THE HON. JOE BARTON, CHAIRMAN, COMMITTEE ON ENERGY
AND COMMERCE

Thank you, Chairman Whitfield, for convening this hearing.

Over the last six months, this subcommittee has been investigating the sexual
exploitation of children over the Internet. Our previous hearings have left no doubt that
the war against online child pornography and sexual exploitation is not merely a problem
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for law enforcement to solve. Everyone must do his or her part to combat this epidemic
of abuse if we are to succeed. And this includes the Internet Service Providers and social
networking sites that will appear before this subcommittee today and tomorrow.

Law enforcement agents who testified during our previous hearings talked about
what industry could do to help win the war against the online sexual exploitation of
children. One of the problems the agents discussed was inadequate data retention. I
think all the members of this subcommittee shared the agents’ frustration when they
described how some of their investigations were thwarted because Internet Service
Providers had not retained the data that would allow them to make a link between an IP
address used by an online predator and that predator’s name and home address. In one
instance, law enforcement was unable to find the man who was seen raping a two-year
old child on an online video because the Internet Service Provider no longer had the IP
address information that would have led the police to the predator.

In response to incidents like these, the Department of Justice has been meeting with
Internet companies, including some of those appearing before us today, and has
proposed a two-year data retention period. Just last week, Ranking Member Dingell and
I received a letter from the National Association of Attorneys General urging Congress to
study the issue of a national data retention standard. Therefore, I look forward to hearing
your thoughts on these proposals. I understand data retention is a complex issue and that
an extended retention requirement might pose cost increases for your companies. I am
hopeful a solution can be reached that will satisfy the concerns of law enforcement and
the concerns of the industry.

Another area where Internet companies assist law enforcement is by making reports
to the National Center for Missing and Exploited Children. While the Internet Service
Providers and social networking sites that are testifying today and tomorrow all report to
the National Center, there are many other providers and sites that either ignore or are not
aware of this reporting requirement. In addition to your views on data retention, I am
interested in learning your thoughts on mandatory registration of ISPs to facilitate
increased reporting to the National Center, as well as other ideas you may have to help
law enforcement find these criminals who seek to abuse our children.

While reporting and data retention are two key tools that will help bring an end to
online child pornography, industry’s role in this fight cannot simply be limited to
responding to law enforcement requests or reacting to the child pornography they
discover on their networks. It is essential that industry get ahead of the problem — and
the predators — by developing safeguards which will prevent these criminals from taking
advantage of their networks and websites in order to send images of child abuse or to lure
children. I understand that some of the companies that are appearing before us today
announced just this morning that they are coming together to create the Center for Child
Protection Technologies at the National Center for Missing and Exploited Children. This
center will focus on developing technology solutions to detect and disrupt the
transmission of child pornography. In addition, it will serve as a clearinghouse for
known child pornography images that network operators can use to block child
pornography. I commend the industry for launching this initiative. It is a valuable step
towards winning the war against child pornography. We must make sure that every effort
is brought to bear, as the price paid by the children who are victims of Internet child
pornography and sexual exploitation is lifelong and devastating.

I look forward to hearing from the witnesses and yield back the balance of my time.

MR. WHITFIELD. Thank you, Mrs. Blackburn.
And I believe that concludes the opening statements, so Mr. Hansen,
thank you for your patience.



17

We are delighted to have Chris Hansen here with us today from NBC
News. And Mr. Hansen, as you probably are aware, in this Oversight
and Investigations Subcommittee, we have a practice of taking all
testimony under oath. And under the Rules of the House and the rules of
the Committee, of course, you are entitled to legal counsel. I am
assuming you don’t need legal counsel today, so if you would please
stand up, and I would like to swear you in.

[Witness sworn. |

MR. WHITFIELD. Thank you.

You are now under oath, Mr. Hansen, and you are recognized for a
5-minute opening statement.

STATEMENT OF CHRIS HANSEN, DATELINE NBC

MR. HANSEN. Mr. Chairman and members of the subcommittee,
thank you very much, and good morning.

I am Chris Hansen with Dateline NBC, and first off, again, I would
like to thank the Subcommittee on Oversight and Investigations for
inviting me to testify today on this critically important topic.

I would also like to thank you for understanding and accepting the
limitations in what I can say as a member of a news organization.

A little more than 2 years ago, we set out to investigate computer
predators: adults who go online into chat rooms and try to meet underage
boys and girls.

Volunteers from the online watchdog group, Perverted Justice, posed
as young teens home alone and open to the idea of an encounter. We
rented a home in Long Island, New York, and outfitted it with hidden
cameras. The decoys set up profiles in chat rooms that included pictures
of boys and girls that were unmistakably underage. The decoys waited
to be approached by men in the chat rooms. They didn’t wait long.
Within minutes sometimes, men were trying to start up inappropriate and
often obscene conversations. There was graphic language, pornographic
material, and a grooming process all geared at setting up a sexual liaison
with a minor. The question was: would any of the men actually show up
at our hidden camera house to keep their date with a young teen?

In the days before the shoot, I had wondered quietly to myself about
the possibility that perhaps no one would show up. Maybe the anecdotal
evidence we had seen on the computer predator problem was overstated.
But as I was stuck in traffic on the Throgg’s Neck Bridge headed to the
house, I received a call from my producer, Lynn Keller, who was frantic.
A man was due to show up in 45 minutes, and I had to be there.
Fortunately, I made it there in about a half hour, leaving just enough time
to prepare to confront the man before he walked in the door right on
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schedule. For the next 25 days, we witnessed a parade of potential
predators. There were men from all walks of life. Even a New York
City firefighter surfaced in our investigation.

Last summer, we continued our investigation, this time setting up a
home in Fairfax County, Virginia, just miles from where we are now
sitting. Again, Perverted Justice members worked as decoys, and the
home was outfitted with hidden cameras. In 3 days, 18 men walked into
the hidden camera house expecting to meet an underage boy or girl.
There was a rabbi, an emergency room doctor, a special education
teacher, and a man who walked in from the garage naked, carrying his
clothes and a 12-pack of beer.

Earlier this year, we set up in a home in Southern California. This
time, however, law enforcement set up a parallel investigation so the
men could be arrested after I confronted them. In 3 days, 51 men came
to the house to meet a boy or a girl and were arrested. Again, there was a
wide range of characters: a teacher, a lawyer, an actor, even a Federal
agent assigned to the Department of Homeland Security. And there was
something we had not seen before: a number of previously convicted sex
offenders. One of them was a 68-year-old man who had recently pleaded
guilty to having sex with a 15-year-old boy. He was on probation as he
walked into our home to meet someone who told him online he was 13.
Another man who showed up had an even darker past. Our investigation
revealed that 20 years before he walked into our house, he had molested
three children in the same family in Oregon. Their mother had met the
man through a mentoring program. And the trail didn’t end there. It
turns out he had yet another conviction in Palm Springs, California, after
that.

The Southern California investigation drew men all of the way from
Los Angeles to San Diego. We wondered if this was a big city crime or
if we would find computer predators in small-town America as well.

Our next investigation took us to Darke County, Ohio, population
13,000. Would potential predators travel miles of country roads, past
cornfields and cow pastures to visit a child home alone? The answer was
yes.

Even though word of our investigation leaked out in the small town
of Greenville, Ohio, where we had set up, 18 men came to our house
after explicit online conversations with a decoy from the watchdog group
Perverted Justice. All of them were arrested after we confronted them.
It was here in Ohio that we saw something new: a growing number of
men who showed up had actually seen some of our past investigations
and came anyway.

A sixth-grade teacher who came to meet a 13-year-old girl admitted
to me that not only had he seen our past broadcasts, but he had actually
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discussed them with his fellow teachers. Another man who had showed
up at our Ohio house late on a Sunday night was scheduled to go to jail
in just 4 days for earlier soliciting a child online. Since then, he has
pleaded guilty to molesting a young female relative in yet another case.

Our most recent investigation took us to Fort Myers, Florida, where
in 3 days, 24 men showed up to meet a boy or a girl and subsequently
were arrested. After five investigations in five different States, we
thought we had seen it all, but no one was prepared for what we saw next
in Fort Myers. Late on a sunny Sunday afternoon, our hidden cameras
were rolling as a 40-year-old man parked his SUV in front of our home.
He had set up a date for sex with a decoy posing as a 14-year-old boy.
We watched as he got out and walked around the rear passenger door.
We suspected he may be grabbing some beer or food, as we had seen
some other visitors do. Instead, he takes his 5-year-old son out of the car
seat and leads him by the hand up the driveway towards the back door of
our house. There was an audible gasp inside the house. After he walked
in, I told him who I was and what Dateline was doing. I didn’t want to
scare his son. Fort Myers police, who had set up their parallel
investigation in the nearby home, saw the man had brought his child. A
female officer scooped up the boy so he did not have to further witness
his father’s arrest. Police called the boy’s mother, who was at work, and
she picked him up at the police station.

In all, nearly 130 men have surfaced in our five investigations.
Ninety-eight of them have been charged criminally. Seven have pleaded
guilty. The rest are awaiting trial and have pleaded not guilty.

What did these men have in common? The majority of the men
don’t stand out in a crowd. Most look like the guy standing next to you
in line at the dry cleaner’s or at the grocery store. They don’t have the
word “predator” tattooed across their foreheads.

Virtually every day in this country, it seems a Federal or a local law
enforcement agency does a sting operation targeting potential predators.
Dateline has now done five in less than 2 years. You would think that
would be a deterrent. Perhaps, for some. But for many other men, the
desire to meet a teen for sex is too powerful. We have also seen men
who think the odds of being caught are remote. In our last investigation,
several visitors realized almost immediately what was going on. It was
almost as if they were saying, “Oh, you are that guy. This is that show.
And do you want me to sit over here?”

What drives these men? Based on our experience and what experts
tell us, there is no one-size-fits-all characterization. Some are sexual
opportunists who think they can take advantage of an inexperienced but
curious teen. Some are evil. They are just wired wrong. Some are sick,
perhaps victimized as a child. Many share an addiction to online chat
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rooms and pornography sites and, eventually, a compulsion to meet a
young teen for sex.

The anonymity and 24/7 access to the Internet can fuel this
compulsion. In our experience, potential predators will sometimes talk
to someone posing as a child for weeks before suggesting a meeting.
There is a grooming process that often starts with casual banter: talk of
hobbies, sports, or a troubled relationship with a parent. The potential
predator will many times say he has shared in a child’s experience.
Often, the man will say early on that he is too old for the teen and he
could get into serious trouble if they met. Then, however, the
conversation will turn explicit. He will suggest different sex acts. A
meeting is agreed to, and the next thing we see is him coming through
the door.

Our reporting suggests it is not hard for a potential predator to find a
teen to talk to. Regional chat rooms are often where our decoys are
approached. The decoy never makes the first move. It is usually only a
matter of minutes before he or she is contacted. The decoys pose as
regular kids with regular issues. They are open to the idea of a visit and
potentially a sexual encounter.

In our investigations, we have found that social networking sites are
also popular trolling grounds for potential predators. MySpace, Xanga,
and Facebook are places where teens often post personal pictures and
information that they wrongly believe is only viewed by their friends.

The incredibly good news for parents and children is that experts tell
us that there is no magic way for a potential predator to enter your home
via the high-speed cable. Your child must provide information for a
meeting to take place. That is why a dialogue between parent and child
and teacher and student is so critical. It is really the same discussion our
parents had with us years ago about strangers at the playground or
accepting a ride from someone you don’t know. You just have to apply
it to the Internet.

I have brought with me today a DVD that has excerpts from some of
our reporting. I would like you to see that, and afterwards, I would be
happy to entertain questions.

[The prepared statement of Chris Hansen follows:]

PREPARED STATEMENT OF CHRIS HANSEN, NBC NEWS

Good Morning,

I’'m Chris Hansen with Dateline NBC. First off, I would like to thank the
Subcommittee on Oversight and Investigations for inviting me to testify today on this
critically important topic. I would also like to thank you for understanding and accepting
the limitations in what I can say as a member of a news organization.

A little more than 2 years ago we set out to investigate computer predators, adults
who go on-line into chat rooms and try to meet underage boys and girls. Volunteers for



21

the on-line watchdog group Perverted Justice posed as young teens home alone and open
to the idea of an encounter. We rented a home in Long Island, New York and outfitted it
with hidden cameras. The decoys set up profiles in chat rooms that included pictures of
boys and girls that were unmistakably under-age. The decoys waited to be approached by
men in the chat rooms. They didn’t wait long.

Within minutes sometimes, men were trying to start up inappropriate and often
obscene conversations. There was graphic language, pornographic material and a
grooming process all geared at setting up a sexual liaison with a minor. The question was:
would any of the men actually show up at our hidden camera house to keep their date
with a young teen.

In the days before the shoot, I had wondered quietly to myself about the possibility
that perhaps no one would show up. Maybe the anecdotal evidence we’d seen on the
computer predator problem was overstated. But, as I was stuck in traffic on the Throgs
Neck Bridge, headed to the house, I received a call from my producer Lynn Keller. She
was frantic. A man was due to show up in 45 minutes and I had to be there. Fortunately I
made it there in about a half hour leaving just enough time to prepare to confront the man
before he walked in the door right on schedule. For the next two and a half days we
witnessed a parade of potential predators. There were men from all walks of life. Even a
New York City firefighter surfaced in our investigation.

Last summer we continued our investigation, this time setting up in a home in
Fairfax County Virginia, just miles from where were are now sitting. Again Perverted
Justice members worked as decoys and the home was outfitted with hidden cameras. In 3
days 18 men walked into the hidden camera house expecting to meet an underage boy or
girl. There was a rabbi, an emergency room doctor, a special education teacher and a man
who walked in from the garage naked, carrying his clothes and a 12-pack of beer.

Earlier this year we set up in a home in southern California. This time, however, law
enforcement set up a parallel investigation so the men could be arrested after I confronted
them. In 3 days 51 men came to the house to meet a boy or girl and were arrested. Again,
there was a wide range of characters: A teacher, a lawyer, an actor, even a federal agent
assigned to the Department of Homeland Security. And there was something we had not
seen before: a number of previously convicted sex offenders. One of them was a 68-year
old man who had recently pleaded guilty to having sex with a 15-year old boy. He was on
probation as he walked into our home to meet someone who told him on-line he was 13.
Another man who showed up had an even darker past. Our investigation revealed that 20
years before he walked into our house, he had molested 3 children in the same family in
Oregon. Their mother had met the man through a mentoring program. And the trail didn’t
end there. It turns out he had yet another conviction in Palm Springs, California after that.

The southern California investigation drew men all the way from Los Angeles to
San Diego. We wondered if this was a big city crime or if we’d find computer predators
in small town America as well. Our next investigation took us to Darke County, Ohio,
population 13-thousand. Would potential predators travel miles of country roads, past
corn fields and cow pastures to visit a child home alone? The answer was: yes. Even
though word of our investigation leaked out in the small town of Greenville where we
were set up, 18 men came to our house after explicit on-line conversations with a decoy
from the watchdog group Perverted Justice. All of them were arrested after we confronted
them. It was here in Ohio that we saw something new. A growing number of the men
who showed up had actually seen some of our past investigations and came anyway. A
6" grade teacher who came to meet a 13-year old girl admitted to me that not only had he
seen our past broadcasts, but he had actually discussed them with his fellow teachers.
Another man who showed up at our Ohio house late on a Sunday night was scheduled to
go to jail in just 4 days for earlier soliciting a child on-line. Since then he’s pleaded guilty
to molesting a young female relative in yet another case.
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Our most recent investigation took us to Fort Myers, Florida where in 3 days 24 men
showed up to meet a boy or a girl and subsequently were arrested. After 5 investigations
in 5 different states we thought we had seen it all, but no one was prepared for what we
saw in Fort Myers. Late on a sunny Sunday afternoon our hidden cameras were rolling as
a 40 year old man parked his SUV in front of our home. He had set up a date for sex with
a decoy posing as a 14-year old boy. We watched as he got out and walked around to the
rear passenger door. We suspected he maybe grabbing some beer or food as we’d seen
some other visitors do. Instead he takes his 5-year old son out of his car seat and leads
him by the hand up the driveway towards the back door. There was an audible gasp
inside the house. After he walked in I told him who I was and what Dateline was doing. [
didn’t want to scare his son. Fort Myers Police who had set up their parallel investigation
in a nearby home saw that the man had brought his child. A female officer scooped up the
boy so he would not have to further witness his father’s arrest. Police called the boy’s
mother who was at work and she picked him up at the police station.

In all, 130 men have surfaced in our 5 investigations. 98 of them have been charged
criminally. 7 have pleaded guilty. The rest are awaiting trial. What do these men have in
common? The majority of the men don’t stand out in a crowd. Most look like the guy
next to you in line at the dry cleaners or the grocery store. They don not have “predator”
tattooed on their foreheads.

Virtually every day in this country it seems a federal or local law enforcement
agency does a sting operation targeting potential predators. Dateline has now done 5
investigations in less than 2 years. You’d think that would be a deterrent. Perhaps for
some, but for many other men the desire to meet a teen for sex is too powerful. We’ve
also seen men who think the odds of being caught are remote. In our last investigation,
several visitors realized almost immediately what was going on. It was almost as if they
were saying “oh, you’re that guy, this is that show, this is where you want me to sit?”

What drives these men? Based on our experience and what experts tell us there is no
one size fits all characterization. Some are sexual opportunists who think they can take
advantage of an inexperienced but curious teen. Some are evil. They’re just wired wrong.
Some are sick, perhaps victimized as a child. Many share an addiction to on-line chat
rooms and pornography sites and eventually a compulsion to meet a young teen for sex.

The anonymity and 24/7 access to the Internet can fuel this compulsion. In our
experience potential predators will sometimes talk to someone posing as a child for
weeks before suggesting a meeting. There is a grooming process that often starts with
casual banter, talk of hobbies sports or a troubled relationship with a parent. The potential
predator will many times say he’s shared in the child’s experience. Often the man will
say early on that he is too old for the teen and he could get into serious trouble if they
met. Then however, the conversation will turn explicit. He’ll suggest different sex acts. A
meeting is agreed to and the next thing we see is —him- coming through the door.

Our reporting suggests it is not hard for a potential predator to find a teen to talk to.
Regional chat rooms are often where our decoys are approached. The decoy never makes
the first move. It’s usually only a matter of minutes before he or she is contacted. The
decoys pose as regular kids with regular issues. They are open to the idea of a visit and
potentially a sexual encounter. In our investigations we have found that social networking
sites are also popular trolling grounds for potential predators. My Space, Xanga and
Facebook are places where teens often post pictures and personal information that they
wrongly believe is only viewed by their friends.

The incredibly good news for parents and children is that experts tell us that there is
no magic way for a potential predator to enter your home via the high-speed cable. Your
child must provide information for a meeting to take place. That is why a dialogue
between parent and child and teacher and student is so critical. It’s really the same
discussion our parents had with us about strangers at the playground or accepting a ride
from someone you don’t know. You just have to apply it to the Internet.
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I’ll be happy to entertain questions.

MR. WHITFIELD. Thank you, Mr. Hansen. And we appreciate your
bringing that videotape. And at this time, if you all would play it, we
would like to look at it.

[Video.]

MR. WHITFIELD. Well, I don’t know what to say, Mr. Hansen. That
was quite a compelling video. And it is unbelievable that you were able
to get all of that on TV. And I guess it has been shown throughout the
country. And you are continuing to do this. But it certainly
demonstrates the widespread problem that we have throughout our
country.

And I guess the first question I would just like to ask you relates to
this group Perverted Justice. Now could you explain a little bit about
that group?

MR. HANSEN. Mr. Chairman, this is a group started by a fellow
named Xavier Von Erck, who lives in Oregon. And they started as
volunteers who essentially would go online posing as kids in chat rooms.
If they caught an adult trying to set up a meeting, they would actually
post information about this adult on their website. And you know,
people could check it out and see who was taking part in this alleged
behavior. We became aware of the group and thought maybe we could
use their expertise in terms of their decoy work. And if we were able to
use our hidden cameras and our technology to cover this crime, that we
could watch them in action and, get a pretty compelling picture of what
is going on in some of these Internet chat rooms. And that is kind of
how it started.

MR. WHITFIELD. And so that group has been involved with you
since that time?

MR. HANSEN. Each and every time. And I think you saw a woman
named Del there, who is very talented when it comes to posing as a
young girl or boy online. And she knows the teen speak of the Internet,
as does Frag, the fellow you saw there. And they have contributors
around the country who go online and they pose as kids in these chat
rooms. And the information ultimately comes to the house where we are
set up. Perverted Justice provides Dateline with the transcripts so we can
go through them. And I read every word of them, so I am prepared when
these guys come in. and in the last couple of investigations where law
enforcement had a parallel investigation going, Perverted Justice would
also provide transcripts of the chat log to the law enforcement, and they
would be ready to take action on their part.

MR. WHITFIELD. Are there some specific chat rooms that seem to be
used more than others, from your experience?
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MR. HANSEN. Typically, these are regional chat rooms. There have
been some that apparently have a reputation for, perhaps gay romance or
regular romance, but they are not anything specifically set up for
something that people might find different or out there or alternative,
generally.

MR. WHITFIELD. All right. And all of these men that participated in
these events, were they all prosecuted, from your knowledge, or do you
know?

MR. HANSEN. In the very first investigation in Long Island, we
didn’t have law enforcement doing a parallel investigation, so to the best
of my knowledge, the only prosecution that occurred there involved the
firefighter who surfaced there. He pleaded guilty recently after facing
Federal charges. In Washington, there was a handful of cases
prosecuted, but to be honest with you, it is difficult for law enforcement
and prosecutors to come in after the fact and, based on our broadcast
and/or based upon Perverted Justice’s chat logs to prosecute all of these
men. In Fairfax County, Virginia, they did as best as they could. Once
law enforcement started having a parallel investigation, then, obviously
they are in on it from their standpoint from the beginning, and they are
able to make their cases.

MR. WHITFIELD. Of course, you had one gentleman who brought his
S-year-old son. You had one gentleman who came in nude. And did you
have other examples of people bringing their children with them to these
encounters?

MR. HANSEN. No, nobody has, in the past, brought their children,
but to see that video is stunning, but we work with 20 or so people inside
this house, and these are guys who have been with me in India and
investigations in Cambodia. They have been in tough places, dark places
all around the world. I don’t have to tell you that literally, I mean, these
guys are people who have seen it and done it all. After this happened, I
mean, these guys were in tears. That is how saddening this thing was.

MR. WHITFIELD. From the experiences that you all had with this
program, most of the predators that showed up at the homes, did most of
them have prior convictions or not?

MR. HANSEN. The vast majority did not have past contacts with law
enforcement of any sort. In California, as you saw from the video clips,
we saw the most previously-convicted sexual offenders of anywhere else.
We had one case in Ohio, and there had been some other cases where
guys that had actually been exposed by Perverted Justice. But the vast
majority of the men who walked into our investigations had not had prior
sexual convictions.

MR. WHITFIELD. And it is my understanding that maybe one person
showed up twice?
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MR. HANSEN. There was a case in Fairfax County, Virginia, the
fellow who also showed up naked there, the next day, we were in the
course of our investigation, and the Perverted Justice people are set up in
an upstairs bedroom on their computer, and one of them calls me up in
disbelief, and says, “Remember the guy who walked in naked last night?
He is in a chat room trying to set up a meeting with a decoy posing as a
13-year-old boy.”

MR. WHITFIELD. Unbelievable.

MR. HANSEN. So they set up a meeting at a nearby McDonald’s
restaurant, and we, of course, go out there. I mean, I didn’t think he
would show up.

MR. WHITFIELD. Right.

MR. HANSEN. But as we were sitting there with the crews, here he
comes. He walks right into the McDonald’s and walks right out. I am
standing there, and he said, “Well, I am just getting something to eat.”
And I said, “Well, look, this is our second time down this road, and I
have got the transcripts.” And he finally said, “I am sorry,” and, “I am
seeing a counselor.”

MR. WHITFIELD. So were you ever personally threatened in any of
these encounters?

MR. HANSEN. Nothing serious. I think, as you saw, the rabbi
became upset and agitated, but it wasn’t--

MR. WHITFIELD. I guess they are so shocked they can’t respond at
all.

MR. HANSEN. Well, I think a couple things happen. One, obviously,
we have got the element of surprise in these investigations. Two, and |
have seen this more and more as we have continued, I think some of
these people have wanted to get help for some time and are almost
relieved that they are caught. And I think because I am generally curious
to know what these guys are thinking, they sometimes want to get it off
their chests even though they know it could be on national television.

MR. WHITFIELD. I think the thing that is really disturbing about all
of this is that these are examples that we know about that you were
involved in, and just think of the thousands that are out there going on
every day that no one knows about. And so you have got these adults
chatting with young people. And we know from testimony that we have
had here in these hearings that they meet these pedophiles, and some
people are selling sex on demand. There was a couple in Texas who
were generating, | think, around $2 million a month, sexually abusing
their own 5-year-old child on demand.

Well, Mr. Hansen, thank you so much for being here, for focusing
attention on this important matter.

And at this time, [ will recognize the gentleman from Michigan.
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MR. STUPAK. Thank you, Mr. Chairman.

Mr. Hansen, thanks for your work.

Any females come forth?

MR. HANSEN. That is an excellent question. Five investigations,
five States, in only one investigation did we even have contact with a
female potential predator, and in that case, she did not show up.
Perverted Justice will tell us that they have only seen it a couple times in
the 4 years that they have been doing these investigations. Experts in
this field suggest that while we do see female predators, and you have
seen the stories about the teacher and the student, there have been a
number of them, female predators prefer to know who that person is.
They don’t like the anonymity. And the reality is, at least in our
experience, it is a male-dominated crime.

MR. STUPAK. At any time, or in your conversations with Perverted
Justice there, were you referred to other sites to view? From the time
you have contact, maybe, until the time they would come to show up, did
they--

MR. HANSEN. There were instances where the potential predator
would suggest to the decoy, “If you want to learn about this sex act, I can
either send you pictures or I can refer you to a website where this stuff
exists.” Yes.

MR. STUPAK. How often did that happen or occur? Just a
guestimation.

MR. HANSEN. Yes, I mean, I think it happened a half a dozen to a
dozen times over the five investigations.

MR. STUPAK. Is it fair to say that most of these predators would
have webcams?

MR. HANSEN. I don’t know if [ would say most, but yes, I would say
at least half have webcams. And we see more and more. And that is
why in the Ohio investigation we introduced the webcam to what we
were doing. And when we had the actress who obviously looked much
younger than she was, that was a very convincing thing. And once the
potential predator saw that, it really engaged them.

MR. STUPAK. So your decoy would indicate they had a webcam?

MR. HANSEN. Exactly.

MR. STUPAK. Okay. You testified that MySpace, Xanga, and
Facebook are popular trolling grounds for potential sexual predators.
Can you explain how these websites may perpetuate child exploitation
and why these social networking sites are so appealing to pedophiles?

MR. HANSEN. Well, I think that potential predators know that there
will be a lot of children on some of these social networking websites.
And some of them have implemented controls, and there are ways that a
child can prevent most strangers from visiting their website. But like
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anything else kids don’t always pay attention to the rules or to the
protections that are out there. And so you do see the potential, in some
cases, for contacts to be made. And we have seen adults, for instance,
and there have been criminal prosecutions along these lines, who pose as
a 14-year-old girl and set up an identity to make friends with other 14-
year-old girls and ultimately set up a meeting with somebody who is
supposed to be a photographer, and you can imagine what happens next.

MR. STUPAK. Right.

MR. HANSEN. So there is the potential.

MR. STUPAK. Well, short of shutting these social websites down,
can you think of any safeguards you would put on there?

MR. HANSEN. 1 think it really comes down to a parent having a
realistic approach to this with their child, because kids will take the path
of least resistance. You can’t just say, “I am going to pull the Internet
out of the house.” In the first investigation, I had a group of kids,
probably nine or ten, all 12 years old, and I said, “How many of you, a
show of hands, have had an uncomfortable, sexually-charged contact on
the Internet from a stranger?” Almost all of them raised their hands. I
said, “How many told your parents?” None. They are looking at the
ground. They are kicking their feet. And I said, “Well, why not?” They
said, “We are afraid they are going to take the computer away.” You
have got to tell the kid, “Look, if this is going to happen, and it can
happen, come to me. We will contact the law enforcement authorities.
We will contact the Internet service provider.” The Internet service
providers don’t want this stuff going on. But you have got to team up
with your kid. You can’t just bark orders and try and make the problem
g0 away.

MR. STUPAK. I take it when your decoys were setting up their sites,
they were easy to access, nothing real sophisticated to get into?

MR. HANSEN. Exactly. I mean, the chat rooms that they were in
were, for the most part just basic regional chat rooms.

MR. STUPAK. We have estimates, and I think I used the figures in
my opening statement that 1 in 5 will be contacted by a predator and 1 in
33 is convinced to contact the predator offline through a phone call,
letter, or actually a visit. Is that consistent with what you saw?

MR. HANSEN. The one in five number comes from a study that is
quoted by the National Center for Missing and Exploited Children.

MR. STUPAK. Right.

MR. HANSEN. We actually commissioned a study on our own that
we had as part of the Ohio investigation that showed the number might
be more like one in three, depending on how you define a sexually-
explicit or sexually-suggestive contact. And the other hard thing there,
obviously, is it sexually-suggestive contact by another teen or is it from
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an adult? And that is not always easy to figure out. I mean the statistics,
they are estimates, and you just have to keep that in mind that they are
estimates, as best as we can get them.

MR. STUPAK. The other statistic I used in my opening, I indicated,
and I think you brought it home with the man that showed up with his 5-
year-old son, that about 35 to 40-percent of these people are known to
abuse children, either their own or a close relative or something like that.
A new study is going to be coming out here soon. They estimate that
might be as high as 75 to 80 percent. Would you take issue with those
numbers?

MR. HANSEN. I have no evidence that disputes that, but I should be
clear--

MR. STUPAK. In your study, did you commission--

MR. HANSEN. We did not specifically address how many people
who are taking this behavior on the Internet who also may or may not
have inappropriate contact with their child. But in the case of the guy
you saw in Fort Myers, Florida, just to be clear, based on his questioning
by police, he was not going to, or he did not intend to involve his son in
any sex act. He just happened to be babysitting that day, and the thought
was that he could watch a video in another room while the father
contacted the teen, or who he thought was a teen.

MR. STUPAK. Did any of these individuals show up with their own
video camera to record whatever was going to happen?

MR. HANSEN. We have not seen anyone bring a video camera, but
we have seen disposable cameras and regular cameras. And obviously
there are phones that can take video, and we have seen some of that.
Yes.

MR. STUPAK. You indicated in a question to the Chairman that you
felt that some of these people were relieved to actually get caught. It
seems like they are relieved to get caught, but where do you go with this?
What do you do with this? How do you identify this? I guess that is
what I am struggling with here.

MR. HANSEN. I think that what happens sometimes is we all want to
just characterize these people as one sort of person, one solution, whether
it is the criminal justice system or some sort of treatment, and it is just
not the way it is. | mean, I have seen 21-year-old guys walk in there for
a 14-year-old or 15-year-old girl, and they are probably lonely. I am not
defending what these guys are doing, but--

MR. STUPAK. Right.

MR. HANSEN. --they are sad cases. I have seen some real heavy-
duty cases of predators coming in there who if you read the chat logs,
and you feel like you have to take a shower. So, I mean, are there guys
who could go to counseling and be better if they are watched? Yes. Are
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there guys who just can’t be fixed by any other way than going to prison?
There is that, too. But what has become clear is, and the experts we have
interviewed on this topic say this as well, that there are not enough
treatment opportunities. There is not enough counseling out there if a
guy thinks he has got a problem. And I guarantee you, there are guys out
there right now who are wondering about their Internet conversations and
wondering if they are going over the line.

MR. STUPAK. This is more for the next panel, but just let me ask you
this. We and our staffs, in preparation for these hearings, put in the
words “pre-teen,” “sex,” and “video,” and we did a search. We did
Google, Yahoo!, and MSN. And it is quite interesting the way each of
these service providers handled it. By that, I mean not only did you have
the website, but then you had sponsored links on some of them, and then
others were very good that had the sponsored links and you had to have a
combination of words in order to access some of this. I mean, I would
imagine the folks you dealt with deal with these sites all of the time.
And let us get their curiosity up and get things rolling for them. Is there
something, any suggestions you have for the ISPs coming up next?

MR. HANSEN. Well, I am not here to take a policy position for the
ISPs or on any legislation or self-regulation, but I can tell you this, that in
our experience, it is not uncommon for one of these guys who shows up
at our house to have a pattern that starts with viewing pornography
online, getting into graphic chats, and having an obsession or a
compulsion that will ultimately lead him to try to meet a teen in person.

MR. STUPAK. Thank you. Thank you again for your work.

MR. HANSEN. My pleasure. Thank you.

MR. WHITFIELD. Mr. Walden.

MR. WALDEN. Thank you, Mr. Chairman.

Mr. Hansen, I am curious. How long does it take you to set up one
of these sting operations, if you will let me use that term? What kind of
timeline is involved? What kind of cost?

MR. HANSEN. We are on site for about 5 or 6 days, so it takes the
tech people about 3 days to set up the house. I usually get in a day
before we actually start shooting just to see the set-up. I mean, I have
been told all about it from the planning process on.

MR. WALDEN. Sure.

MR. HANSEN. And we will start getting transcripts of chat logs in
the days before, and I will start reading them and going through them
with a highlighter, and then usually we do the actual part where the men
arrive for 3 days.

MR. WALDEN. So in a week’s time?

MR. HANSEN. In a week’s time.

MR. WALDEN. That is from start to finish in a community?
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MR. HANSEN. Correct.

MR. WALDEN. And what sort of costs are involved to do this?

MR. HANSEN. I am just not the budget guy on this.

MR. WALDEN. Somebody else’s budget?

MR. HANSEN. That is somebody else’s budget, and it is not a cheap
thing to do, but it involves the hidden camera guys who are very
specialized. It involves the regular camera crew.

MR. WALDEN. Let us take the camera piece out of it.

MR. HANSEN. Sure.

MR. WALDEN. Take the NBC, on air, we are going to film this, we
are going to do interviews, we are going to do all of this out of it. To run
one of these sting operations, absent that, would it be that hard for
somebody to set up and run?

MR. HANSEN. Well, I think it takes a certain skill on the part of the
person playing the decoy, and that takes some training, but obviously
that is a learned skill. And I think obviously it can be done, because law
enforcement agencies around the country are doing it. Polk County,
Florida, just announced today or yesterday that they had nabbed 21
people, including some amusement park workers.

MR. WALDEN. In your work, what is the fewest number of people who
have shown up to one of these houses? And what is the most?

MR. HANSEN. The fewest was the very first one where 17 men
showed up in 2% days, and the most was in Riverside County, California,
where 51 men showed up in 3 days. And, I mean you could do it where
you could have a guy showing up every 10 minutes, but from a practical
standpoint and having time to talk to these guys and trying to get an
understanding of what is going on in their heads you have to--

MR. WALDEN. You have to schedule them.

MR. HANSEN. --space them apart. Yes, and no matter what,
obviously you have people bumping into each other in the driveway and
then you would have long stretches where nobody shows up. And I
don’t mean to make light of it.

MR. WALDEN. No, and I don’t either.

MR. HANSEN. It is a very serious topic.

MR. WALDEN. It is phenomenal.

MR. HANSEN. But clearly there are some moments like that that we
see.

MR. WALDEN. And talk to me about the relationship with law
enforcement. At some point in your program, you decided, “We are
attracting these evildoers, if you will. We ought to be doing something
more about it.” Is law enforcement pretty interested in participating?

MR. HANSEN. Perverted Justice was contacted by the Riverside
County Sheriff’s Department, and they said, “Look, if you are willing to
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work with us, we are willing to work with you. And if Dateline wants to
do their parallel investigation that is fine, too.” And obviously, we don’t
want to be an arm of law enforcement.

MR. WALDEN. Of course not.

MR. HANSEN. And law enforcement doesn’t want to be an arm of
journalism.

MR. WALDEN. Right,

MR. HANSEN. So, we felt that with Perverted Justice kind of acting
as the Chinese Wall in the middle, if you will, that we were able to
preserve our integrity and they were able to preserve theirs, and we were
able to operate.

MR. WALDEN. Have the Federal agencies shown an interest?

MR. HANSEN. Well, the Federal agencies do this a lot, and I visited
FBI offices around the country and watched what they do, and they do it
very well. Thus far, to my knowledge, no Federal agency has ever
partnered with Perverted Justice at this point.

MR. WALDEN. Have they attempted that, from your knowledge?

MR. HANSEN. I don’t know that.

MR. WALDEN. During the course of the e-mail chats, does anybody
observe that? Have you ever been, sort of, caught by an outside entity
watching a chat, saying, “Something is not right here”?

MR. HANSEN. Oh, in other words, while we are acting as a decoy
and a potential predator is talking to us and having an outside Federal
agency doing their investigation? To my knowledge, it has not
happened.

MR. WALDEN. Okay. And the ISPs, no involvement there?

MR. HANSEN. In terms of--

MR. WALDEN. They are not watching this? They are not--

MR. HANSEN. Well, I can’t speak for the policy of whatever
monitoring goes on with the ISPs, but we have--

MR. WALDEN. That you know of.

MR. HANSEN. --never been contacted by an ISP saying, “What are
you guys doing?”’

MR. WALDEN. Yes, but do you know from your discussions with
Perverted Justice? Have they been contacted when they are--

MR. HANSEN. Not to my knowledge.

MR. WALDEN. --being the decoy at all?

MR. HANSEN. I have never, honestly, asked them that question, but
it would seem that that would be something that they would talk about
and tell us about.

MR. WALDEN. Yes. It is just interesting how quickly you can attract
51 people to a site in less than a week’s time. And this stuff is going on
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all of the time out there and you wonder who is kind of watching that,
not that you want a lot of Big Brother on the Internet, but on this stuff--

MR. HANSEN. It also speaks to how vast the Internet is.

MR. WALDEN. Exactly.

MR. HANSEN. And I think one of the reasons we have continued in
these investigations to see guys come in the door, aside from the
compulsion or the obsession, is that the reality is what are the odds that it
is Dateline. What are the odds that is a law enforcement agency?

MR. WALDEN. Well, you talk about how vast the Internet is, and yet
when you go phishing, there are a lot of phish out there. They are on to
your chat room immediately, it sounds like.

MR. HANSEN. Yes.

MR. WALDEN. What is the quickest response you have gotten?

MR. HANSEN. Oh, in minutes depending on the chat room and
sometimes, as I said in my testimony, these guys will spend a long time,
days, and you have got to remember that in some cases, Perverted Justice
volunteers are actually out in the chat rooms before we are actually set
up in the house.

MR. WALDEN. Right.

MR. HANSEN. So if they know where we are going to be operating,
they may go out a week or two ahead of time and just start--

MR. WALDEN. Chatting.

MR. HANSEN. --putting them out there, chatting, and see what is
going on. And so there might be a case where somebody shows up who
has actually been in a conversation for a couple of weeks with
somebody.

MR. WALDEN. But when you are talking about the vastness of the
Internet, you are talking international. Here, you are talking about
somebody who is going to drive or walk or take some mass transit to a
site, so it is a very small circle, I would assume. What is the farthest
away people have come?

MR. HANSEN. We have had people get on a bus and travel 4 hours to
get from one side of Florida to the other.

MR. WALDEN. Wow.

MR. HANSEN. We had it happen in California, and we were in
Riverside, and we had people come up from San Diego and up from LA
and Hollywood. They are willing to travel.

MR. WALDEN. So it is not necessarily somebody in the
neighborhood?

MR. HANSEN. Yes. I mean, in fact, probably the opposite is true. In
Ohio, for instance, at least in the small town where we were, word got
out that something was going on, and we had probably at least a dozen
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local guys online who backed out. But we still had people traveling up
from Cincinnati or from Dayton or from 2 or 3 hours away.

MR. WALDEN. So in other words, within their own network, they
figured out something was going on?

MR. HANSEN. Something was up. Yes, they saw a lot of activity
around the house. I mean, if Darke County’s population is 13,000, it is--

MR. WALDEN. Somebody would drive by and see.

MR. HANSEN. Right. Greenville is probably a quarter to half of that,
so somebody had figured it out.

MR. WALDEN. In your work as a journalist, have you ever been
involved in anything more disgusting or shocking?

MR. HANSEN. And I am telling you, we just really didn’t know
what was going to happen the first time we were going to do it.

MR. WALDEN. Yes.

MR. HANSEN. But once they started coming in and it wasn’t
stopping, it really was an eye-opening experience as to how many people
are out there willing to travel and take part in this activity.

MR. WALDEN. At a pretty high risk if caught.

MR. HANSEN. Depending on the State and depending on what they
have done. We have seen the seven men who surfaced in these
investigations who have pleaded guilty, one man in Riverside, California,
had received 2% years, and then we had another case in Ohio where a
guy got 67 days time served and probation.

MR. WALDEN. That is it?

MR. HANSEN. I think that was the sentence. Now, there are other
mitigating circumstances, and if you look at the chat, it may not have
been as graphic as some of the others.

MR. WALDEN. All right.

MR. HANSEN. There is a whole lot that goes into it, so you can’t
necessarily compare them head on. But, depending on where you are
and what the guy has actually done there is a wide range in the sentences.
I mean, the previously-convicted sex offenders in California will
obviously be looking at--

MR. WALDEN. Different issue.

MR. HANSEN. Yes.

MR. WALDEN. Any women involved?

MR. HANSEN. No. I mean, one time in the Virginia investigation we
had somebody who identified themselves as a woman engaged in a chat
but never showed up. And we just had not seen it in our investigations.

MR. WALDEN. And how many of the men then that have identified
and participated, how many identified themselves as the age they are?
Or do they try to mask it and say, “I am a 14-year-older, too,” or, “I am
16.?
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MR. HANSEN. We don’t see so much people saying that they are 14
or 16. We see 60-year-old guys saying they are 40. We see 40-year-old
guys saying they are 30 and 25-year-old guys saying they are 20 or 19,
closer to the age of the potential target.

MR. WALDEN. All right. I sure appreciate the work you have done.

MR. HANSEN. Thank you.

MR. WALDEN. Thanks for being here today.

Thank you, Mr. Chairman.

MR. WHITFIELD. Ms. DeGette.

MS. DEGETTE. Thank you very much, Mr. Chairman.

Mr. Hansen, thank you for your testimony and also for your
investigation.

As I mentioned in my opening statement, the NBC affiliate in
Denver also did a similar investigation to what Dateline has been doing.
Paula Woodward, who is a long-time investigative reporter there, did
this. And it was the same result. They did it in conjunction with one of
the local law enforcement authorities. I don’t know if it was Perverted
Justice that was the middle man, but they had, like, 40 or 50 guys show
up at a house, and they were all arrested, too. And it was as you said.
They were teachers and I don’t know what all. But it is appalling. This
is going on all around the country. So I bet you feel like maybe you
should hang up your day job and just become an investigator someday.

MR. HANSEN. Well, you have seen it. There are stations in
Milwaukee who have done it. You have seen it in Arizona, and I don’t
think that there is any geographic region that is immune from this.

MS. DEGETTE. Right. And it is just happening everywhere.

You deal a lot with law enforcement agencies in your investigations,
and you talk to the State, local, and Federal investigators. Do they tell
you about what kind of resources they have to try to find these child
Internet predators?

MR. HANSEN. It is different in each jurisdiction. I mean, obviously
the FBI has made this a priority issue. But like any other law
enforcement agency, there is a lot going on at any given time. Darke
County, Ohio, when we did that investigation, it was a big expenditure
for them to do this over 3 days. But they felt it was important, and they
did it.

MS. DEGETTE. Did they tell you they could use more resources?

MR. HANSEN. Well, I think, yes. Any law enforcement agency you
talk to will tell you they could use more resources. But again, it is a
matter of how often do you need to do it to get to the root of the
problem? And I think that is different in every jurisdiction.

Ms. DEGETTE. Well, as you said, though, apparently people weren’t
worried at all. One guy showed up 2 days in a row.
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MR. HANSEN. Right.

MS. DEGETTE. So just doing one sting every so often, that is not
necessary deterring these criminals. As you said, it has to be a whole
program.

MR. HANSEN. Well, as we have seen, and as most recently as this
spring when we were shooting in Florida guys were coming in. And
before I could say “I am Chris Hansen, Dateline NBC,” they were
saying, “I know. I know. I know.”

MS. DEGETTE. And yet they showed up anyway? It is almost like
Candid Camera only with criminals that get arrested and go to jail. It is
unbelievable.

MR. HANSEN. It is. I tell you, between reading every word of the
transcripts and the interviews the 3 days, you are pretty much
emotionally and, physically exhausted by the end of it. It feels like you
had run a marathon.

MS. DEGETTE. Yes, | am sure. Do you know, are there any
estimates as to how often online sexual predators are actually able to
make contact with underage children and how often they actually then
meet up with them in person?

MR. HANSEN. I think that would be a tough number to quantify just
because there is so much going on out there that we don’t know. I mean,
again, we can go back to the figures that the National Center for Missing
and Exploited Children uses or the figures that have come from our
studies, but so many contacts potentially happen that you don’t know
about. It is a hard number to get. It is a hard estimate.

MS. DEGETTE. And it is a lot easier to go on to these chat rooms and
talk to kids. I always say in the olden days, the sexual predators used to
sort of have to lurk around the edges of parks or shopping malls. Now
they can just go online, and it is a lot easier.

MR. HANSEN. Well, I also think that there are people perhaps who
are taking part in this behavior, at least based on our experience, who
would not necessarily have been hanging out at the movie theater or the
park looking for a kid but have slipped into this behavior because of the
obsession and compulsion that they have developed.

MsS. DEGETTE. And you know, I was thinking about that when you
were testifying, and I am wondering if you have an opinion as to what
has suddenly caused so many more men to ease into that compulsion? Is
it something in our society? Is it something about the anonymity of the
Internet?

MR. HANSEN. Well, I think it is a little bit of both. I mean, the
therapists we have interviewed who treat these men say it is a
combination of the access, which is 24/7, the anonymity, which makes
them bold, and the fact that, there are people out there to talk to who are
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willing to engage in this conversation. It is no different than an addiction
to gambling or anything else. It’s just, for some people, a development.

MS. DEGETTE. And do you think those components kind of lead
these men to think, “Well, it is all right if I do this?” I mean, of the men
you have talked to, do they know, at some level, that it is wrong and, in
fact, criminal?

MR. HANSEN. I think a lot of them do, and a lot of them have said to
me when [ have interviewed them that, “I was worried,” including the
teacher you saw in Ohio. “I was worried that I kept getting older but the
people I was talking to were staying in the 12-, 13-, 14-year-old range.”
And he had talked about getting help, had thought about it, but didn’t
want to admit to himself there was a problem. And subsequent to that
story, we found out that he had been chatting with an undercover officer
in Carmel, Indiana, posing as a child and had exposed himself on the
website and now faces a number of other charges there. So, our decoy
wasn’t the only one he allegedly was chatting with.

MS. DEGETTE. Right. Right. And I mean, that led me to something
when you were talking to other members of the committee. It is true of
these seven who have pled guilty, they got various sentences. They also
lost their jobs, correct?

MR. HANSEN. That is correct, to my knowledge, in most of those
cases.

MS. DEGETTE. | mean, these are people who, many of them, like
you say, are teachers, rabbis. They are professionals. Just by being on
your show, even if they are not criminally prosecuted, they are going to
likely lose their jobs.

MR. HANSEN. It can have a negative consequence, yes.

MsS. DEGETTE. Yes. And it seems to me that is one way--I mean,
that is not a law Congress could pass, but that is one way society can
really let people know this is not in any possible acceptable range of
normal behavior. I mean, I think if professionals know that they are
going to lose their jobs as well as be criminally prosecuted, they may
think twice before they go down this road. What do you think?

MR. HANSEN. Well, I think it obviously ends up being, a lot of
exposure. And, it is not just the charge that they are ultimately facing. It
is the detail of what was in the chat log. And in some of these cases,
when you go through and read it there is little doubt as to what the plan
was.

MS. DEGETTE. What their intent is. One thing, aside from
legislation, that we can do, States can beef up. We found out, in our first
hearings, for example, that in my State, Colorado, one of the first
examples that came out was some perpetrators in Florida who were
raping a 4-year-old online. And it was in Colorado, my State. And they
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tried to find the perpetrator through subpoenaing records through Internet
service providers, and we found that the records had been destroyed, as
they are routinely, so they never did find that perpetrator. And so that is
one area that we think we can make legislation. And we are going to ask
the second panel about that today.

The other thing we found out there is that, like in Colorado, it was a
misdemeanor to be in possession of material like that. So I think my
State legislators quickly fixed that in the end of the session. So there are
different things that Congress can do. We can give more money to law
enforcement agencies to prosecute and investigate these cases.

But one thing that I think you are saying, and I agree with you, it
needs to be way beyond just passing laws. It needs to be sort of a
societal, public service campaign involving the media and others.

MR. HANSEN. Well, I think you have seen, and you are probably
familiar with the group, for instance, and there are many groups like this,
I-SAFE, for instance, who we have interviewed for our stories. And they
go to schools, and they have a campaign. And they have a website, and
parents can go there. And it is a tutorial.

MS. DEGETTE. Yes, they came and testified. Yes.

MR. HANSEN. Yes. But they will tell you, this is step-by-step how
you talk to your child about this.

MS. DEGETTE. Right.

MR. HANSEN. Your best defense, and I keep going back to this, and
it is not a cop-out, I really believe it, is to start at home. And it starts
with the parent and the child.

MS. DEGETTE. There is a group out of England who I met with, and
they are actually part of an international group. They have got a public
service announcement that they are showing in England that could be
used everywhere. And Mr. Chairman, I think we should get them in and
show this PSA. Maybe you have seen it, Mr. Hansen. It is targeted at
these young kids and about how you get in a chat room and somebody
starts taking you down this path, how you can get out of it.

MR. HANSEN. Right.

MS. DEGETTE. It is really an intense PSA. Oh, it is going to be
shown tomorrow.

MR. WHITFIELD. Tomorrow, right.

MS. DEGETTE. And the response around here is always really
snappy, and I appreciate it.

But it is an incredible public service announcement. [ think your
network and other networks should really look at doing this.

Thank you, Mr. Chairman.

MR. WHITFIELD. Thank you.

Mr. Stearns.
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MR. STEARNS. Thank you, Mr. Chairman.

Mr. Hansen, when your group set up these chat rooms, are there chat
rooms that almost everybody in this country knows about? I mean, I
have three children, and they were on the Internet, and I cautioned them
about any chat room they were in. But I mean, are there, like, two or
three chat rooms that everyone goes to? I mean, how did you find which
chat room to go to or even which one to concentrate on?

MR. HANSEN. The vast majority of cases, it is just regular, old
regional chat rooms, accessible through AOL or Yahoo!.

MR. STEARNS. So you went to AOL and then worked--

MR. HANSEN. And there were other ones, too. I mean, Perverted
Justice sort of has a sense where there will be a lot of people where a lot
of people from different walks of life will see this profile, which contains
a picture of a boy or girl that is unmistakably underage, and they just sit
there and wait. And you know, you will see a “Hey, what is up?” And
“What is going on?” And “How old are you? You are way too young.”
And you know, it goes on from there.

MR. STEARNS. So it is easy for a 12- or 13-year-old person to find a
chat room? Easy?

MR. HANSEN. Yes, I mean, some of these chat rooms, and the rules,
change pretty quickly because of the ISPs are trying to, obviously, do
their best to prevent this sort of activity from happening. But it is my
understanding that if you want to get in a chat room, and even if there is
a restriction on age, kids are crafty and they can get in there, if they want
to.

MR. STEARNS. So if somehow we could set up, either through a
software program or just like we rate motion pictures and we have
ratings for videos, CDs, and we have some type of ratings now for video
games, should chat rooms be set up with some kind of control from the
Federal Trade Commission? Or in your opinion, should software be
developed to set up categories where you--

MR. HANSEN. Well, I can tell you this. From a parent’s point of
view, software already exists that you can get for not a lot of money that
you can set up at home that will actually sense if your child is giving out
inappropriate or personal information. It will then e-mail you on your
Blackberry, and you can pick it up and say, you know, “This is not good.
I am going to call home.” And say, “What the heck are you doing?”

MR. STEARNS. What is going on? That is excellent.

MR. HANSEN. Yes, it is. I mean, a lot of this stuff is out there.
Parents just have to know about it. And of course, you have to realize
that it is an issue and that it could happen in your home and it could
happen to your kid even though they are a good kid. But, you need to
have the discussion.
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MR. STEARNS. So we should encourage manufacturers of computers
to provide that software maybe?

MR. HANSEN. It is there.

MR. STEARNS. It could be just like you get your Microsoft Windows
as part of the computer package. You may be able to get this, too. Sort
of like a V-chip in the TV, you would have this software program be part
of the package that you would buy, and the parents, or even anybody that
bought the computer, could make the software available and could type
in an e-mail so then that would be automatic, and then when the child
goes on, he or she wouldn’t know that they are being monitored by their
parents.

MR. HANSEN. Yes. That technology exists as we speak.

MR. STEARNS. Okay. Okay. Well, I think all of us should realize
and commend NBC for its trailblazing journalism here. I think what you
are doing is highly commendable. I think you could take this same type
of sting operation into many other areas, too. And I am sure it has
crossed your mind.

MR. HANSEN. It has.

MR. STEARNS. The possibilities are endless. Out of the number that
you saw in California and Florida, I thought it totaled about 190 people
that came in. Just refresh my memory. How many?

MR. HANSEN. Fifty-one in California and twenty-four came in Fort
Myers, Florida.

MR. STEARNS. Okay. So then that is 75.

MR. HANSEN. Correct.

MR. STEARNS. And you touched briefly on the profile of those 75.
Some had past criminal activities. Verdicts of guilty and others were not.
Was there any remarkable characteristic that you saw in terms of
education of these people where they all seemed to be across? They
either were rabbis, who obviously have a college education and beyond.
They probably have a doctorate and a fireman who maybe had just a high
school education. I mean, was there anything in the education area that
came out at you?

MR. HANSEN. Not really. I mean, what most of these guys have in
common is that they don’t stick out of a crowd.

MR. STEARNS. Yes, they just--

MR. HANSEN. I mean, if you rode on a bus with them or a train they
are regular guys, for the most part.

MR. STEARNS. Yes. Having raised three children and lots of them
do go in chat rooms just to chat with their buddies or chat with other
people, and I understand you have two children, too, what have you told
your children or your wife or--
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MR. HANSEN. Well, unfortunately for my kids, dad is a little more
involved in it than some of the others, so I know most of the scams
before they are even brought up at home. But in all seriousness, they
watch the shows with me and--

MR. STEARNS. So they have watched--

MR. HANSEN. --we had the serious discussion and the continuing
discussion with them. They happen not to be, at this particular moment,
all that into IM-ing or chat rooms.

MR. STEARNS. Yes.

MR. HANSEN. They are more into the computer games. So it just
hasn’t been that big of an issue for us. But again, I just try to practice
what I preach and say, “Look, you guys. This stuff is out there, and you
have to be aware of it. And there are going to be people who try to trick
you.” And I think kids don’t like to be tricked. And if you frame it that
way you should get some response.

MR. STEARNS. Yes. Well, I think that is good, and I think it is also
great that you brought to bear the understanding on this committee that
there is software out there that monitors your children and what they are
doing and can e-mail automatically to the parents. So in a way, the
market can take care of this is what you are saying?

MR. HANSEN. Well, I certainly think that there are constructive
software programs that we have seen and that we have showed in some
of our stories that, as far as we know, work quite well.

MR. STEARNS. Yes. All right.

Thank you, Mr. Chairman.

MR. WHITFIELD. Thank you.

Mr. Inslee.

MR. INSLEE. Thank you.

One of the more chilling aspects of this story and other discussions
that we have had in the previous hearings is about the grooming that goes
on by these predators that try to appear sort of innocent as they begin this
relationship with their targets. Is there anything that you can advise
parents about how to advise kids about that, either to spot it, what the
warning signs are?

MR. HANSEN. Well, I think if you see, for instance, a package arrive
for your child and in it is a webcam and they are dodging as to where it
has come from, if phone calls start to arrive from strangers, if suddenly
they have got a cell phone and they are not quite clear as to how they
were able to get that cell phone, [ mean those, the experts tell us, are all
signals that somebody is trying to develop a way to communicate with
your kid. And you saw with the Justin Berry case and Kurt Eichenwald’s
story in the New York Times how, you know, that webcam, for him was
a gateway into this activity. So I am not saying there is anything
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inherently even with webcams, clearly, but if this stuff starts showing up
at your house and you don’t know who is sending it, that is a signal. And
we have seen it in our reporting that those are the kinds of things that a
potential predator will offer.

MR. INSLEE. I wanted to ask you about what sort of observations
you have for law enforcement. You have become an expert in sting
operations, in a sense. Do you have any sense of what is possible for law
enforcement? I mean, should we have, you know, 20 sting operations
like yours up and running in this country at all times to have a more
effective deterrent? Is that possible from a cost standpoint? Is it
effective? Is it an effective deterrence? It is surprising to me that you
have these shows on and these people still keep showing up, not only as
viewers but participants. Do you have any thoughts about, for law
enforcement, what they can do or should do?

MR. HANSEN. Well, I think law enforcement across the country is
doing it, sting operations like this virtually on a daily basis. As I
mentioned before, the FBI, on average, arrests, they call them
“travelers,” a traveler every day. We just saw the results of the
investigation that the Polk County Sheriff’s Office did. So there is a lot
of this going on. And if you were to Google the subject, you would see
in towns across America where it is happening. I don’t know the extent
to which it is a deterrent. Obviously, for some people, it will be. For
others, as we have seen in our stories, you know, the compulsion or the
obsession is stronger. We had a guy in California, for instance, who
drove by the house and saw a previous arrest, called the Perverted Justice
decoy and said, “Hey, there are cops in front of the house. What is going
on?” She said, “No, it is just a drug bust going on next door. It is all
done. Come on over.” He comes in. It turns out Perverted Justice had
caught him once before, and he had seen a previous story on Dateline.
But this guy walked in the house anyway. Now whether that speaks to
his lack of intelligence or the addiction or compulsion, it was probably a
little bit of both, but, these guys, once they get it in their mind they want
to do it, they want to show up.

MR. INSLEE. Right. Did you have any sense about sites that were
particularly effective?  Social sites that were either effective or
ineffective in providing tools to protect kids? Did you have any sense of
different approaches taken by sites that may work and may not work?

MR. HANSEN. Again, I think the best approach is the approach at
home from a parent to a child. And if you are going to go on a social
networking site, be smart about it. Don’t let just anybody in. what we
have seen in some of these cases is that, for instance, the decoy will have
a profile set up in the chat room, but then after the discussion goes on,
the potential predator will say, “Well, do you have a spot on one of these
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social networking sites?” And the decoy will say, “Yes, and 1 will let
you on,” or, “I will accept you.” And then it goes from there.

MR. INSLEE. Got you. Thank you very much for your work.

MR. HANSEN. Thank you.

MR. WHITFIELD. Thank you.

Mr. Bass.

MR. BASS. Thank you, Mr. Chairman.

And I just have one question of you, Mr. Hansen.

In the course of your investigation, did you uncover a lot of
individuals who communicated who were under the age of 18?

MR. HANSEN. Most of the men who surfaced in our investigations
from what I can recall, I don’t think there was anybody under the age of
18.

MR. BASS. So it is your conclusion or your observation, rather, that
this communication is not occurring, then, between people under the age
of 18 who are looking for other people under the age of 18 to have a
relationship with?

MR. HANSEN. I understand. I don’t think I could draw that
conclusion, because our story focused on adults who were seeking to
meet children.

MR. BASS. Sure.

MR. HANSEN. We really didn’t--

MR. BASS. Perverted Justice, they were your screen, is that right?

MR. HANSEN. Our decoys, correct.

MR. BASS. Your decoys. Are they testifying, Mr. Chairman, or not?

MR. WHITFIELD. No, they are not.

MR. BASS. Okay. I am just curious to know when they did the
screen, what percent of the screen turned out to be people who were
under the age of 18 versus over the age of 18. and there is no follow-up
to that, because if this is a problem that is associated mostly, if not
totally, with people who are over the age of 18 and that there really isn’t
much interest in this kind of communication for pre-18 to pre-18, it is an
interesting observation. Are you suggesting that this might be the case or
not?

MR. HANSEN. Well, I just don’t think we know that. 1 mean,
obviously there have been highly-publicized stories where kids have
hooked up online, whether it is 18 and 16 or 19 and 16, as we saw the
allegations most recently in Texas, but in our investigations the way they
are set up, the decoy posing as a child is in a profile in a chat room and
waits to be contacted. So I can only tell you that in our cases we haven’t
seen, to my knowledge, a lot of contacts from 15-, 14-, and 13-year-olds.
The contacts are coming from adults, in our investigations.

MR. BASS. All right.
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Thank you, Mr. Chairman.

MR. WHITFIELD. Thank you, Mr. Bass.

And Ms. Baldwin.

MsS. BALDWIN. Thank you. I will be brief.

Thank you very much for your testimony. And watching the images
earlier, it shows such a great example of how investigative journalism is
serving such an important educational role and prompting, I hope,
communication between parents and their children.

What frightens me, of course, watching those images, is the fact that
everyone says this is just the tip of the iceberg. And it is terrifying to
think about how many children are being exploited and there is not a
camera crew when the person walks into the house.

We have had a few questions about the limitations on law
enforcement and the resources that are being dedicated to this. I am
wondering whether, in the context of your show or perhaps through
public service announcements, as we have talked about, if there is advice
offered for parents or kids of what to do when there is an inappropriate
Internet contact, who to call, who to alert, who to ask for an
investigation. It seems to me that that is sort of the missing ingredient in
this conversation of okay, you are promoting the dialogue between
children and parents to prevent this, but what if you haven’t prevented it?
What does a parent do next?

MR. HANSEN. Well, I think in this time, when this subject is getting
so much publicity, that I would just be shocked if a police department
wasn’t interested in investigating a case like this. I mean, every day
another police department sets up, you know, a division dealing with this
sort of thing, from Los Angeles to New York and everywhere in
between. So you report it to the police, you report it to the Internet
service provider. And I would say, in most cases, something will
happen.

MS. BALDWIN. Thank you.

Mr. Chairman, I yield back.

MR. WHITFIELD. Thank you.

Mrs. Blackburn.

MRS. BLACKBURN. Thank you, Mr. Chairman.

And I have got just a couple of questions. [ am going to continue on
Ms. Baldwin’s line of talk, because we know that many of the service
providers are beginning to partner with PTAs and are looking at a
multimedia, if you will, way of communicating with parents so that there
are things going home with children in their backpacks and their money
packs that they take home, that they are looking at partnerships, printing
material, TV ads, as well as online information.
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And all of that is good, but I want to look at what we should also
consider doing as a legislative body. And I have been so intrigued with
your partnership with Perverted Justice and the work that they have done.
And what I would like to hear from you, and you can submit this in
writing or your staff, but I would like to know what suggestions those
guys that have actually worked the keyboard and assisted you with this
investigation, Perverted Justice members and also your staff, as they
have worked through this process. 1 am certain from time to time they
have had a little nugget where they said, “They probably could do this,”
or, “I bet you they could write this into the program that would boot
something out.” And I would love to know if you were willing to share
those nuggets with us what their thoughts have been, what their
suggestions would be for us, and what they would have wanted us to
know as we have worked on this hearing.

MR. HANSEN. Well, I can tell you this, that the people we have met
from Perverted Justice are very savvy computer people, and I am sure
that if you requested it, or if we requested it, I don’t want to speak for
them, but I am confident that they would be more than willing to assist
you and give you any thoughts they have on it.

MRS. BLACKBURN. And your staff, also.

MR. HANSEN. Absolutely.

MRS. BLACKBURN. [ know that it takes a dedicated and hardworking
staff to be able to work through a 2-year project, a 2-year investigation,
and that there has to be an incredible amount of knowledge gleaned that
would serve us well.

MR. HANSEN. Absolutely.

MRS. BLACKBURN. Thank you.

I yield back, Mr. Chairman.

MR. WHITFIELD. Thank you, Mrs. Blackburn.

And Mr. Hansen, we want to thank you once again for being with us
this morning and afternoon and for bringing us a new perspective on this
whole issue. And we look forward to continue working with you and
following your investigative reports.

So with that, you are dismissed. And best wishes.

MR. HANSEN. Thank you, Mr. Chairman. [ appreciate it.

Thank you all.

MR. WHITFIELD. At this time, I would like to call the second panel.

We have on the second panel Mr. John Ryan, who is the Chief
Counsel, Compliance and Investigation, America Online. We have Mr.
David Baker, Vice President, Law and Public Policy for EarthLink, Inc.
We have Ms. Elizabeth Banker, who is the Associate General Counsel
for Yahoo!, Inc. We have Mr. Tom Dailey, who is the General Counsel
for Verizon Communications. We have Mr. Philip Reitinger, who is the
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Senior Security Strategist for Microsoft. We have Mr. Gerard Lewis, Jr.,
Vice President, Deputy General Counsel, and Chief Privacy Officer for
Comcast Cable. And we have Ms. Nicole Wong, who is the Associate
General Counsel and Chief Privacy Officer for Google, Incorporated.

I want to welcome all of you. We thank you very much for your
willingness to testify on what we consider to be a particularly important
subject matter. And as you saw with the first panel, Mr. Hansen, we do
take testimony under oath, and I would ask you, do any of you object to
testifying under oath? And under the Rules of the House and the rules of
the Committee, you are certainly entitled to legal counsel, but I am
assuming you all do not need legal counsel. So if you would not mind
standing and raising your right hand.

[Witnesses sworn. |

MR. WHITFIELD. Thank you very much. You are now under oath.

And Mr. Ryan, we will recognize you for a 5 minute opening
statement. Thank you.

STATEMENTS OF JOHN RYAN, ESQ., CHIEF COUNSEL,
COMPLIANCE AND INVESTIGATION, AMERICA ONLINE,
INC.; DAVID BAKER, VICE PRESIDENT, LAW AND
PUBLIC POLICY, EARTHLINK, INC.; ELIZABETH
BANKER, ASSOCIATE GENERAL COUNSEL, YAHOO!
INC.; TOM DAILEY, GENERAL COUNSEL, VERIZON
COMMUNICATIONS; GERARD J. LEWIS, JR., VICE
PRESIDENT, DEPUTY GENERAL COUNSEL & CHIEF
PRIVACY OFFICER, COMCAST CABLE
COMMUNICATIONS; PHILIP R. REITINGER, SENIOR
SECURITY STRATEGIST, MICROSOFT CORPORATION;
AND NICOLE WONG, ASSOCIATE GENERAL COUNSEL &
CHIEF PRIVACY OFFICER, GOOGLE, INC.

MR. RYAN. Thank you, Mr. Chairman and members of the
committee.

My name is John Ryan, and I serve as Chief Counsel for America
Online. In that capacity, I oversee our efforts to assist law enforcement
and to keep criminal activity off our networks. Additionally, I am
privileged to serve as a member of the Board of Directors at the National
Center for Missing and Exploited Children and serve as chairman of their
Law Enforcement Committee.

Prior to joining AOL, I was a prosecutor in New York where I
investigated and prosecuted numerous high-tech crimes, including crimes
against children. [ am a founding members of the Electronic Crimes
Task Force in New York, which has been used as the model for the
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cooperation between law enforcement and industry in the prosecution of
electronic crimes.

AOL applauds the efforts of this committee in addressing the twin
scourges of child pornography and child predation on the Internet. AOL
has been fighting the spread of these plagues, both on our network and
on the Internet for over a decade. The single guiding principle for
America Online has been, and continues to be, the protection of children
online.

AOL has pioneered the use of innovative technologies to protect our
children. It has implemented industry-leading practices and policies that
have been both adopted by others in the industry and included into State
and Federal legislation.

AOQL has staked its brand and reputation on providing a safe haven
for children on our service. For AOL, these efforts make good business
sense, but more important, are the right thing to do.

As this committee is well aware, these crimes represent a particular
challenge, because they are facilitated by computers and the Internet.
The challenges created by technology should be addressed by technology
as well. Three years ago, AOL implemented extremely effective
technologies to identify and remove abhorrent images of child
pornography and to eliminate their transmission on our network. AOL
developed a process that creates unique digital signatures from apparent
pornographic images of children and uses those signatures to eliminate
further dissemination of those images. AOL has assembled a library of
these images and their signatures, and if AOL discovers that someone is
trying to send a file over our network with a signature from that library,
we prohibit the transmission of that file and refer that image to the
National Center for Missing and Exploited Children to be investigated
and prosecuted. Once the signature of the image is identified and
referred to NCMEC, AOL deletes all record of the image and only
retains the signature for future identification of bad images.

At AOL, we believe that proven technologies such as these make it
harder for criminals to use the Internet to commit these crimes against
children. AOL is committed to developing and deploying more
promising technology to take back the Internet from those who would
exploit or harm our children.

Although AOL has taken a leadership role in the development of best
practices and solutions, we recognize that as technology evolves and
criminals become more sophisticated, much more needs to be done. It is
also clear that many members of this committee are very concerned
about protecting children and want more to be done.

In response, AOL has developed a proposal to address these
concerns in the most effective manner. Specifically, AOL commits to:
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one, voluntarily preserve all relevant records relating to a report by an
ISP to the National Center; two, support a legislative branch of authority
to NCMEC to send preservation letters to ISPs upon review and
determination that the referred images are child pornography; three, build
and expand upon AOL’s digital signature technologies and to share it
with other industry colleagues to expand its reach; four, investigate new
and innovative technologies to make the Internet a dangerous place for
predators but not legitimate users; and five, most importantly, work with
law enforcement to identify tools that will assist them in their critical
work.

As a demonstration of our commitment, AOL has joined with a team
of companies, including EarthLink, Microsoft, and Yahoo!, who are with
me here today, to develop effective technologies to investigate and
prevent child pornography online and also to provide financial and
personnel resources to the National Center to further these efforts. These
measures will ensure that law enforcement has all of the necessary data
resources and tools so that they can pursue a successful investigation.

The primary objective at AOL is to ensure that children never
become victims of online predators or become exposed to inappropriate
content. Over the past decade, AOL has developed state-of-the-art
parental controls that give parents the ability to block their children from
receiving harmful content. AOL parental controls are broken down into
three age categories: kids only, for ages 12 and under; young teen, for
13- to 15-year-olds; and mature teen, 16- and 17-year-olds. The controls
provided include the ability to block e-mails, instant messages, or chat
with unknown persons or specific individuals. Parental controls provide
chat rooms if parents enable such access that are fully monitored by
internal AOL enforcement teams. In light of the video that Mr. Hansen
just provided, I think, and the questions were raised of this panel, of the
concerns, AOL has addressed those concerns by providing a kids-online
gated community where access to those chat rooms are controlled by the
parent and are fully monitored by AOL staff. Anyone under the age of
16, when parental controls are activated, are not able to get outside of
that gated community and access the Internet at large.

AOL parental controls, in combination with its Web Guardian
Program, also have other practical features to empower parents to
manage their child’s use of the service, including: online timers to limit
the amount of time a child stays on AOL; a report to parents, over one
million weekly, a report card, so to speak, on the child’s activity online,
such as every website their child visits, which sites they tried to visit but
were blocked from accessing, and how many e-mails and instant
messages they sent; state-of-the-art, real-time web filters that allow older
teens to access a broader range of content while still blocking offensive
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material and controls to prevent bypassing of these protections. Only the
master account screen name, which is controlled by the parent or
guardian, is empowered to implement these controls and a sub account,
which could be accessible by a minor, is disabled from amending or
deleting those controls. We recognize that children are very Internet-
savvy. Finally, our programs offer positive alternatives with a complete
range of age-appropriate programming for these accounts, appropriate
while blocking offensive sites.

Even with these extensive efforts, AOL knows that there are
individuals who will send inappropriate content over our network or
attempt to use AOL to lure children offline. To combat these attempts,
AOL has long included a visible and convenient “Notify AOL,” a report
button, which is in every service that we offer to our members. And this
is directed to a trained staff dedicated 24/7 to receive and review these
reports and take appropriate action, including the referral of potential
criminal activity to law enforcement.

In addition, beginning in the 1990s, AOL established contacts with
State and Federal law enforcement agencies throughout the United States
to whom AOL could refer the child pornography images and other
identifying information for follow-up investigations. In 1999, this
practice was codified into Federal law, and this was subsequently
amended to designate the National Center as the sole recipient for
referrals of child pornography.

MR. WHITFIELD. Summarize, please.

MR. RYAN. Let me summarize.

We are aware, despite these proposals and ongoing commitment that
this committee must come up with new strategies, which one of them has
been referred to as data retention. Our discussion is concerned about
some of the potential drawbacks of data retention, namely the security of
the databases that will be created. And more importantly, we believe at
AOL the diversion of critical resources to maintaining and managing that
repository of data from the real-time active investigations, which we
currently support. So we welcome the ongoing dialogue, and we will
work with this committee and others to come up with real solutions.

Thank you.

[The prepared statement of John Ryan follows:]
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PREPARED STATEMENT OF JOHN RYAN, ESQ., CHIEF COUNSEL, COMPLIANCE AND
INVESTIGATION, AMERICA ONLINE, INC.

June 27, 2006

Mr. Chairman and members of the Committee, my name is John D. Ryan, Chief
Counsel at AOL, where I oversee our efforts to assist law enforcement and keep criminal
activity off our networks. Prior to joining AOL, I was a prosecutor in New York where I
investigated and prosecuted numerous high tech crimes, including crimes against
children. Tam a founding member of the Electronic Crimes Task Force in New York,
which has been used as the model for the cooperation between law enforcement and
industry in the prosecution of electronic crimes.

AOL applauds the efforts of this Committee in addressing the twin scourges of
child pornography and child predation on the Internet. AOL has been fighting the spread
of these plagues both on our network and on the Internet for over a decade. The single
guiding principal for AOL has been and continues to be the protection of children online.
AOL has pioneered the use of innovative technologies to protect children online. It has
implemented industry leading practices and policies that have been both adopted by
others in the industry and included into state and federal legislation. AOL has staked its
brand and reputation on providing a safe haven for children online. For AOL, these
efforts make good business sense, but more important, are the right thing to do.

As this committee is well aware, these crimes represent a particular challenge
because they are facilitated by computers and the Internet. The challenges created by
technology should be addressed by technology as well. Three years ago, AOL
implemented extremely effective technologies to identify and remove abhorrent images
of child pornography and to eliminate their transmission on its networks. AOL
developed a process that creates unique digital signatures from apparent pornographic
images of children and uses those signatures to eliminate further dissemination of those
images. AOL has assembled a library of those image signatures and, if AOL discovers
that someone is trying to send a file over our network with a signature from that library,
AOL prohibits the transmission of that file and refers that image to the National Center
for Missing and Exploited Children (NCMEC) to be investigated and prosecuted. Once
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the signature of the image is identified and referred to NCMEC, AOL deletes all record
of the image and only retains the signature for future identification of bad images.

At AOL we believe that proven technologies such as these make it harder for
criminals to use the Internet to commit these crimes against children. AOL is committed
to developing and deploying more promising technologies to take back the Intemnet from
those who would exploit or harm our children. AOL is also committed to working with
industry develop and implement these technologies widely. As I will discuss in more
detail later, AOL has assembled a coalition to focus on these efforts.

The primary objective at AOL is to ensure that children never become victims of
online predators or become exposed to inappropriate content. Over the past decade, AOL
has developed state-of-the-art parental controls that give parents the ability to block their
children from receiving harmful content. AOL Parental Controls are broken down into
three age categories: Kids Only for ages 12 and under; Young Teen (13 — 15); and
Mature Teen (16 and 17). The controls provided include the ability to block email, instant
messages, or chat with unknown persons or specific individuals. Parental Controls also
provide chat rooms, if parents enable such access, that are fully monitored by internal
AOL enforcement teams.

AOL Parental Controls also have practical features to empower parents to manage
their child’s use of the service. There is a simple online timer to limit the amount of time
a child stays on AOL. For AOL broadband users, AOL also provides Internet access
controls for the PC, which will prevent a child from bypassing Parental Controls.

AOL Parental Controls do not merely restrict a child’s access to potentially
harmful encounters on the Internet, they provide positive alternatives with a complete
range of age appropriate programming for parentally controlled accounts. For Mature
Teens, AOL has state-of-the-art web filters that allow older teens to access a much
broader range of content while still blocking offensive content. AOL filters are able to
rate the content of pages in real time and only deliver those pages that are appropriate,
while blocking offensive sites. This gives teens the flexibility to use the web while
providing the maximum protection

AOL also has a feature called Web Guardian that allows parents to keep track of
where their children visit and their activities online. Parents who subscribe to the service
receive a list for every session on AOL detailing every website their children visit, which
sites they tried to visit but were blocked from accessing, and how many emails and IMs
they sent. AOL provides over 1 million AOL Guardian reports to parents every week.

AOL knows that there are individuals who send inappropriate content over our
network or attempt to use AOL to lure children. From the beginning, AOL has included
a visible and convenient “Notify AOL” button for members to report unacceptable
behavior they encounter on our network to teams of trained professionals in the AOL
Members Services department. Among the items reported are images of child
pomography. Since child pornography is contraband and illegal to possess or distribute,
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AOL realized over a decade ago that this material belonged in the hands of law
enforcement so that it could be prosecuted. Beginning in the mid 1990°s, AOL
established contacts with state and federal law enforcement agencies throughout the
United States to whom AOL could refer the child pornography images and other
identifying information for follow up investigations and prosecutions. In 1999, this
practice was codified into Federal law in 42 USC § 13032, which was subsequently
amended to designate the NCMEC as the sole recipient for referrals of child

pornography.

Congress, through 42 USC § 13032, directed ISPs to refer the facts and
circumstances concerning all images of apparent child pornography of which they
became aware to NCMEC. AOL consulted with NCMEC to determine what information
was needed and what format would best facilitate the transmission of the information. As
a result of that partnership, AOL became the first ISP to electronically transmit the
referrals of child pornography. AOL went well beyond the strict mandates of the law and
provided the offending image, the screen name associated with the image, and the zip
code on the account. Through this process AOL ensured that law enforcement would
have the offending image and all of the information necessary to send the case to the
appropriate law enforcement agency for follow-up. The simple act of including a zip
code eliminated days and weeks of lost time spent identifying and forwarding the report
to the right agency for investigation.

The reports that AOL received from its members and the information observed in
monitored chat rooms also uncovered attempts by pedophiles to solicit children. Rather
than ignore this troubling information, AOL once again partnered with NCMEC to
establish a child solicitation referral process, similar to the referral of child pornography.
NCMEC shared its expertise in identifying predatory behaviors and trained AOL
personnel to spot this behavior in communications they review. If a communication that
is reported or observed in monitored chat rooms indicates the real possibility a child is
being targeted online, AOL sends a report of the communication to NCMEC. In
circumstances where the threat indicates the possibility that a meeting could take place
within 72 hours, AOL sends the report directly to law enforcement in the location where
the child resides. This approach is not mandated by any statute, but it is the right thing to
do. AOL has been informed that in the 2 % years of its existence, this program has lead
to 153 arrests. That is 153 or more children who were protected from abuse at the hands
of a predator.

AOQL’s early experience showed that pedophiles do not take nights, weekends, or
holidays off. As aresult, in 1996, AOL initiated a 24/7 law enforcement hotline.
However, there was no law providing ISPs immunity for giving information to law
enforcement without process in the event of life threatening injury. AOL instituted a
policy by which law enforcement officers could obtain the information if they identified
the information as necessary due to a life threatening situation. In the years that
followed, AOL provided law enforcement with information to help hundreds of real and
potential victims of violence, including children. In 2001, the policies of AOL were
reflected in Federal law in 18 USC § 2702, which allows ISPs to provide transactional
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information and content to law enforcement on a showing of risk of death or serious
bodily injury to a victim.

When Congress passed the Nationwide AMBER Alert law, AOL reached out to
NCMEC and became the first ISP to initiate an Amber Alert program by which AOL
members can receive email alerts targeted to their area. To date, over 365,000 AOL
members have signed up to receive Amber Alerts. This program is unique and
innovative and again demonstrates AOL’s unflagging commitment to use the power of its
network to provide protection to its users and others.

AOL knows only too well that crimes on the Internet pose particular challenges
for law enforcement. Police and prosecutors frequently need special assistance in dealing
with the unique challenges presented by investigating computer and Internet crimes.
AOL has a team of highly trained and dedicated professionals, including former
prosecutors, to assist law enforcement on tens of thousands of cases per year. They
provide information in response to law enforcement requests, answers officers’ questions
on what types of information would help their cases, and provide guidance on obtaining
the right information.

AOL has demonstrated an ongoing commitment to deliver cybercrime, digital
evidence, and computer forensic science education to police and prosecutors through out
the United States. AOL personnel teach at the FBI Academy in Quantico, Virginia, in the
FBI Cyber Investigations Techniques & Resources programs. AOL personnel also teach
Immigration and Customs Enforcement (ICE), IRS, ATF, and US Secret Service
agents at a similar law enforcement education course at the Federal Law Enforcement
Training Center in Glynco, Georgia. Since 1999, AOL instructors have taught law
enforcement education courses to the nation’s criminal prosecutors at the US Department
of Justice's National Advocacy Center (NAC) in Columbia, South Carolina eight to
ten times per year. AOL has participated in the NAC's Justice Television Network
(JTN), which has produced eight separate episodes dealing directly with AOL-related
investigations within their "E-Vestigations" series.

AOL sits on faculties, panels, technical and scientific working groups, and
committees within the National White Collar Crime Center, the National Center for
Missing and Exploited Children (NCMEC), the National Center for the Prosecution of
Child Abuse, the National Center for Forensic Science, the American Prosecutor
Research Institute and the National Association of Attorneys General. Each of these
organizations conducts law enforcement training in which AOL provides technologists
and resources throughout the year. Starting in 2000, AOL committed to provide
technologists to NCMEC's law enforcement training programs for investigators and
prosecutors. Since then, thousands of agents, investigators, and prosecutors have heard
the AOL law enforcement educational sections within the programs “Protecting Children
Online for Investigators” (PCO) and “Protecting Children Online for Prosecutors” (PRO).
Given the global impact of the Internet, AOL has also trained international law
enforcement officials at Interpol in Lyon, France.
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Since 1995, AOL has offered to the government, at no charge, litigation support,
as well as fact and expert witness testimony on criminal cases involving records obtained
from AOL. Each day, AOL receives dozens of inquiries and requests from law
enforcement officials who ask for assistance with the many aspects of computer/Internet
related criminal cases. Each request for litigation support or testimony from a prosecutor
requires hours of research, meetings, conference calls, and dialog with the investigators
and prosecutors. AOL personnel perform pre-trial litigation support, custodian of records,
nexus, as well as fact and expert witness testimony to assist the government. Frequently,
two or more AOL employees are usually out of the office offering testimony in
Jurisdictions all over the United States. Many prosecutors have reported that their
success at convicting computer/Internet related criminals would not have been
possible without the assistance and testimony from AOL records, fact, and/or expert

witnesses.

AOQOL devotes considerable resources to these efforts. While AOL does not
provide its assistance for recognition, it has received numerous awards, commendations,
and citations from the US government. Those include: the United States Department of
Justice Commendation Award - October 1997; High Technology Crime Investigation
Association Award - March 1999; Federal Bureau of Investigation - Exceptional Service
in the Public Interest Award - March 2000; Federal Bureau of Investigations White
Collar Crime Program Award and Special Recognition for Outstanding Support - April
2001; National Missing and Exploited Children's Award - May 2001, May 2002 and
May 2003; Computer Crime and Forensics Symposia Excellence Award - August 2001;
United States Department of Justice/National Missing and Exploited Children’s
Individual Corporate Award, 2004. United States Secret Service Award for Outstanding
Service in the Public Interest, 2004; FBI and United States Department of Justice Award
for its role in the International Online Child Sexual Victimization Symposium, 2004.

Although AOL has taken a leadership role in the development of best practices
and solutions, we recognize that as technology evolves and criminals become more
sophisticated, much more needs to be done. It is also clear that many members of this
Committee are very concemed about protecting children and want more to be done. As it
has in the past, AOL aims to rise to these new challenges and has developed a proposal to
address these concerns in the most effective manner.

Specifically, AOL commits to: (1) voluntarily preserve all relevant records
relating to a report by an ISP to NCMEC; (2) support a legislative grant of authority to
NCMEC to send preservation letters to ISPs upon review and determination that the
referred images are child pornography; (3) build and expand upon AOL’s digital
signature technologies and to share it with other industry colleagues to expand its reach;
(4) investigate new and innovative technologies to make the Internet a dangerous place
for predators but not legitimate users; and (5) most important, work with law enforcement
to identify tools that will assist them in their critical work.

As a demonstration of our commitment, AOL has organized and joined with a
team of companies, including Earthlink, Microsoft and Yahoo!, which are here today, to
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develop effective technologies to investigate and prevent child pomography online and
also to provide financial and personnel resources to NCMEC to further these efforts.
These measures will ensure that law enforcement has all of the necessary data resources
and tools so that they can pursue a successful investigation.

I am aware of the ongoing discussions between the Department of Justice and
industry concerning the merits of a statutory mandate requiring that ISPs retain large
amounts of data about the user’s activity online for up to 2 years. I believe that a careful
assessment of these proposals will show that they are in fact counterproductive and the
efforts to create this massive and costly database will fall far short of its intended goal.
Warehousing of data requires the allocation of enormous resources to maintain and
secure that data. Those resources would be better focused on supporting law enforcement
in the investigation of real-time active cases. Additionally, creating such a voluminous
database will actually frustrate law enforcement’s goal of locating and identifying the
suspects they are pursuing. As databases grow in size and complexity the risk of data
corruption increases as well. As a result, the possibility of not finding the requested
information increases as does the potential for a false match.

Finally, even the best efforts at creating these massive databases are destined to
fall short of their desired goal because they are easily circumvented. There are thousands
of Internet access points that would not be covered by this data retention net, including
Universities and other academic institutions, libraries, governments, the military,
employers, and tens of thousands of wireless hotspots. A determined predator need only
utilize one of these services to avoid the net.

AOL has long partnered with law enforcement in combating online offenses
against minors and we recognize that law enforcement has a critical role to play in
dealing with the use of the Internet to victimize children. However, AOL believes that
the best strategies and solutions for solving the crises of child pornography and child
predation lie with technology companies such as those testifying before you today.

In closing, we are committed at AOL to dedicate whatever resources are
necessary to create a safe and secure medium for our most vulnerable users: children.
We look forward to working with the Committee, the Department of Justice, and other
stakeholders to ensure that no child is victimized by the abuse of our medium.

MR. WHITFIELD. Well, Mr. Ryan, thank you.
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And I would remind all of the witnesses that we do have your
testimony, and we would urge you to try to stay within the 5-minute rule.
And thank you very much for your testimony.

Mr. Baker.

MR. BAKER. Chairman Whitfield, Ranking Member Stupak,
members of the subcommittee, I am Dave Baker, Vice President for Law
and Public Policy with EarthLink.

Thank you for inviting me to testify today as you continue to
examine the critically important issue of how we all can make the
Internet safer for our children. The Internet is a tremendous resource.
As a father, I marvel at my own children’s ability to use the Internet to
help them with their homework, to challenge them with knowledge that
supplements what they learn in school, and to satisfy their genuine
intellectual curiosity.

At EarthLink, we are proud to have worked for over 12 years to
develop this important tool for learning, e-commerce, and legitimate
communications and entertainment. And we have worked hard to
combat each new public threat as it has arisen, including spam, spyware,
and phisher sites. We are similarly engaged in an ongoing battle against
those who would use the Internet to harm our children.

There is no question that the Internet’s capabilities provide criminal
predators with new ways to attack children. The stories you have
brought to light are chilling. Criminals, and they are just that, abusing
children and then putting pictures of that abuse online. These are
perverse and unlawful acts for which we should have no tolerance.

At EarthLink, we try to provide our subscribers with as safe as
possible an environment for children to gain the benefits of the Internet
while minimizing the risks. We focus on three strategies: one,
prevention, empowering parents with strong parental controls and
safeguarded communications tools; two, reporting, getting information
on suspected child pornography and other abuse to the National Center
for Missing and Exploited Children; and three, enabling prosecution,
responding to law enforcement requests for data to assist the
investigation and prosecution of abusers.

I will discuss each of these in further detail.

The first of our three strategies is prevention. Our website contains
family safety information, such as the Kids Fighting Chance: 50+ Safety
Tips, which EarthLink promotes in partnership with the Federal Bureau
of Investigation. EarthLink is also proud to serve on the Steering
Committee of GetNetwise, an alliance of industry and public-interest
organizations, which provides tips on safe Internet usage, lists of family-
friendly websites, information on parental controls, and links to report
trouble if it is found. Our free downloadable parental controls give
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parents options as to what access to permit their children to have to the
Internet and what access to permit others to have to their children. For
web surfing, parents can use parental controls to specify whether they
want their child to be limited to a white list of 15,000 EarthLink-
approved websites or to be permitted to go anywhere other than sites
EarthLink specifically blocks.

In addition, parents can customize these lists. Even for those
websites not specifically blocked, EarthLink’s parental controls
automatically check all webpage a child visits and remove inappropriate
language before displaying them. In addition, children cannot create
blogs when parental controls are activated. For e-mail and instant
messaging, parents can use the Cyber Friends feature of our parental
controls to create an approved list of persons that his or her child can
contact. If the child is e-mailed by or attempts to e-mail someone who is
not on the approved list, the e-mail is blocked and stored until the parent
can review it. Parents can also specify whether their child can open
attachments.

For parents of younger children, we provide the Kids Patrol browser,
which includes its own filtered web browser, e-mail, chat, bulletin board,
and instant message programs. Our parental controls also allow parents
to limit the time of day and the total number of hours per day, week, or
month their children may spend online. With these services, we work to
empower parents to supervise and protect their children’s online use.

Finally, I note that while EarthLink does not operate its own chat
rooms or provide social networking services, as more Web content is
produced by individual users, the challenges facing all of us are greater.

The next step is reporting. Beyond prevention, we also report and
facilitate the reporting of unlawful child exploitation to the National
Center for Missing and Exploited Children, NCMEC. If a customer
discovers suspected child pornography, they can e-mail complaints to
abuse@EarthLink.net. In addition to handling customers’ reports of
fraud, spam, and other violations of our acceptable use policy, when one
of our abuse investigators receives a complaint about child pornography,
the investigator immediately reports that information to NCMEC’s
CyberTipline. Customers may also call us with complaints about
suspected child pornography. All of our customer service representatives
are specifically trained and given written guidance on how to facilitate
the reporting of child pornography to NCMEC.

As mentioned by Mr. Ryan, EarthLink is also proud to ban together
with AOL, Yahoo!, Microsoft, and America Online to fund a new Center
for Child Protection Technologies within NCMEC to develop
technological solutions to combat online child abuse.
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Prosecution. Finally, EarthLink cooperates with law enforcement
investigations and prosecutions of child exploitation cases. We regularly
receive subpoenas requesting subscriber information, such as when a
customer uses a specified IP address at a given date and time or which
customer is associated with a particular username. We retain this
information in a readily-accessible live database for several months and
then archive it in searchable and retrievable tape storage for several
years. We receive approximately 1,000 subpoenas per year,
approximately 15 percent of which involve allegations of child
exploitation. We give legal process associated with child endangerment
or exploitation the highest priority.

In conclusion, we believe that a combination of the proper use of
prevention tools, like parental controls, the prompt reporting of
allegations of child exploitation, and cooperation with law enforcement
investigations and prosecutions can help make the Internet a safer place
for children and their families.

Thank you again for the opportunity to testify on this important
matter.

[The prepared statement of David Baker follows:]
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PREPARED STATEMENT OF DAVID BAKER, VICE PRESIDENT, LAW AND PUBLIC POLICY,
EARTHLINK, INC.

Chairman Whitfield, Ranking Member Stupak, Members of the Subcommittee, on
behalf of EarthLink, Inc., thank you for inviting me to testify today as you continue to
examine the critically important issue of how we all can make the Internet a safer
environment for our children. The Internet is a tremendous resource for children. Asa
father, I marvel at my own children’s ability to use the Internet to help them with their
homework, to challenge them with knowledge that supplements what they learn in
school, and to satisfy their genuine intellectual curiosity. At EarthLink, we are proud to
have worked for over twelve years to develop this important tool for learning,
e-commerce and legitimate communications and entertainment. And we have worked
hard to combat each new public threat as it has arisen — including spam, spyware and
phisher sites. We are similarly engaged in an ongoing battle against those who would use
the Internet to harm our children.

There is no question that the Internet’s capabilities provide criminal predators
with new ways to attack children. The stories you have brought to light are chilling.
Parents abusing their own children and then putting the pictures of that abuse online.

Criminals — and they are just that — luring children into performing lewd acts to be
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recorded and shared. These are disgusting, perverse and unlawful acts for which we
collectively should have no tolerance.

At EarthLink, we try to provide our subscribers with as safe as possible an
environment for children to gain the benefits of the Internet, while minimizing the risks.
We focus on three strategies:

¢ Prevention — Empowering parents with strong parental controls and

safeguarded communications tools;

¢ Reporting — Getting information on suspected child pornography and other

abuse to the National Center for Missing and Exploited Children;

e Enabling prosecution — Responding to law enforcement requests for data to

assist in the prosecution of abusers.
To each of these strategies we bring our proven track record for combating anti-consumer
abuses. I will discuss each of these in further detail.

Before I do so, however, let me give you a little background on EarthLink. For
twelve years, EarthLink has been on the cutting edge of delivering the Internet to
American consumers and business, first through dial-up, then broadband and now VoIP,
wireless voice and municipal wireless Internet services. We were an early provider of
premium dial-up Internet access, and we also popularized value dial-up through our
PeoplePC brand. Over the past twelve years, we’ve seen the Internet grow from the
specialized province of a few tech-savvy early adopters to an integral part of American
work and family life. As of the end of the first quarter 2006, EarthLink had
approximately 3.4 million dial-up subscribers and 1.7 million broadband subscribers,

giving us about 3.7% of total broadband subscribers nationwide.
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I. Prevention.

As I mentioned, the first of our three strategies is prevention. We are not a Bell
company or a cable company. We make our business by providing our customers with a
more customer-friendly Internet experience. Our motto is, “We revolve around you.” So
we have developed and incorporated into our service offerings the EarthLink Protection
Control Center which contains tools to fight spam, spyware, pop-ups, hackers, & viruses.
Our website also contains family safety information such as the Kids Fighting Chance
50+ Safety Tips (available at www.earthlink.net/software/free/parentalcontrols/tips/),
which EarthLink, working in partnership with the Federal Bureau of Investigation and
Kids Fighting Chance, promoted in 2004 in 33 malls in 26 cities across the country. And
our free, downloadable Internet safety tool package (called EarthLink Total Access)

includes our Parental Controls.
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LT wered by
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We revolve around you™
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Parental Controls
® Quick Tour
. FAQ

Earthlink Family
Safety 4dvice

Safety Tips for Kids Aged 510 11

- ® Top 50+ Kids
( ", 1. Always let parents know wh ing, who you'll be with, and AL
i . Always let parents know where you are going, who you'll be with, an:

|. HAVE A QUESTION? what time you will arrive home. ’ ® Download
e . & Totalaccess

Get answers e 2. always get permission from a parent before going to sormeone's house.

FAST' . ® Join Earthlink

- 3. Do not answer the door if you are home alone.

Not sure what service s 4. Never open the door to a stranger.
right for you? Want to
upgrade you service? 5. Never say you are home alone when answering the phone, (Instead say
) N something like, “My dad is in the shower, Can I take a message?*)
Click for live
SALFS CHAT 6. Never let someone from the cable company, phone eompany, or
another uniformed person inte the house if an adul/parent is not Visit the Kids
Open 8am-12am EST present. Fighting Chance
Monday-Sundaj N . Web Sits
R4 o 7. Always lock the door when home and put on the alarm system (if one is

Newd help with your available).

7
St service 6. Never enter anyone’s car unless a parent has said it is OK to do so0.
Clitk for live i . §
9. Keep objacts in each room that might be used as a weapon (like a
baseball bat or walking cane).

10,

Cali local police or 911 to make sure they're teliing the truth if someone
claims to be a police officer.

11, Never take gifts or candy from strangers.
12, Never play in isalated areas or inside/near deserted buildings.

13, Always go with your instincts and go somewhers safe if you fesl fearful
of someone,

14, cCall 911 in an emergency and say "I need help" or leave the phone off
the hook if talking is not possible—the police can trace your location
anywhere,

15, Never stop fighting back and always keep looking for an escape route.

16. Learn and practice the Fighting Chance™ techniques!
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Safety Tips for Kids Aged 12 and Older

Call a parent to come anytime, anywhere, if you are in a situation

1.
where you feel uncomfortable (no matter how late or how far).

2, Never hitchhike,

3. Always avoid short cuts through alleys, deserted parks, or buildings.

4, Never walk alone—use the "buddy system"”,

5. Remember suspicious car license plates and write the plate number in
snow or dirt if no pen or paper is available.

6. Trust your instincts—recognize and report suspicious behavior.

7. Give up jewelry or cash if attacked.

8. Always walk near lights and stay in public and open areas at night.

8, Learn and practice the Fighting Chance™ techniques!

Safety Tips for Parents

1. Raise your child to have a strong sense of self-respect and self-
confidence.

2. Create an environment where your child feels free to talk and make
time to listen to your child.

3. Talk about difficult topics with your child—uninformed children are the
most vulnerable,

4. Teach your children to recognize danger signals or abduction scenarios
(e.g., “Can you help me find my lost puppy?"}.

S. Know your child’s friends and their parents.

6. Never leave children under 5 years old unattended.

7. Avoid clothing or toys with child's name on it,

8. Thoroughly check references of all potential babysitters or childcare
workers.

9. Make sure your child has all appropriate phone numbers and
amergency services numbers, post them in several places throughout
the house.

10. Teach your child safe hiding places throughout the house.

11. Teach your child escape routes out of the house and places to run (e.g.,
neighbors’ house).

12, Point out safe houses in your neighborhood that your child can go to if
frightened or chased.

13. Never leave a child aione in a public place,

14. Always accompany your child into public restrooms.

15, Always go with your child to supervise door-to-deor activities such as
fundraising or Halloween,

16. Teach child that police are their friends.

17. Keep up-to-date medical and dental records of your child.

18. Have your child fingerprinted,

19. Find out where convicted sex offsndsrs live in your community.

20. Learn the Fighting Chance™ techniques and practice them with your

childt
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Communicotion Tips for Parents
1. Make it a family rule that your child must let you know where they are

at all imes.

2. Choose a family "password” that children can use if they are ever in
trouble. Review it avery week.

3. Make sure your children know their last name, phone number, and
address.

4, Make sure your child knows how do dial 911.

5. Let your child know it is all right to say "no" to an adult if asked to do
something they are not comfortable doing.

6. Teach child that adults never need help from children for any reason
{e.g., help find puppy, directions, etc).

7. Explain that if an adult or child ever asks them to "keep a secret" it is
all right for them to discuss it with a parent/trusted adult.

Essentiol Escape Techniques

If taken by a stranger, teach to yell specific phrases such as, "Help, I
have been abducted, I do not know this personi" "I need your heip. I'm
being kidnapped!"

2. If grabbed inside a public place like a maill, teach child to drop weight
down, twist, stretch out, kick their legs, and scream “Help! I need your
help. I'm being kidnapped!”

3. If child is grabbed in a store, teach child to yell for a cashier or other
adult and to shatter merchandise and knock down displays. Tell child to
try to grab onto the nearest person,

4. If forced into a car or building, teach child to scream and shatter
objects.

S. If a car pulls up beside a child, teach your child to move away from the
car, Tell child to run in the opposite direction the car is facing.

6. If abducted in a parking lot, teach child to run, pound on cars to set off
car alarms, and to go under a parked car if possible.

7. Iflocked in a trunk, teach child to push out taillights and let wires
dangls out.

bl

If abducted in to a car, teach child to jump into the backseat and go out
the back door,

9. If stuck in the front seat of & car, teach how to pull out wires under
dashboard to disable car or put something small inside the ignition
switch,

10. If locked in an apartment or house, teach child to always try all doors
and windows for escape route, Create an emergency situation (flood
bathroom, break windows, set off alarms).

HOME | ABOUT US | CONTACT US | PARTNER PROGRAMS | DOWNLOADS | CAREERS@EARTHLINK | SITE MAP
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To promote online safety, we begin by providing Online Safety Tips for both
parents and children (www.earthlink.net/software/free/parentalcontrols/advice/):

Onkne Safety Tips

Safety Tips for Parents

Talk to your child: Communicate openly with your children about the
potential dangers of the Internst.

i

~

. Keep the computer in a common room: The best place for a
computer is in a common room in the house, not your child's bedroom.
It is easier to make sure the wrong people are not communicating with
your children if the screen is visible to you,

W

. Use parental control tools: Most 1SPs provide some form of parental
controt and blocking software, While these can be great tools, do not
rely on thern completely to protect your children.

4. Monitor the chat rooms: While electronic chat can be a great place
for children to make new friends, it is also prowled by computer-sex
offenders. Be sure you're familiar with your children's favorite chat
rooms.

5. Have a shared email account: Always maintain access to your
child's online account and randomly check his/her email.

6. Teach responsibility: The Internet is a great tool, and as a parent,
you should teach your child responsible use of the resources online.
There is much more to online experience than chat rooms.

Safety Tips for Kids Aged 510 11

1. Do not share personal information: Never share any information
such as a homs or school address, telsphone number, parent's work
address/telephone number, or the name and location of your school
without your parent's permission.

2, Never agree to meet an online friend in person: Never make
plans to meet anyone you meet online without first checking with
parents, If your parents agree to the meeting, be sure that it is in a
public place and bring a friend or adult along,

w

. Never send your picture: Don't send a person your picture or
anything else without first checking with your parents.

4. Don't respond to mean messages: You shouldn't respond to any
messages that are mean or make you feel uncomfortable in any way.

EarthLink is also proud to support and be on the steering committee of

GetNetWise (www.getnetwise.org), a public service by Internet industry corporations and

public interest organizations to help ensure that Internet users have safe and constructive
online experiences. The GetNetWise website has materials that specifically address

children’s safety, the first page of which is shown below. As part of its Online Safety
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Guide, GetNetWise provides safety information specifically related to different Internet

settings, including social networking sites and Instant Messaging.

GetNetWise

Hemon f Kids' Safety

‘The Internet offers kids many for leaming, and personaf growth. Atthe same time, parents are
concernsd about the risks kids face online. The challenge for parents is to educate themselves and their chiidren about haw to use the
Intemet safely. GetNetWise can heip.

7™ Cnline Sefzty Guide

»: Concems aboul oy are addressed a3

line. See sample for kids" Intemnet use

Web Sies for Kids

% Tools for Famifies
(o Internat 5 3iets procuc luding these that fifer 22571 o1 .17:2 157 content, & acnild's ntemet |
[ i

Chack out these links 10 great siles families can isit together! Explore educational of entedaining xh: it - for kids,
teens, and amies

e fiounle ang get lan s SimAten. FInd UG 20 SATAS Qs A

an¢ report oning trouble

A et howto e

<an help you rec

nest to make infe
ahnut theit fanify
Intermet.

EarthLink’s Parental Controls suite empowers parents to follow these safety

recommendations, giving them options as to what access to permit their children to have
to the Internet — and what access to permit other parties on the Internet to have to their
children. Using our Parental Controls, parents can specify whether they want their child
to be limited to 15,000 EarthLink approved sites (a “whitelist™), or to be permitted to go
anywhere other than sites FarthLink specifically blocks (a “blacklist”). In addition,
parents can customize these lists, adding to the list of approved sites their child may visit
or the list of blocked sites the child may not visit. Moreover, even if a website is not

specifically blocked by EarthLink or by the parent’s request, EarthLink’s Parental

-8-
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Control software will automatically check the language on all web pages the child visits
and remove inappropriate language before displaying them. If the number of
inappropriate words on a web page is excessive, the Parental Control software will block
the site altogether. In addition, children cannot create blogs when Parental Controls are
activated.

Furthermore, using the CyberFriends feature of EarthLink’s Parental Controls, a
parent can create an approved list of persons that his or her child can e-mail, IM or chat
with over the Internet. If the child is e-mailed by or attempts to e-mail someone who is
not on the approved list, the e-mail is blocked and stored until the parent views the e-mail
and decides whether the child can read it or deletes it. In addition, a parent can specify
whether the child will be able to open attachments. CyberFriends strictly limits not only

whom your child can contact, but also who can contact your child over the Internet.
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arthlink Parental Tour

1. Introduction

2. What You Can Control

3. Getting Started

4. Setting Up a Child Profile
5. My Account

6. Profile Settings

7. The KidPatrol Browser

8. Getting Help

EarthLink’ Parental Controls

What You Can Control

With Parental Centrols, you can customize these Interet safety features for each of your
children:

Web Blocking and Filtering

Limit your child's Web surfing to
EarthLink's list of more than 15,000 kid-
friendly Web sites, or let your kids visit all
‘Web sites except for the 3 million sites
that EarthLink has blocked. You can also
create your own lists of approved and
blocked Web sites.

Even if a site is not specifically blocked
by you or EarthLink, Parental Controls
can ically check the language on
all Web pages your child visits and
remove inappropriate language before
displaying them. If the number of
inappropriate words on a Web page is excessive, Parental Controls blocks the site
completely.

CyherFriends

CyberFriends are the people you allow your child to communicate with online. You create a
list of approved pals—friends and family—so that you don? have to worry about your child
being bothered by strangers. You can also define which features of the CyberFriends
Communicator (email, chat, bulletin boards, instant messaging, etc.) your child can use.

Email Screening

If someone who is not a CyberFriend sends email to your child, Parental Controls locks that
email so that you can review it first. You can then unlock the message so your child to see it,
or simply delete it. Parental Controls also locks email that your child sends to non-
CybetFriends; you can either unlock or delete those emails, too.

Time Limits
If you're concerned about your child spending too much time online, you can restrict the hours
per day, week, or month that your child can use the [ntemet.

For parents of younger children, we provide the KidsPatrol Browser. In addition

to providing a web browser function, the KidsPatrol Browser contains its own email,

chat, bulletin board and instant messaging programs.

-10-
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Our Parental Controls software also allows parents to set a time limit on a child’s

Internet usage, including limiting the precise times during each day when the Internet can

be used or by limiting the total number of hours per day, week or month that a child may

spend online.

We try to make these Parental Controls easy to use. They are downloadable for

free as part of our standard Internet protection package. When adding a child’s email to

the parent’s account, Parental Controls can be activated with simply a click of the mouse.

1. Introduction

2. What You Can Control

3. Getting Started

4, Setting Up a Child Profile
5. My Account

6. Profile Settings

7. The KidPatrol Browser

8. Getting Help

EarthLink” Parental Controls

Getting Started

To uge Parental Controls, youll need the latest version of EarthLink TotalAccess for Windows

Using TotalAccess, you can download and install Parental Controls via the Update Manager,
available under the Toolbox menu:

. gf’\‘loolbox '°"! Gom-s .
2 bownkosd Conter

Free Bonus Software

After Parental Controls are installed, you'l see new options under the Protection buttan in the
Task Panel. Choose Make This Computer Child-Safe to require everyone in your household
to sign in to TotalAccess before accessing the Intemet. This prevents your kids from using
other software to go online and bypassing Parental Controts:

- 1ermum "‘.‘,"‘| abﬁlbﬂ S OGcmu .

Farental Controls 4

Protection Center
Pop-Up Blocker b\ AddProfies
Privacy Tools P EdkProfies
i

ScamBlocksr ) Pep

S Frequently Asked Questions
f’ Free PC Security Check
" Norton Antivirus »
7Y Horton Frewal »

Also, make sure the Save box in the TatalAccess sign-in window is unchecked for any parent
profiles in your housshold. If you save your password, your children will be able to sign in
under your profile and bypass Parental Controls.

“11-
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Moreover, we have made it easy to enter the child’s permitted CyberFriends and

to activate the web controls.

/"~ EarthLink Parental Tour

1. Introduction

Earthlink’ Parental Controls

2. What You Can Control ) .
Setting Up a Child Profile

3. Getting Started
Your next step is to create a profile for each child. This lets you customize Parental Controls

4. Setting Up a Child Profile to the needs of each child according to age. You can give your older kids more freedom to surf
the Net while placing tighter restrictions on your younger children's online activities.

5. My Account
You can set up a profile from the Task Panel using the Add Prefifes option:

6. Profile Settings

7 B
7. The KidPatrol Browser _ ; '3"' Yo Toolbox . G Games ..
Irfo

8. Getting Help

You'll be taken to My Account, where you can create profiles (youl have to sign in using your
primary profile first).

Anytime you want to change the settings for a profile you'Ve already created, go back to the
Parental Controls menu in the Task Panel and choose Edit Profiles.

-12 -
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EarthlLink’ Parental Controls

My Account

The Parental Controls page at My Account is where you manage your kids' safety profiles. It lists
all the profiles in your account:

EarthLink’

My Account
. Wekome, Jobr urmarme fertrink net), subcrioer mince (21703 Spou

Profiles Ang 4 New Profia
¢ BMing formalon
> Primary Profie
i States: Options donry Dov
| Satce Doty [ chile) @earthink nat
Helo L Jonn Goe Kot Parental Contrits ON
i ool E0q
Profie 13 E
— = o =
sanet Doe
; BeferAfneng Emad Fowarting Enabled £0¢  chue2geanbininet |
‘ Hismp " Drsabled o1 : Parental Corrpis ON
Webmpe proterences
i Emadt Spacs 10M8 Eoq
FpamBiocker Medium Eoq
Virus Blocker Enatied Egg
Lk Hot Substived 1)
Ghack
Mg
My, | Profies | 1 Comact formation | SRivice Detalis | Mol v

To create a profile, click Add a New Prefile. To change an existing profile, click the Edit link in a
child's profile and look for the Parental Controls section on the child's profile page:

Profile ¥3

i Status Options
Name Janei Doe Edit
Emak Address child2@earihlink net Edil
Password il Edit

Tum OFF
Parental Confrols ON
li iny

Click Edit Settings to customize this child's profile. (You can turn Parental Controls on or off
here, t00.)

-13-
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Earthlink Parental Tour

1. Introduction

EarthLink’ Parental Controls

2. What You Can Control
hat You Can Contro| Profile seﬂings

3. Getting Started
When you edit the Parental Controls settings for a child's profile, you choase which EarthLink
4, Setting Up a Child Profile features your kids can use, which Web sites they can see, who they can talk to, and how long

they can stay online:
5. My Account

6. Profile Seftings Parental Controls Sign 0yl
_ Profile Settinys Wyou want to change another child's profile, click here
7. The KidPatrol Browser My Azcount Home Hyour child is 0 the inlemet nght now, he or she MUST sign ous of TotaiAtcess
Profies and sign m again for any changes 10 take effect (nghi-click on the EarthLink icon at
8. Getting Help . the bi6Tiom of their screen, near the clock, and select SignOut)
i
a
' Email Address: child2@eariblink net
;
: Paremtal Comtrets: Enatled
Profie Sethngs {
Parental Controls Info | Gender: Select 'l

]

wenlgag Tofalace  Date of Bitic Select v} |Select v [Select =
Software i
Age Group: EATQT——_——_——H

 Restore this profite o the default seffings for fhe setected age group.
© Restore This Profile Leamote

: You have two options for timiling your child's Web browsing, You can restrict
them to visiting a fis1 of Approved Sites, or allow them to wsit any Site except
; Blocked Sies (you can acd sites to edher list).

’ You ¢an also requite that younger children use the Earttil nk KidPalrol Browser,
* whith has clear child-fiiendly navigation and colorful special effects.

Finally, you can have Eahiank Parental Controls scan the Yeb pages your child
| wisuls - magking or blocking inappropriate content
i

Web Browser Settings I

-14 -
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. EarthLink Parental Tour

. Introduction

-

EarthLink’ Parental Controls

Getting Help

N

. What You Can Control

w

. Getting Started
If you ever need more information about using Parental Controls, help is available from the

4. Setting Up a Child Profile TotalAccess Task Panel:
5. My Account i I{) Protection ,,.Z.EI ’}Toolbox , O Games
6. Profile Settings Info
7. The KidPatrol Browser Protection Center v This Computer Is Child-Safe
8. Getting Help Pop-Up Blocker ¥ AddProfies
Privacy Tools ¥, Edi Profiles
B . T
14
__Ea____ ...... Frequently Asked Quastions
™ Free PC Security Check
Y Norton Antiirus v
9 Norton Firewal v

Now that you know the basics of how Parental Controls work, you're ready to make the
Internet safe for your kids. Install Parental Controls today-and enjoy peace of mind!

With these services, we have worked to empower parents to supervise and protect
their children’s online use. Finally, I note that EarthLink does not itself operate general
IM services (i.e., other than the KidsPatrol IM), nor does it operate its own chat rooms or
provide “social networking” services.

II. Reporting.

Moving beyond prevention, our next strategy is to report and to facilitate the
reporting of unlawful child pornography. As is our obligation under law, when
EarthLink discovers material that it believes may be child pornography, it reports that

material to the National Center for Missing and Exploited Children (NCMEC), and has

-15-
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done so since 2001. In our experience in the ordinary conduct of our business, we have
not discovered substantial amounts of child pornography.

There are generally two ways that we receive complaints. The first is through
customer e-mail complaints to our various abuse channels (such as abuse@earthlink.net).
Our Abuse team regularly handles customers’ reports of fraud, spam and any other
violations of EarthLink’s Acceptable Use Policy. When one of our abuse investigators
receives a complaint about material that appears may be child pornography, the
investigator immediately reports that allegation to the National Center for Missing and
Exploited Children’s CyberTipline.

We may also receive complaints about suspected child pornography or
exploitation through calls to our customer service representatives. All of our customer
service representatives are specifically trained and given written guidance on how to walk
a customer through the steps of reporting child pornography to NCMEC. This written
guidance is automatically available to them as they are answering calls. This results in
the complainant forwarding the offending material or related information directly to
NCMEC.

Our Abuse team also maintains regular contacts with the security staffs of other
ISPs. Through this network, we would be notified by other ISPs if they found that an
EarthLink subscriber was sending out prohibited child pornography. We can then
conduct a follow-up investigation and take appropriate action. In our experience, this
happens 2-3 times per year, with resulting referrals to NCMEC. If it comes to our
attention that a site we are hosting has child images, we immediately contact law

enforcement.

-16-
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II1. Enabling Prosecution.

EarthLink fully cooperates with law enforcement investigations and prosecutions
of child exploitation cases. We regularly receive subpoenas requesting specific
subscriber information, such as which customer used a specific IP address at a specific
time, or which customer is associated with a particular username. EarthLink receives
approximately 1,000 subpoenas per year, approximately 15% of which involve child
exploitation. We give legal process associated with child endangerment or exploitation
the highest priority.

We retain the information necessary to provide police and prosecutors with
information such as which user was assigned a given IP address at a given date and time.
These logs are kept in a readily accessible “live” database for several months and are then
archived in searchable and retrievable tape storage for seven years.

As further evidence of this, let me relate a recent experience we had. In
November 2005, EarthLink received a subpoena for subscriber information for IP
addresses, some of which were over five months old. We were able to pull the necessary
back-up tapes from archives, retrieve the information and respond to law enforcement
within two weeks, notwithstanding the intervening Thanksgiving holiday. We stand
ready, willing and able to promptly assist law enforcement authorities when they need
such assistance to help put criminals behind bars.

* * *

In conclusion, we believe that a combination of the proper use of prevention tools

like Parental Controls, the prompt reporting of allegations of child exploitation, and

cooperation with law enforcement prosecutions of offenses can help make the Internet a

-17-
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safer place for children and their families. Like everyone here today, we would much
rather help prevent child pornography and exploitation than to deal with the aftermath.

Thank you again for the opportunity to testify today on this important matter.

-18 -

MR. WHITFIELD. Thank you, Mr. Baker.
And Ms. Banker, you are recognized for 5 minutes.
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MsS. BANKER. Chairman Whitfield, Ranking Member Stupak, and
members of the subcommittee, thank you for the opportunity to address
the important topic of protecting children online.

My name is Elizabeth Banker. I am Vice President and Associate
General Counsel for Yahoo!. For the past 7 years, I have managed
Yahoo!’s Law Enforcement Compliance Team. During my time at
Yahoo!, I have personally reviewed and reported child pornography,
helped design our NCMEC reporting process, and responded to
emergency calls from law enforcement to help find missing and abused
children. I can tell you that Yahoo! has a long history and a deep
commitment to making the online environment safer for children. We
have done this by: one, building safer online spaces; two, identifying and
removing users who engage in illegal conduct involving children; and
three, working with NCMEC, law enforcement, and our industry peers.

Let me describe these efforts.

Yahoo! was an early leader in creating child-friendly spaces online.
Ten years ago, we launched Yahooligans, a mini version of Yahoo! that
is a safe place for kids. More than four million unique users each month
use Yahooligans for news, music, and games.

We also work to protect children on our other services. We have put
in place a series of age restrictions so that parts of our network, like
Yahoo! Chat, are off limits to children registered as under the age of 18.
We have even tighter restrictions for children under 13 who may not
create a profile or play games at Yahoo.com.

We also provide filtering, blocking, and parental control tools.
Parents who use Yahoo!, through our broadband partners, can restrict
children’s activities both on and off of our network. For other users, we
offer Safe Search to exclude adult content from responses to search
queries. In addition, we provide tools to filter offensive language and to
block and ignore unknown users or offensive communications. And
Yahoo!’s Family Resource Center offers parents user-friendly
information on these tools and other educational resources.

Yahoo! has policies and technology to help identify violators using
our network to engage in illegal behavior. We have strict terms of
service that prohibit harmful and abusive conduct, and we provide tools
to enable users to report violations. For example, we have built report
abuse links into Yahoo! Chat and webcam. When users report abuse, we
review the reports, shut down violators’ accounts, and escalate
appropriate reports to NCMEC. We also take affirmative steps to detect
and remove child pornography through technology, such as filters and
algorithms, as well as through human review. Each of these is tailored to
our specific services.
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We work closely with NCMEC and law enforcement to ensure that
online child predators and child pornographers are promptly identified,
investigated, and prosecuted. We have invested significant resources to
develop effective systems for reporting child pornography, and we meet
regularly with NCMEC to find ways to make our reporting more
effective for law enforcement. For example, if child pornography is
found on Yahoo! Groups or Yahoo! Photos, we can now report the IP
addresses of the user who originally uploaded it. Law enforcement has
said that our capability has been very helpful in their investigations.

In addition, we work closely with the United States Internet Service
Provider Association, or USISPA, and NCMEC to develop a set of sound
reporting practices for ISPs. Yahoo! supports law enforcement within
the framework required by law and our commitment to the privacy of our
users. Our compliance team is available 24/7 to respond to legal process.
All child endangerment cases are given priority. We provide a manual to
assist law enforcement with their investigations, and we train law
enforcement personnel who focus on protecting children, such as the
Internet Crimes Against Children Task Force. Also, we provide
NCMEC millions of dollars of public service advertising placements on
the Yahoo! network.

While we are proud of our progress, we recognize that there is more
work to be done. One recent change that we have made builds on the
success of Yahoo! UK’s partnership with the Internet Watch Foundation,
or IWF. We are now removing child pornography sites on IWF’s list
from our U.S.-based search results as well as from Yahoo! UK.

But the issue of child safety is bigger than any one company. I
would like to describe two new industry initiatives that we support.

First, Yahoo! supports the USISPA proposal authorizing NCMEC to
issue preservation letters to ISPs. This will eliminate the delays between
when ISPs report and law enforcement issues preservation requests.

Second, all ISPs should follow USISPA’s Sound Practices for
Reporting to NCMEC. Today, Yahoo! and certain major ISPs adhere to
these practices, but others do not. If other ISPs follow these practices,
law enforcement could better pursue cases referred to NCMEC and not
just the cases from a select few providers.

Finally, I would like to highlight our announcement today with
NCMEC, AOL, Microsoft, EarthLink, and United Online. Together, we
are launching an aggressive campaign against child exploitation on the
Internet through a new Center for Child Protection Technologies.
Through this center, industry leaders will come together to develop and
deploy technological solutions to disrupt predators’ ability to use the
Internet to abuse children. Our industry peers are invited to join this
effort.
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Mr. Chairman, Yahoo! believe that our actions make our network
safer for children, and the proposals I have described will make it more
likely that violators will be identified, investigated, and punished. We at
Yahoo! look forward to working with members of the subcommittee in
the ongoing battle to keep children safer online.

Thank you for the opportunity to testify today.

[The prepared statement of Elizabeth Banker follows:]
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PREPARED STATEMENT OF ELIZABETH BANKER, ASSOCIATE GENERAL COUNSEL, YAHOO!
INC.

Introduction

Chairman Whitfield, Ranking Member Stupak, and Members of the Subcommittee, thank
you for the opportunity to address the Subcommittee on the important topic of protecting
children online. My name is Elizabeth Banker. I am Vice President and Associate General
Counsel at Yahoo!, where I have managed the law enforcement compliance function for the past
seven years. The compliance team consists of dedicated professionals whose primary function is
to respond to legal process with respect to information about subscribers, and to report instances
of child pornography to the National Center for Missing and Exploited Children (“NCMEC”).
From these experiences, I can tell you that Yahoo! has an unwavering commitment to promote
online safety and that I personally, along with the rest of the Yahoo executive team, share the
same commitment. In my time at Yahoo!, I have also seen how much the Internet generally, and
Yahoo!’s services specifically, are used to provide information, education, and fun to children

who would otherwise not have access to these opportunities to enrich their lives.

About Yahoo!

Yahoo! is one of the leading global Internet brands and one of the most visited Internet
destinations worldwide. More than 411 million unique users worldwide visit Yahoo! each
month. We offer a broad range and deep array of over 50 products and services that are designed
to provide our users with the power to connect, communicate, create, access, and share
information online. Many of our services are free to users. Unlike many service providers
répresented here today, Yahoo! does not provide users with internet access. Users may access
Yahoo! using any mode of internet access available to them, whether through our partners
Verizon and AT&T, through a dial-up connection, via a wireless connection in a coffee shop, or

on their mobile phone.



80

Yahoo! is Committed to Protecting Children Online

Yahoo!’s commitment to fostering a safe online environment for users of all ages begins
with our own products and services. Yahoo! actively works to prevent people from abusing our
service in a way that harms children. As you may know, there are many different ways to protect
children online including: (1) building safer, child-appropriate online environments; (2)
implementing policies and tools to assist in reporting users who engage in inappropriate or
harmful behavior; (3) deterring and detecting use of systems to distribute illegal child
pornography; and (4) working with law enforcement to combat online exploitation of children
and to ensure that people who use the Internet to sexually abuse children are promptly identified,
investigated and prosecuted.

As I will describe in more detail, Yahoo! uses all of these techniques to help create a
safer online experience for all users. We also actively engage with others who are critical
partners in the effort to combat online exploitation of children, such as the Department of Justice,
NCMEQC, the Internet Crimes Against Children Task Forces, non-profit organizations that
promote online safety, our peers in the industry, and our users. Yahoo! has an especially long
history of creating child-friendly online spaces, working with NCMEC, and working with law
enforcement agencies on issues related to child sexual abuse. We continue to build on our prior
successes and to move forward with additional measures that will enhance online safety for

children.

How Yahoo! Makes Safer Places Online for Children
Yahoo was an early leader in creating child-friendly spaces online. In 1996, Yahoo!
launched Yahooligans!, one of the first online resources of safe and child-appropriate Web sites.

Yahooligans! is a safe place to be a kid on the Internet. It is a mini version of Yahoo! that is

-3.
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designed for children, but also has a variety of resources for parents and teachers. All websites
and content listed in the Yahooligans! directory have been reviewed and approved by a trained
staff of Yahoo! employees who are former teachers and librarians. Product offerings on
Yahooligans! include news, music, movies, e-greetings, jokes, science, and close to 100 kid-safe
games. Yahooligans! has more than 4 million unique users each month and was very proud to
have won the Wired Kids Award in 2002.

Yahoo! also takes several measures to protect children who use services offered on
Yahoo.com. One of these measures is to block younger users from using Yahoo! services that
are likely to be used for grown-up interactions, such as Chat. Based on the birthdate provided
upon registration, user accounts under the age of 18 are not currently allowed to participate in
Yahoo! Chat or Yahoo! 360, Yahoo!’s social networking community. Similarly, children who
are under the age of 13 may not register for a public profile as a Yahoo! user, participate in
Yahoo! Games, or use Yahoo! Geocities to post a personal webpage.l

Yahoo! also helps children stay safe online by promoting the use of filtering, blocking,
and parental control tools. We make available a parental control product to users of Yahoo! who
have broadband Internet access through our partners such as Verizon and AT&T. Using parental
controls, parents can filter or restrict their children’s activities online, even when their children
are trying to access sites that are off the Yahoo! network. These programs provide a robust
mechanism for parents to oversee their children’s online activities. For parents whose children
access Yahoo.com through other providers, Yahoo! has a feature called “SafeSearch,” which,
when activated, is intended to prevent adult content from being displayed in response to search
queries made by that user’s Yahoo! account. In addition to SafeSearch, Yahoo! provides users

with a number of features that allow them to customize their online experience, including tools to

! For more details on age-specific restrictions, see http://help.yahoo.com/help/us/family.
-4-
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filter offensive language, set privacy preferences to block out conversations from unknown
sources, and “ignore” specific users so they can stop receiving communications from anyone
who harasses or offends them. Yahoo! educates its users on all of these features at a central site
called our “Family Resource Center,” which can be found at http:/family.yahoo.com. Atour
Family Resource Center, we also share safety and other helpful information and tools from our

partners and other third party resources, such as NCMEC’s Netsmartz and GetNetWise.

Yahoo’s Efforts to Block, Screen and Report Abuse

Yahoo! has made a strong commitment to prevent illegal and/or abusive content on our
networks. In addition to taking down illegal child pornography that is reported to us, we also
enable users to report unwanted conduct to Yahoo! easily, report unlawful conduct involving
children to NCMEC, and take affirmative steps to detect and remove child pornography from the
Yahoo! network.

First, Yahoo! has strict Terms of Use and Community Guidelines that prohibit a wide
range of harmful and abusive conduct, including any conduct that could harm minors. Second,
Yahoo! has implemented a number of tools to make it easier for users to report violations of
these policies, along with other types of unwanted and unwelcome interactions on the Yahoo!
network. For example, Yahoo! has built a “report abuse” link into the frame of Yahoo! chat
windows, webcam windows, and throughout the Yahoo! 360 service. “Report abuse” pages can
also be found through Yahoo! Help. Users who see or receive illegal or unwanted
communications can use these links to report the misconduct to Yahoo!. Under Yahoo!’s
internal procedures, reports are reviewed, accounts of violators are shutdown, and reports that
indicate any activity involving child pornography or solicitation of a minor are given special
handling. Such reports are escalated for reporting to NCMEC, as appropriate. Moreover, in

order to make our customer reports more effective for NCMEC and law enforcement, Yahoo!
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has engineered special tools to allow the exact nature of the reported interaction to be brought to
the attention of the customer care agent, and may be subsequently available to law enforcement
if a criminal referral is made. As evidence of our serious commitment to protecting children
online, Yahoo! continues to implement these tools and policies into new products and services.
Third, Yahoo! also takes affirmative steps to detect and remove child pornography from
the Yahoo! network. We have devoted resources to develop technical tools, which are used in
conjunction with human resources to detect and deter illegal child pornography. Our targeted,
multi-faceted approach combines technology, such as filters and algorithms, with customer
reports and human editorial input. These methods are customized for, and targeted to, specific

Yahoo! services in order to be as effective as possible.

Yahoo!’s Work with NCMEC To Improve the ISP Child Pornography Reporting Process

Perhaps most importantly, Yahoo! has a long history of working closely with NCMEC to
continuously refine the child pornography reporting process and to help NCMEC accomplish its
mission of preventing child abduction and sexual exploitation, finding missing children, and
assisting victims of child abduction and sexual exploitation. To that end, Yahoo! has invested
significant financial and human resources in developing systems for reporting child porography
to NCMEC and law enforcement. Beyond merely reporting a minimum amount of information
to NCMEC, Yahoo! has proactively teamed with NCMEC to optimize the ability of law
enforcement agencies to find and prosecute pedophiles. We meet regularly with NCMEC
personnel to discuss reporting procedures, and have made specific technical changes to our
products and services to better protect children online.

One particular example of such an improvement involves Yahoo!’s changing its systems
to enable Yahoo! to report IP addresses of users who upload child pornography images to

Yahoo! Groups and Yahoo! Photos. This was done in order to be able to provide information to

-6-
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NCMEC that would enable NCMEC to make a speedy referral to the appropriate law
enforcement entity and to allow that law enforcement entity to act on illegal conduct as quickly
as possible. We also deactivate users who have been the subject of NCMEC reporting.

In addition, we have worked closely with other service providers through the United
States Internet Service Provider Association (US ISPA) and with NCMEC to develop a set of
Sound Reporting Practices for ISPs, which we follow. The Sound Practices fill an important gap
in the law by establishing guidelines for service providers on what an appropriate report of an
incident of child pornography should contain.

Yahoo is also a member of the Financial Coalition Against Child Pornography, a
coalition of leading banks, credit card companies, Internet service companies, NCMEC, and the
International Center for Missing and Exploited Children (ICMEC).2 The Coalition’s goal is to
make it impossible to profit from selling child pornography within two years by sharing
information about websites selling child pornography, and stopping any payments passing to
those sites.

I would also like to note that Yahoo!’s support of NCMEC extends well beyond the area
of child pornography reporting. Yahoo! participates in Amber Alerts, sponsors NCMEC’s
annual Hope Awards and Congressional Breakfast, hosts a micro-site for NetSmartz on
Yahooligans!, and provides NCMEC sponsored search and other advertising placements on the

Yahoo! network.

Yahoo! and Law Enforcement
In addition to working with NCMEC, Yahoo! supports law enforcement in child

pornography investigations in a number of different ways within the framework of our Terms of

2 The Coalition consists of 19 entities, including America Online, American Express, and
PayPal.
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Service, our privacy policy, and the trust of our users worldwide. First, Yahoo!’s compliance
team is available 24 hours a day, 7 days a week to handle emergencies and respond to subpoenas,
search warrants, and court orders. All alieged child exploitation cases are given priority
handling.

In addition to conducting frequent training for its own compliance personnel, Yahoo! also
provides information and training to law enforcement agencies. Yahoo! has created a Law
Enforcement Compliance Manual to ensure that law enforcement personnel are familiar with
Yahoo!’s policies, procedures, and systems, and clearly understand how to obtain the appropriate
investigatory information in child exploitation cases. We have also trained law enforcement
personnel who focus on protecting children (such as Internet Crimes Against Children (ICAC)
investigators and child exploitation prosecutors) regarding the function and operation of Yahoo!
systems. We regularly participate in and/or sponsor a number of law enforcement training
events, including the National ICAC Conference in 2005 and 2006, the San Jose ICAC
Conference in 2004, 2005 and 2006, and this year alone, four events for the American Prosecutor
Research Institute. Yahoo! is also a member of the Virginia Attorney General’s Youth Internet

Safety Task Force.

Yahoo!’s Ideas for Building On Our Success Going Forward

While we are proud of the progress we have made on our network and working with our
partners, we recognize that there is more work to be done to combat illegal activity against
children online. We will continue our efforts on several fronts, by improving user education and
outreach about safety, including safety features in our products and services, refining our internal
processes for combating child pornography, and strengthening our relationships with key

partners like NCMEC.
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Let me tell you about one recent change: building on the success of Yahoo! UK’s
partnership with the Internet Watch Foundation (IWF), Yahoo! is taking steps to implement
elements of the IWF process for our US-based service. The IWF manages and controls a
database of URLs which IWF analysts have determined to be illegal child abuse images. Using
that database, the IWF notifies companies in the UK who host URLs where illegal material is
posted, and simultaneously notifies law enforcement. For sites not hosted in the UK, the IWF
shares the list with UK service providers so that they can remove the URLs from their search
services or take other appropriate measures. As of June 2006, Yahoo! is removing sites on the
IWF list from both the Yahoo! UK and Yahoo.com search results.

There are two other specific areas where we think concrete advancements can be made in
the fight to eliminate child pornography and child exploitation. First, Yahoo! supports the US
ISPA proposal that NCMEC be authorized to issue preservation requests to Yahoo! and other
ISPs. This would remedy the most glaring gap in current child pornography investigations.
Currently, only government entities may issue mandatory requests for preservation of data under
18 U.S.C. 2703(f). The lack of preservation authority for NCMEC can result in a substantial
delay between the time the ISP first reports child pornography to NCMEC and when the matter
is subsequently referred to law enforcement and a preservation request is issued.

Second, Yahoo! agrees that other ISPs should follow US ISPA’s Sound Practices for
reporting to NCMEC. When the reporting statute was passed, the Department of Justice was
given authority to issue regulations pertaining to NCMEC reporting. The Department of Justice
has not yet issued regulations on this subject. To fill this gap, the ISPs who are members of US
ISPA worked with NCMEC to develop the sound reporting practices which Yahoo! and other
major I1SPs follow. Many other ISPs do not follow these practices, creating gaps in the

protective net. Having worked closely with NCMEC, we know that if other ISPs followed these
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practices, law enforcement would be in a better position to pursue all of the cases referred to

NCMEQC, not just the cases from a select few providers.

CONCLUSION

The Internet offers extraordinarily rich and diverse opportunities for children all over the
world — to learn, to play, to explore and to discover. Internet connectivity helps level the playing
field for many children, removing disadvantages resulting from poverty, isolation or disability.
Yahoo! takes great pride in knowing that its efforts, programs and services bring hope and
opportunity to so many youth across our nation.

Of course, just as there are challenges in the off-line world, the Internet presents
challenges and threats of its own, reflecting the diverse and inconsistent motivations of the
people who use it. Through the activities described in this testimony, Yahoo! has tried to make
the Internet a safer place for children. While there will always be people who commit crimes
online, just as there are those who do so in the real world, Yahoo! hopes that its actions make it
less likely that people can abuse this vital medium to harm children, and that if they do, they will
be identified, investigated and punished.

1 look forward to working with the Members of this subcommittee to protect children in

the online world. Thank you for the opportunity to testify today.
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MR. WHITFIELD. Thank you, Ms. Banker. We appreciate the
announcements made today by AOL, Yahoo!, Microsoft, EarthLink, and
United Online Technologies in their new initiative.

Mr. Dailey, you are recognized for 5 minutes.

MR. DAILEY. Thank you very much, Mr. Chairman and Ranking
Member Stupak and to members of the subcommittee.
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Good afternoon. My name is Tom Dailey, and I am the General
Counsel of Verizon Online, which is Verizon’s consumer and small and
medium Internet business offering DSL and other broadband services,
fiber services, and so forth. I am also the former chairman of the U.S.
Internet Service Provider Association. [ was the chairman for
approximately 4 years, and I am now the chairman emeritus of that
organization. And I have been the General Counsel at Verizon Online
for the past 8§ years.

Like many in this room, I, too, am a parent. [ have got two sons,
each of whom, like many kids, is active on the Internet. I am as shocked
as everyone by what I have seen this morning and other stories that I
have seen and heard about as well as the work that we do from day to
day in dealing with the types of people that we have been referring to as
child predators. But they are really, often times, just common criminals,
and we need more work. There is no question about it. And I agree with
many of the comments that I have heard this morning from my
colleagues and before.

Verizon shares the concerns that I think we all have. We are in a
somewhat different place from Yahoo! and AOL, because we are a
network service provider fundamentally. The services that we offer to
our customers are primarily the Internet access component, the network
component. When it comes to the services, the portal services, we have
two very strong partnerships, one with Yahoo! and one with Microsoft,
and they provide terrific services to our customers. We are primarily
focused on the network access piece. We don’t provide our own search.
We don’t provide our own chat rooms, so we are in a somewhat different
position, as I indicated.

But Verizon has been a leader for many years in the area of online
education, both in terms of the safety and security information that we
provide to our customer, but also in terms of the Internet software and
security software and parental control software that we make available
both through our partners like Yahoo! and Microsoft but also through
other services that we make available to our customers.

Verizon is also a proud participant in various cyber citizenship
initiatives, including: GetNetwise, which is a campaign and website
designed to give Internet users an online resource for information on
Internet security; our participation with ICRA, the Internet Content
Rating Association, is something that we value greatly; that association
attempts to raise the level of awareness about content and threats online.
Finally, our collaboration with i-SAFE America, which is creating a
powerful set of cyber citizenship tools to educate K-12 students about
responsible online behavior.
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But Verizon does much more than simply provide online education
resources, which we believe are, indeed, very important. We also are a
very active participant in the investigation of online and real-world
criminal activity involving crimes against children. We have a manual to
help law enforcement to inform them about the types of services, the
work and content and materials that we can provide to them and how
they can come to us for help. And we provide a lot of help to law
enforcement across the country at the State, local, and Federal levels.

Verizon has been active in a number of very important cases
recently, and I mentioned several of them in my testimony. One I want
to just highlight for you today, and that is the case in which Verizon
provided key information to law enforcement that enabled the rescue of a
13-year-old Pennsylvania girl who had been abducted and held by a 39-
year-old man as his sex slave. Through Verizon’s help, law enforcement
was able to locate and free the child who was found chained to a bed,
otherwise relatively unharmed. And the individual that committed that
crime is now serving a 20-year prison sentence. But it was Verizon’s
security group, Verizon’s ability to find that user that helped, I think,
save that girl’s life.

I am not going to repeat all of the cases cited in my testimony, cases
in which Verizon helped find runaways, in which Verizon helped prevent
a child molestation, but we are proud of our role in assisting law
enforcement to help in the area of child protection.

Verizon has been a participant, as have other members of the panel,
with the National Center for Missing and Exploited Children’s online
CyberTipline program. We have done that for many years. Historically,
because of our role as a network provider, we haven’t seen as much of
the child predation, very little, in fact, as some of the other companies
before you. We have typically seen images. We report those images
when we get those. But the bad guys, as I think Mr. Ryan indicated, are
changing their modus operandi, and we recently observed what appears
to be online child pornography spam as a result of that. We have
adjusted our reporting to NCMEC, which is why, if you have looked at
the data, we have had a spike in our reports from very few to actually
over 100 this year, which is a significant increase from previous years.
But the reason is that we are not just reporting images. We are now
seeing a change. And so we have adapted, and we are reporting these
apparent e-mail solicitations as well.

Verizon supports the initiatives that have been described previously
about enhancing the ability of NCMEC to facilitate investigations of
child pornography through the granting of authority to NCMEC to issue
preservation orders. We believe that will be helpful. It will help
preserve data and make it available for law enforcement later on. And
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we support changes in the reporting statute under 13-032 to make it clear
that ISPs that report to NCMEC can include images of child pornography
with their electronic submissions without the risk of that being deemed a
distribution of child pornography. We think that these changes will
enhance reporting and improve law enforcement’s ability to investigate
and prosecute those who prey on children.

I look forward to your questions, and thank you again for this
opportunity to participate.

[The prepared statement of Tom Dailey follows:]

PREPARED STATEMENT OF TOM DAILY GENERAL COUNSEL, VERIZON COMMUNICATIONS

Mr. Dailey’s testimony focuses on Verizon’s efforts to fight online child
exploitation through cooperation with law enforcement, the delivery of online tools and
educational programs to Verizon Online subscribers, and cyber-citizenship initiatives
targeted to all Internet users. With respect to Verizon’s retail Internet access services, the
testimony describes the differences between Verizon Online’s role as a network provider
and its use of third party portals to provide chat, forums and other online services and
how this business arrangement affects reporting of child pornography incidents. The
testimony further describes several instances in which Verizon, through collaboration
with law enforcement and other ISPs, has successfully assisted in the rescuing of children
(and the prevention of possible child molestation). Mr. Dailey’s testimony also describes
how Verizon reports potential instances of child pornography under 42 USC §13032.
The testimony concludes with the proposal of two statutory changes which Verizon
believes can be fairly simply accomplished and which will significantly enhance the
effectiveness of law enforcement efforts to track down and prosecute child exploitation
crimes.

I. Introduction

Chairman Whitfield, Ranking Member Stupak members of the subcommittee, thank
you for the opportunity to testify here today. The people of Verizon believe that the issue
of online child safety is very important and Congress can help by making some
improvements in the current laws. At Verizon there is a very strong belief in our
responsibility as a corporate leader to do what is right. We believe helping to protect
children from online predators, and assisting law enforcement in their efforts to track
down those who would exploit children through the Internet, is the right thing to do. We
are a part of a quickly transforming industry moving from the old world of basic
telephone service to a new world of broadband networks. Not long ago people
communicated through telephone calls and the Internet was something that only a techie
could understand how to use. We are now in a very different era where people connect
with one another around the globe in an instant and transmit and receive images via the
Internet with the click of a mouse. As remarkably beneficial and enriching as the Internet
has become, there comes with this technology a darker side that includes new ways to
carry out old criminal activity. Child exploitation is one example. Verizon takes the
issue of fighting child exploitation very seriously and we are here today with the goal of
finding new ways to combat the spread of child pornography. We applaud the efforts of
this Committee, of those at the National Center for Missing and Exploited Children, and
of others in the law enforcement and ISP communities, who are dedicated to the fight
against child exploitation. In this spirit, Verizon offers the following testimony.



91

II. Verizon as a Network Provider and its Online Safety and Security Services

a. Verizon’s Internet Access Services Operations. Verizon is a wholesale and
retail provider of communications, data and video services to a wide array of customers
ranging from individual consumers to multi-national corporations. In the data world,
Verizon provides two primary wireline Internet access technologies: (1) dial-up Internet
access service that is provided primarily on a wholesale basis to large, consumer-focused
Internet service providers; and (2) high-speed Internet access service, that is provided to
retail consumer and business users. Verizon’s high-speed services for consumers use
digital subscriber loop (“DSL”) and fiber-based (commercially know as “FiOS”)
technologies. Both services provide high-speed Internet access and transmission
capabilities. The Verizon business units that offer Internet access services include
Verizon Online, which is retail focused and currently has more than five million
consumer and small/medium sized business subscribers nationally; and Verizon Business,
which sells a variety of wholesale and retail Internet access services to thousands of
enterprise (large) businesses and government entities.

The structure of Verizon Online’s consumer Internet service differs from many in
the industry. All subscribers to the company’s retail consumer Internet access service,
whether DSL- or fiber-based, receive a choice of portal providers when they register for
their broadband service. Subscribers can choose to receive as part of their Internet access
package co-branded premium portal services from Yahoo! or MSN. The services they
receive from these companies are specially designed to combine certain Verizon-
provided features (such as account management tools and email) with the portal
provider’s own content, features and functionality (such as instant messaging, email,
chat, search, entertainment and other online services). This unique blending of Internet
access with portal features and services has an impact on the volume of child
pornography reports Verizon refers to NCMEC, which I'll discuss further in my
testimony, below.

b. Verizon Online’s Safety and Security Offerings. Verizon Online makes
available to its subscribers a variety of Internet security services provided by Yahoo! and
MSN. Each portal provides anti-virus, firewall, anti-spyware and parental control
software, which currently are provided at no extra charge to Verizon Online subscribers.
In addition to making the Yahoo! and MSN security services available to its subscribers,
Verizon Online offers its own, private-labeled suite of security services. This security
suite includes anti-virus, firewall, anti-spyware and parental control software and is
available for an additional monthly charge. Historically, Verizon Online has also made
commercially available parental control software offered by CyberPatrol and Cybersitter
to its subscribers at a discount off the normal retail price.

In addition to its history of providing subscribers with the tools they need to help
protect themselves and their children from harmful viruses and objectionable content,
Verizon Online has also worked to help educate its subscribers about Internet threats of
all kinds. The company’s Safety and Security website, one of the first of its kind among
network providers, gives our customers access to Internet sites designed to help parents
learn about ways to protect their children online, including links to the National Center
for Missing and Exploited Children’s (“NCMEC”) website and CyberTipline for
reporting incidents of child exploitation or pornography, GetNetWise (a site dedicated to
educating about dangers on the Internet), StaySafeOnline and OnGuard Online (an
education site offering advice regarding the safe use of chat and community networking
services).  Verizon Online has participated in national events such as National
CyberAwareness month, which it publicized to its subscribers, and the company
periodically distributes helpful information through its newsletters on wide-ranging
topics that include cyber-safety.

c. Differences Between Verizon’s Internet Access Services and Other Online
Services. Unlike AOL, MSN and Yahoo!, Verizon Online does not currently provide
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chat rooms, online forums or blog sites. Although Verizon Online has provided web
hosting services targeted to business users, and storage services for all users, these
services to this point have not been particularly widely adopted. Thus, because Verizon
Online is primarily a network access services company, and because the vast majority of
its subscribers use one of the portal services provided by its portal partners, Verizon
Online sees very few complaints involving actual images of child pornography and
virtually no complaints of predatory activity. It is Verizon Online’s belief that
complaints regarding child pornography and predation activity primarily go to the
providers of the forums in which the illicit activity takes place, e.g., chat rooms and
community network sites. The few reports of actual child pornography Verizon Online
has historically seen have related more to content residing on its web hosting service.
The vast majority of reported child pornography incidents that Verizon Online now
receives have been in the form of emails (largely spam-related) that the company’s
subscribers forward to Verizon Online’s security abuse email box.

III. Cooperation with Law Enforcement, Case Studies and Cyber-Citizenship

Verizon has a long history of working cooperatively with law enforcement in the
investigation of criminal activity, including fighting child pornography. Through these
efforts Verizon has played an important role, among other things, in securing the safe
return of missing children and even in saving lives. Outside the security context, Verizon
has played a prominent role in the development of cyber-citizen initiatives, online safety
programs and customer education websites designed to promote the public safety at large.

a. Cooperation with Law Enforcement. Verizon as a corporation handles
thousands of law enforcement subpoenas every month through its voice and data
communications security organizations. In the Internet context, Verizon Online
processes more than 100 criminal subpoenas a month (706 so far in 2006). The Verizon
Online and Verizon Business security group work with local, state and federal law
enforcement officials to investigate claims ranging from property crimes (fraud, phishing
and identity theft) to threatened physical harm to child pornography. Verizon Online and
Verizon Business each have dedicated personnel who work with law enforcement to
respond to legal process (subpoenas, court orders and warrants) and to help law
enforcement in their efforts to identify the information they need to track down illegal
activity on the Internet.

Verizon Online’s security group has worked diligently and cooperatively with law
enforcement across the country, and with other ISPs, on investigations ranging from post
9/11 watch-list cases to tsunami fraud schemes to tracking child predators and missing
children. In one highly publicized case in 2002, Verizon Online played a critical role in
tracking down and saving the life of a 13 year old Pittsburgh girl who had been abducted
by a 38 year old Herndon, Virginia man named Scott Tyree. After abducting the girl,
Tyree was observed in a Yahoo! chat room apparently bragging about what he had done.
A participant in the chat room linked Tyree’s forum discussion to stories heard on the
news and reported the incident. Law enforcement tracked Tyree through Yahoo! and
ultimately determined that his Internet connection showed to a Verizon IP address,
meaning he likely was a Verizon Online subscriber. Working with the FBI, Verizon
Online’s security team was able to determine the exact location of the computer Tyree
was using and provided this information to law enforcement. A waiting SWAT team
then raided Tyree’s Herndon condominium to find the victim tied to a bedpost but
relatively unharmed. Tyree is now serving a nearly 20 year prison sentence.

The Tyree case is but one example of the successes that cooperation between
Verizon security and law enforcement personnel has brought in child exploitation and
endangerment cases. Verizon Online security has worked with noted Polk County
Sheriff’s Department investigator Charlie Gates on child predation related cases and with
local law enforcement personnel across the nation. Verizon Online has also worked
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closely with its ISP colleagues to locate missing children. In one case, Verizon Online
and AOL teamed up to track down a runaway who was logging into her AOL instant
messenger account from Internet cafés across several states. As the child logged into her
AIM account, AOL and Verizon Online security personnel tracked the child’s location
based on the location of the Internet connection and ultimately to were able to help
facilitate the child’s safe return. In yet another case, the quick action of a Verizon
Business security team member in processing a subpoena helped police prevent the
molestation of a minor.

Finally, in a child kidnapping case, Verizon security personnel received notice from
a Bridgewater, New Jersey, detective that a 5 month old child had been kidnapped from a
babysitter. Verizon security performed record searches and was able to discover a series
of cellular and voice over IP calls that seemed like a promising lead. Verizon’s
investigator then coordinated with Verizon Wireless and Sprint regarding the cellular
calls and with Level 3 Communications regarding the voice over IP calls, all after hours,
to set up emergency assistance for the investigating detective. The next day, the detective
handling the case called to inform Verizon security that the voice over IP investigation
had helped lead them to the kidnapped infant and that the child was safe. These stories
are but a few examples of the things Verizon security personnel do day in and day out to
help law enforcement to do its job.

b. Cyber-Citizenship Initiatives. Verizon has long been a major player in
advancing cyber-citizenship principles and promoting online safety for children and all
Internet users. As noted above, Verizon was one of the first major ISPs to develop an
online safety and security website that offers Verizon Online subscribers a variety of
information and tools to help protect against Internet threats and parents to help safeguard
their children online. Verizon was one of the founders of GetNetWise.org, a campaign
and web site designed to give Internet users an easy, online resource for additional
information on Internet security, include (“ICRA”) to deliver an education campaign to
raise the level of awareness about content threats in our converged world. Verizon and
ICRA are working cooperatively to answer parents’ questions and point them to the tools
they can employ to help protect their children from harmful online content. Finally,
Verizon is collaborating with i-SAFE America, Inc. on a multi-year initiative to create a
powerful set of cyber-citizenship tools that educate K-12 students about responsible
access to entertainment, information and online communication tools, including issues
related to social networking sites, chat rooms, and online bullying.

Verizon has also participated with NCMEC and the US Internet Service Provider
Association (“USISPA”) in crafting a series of industry best practices regarding the
reporting of child pornography, and in finding ways to enlist the support of and to
educate smaller ISPs about child pornography enforcement and reporting. The company
is currently working with the Department of Justice and its task force on child
pornography enforcement to look at ways in which the ISP industry can work with law
enforcement to improve child pornography enforcement, whether through data
preservation or retention or other means. In short, Verizon has been a prominent
participant in the discussion on child pornography enforcement, and in outreach efforts
involving its own customers and Internet users at large. Through these efforts, and its
ongoing work with law enforcement, Verizon has demonstrated its firm commitment to
helping safeguard children on the Internet and to assisting law enforcement in pursuing
those who would use the Internet to exploit children.

IV. Child Pornography Reporting

Although Verizon Online does not receive the volume of child pornography related
cases as other ISPs do, the company maintains a full-time security analyst who monitors
Verizon Online’s abuse mail box for child pornography complaints and reports.
(Virtually all reports of child pornography come to Verizon Online through its abuse
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email boxes). Once identified as a reportable incident under 42 USC §13032, Verizon
uses the NCMEC ISP Tipline to report the incident to NCMEC. Verizon is a registered
user of NCMEC’s ISP CyberTipline.

While Verizon Online has always reported incidents of child pornography to law
enforcement, over time its approach to assessing what is and is not a reportable incident
under 42 USC §13032 has changed. Historically, Verizon Online focused its reporting
on instances of child pornography images found to be housed on Verizon Online servers.
Because of its role as a network provider, with no chat or forum services of its own and
only a small web hosting business, the volume of reportable child pornography incidents
Verizon Online has received and made has been quite small (roughly 12 over the past 6
years). We attribute this small number of cases to the fact that the circumstances under
which Verizon Online subscribers most often encounter child pornography involve the
use of services not provided by Verizon Online today (IM, blogging or chat/forum
services), or involve websites not hosted by Verizon Online. If an Internet user
encounters child pornography when visiting a third-party site, they are most likely in our
experience to report the incident to the third-party, not Verizon.

Recently, Verizon Online changed its reporting criteria to broaden the categories of
child pornography complaints that it passes on to NCMEC. Verizon Online observed that
the vast majority of child pornography complaints it was receiving pertained to email
solicitations (often spam) relating to child pornography. In analyzing these complaints,
Verizon Online concluded that the emails themselves could be viewed as facts or
circumstances from which a violation of the child pornography laws was apparent under
42 USC §13032. As a result, Verizon began reporting these email complaints to NCMEC
in April 2006." Since that time, Verizon Online has filed 116 reports using the
CyberTipline, the vast majority of which were in the form of emails forwarded by
customers, which Verizon Online in turn forwarded on to NCMEC via the CyberTipline.
The balance was child pornography related emails actually received in Verizon’s own
email boxes. Many of these emails contain URLs that purportedly link to content
containing child pornography. None of the 116 customer complaints contained actual
images of child pornography.

V. Legislative Improvements to Child Pornography Enforcement

Verizon supports improvements to current laws regarding child pornography
enforcement, rather than the creation of new mandates. In particular, we see two areas in
which Congress can make significant improvements in the enforcement effort, without
engaging in a wholesale re-write of existing law. First, Congress should authorize
NCMEC to issue preservation requests under 18 USC §2703(f). NCMEC is not a
governmental entity, yet it has been charged with the responsibility to coordinate the
investigation of child pornography and related cases by law enforcement. Securing the
availability of electronic data is an important element to such investigations; empowering
NCMEC to request preservation immediately upon receipt of a colorable report of child
pornography makes sense and would significantly expedite the process of securing
potentially relevant information.

Second, Congress should clarify under 18 USC §2252A that submission by an ISP
of images of child pornography as part of a bona fide report under 42 USC §13032 does
not constitute the unlawful distribution of child pornography. The current statutory

There was a process delay in early 2006 that interrupted Verizon Online’s reporting early in the
year as the company reorganized its abuse group and the reporting responsibility transitioned to
a new staff member. At this time Verizon Online security also experienced network
connectivity problems and delays in re-establishing its ISP Tipline account that contributed to
the interruption in reporting. The connectivity issue was remedied and Verizon Online resumed
reporting in April 2006.
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scheme is ambiguous on this issue and the ambiguity should be eliminated. Clarification
that the submission of images as part of a report to NCMEC or law enforcement is not
unlawful distribution of child pornography will encourage more ISPs to report images,
and thereby facilitate investigations into the reported image. Verizon urges this
Committee to clarify this point.

Finally, there has been much discussion of late on the issue of data retention in the
context of child pornography investigations. The expressed position of law enforcement
is that data retention may be necessary to ensure that the data necessary to enable
investigators to identify the user of an IP address assigned to a particular user’s Internet
session is present when requested. The reason IP address assignments are useful to law
enforcement is because an IP address is often an important link between illicit conduct on
the Internet and the identity of the alleged perpetrator. While the debate over data
retention is still forming, Verizon’s general view is that IP address assignment and
customer record information collected in the normal course of business could be retained
by network providers for a reasonable period of time, and if retention is required, that the
period of retention should be long enough reasonably to enable law enforcement to
conduct their investigations. Whether this obligation should extend to others in the
Internet community is still open to debate, as is whether the period of retention should be
24 months (as has been proposed) or a shorter period more in line with the retention
policies of businesses in effect today.

There are two important caveats to this position, however. First, any such data
retention requirements should apply only to IP address assignment information, and it
should apply only to data gathered in the normal course of business. Verizon Online
believes that many network providers already capture helpful information in connection
with their standard processes for providing and/or billing for services. A retention
requirement for IP address assignment data currently gathered in the normal course of
business may be a reasonable first step that balances the needs of law enforcement with
the national desire to keep the Internet free from extensive regulation and regulation-
related costs. Second, the availability of data retention should not preclude granting
NCMEC the data preservation authority discussed above. Data preservation will go a
long way toward protecting data that might otherwise be deleted over the passage of time
between the date an incident of child pornography is reported to NCMEC and the
issuance of a subpoena or other legal process by a downstream law enforcement official.
An order to preserve data will not guarantee that data will be present when requested, but
it will greatly improve the chances that data which is captured will be available to law
enforcement at the time it is subpoenaed.

Thank you for this opportunity to present Verizon’s views on this important issue.

MR. WHITFIELD. Thank you, Mr. Dailey.

And Mr. Lewis, you are recognized for 5 minutes.

MR. LEWIS. Thank you, Mr. Chairman.

Mr. Chairman, Ranking Member Stupak, and members of the
subcommittee, I appreciate the opportunity to testify before you today on
behalf of Comcast regarding the important subject of making the Internet
safe for kids.

My name is Jerry Lewis. I am the Vice President, Deputy General
Counsel, and the Chief Privacy Officer of Comcast.

Comcast is America’s leading provider of high-speed Internet
services with over 9 million customers. And the safety and security of
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our customers, along with the quality of our service, are very important
concerns.

We are committed to leadership in the area of online security and
customer privacy and in cooperating with law enforcement to fight
Internet-based criminal activity, such as child exploitation. At no extra
cost to our customers, we provided a filtered Internet search option and
easy-to-use privacy and parental control software that lets parents
monitor chat and online activity, block inappropriate content, and
prevent their children from sharing personal information.

We have a solid record in assisting law enforcement, and we have
received numerous commendations for our efforts. We distribute a guide
to law enforcement regarding how to obtain prompt handling of their
requests. We conduct training for law enforcement, and we meet
quarterly with DOJ and FBI law enforcement officials to discuss ways
that we can work together quickly and smoothly nationwide.

But neither we nor any other Internet service provide, or ISP, is
perfect. During a massive build-out phase of our Internet protocol, or IP,
network last year, we had significant difficulties in meeting many law
enforcement requests due to problems with our network’s customer
provisioning system. Thankfully, that phase is behind us, and we are
committed to best practices in this area.

Because of the importance of child safety, we want to do more. We
have decided to extend our retention of IP address assignment
information to 180 days. We are making the investment necessary to
implement this change by September 1. We understand that our current
IP address retention period is shorter than many other large commercial
broadband ISPs. We established our IP address retention period at a time
when Federal and State officials raised privacy concerns about retention
of other data on our systems, so we erred on the side of setting a shorter
time period. Comcast will voluntarily take this significant step to
accommodate more valid law enforcement requests in a manner that is
consistent with the privacy expectations of our subscribers and the law.

To be very clear, however, we will only retain IP address assignment
information, information that we already retain for 180 days and will
retain no additional information, unless compelled to do so by valid legal
process. We are committed to striking the delicate balance between
customer privacy and being able to provide evidence in response to
investigations of online crimes.

Based upon our experience, we believe that the following other
measures would contribute significantly to improving child safety online
and hope the subcommittee will recommend them. First, greater public
and private-sector efforts to educate families about the dangers of online
pedophiles and the importance of parental involvement and technology
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to protect children, and I believe Chris Hansen’s presentation earlier in
the day underscores that fact. Second, greater resources for law
enforcement teams combined with increased training and forensic
support in the private sector so that law enforcement can trace hard-to-
find perpetrators. Third, is giving the National Center for Missing and
Exploited Children, or NCMEC, subpoena power so that it can gather
critical evidence relating to reports that it receives without the delay of
waiting for a referral to Federal or State law enforcement. Fourth,
preservation of evidence known by an ISP to be relevant to a NCMEC
report as a matter of course without waiting for a preservation order so
that the evidence will be available for law enforcement. Finally, where
available, is submitting relevant IP address assignment information and
town and State information in reports to NCMEC to facilitate referrals to
the proper law enforcement authorities.

In closing, Comcast is committed to a safe and secure Internet and to
working with the Attorney General, this subcommittee, and everyone in
the ISP industry to craft the right policies that balance the needs of law
enforcement with customer privacy expectations. Child exploitation is a
heinous crime. We intend to assume a leadership role in the solution to
combating it.

Thank you, and I look forward to answering your questions.

[The prepared statement of Gerard J. Lewis, Jr. follows:]
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PREPARED STATEMENT OF GERALD J. LEWIS, JR., VICE PRESIDENT, DEPUTY GENERAL
COUNSEL & CHIEF PRIVACY OFFICER, COMCAST CABLE COMMUNICATIONS

Summary of the Testimony of Gerard Lewis

Comcast is America’s leading provider of high-speed Internet services with over nine
million customers. And the safety and security of our customers, along with the quality of our
service; are our foremost concerns. We are committed to Jeadership in the area of online security
and customer privacy, and in cooperating with law enforcement to fight Internet-based criminal
activity such as child pornography. At no exira cost to our customers, we provide.a filtered
Internet search option and easy-to-use privacy and parental control softwate that lets parents
monitor chat and online activity, block inappropriate content, and prevent their children from
sharing personal information.

We have a solid record in-assisting law enforcement, and we have received numerous
commendations for our efforts. We distribute a guide to law enforcement regarding how to
.obtain prompt handling of their requests, we conduct training for law enforcement, and we meet
quarterly with DOJ and FBI law enforcement officials to discuss ways that we can work together
quickly and smoothly nationwide. But neither we nor any other Intemet service provider (or
ISP) is perfect. During a massive build-out phase of our Internet protocol (or IP) network last
year, we had significant difficulties in meeting many law enforcement requests due to problems
with our network’s customer provisioning system. That phase is behind us, and we are
committedto best practices in this area.

Because of the importance of child safety, we want to do more. We understand that our
IP address retention period is shorter than that of many other large commercial ISPs. We
established our IP address retention period at a time when federal and state officials raised
privacy concerns about retention of other data on our systems, so we erred on the side of setting
a shorter IP address retention period. Comcast will voluntarily take a significant step to
accommodate more valid law enforcement requests in a manner that is consistent with the
privacy expectations of our subscribers and the law. We have decided to retain IP address
assignment information for 180 days. We are making the investment necessary to implement
this policy by September first.

To be very clear, we will only retain IP address assigniment information — information
that we already retain - for 180 days-and will retain no additional information unless compelled
to-do so by valid legal process. We are committed to striking a delicate balance between
‘customer privacy and being able to provide evidence in response to investigations of online
crimes.

Based upon our experience, we believe that the following other measures would
contribute significantly to improving child safety online and hope the Subcormmittee will
recommend them:

¢  Greater public and private sector efforts to educate families about the dangers of online
pedophiles and the importance of parental involvement and technology to protect children;

s Qreater resources for law enforcement teams combined with increased training and forensic
support from the private sector so that law enforcement can trace hard-to-find perpetrators;
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* Giving the National Center for Missing and Exploited Children (or NCMEC) subpoena
power so that it can gather critical evidence relating to reports that it receives without the
delay of waiting for referral to federal or state law exforcement;

» Preservation of evidence known by an ISP to be relevant to a NCMEC teport as-a matter of
course without waiting for a preservation order so that the evidence will be available for law
enforcement; and

¢  Where available, submitting relevant IP address assignment information and town and state
information in reports to NCMEC to facilitate referrals to the proper law enforcement
authorities.

Comcast is committed to a safe and secure Internet, and to working with the Attorney
General, this subcommiitee and everyone in the ISP industry to craft the right policies that
balance the many countervailing coneerns with which we must deal. Child pornography is a
heinous crime. We:intend to assume a leadership role in the:solution to combating it.
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Mr. Chairman, Ranking Member Stupak, and members of the Subcommittee:

I appreciate the opportunity to testify before you today on behalf of Comcast regarding
the important subject of making the Intemet safe for kids. My name'is Jerry Lewis and Tam a
Vice President, Deputy General Counsel and Chief Privacy Officer of Comcast. My
responsibilities include overseeing Comeast’s national security and law enforcement compliance
and privacy efforts. 1am deeply involved in Comcast’s extensive efforts to make the Internet a.
safe place for all our customers.

1 commend the Subcommittee for its interest in and hard work on this important issue.
Protecting children online is a critical responsibility in the online world and requires thoughtful

and creative responses from government, non-profits and businesses alike.
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1. How Comcast Pr»otécts Kids Online

Protecting the safety of children online is one of our‘highest priorities. Corcast is
commitied to providing parents with effective tools and educational materials so that they can
shield their children from offensive and inappropriate content on the Internet. Since we initiated
our high-speed Internet service, Comeast has worked actively with a number of leading online
safety organizations to follow and refine best practices in this area.

The SafeSearch feature of our online search gives parents the ability to filter children’s
Internet searches to exclude sexual-themed sites. Comicast also provides all of our customers
with firewall, secutity, and privacy and parental control software from MeAfee; a leading
vendor, at no additional ¢harge. All new customers receive information about this easy to
download, valuable software from the prominently featured “Security Channel” on our portal,
Comcastnet.! McAfee is simple to use and employs.enhanced content filtering techniques to
give parents the power to prevent the display of unwanted and offensive Internet content. A
filtering option within the privacy service eriables parents to monitor chat and other activity,
block inappropriate or offensive content, and prevent the sharing of personal information by their
children. An event-logging feature that parents may activate chronicles lists of websites visited,
websites blocked, and inappropriate chat sessions.

Comcast’s “Security Channel” encourages parents to be involved in their children’s
online surfing experience and provides additional information not only on the McAfee service,
but also hyperlinks to educational websites such as www.staysafe.org, which provide more

information about child safety online. Our site also addresses various technical issues that can

47,

! See http:/fwww.comeast ity/mcafee/#parental; attached as “Appendix 1.



102

compromise security ~ for example, we-caution our customers to secure their home wireless
connections so that they cannot be used by others.?

While many of the companies on today’s panel function as Internet service providers
(“ISPs”) and each of us plays a role as a source of evidence for law enforcement investigations, it
is important to understand how our businesses differ. Unlike many of thie other ISPs, Comcast
does not provide extensive features or services that permit out customers to post their own
content for others to see and share or to interact in real time with others.. As you know, places
such as online chat rooms, groups, or fonims where children meet adults present some of the

most serious risks. We do not provide such services for general use by our cuStomers.

2. Comeast’s Work With Law Enforcement and Protection of Customer Priviicy

Comcast works closely with law enforcement agencies to provide timely and aceurate
responses to their requests; and we believe that we have solid overall working relationships with
those agenicies. Comcast has a Legal Response team dedicated to responding to requests from
law enforcement for Comcast High-Speed Internet information, and I am the lawyer who works
most closely with that group. Currently, we are usually able to process and respond to law
enforcement requests for information within seven business days. In tnie emergeney situations
we can usually respond to law enforcement requests in hours, and sometimes minutes. When we
learn of likely incidents of child pornography or child exploitation on our network, we report
these activities directly to the National Center for Missing & Exploited Children (NCMEC).

In order to cooperate effectively with law enforcement agencies, we must educate these
agencies about the type of evidence they can obtain from us and how to obtain it. This past

spring, we published a comprehensive Law Enforcement Guide which is distributed through

2 See hitp://www.comcast.net/help/fag/index jsp?faq=Security118072; attached as “Appendix 2”
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numerous law enforcement online bulletin boards. The Guide gives law enforcement personnel
the help they need 1o ensure that requests to Comcast are handled and processed as quickly as
possible. In addition, our National Security Operations team and I meet for several hours several
times each year with Department of Justice and FBI law enforcement officials based in
Philadelphia and in New Jersey to exchange current information regarding cyber-crime, to obtain
feedback on our law enforcement response efforts, and jointly to figure out better ways for us to
work quickly and smoothly together. We are continually working to improve best practices to
ensure that law enforcement receives necessary information after submitting lawful evidentiary
requests. Our team is available to, and has provided, formal and informal training to law
enforcement officials and I have personally provided training to law enforcement agents.

Law enforcement agents have praised our response 1o their requests. In the past:moiith
alone, for example, we received several letters from law enforcement officials describing the
responsiveness of our Legal Response team in child abuse and child pornography investigations

as “outstanding,” and its efforts as “hereulean.”

They credit our Legal Response team for
having “immeasurably assisted” child pornography and exploitation investigations and for
having “impacted the worlds of so-many and made this world a beiter place.” In our most recent
quarterly meeting, law enforcement officials specifically praised the speed of our processing of
tegal requests, and our care to produce accurate responses. While we are very proud of this
feedback, neitheér we nor any other ISP is perfect. During a massive build-out phase of our
Internet protocol (“IP”) network last year, we had significant difficulties in meeting many law

enforcement requests due to problems with our customer provisioning system. That phase is

behind us, and we are committed to best practices in this area.

*The law enforcement letters appear at the end of this testimony; attached as “Appendix 3.”
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We continue to seek ways to provide top-notch servicé in response to lawful law
enforcement requests, and we also continue to expand our Internet law enforcement compliance
tearh as our business grows.

Comeast is proud of its record assisting law enforcement when they present us with valid
legal requests. But our customers should understand that we are strongly protective of their
privacy and we are proud of our efforts here, too. Comcast strictly limits the kind of information
it collects and retains about its Internet customers. We are extremely mindful of customer
privacy, and it hias been our policy and practice to collect and retain only information necessary
for service delivery and network operations and management. We store this limited information
for only as long as necessary for the purpose for which it was collected. We don’t track or retain
web page visits of our Internet customers on a personally identifiable basis, unless compelled to
do so by valid legal process such as a court order, for example.

We muét walk a fine line between preserving the privacy of our customers and meeting
the legitimate needs of law enforcement. As a cable company, we are governed by the very strict
privacy provisions of Section 631 of the Cable Act, found at 47 U.S.C. Sec. 551, and we comply
with this law for-our Internet service. Moreover, we were further deeply sensitized to the
importance of our privacy obligations when, in early 2002, it was reported that Comcast might
be caching certain web usage information on a non-persenally identifiable basis— with no
intention of having it identifiable to any particular customer ~ in order to facilitate network
management. The public reaction was strong and swift, from a Member of Congress and three
state attorneys general, among others. While we neither did nor intended anything wrong or in
violation of the law, we acted within 48 hours of contact to cease that information collection in

order to assure our customers of our privacy commitment to them. At that time, we decided to



105

retain IP address assignment data® for the absolute minimum amount of time necessary for
network management — 31 days.

We remain sensitive to striking the appropriate balance between customer privacy and
law enforcement interests. We understand that our 31-day IP address retention policies places us
at the:low end of typical broadband industry practices. We recognize the increasing importance
that this type of information plays in advancing child pornography and child exploitation
investigations. Therefore, in‘an effort to stiike the appropriate balance between accommodating
valid law enforcement requests and protecting the privacy expectations of our subscribers, we
have decided to implement a 180-day retention policy for this [P address assignment data. One
of the reasons for this change is to provide increased support for child exploitation
investigations. We are working to make sure that this new policy will take effect by September
1. We are confident that this policy will enable Comcast to become more responsive to valid law
enforcement requests for IP address information.

1 stress that the kind of data that we routinely retain, and that law enforcement agencies
routinely request from us, is strictly limited. That data consists of IP address assignments ~ the
“temporary number” that we assign to a personal computer connected to our network — which we-
are able to match up to other information provided to us by law enforcement in order to identify
a suspected lawbreaker. We do not retain information on any customer’s Internet use or web-
surfing habits. We will only retain such information when a law enforcement agency obtains a

court order as required by law.

* When a PC or other device connects with our Comcast High-Speed Internet service, it is assigned a temporary IP
address. This “dynamic [P-addressing” means that a customer’s PC will be assigned different 1P addresses by our
service-over time. Dynamic IP addressing helps us to manage our network more efficiently and add new customers
quickly and seamlessly.
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We are commitied to be a leader among ISPs in striking the right balance of interests.
We were part of the first small group of ISPs to meet with the Attorney General and the director
of the Federal Bureau of Investigation to initiate a dialogue on ways to make child porography
and child exploitation investigations more effective. A key topic of discussion has been the
development of uniform industry policies on the length of time that ISPs should retain records of
which IP address was assigned to-which connected personal computer at which-time. We

appreciate the opportunity to be a part of this important dialogue.

3. How to Improve Child Safety Online

As the Subcommittee’s hearings have made abundantly clear, both government and the
private sector can and need to do'more to attack the problem of online child exploitafion and
child pornography.

Based upon our experience, we believe that the following initiatives would contribute
significantly to improving child safety online, and we hope that the Subcommittee will

récommend them.

a. Improved Education of Parents and Children,

‘The best way to thwart child exploitation is to educate parents and children about the
dangers posed by pedophiles, the importance of parental involvement in a child’s Internet
activities, and technology toels that help to protect children from pedophiles. Specific warnings
in chatrooms, for example, can educate children who are at greatest risk. Public education is an
area where the private sector has and should continue to take the lead, although government

involvement is, of course, most welcome.
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b. Increased Training and Technical Support for Law Enforcement Investigating
Cybercrime.

In our experience, there is no more valuable investment in pursuing online predators than
in adequately staffing law enforcement teams, training law enforcement regarding effective
investigative techniques, and providing law enforcement with sufficient technical support to
trace hard-to-find perpetrators. This is a resource question. While government must take the
lead, the private sector can and should help, particularly with regard to training and forensic
assistance. We are prepared to. work with others in the ISP industry to provide more training to
law enforcement officials,.as well as direct forensic assistance to law enforcement officials

tracking hard-to-find child predators.

¢. Give NCMEC subpoena power

Like most others in the ISP industry, Comcast submits reports of suspected child
pornography to NCMEC. However, based on testimony previously delivered before this
Subcommittee, we understand that a relatively small number of reports to NCMEC lead to a
prosscution. A major focus-of reforms should be to make these leads yield greater results.

NCMEC functions as a national clearinghouse for reports of online child porography
and child exploitation. However, NCMEC itself does not have subpoena power and must wait
for federal or state law enforcement to follow up on these leads. If NCMEC itself had subpoena
authority, it would have the option of gathering evidence without the:delay involved in the

referral process,
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d. Data preservation when entities make mandatory reports to NCMEC,

To ensure that evidence is available when law enforcement follows up on reports to
NCMEC, we recommend preservation, for a defined period, of available evidence in a service
provider’g possession that it knows to be relevant to the referral. “Data preservation” is the
tetention of evidence relevant 1o a particular inVestigétion for a-defined period so that it can be.
subpoenaed by law enforcement at a later date. A data preservation requirement upon a report to
NCMEC would ensure that relevant, limited data would be available to law enforcement beyond

the individual data retention periods-observed by individual ISPs.

e. Provision of IP address assignment data and loeality information regarding the
suspect in reports to NCMEC.

When service providers have relevant IP-address assignment information and town and
state information relating to apparent child porriography, that information should be included in
teports to NCMEC. We think that this extra level of detail—which many ISPs currently provide-
~would facilitate referrals to the right law enforcement officials and give agents a leg up in
investigations where this information is available.

We are, of course, open to considering other ways to address this deeply troubling
problem, but believe that these are effective means. The entire ISP community; and application
and service providers as ‘well, must continie to devise and implement new solutions to combat

child pornography and exploitation,
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4. Conclusion

Protecting child safety online is a critically important responsibility that Comeast takes
very seriously. We appreciate the Subcommittee’s holding this series of hearings on the subject,
and hope that they prompt smart, effective initiatives by both government and the private sector

that will make progress in the fight to keep-children safe online.

10
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A firewall is an essential part of your high-speed
Internet experience. Protect your personal
information and your computer from malicious intruders. Offer not valid
for Macintosh customers. Learn more.

l [REGISTER NOW |
|
|
i

McAfee Privacy Service

McAfee Privacy service features parental controls to help filter

out inappropriate content and also monitors Internet activity

to help prevent identity theft. Offer not valid for Macintosh customers.
Learn more.

Protect your PC with the Comcast Toolbar

{DOWNLOAD NOwW |

Easy-to-use Security features include:

Page 2 of 5

A vulnerability in Microsoft Excel could allow
an attacker to gain control of your computer.
Systems Affected:

Microsoft Excel 2003
Microsoft Excel XP (2002)
Microsoft Excel for Mac

Microsoft Excel is included in Microsoft Office.
Other versions of Excel and other Office
programs may also be affected.

Do not open unfamiliar or
unexpected Excel or other Office documents,
including those received as email
attachments or hosted on a web site.

06-13-2006: MICROSOFT SECURITY UPDATES

As part of Microsoft's routine, monthly
security update cycle they've released the

McAfee Security - One-click access to McAfee VirusScan, Firewall, and
Privacy Service

Pop-up blocker - Block pop-up ads that interfere with your Web
surfing experience.

Anti-spyware - Easily detect and remove spyware from your PC that
can slow down your PC's performance and track your Web activity
without your knowledge.

Best of all, the Comcast Toolbar is free for all Comcast High-Speed
Internet customers.

PREVENTING IDENTITY THEFT
WHAT TO DO IF YOU THINK YOU MAY BE A VICTIM OF ID THEFT
}  1f you think your personal information may have been compromised, the

1 FTC rec ds taking the foltowing actions as soon as possible to
i minimize the potential damage from identity theft:

Close compromised credit card accounts immediately.

1f someone steals your social security number (SSN), contact one of the
three nationwide consumer reporting agencies and place an initial fraud
alert on your credit report.

Monitor your credit report for activity,

Consult with your financial institution about any impacts on your
accounts.

i Contact relevant government agencies to cancel and replace any stolen
drivers licenses or other identification documents, and to put an alert
on your file.

http://www.comeast.net/security/

llowing security

SECURITY TIPS

US-CERT: What is Cyberbullying?
Cyberbullying refers to the practice of using
technology to harass, or bully, someone else.
Developments in electronic media - email,
instant messaging, web pages, and digital
photos - add to the arsenal. Computers, cell
phones, and PDAs can also be applied to the
old practice. Cyberbullying can affect any age
group; however, teenagers and young adults
are common victims, and cyberbullying is a
growing problem In schools. Dealing With
Cyberbullies

The Basics

Staysafe.org, an educational site that helps
consumers understand a variety of online
safety and security issues. Browse the
Staysafe.org Toolbox to learn more about:

Viruses and Worms
Scams and Fraud
Spyware and Adware

Spam

6/23/2006
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|

i

Watch for signs of identity theft: late or missing bills, receiving credit
cards that you didn't apply for, being denied credit or offered less
favorable terms for no apparent reason, or getting contacted by debt
collectors or others about purchases you didn’t make.

REPORTING A PHISHING E-MAIL

If you receive an email pretending to be from Comcast, that asks for
personal information, this is known as phishing. To report a phishing
email to Comcast, please:

Forward it to abuse@comecast.net for further investigation.

Be sure to add the words "phishing email" in the subject field of your
email.

Provide full, unmodified header information and the content of the
email. Header information is required to determine the true originator
of the email. If you are unsure how to extract a full-unmodified header,
please visit www.spamcop.net for instructions.

WIRELESS SECURITY

Essential Tips for Wireless Security

Use encryption.

Turn off identifier broadcasting.

Change the identifier on your router from the default.

Change your router?s pre-set password for administration.
Allow only specific computers to access your wireless network.
Turn off your wireless network when you know you won?t use it.

Don't assume that public "hot spots" are secure.

The Federal Trade Commission is introducing a new section of OnGuard
Online at www.OnGuardOnli [wireless to teach comp users
how to protect their personal wireless network connections - and the
computers on them - from unauthorized use. The information also is

available in Spanish at www.Aler inea.gov /i ico.

SAFETY RESOURCES FOR PARENTS
Social Networking - Keeping your Children and Teens Safe

Social Networking is often in the news for all the wrong reasons. Parents
can help make ontine social networking fun and safe for tweens and
teens, The FTC offers social networking safety tips, downloadabie guides
for parents and teens and links to additional online resources. Here is an
excerpt from the FTC's Social Networking Sites: A Parent's Guide. To
learn more about the OnGuard Online Social Networking safety campaign,

http://www.comcast.net/security/

Is your PC a zombie?

Page 3 of 5

Your innocent, friendly personal computer
may be sending out spam to the world... and
you may not even know about it. When your
PC Is hijacked by evildoers to send spam, it is
called a "zombie." Find out how to protect

your PC.

ANTI VIRUS

CURRENT THREATS
W32/Sdbot.worm!§05beccl

W32/Sdbot.worm!b37e4475
W32/Bagle.fc@MM
Downloader-AXA

Del-507

RECENT THREATS
W32/Brepibot
Puper
Exploit-ANIfile
Exploit-ByteVerity
W32/Mytob.gen@MM

REMOVAL TOOLS
Lovsan
Kiez
Bugbear
Stinger Removal Tool

MCAFEE ANTI-VIRUS SOFTWARE
McAfee VirusScan

VIRUS SEARCH
C ] (searck]
Sign up for email virus alerts from McAfee

SECURITY FORUMS

6/23/2006
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Privacy Statement

z@ﬁfi%mwrgqminggov.

2006 Comcast Cable

Coyifexnisriggns, LLC. All
rights reserved.

While social networking sites can increase a person's circle of friends,

they also can increase exposure to people with less than friendly

intentions. Here are tips for helping your kids use these sites safely:

In some circumstances, the Children's Online Privacy Protection Act and
Rule require social networking sites to get parental consent before they
collect, maintain, or use personal information from children under age
13.

Keep the computer in an open area, like the kitchen or family room,
and use the Internet with your kids.

Talk to your kids about their onfine habits. Tell them why it's important
to keep their name, Social Security number, address, phone number,
and family financial information to themselves.

Your kids should post only information that you and they are
comfortable with others seeing and knowing.

Warn your Kids about the dangers of flirting with strangers online.

Tell your children to trust their gut if they have suspicions. If they feel
threatened by someone or uncomfortable because of something online,
they need to tell you, and then report it to the police.

HOW DO I?

How do I prevent spam?

How do I run a spyware scan using the Comcast Toolbar?

How do I know if my Internet communications are private and
secure?

How do I secure my wireless network?

I chi my C d?

! o 1 protect my PC from worms, trojans, viruses and other
intruders?

http://Www.comcast.net/security/

Page 4 of 5

Join the Comcast online community and be a

part of the security watch. Report and learn
more about the latest spyware, scams and
security alerts. Security Forums

SECURITY RESOURCES

New! OnGuardOnline.gov

Be on guard against Internet fraud, secure
your computer, and protect your personal
information with practical tips from the
federal government and the technology
industry.

ID Theft
Learn how to protect your identity and
what to do if you've been victimized.

Looks Too Good To Be True
Test your knowledge of online fraud and
evaluate your level of risk.

GetNetWise
Comprehensive site for information to help
you keep your family safe while online.

FIC Consumer Security

Meet Dewey the e-Turtle, who informs you
of the latest ways to keep your computer
secure.

Microsoft Security Updates
Microsoft releases monthly security updates
for manuat and automatic download.

Field Guide To Phishing

MailFrontier published a guide to identifying
common phishing tactics. Test your
knowledge with the Phishing 1Q test.

StaySafe.org
ysafe.org is an ional site
to help consumers manage a variety of

safety and security issues that exist online.

WiredKids.org

An online safety project for kids & teens
featuring safety information through online
and off-line projects, including Teen
Angels, a national network of teen Internet

6/23/2006
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safety volunteers.

Netsmartz.org

The NetSmartz Workshop is an interactive,
educational safety resource from the
National Center for Missing & Exploited
Children and Boys & Girls Clubs of America
for children (ages 5-17), parents,
guardians, educators, and law enforcement
that uses age-appropriate, 3-D activities to
teach children how to stay safer on the
Internet.

|
|
|
1
i

POLICIES

Privac ment
Subscriber Agreement
Acceptable Use Polic

Comcast Abuse Poli

http://www.comcast.net/security/ 6/23/2006
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l
1
i
|
|

l Web n Images " Video " Shapping Hﬂedp1

Page 1 of 4

i '
Mail | Radio Photas | Video . Security i Signin | Ask Comcast

Search the Web:

l Is!AncuI More...

HOME ~ HELP ~ FAQS - SECURITY - GENERAL

Goto Express  Help = My Account

MY ACCOUNT: Reset Password | Create Additional Email Account | Enable PWP | Pay Bill Onti

FAQ

How can I secure my wireless home network?

Here are 5 quick steps to help you secure your wireless network from unauthorized access.
These steps are provided as general guidelines - for detailed help, please contact your
hardware vendor. See the bottom of this page for links to some common wireless networking

vendors.
1. Download the latest firmware for your device.
2. Change the administrator d.

1 3..Change your SSID and turn off SSID Broadcasting

Comcast offers a Wireless Home Networking service, which includes all of the hardware
i and software necessary to set up your wireless devices. Comcast Home Networking
customers also receive professional installation - including security configuration - along with
continuous technical support and remote troubleshooting, 24x7.

i 1. Download the latest firmware for your wireless router.

¢+ Firmware is software that's embedded in a hardware device - in this case, your wireless
i
i router. The firmware that comes with your wireless router or wireless access point may be
|
out of date. Download the latest firmware to ensure the best security and performance.

| As security vulnerabilities are discovered, patches to stop them are developed. These patches
are often included in firmware updates. If you're using the default firmware that came with

| your wireless router, there could be several known security hotes that could allow someone to

! hijack your Internet connection, view the files on each of your networked computers and even

i steal passwords or credit card numbers.

Most of today's wireless routers allow for firmware updates, and the process is quite simple.
Check the web site for your wireless device manufacturer for instructions on obtaining the
latest firmware and how to install it. The Linksys support site can be found here and the
Netgear support site can be found here.

http://www.comcast.net/help/fag/index.jsp?fag=Security 118072

HELP: Ask Comcast | FAQs | One Click Fixes | Desktop Doctor | Help Forums | Email Us | Live Chat
SECURITY: Anti-Virus | Personal Firewall | Privacy Service | Anti-Spyware | Security Alerts | Security Forums

ne

SEARCH HELP

ENTER SEARCH
WORD

)

RELATED FAQS

1. AsaComcast High-
Speed Internet
customer, what do
Ineed to know
about Windows XP
Service Pack 2?

2. Blaster Worm
Removal Tool for
Windows XP and
Windows 2000

3. CanlI use SSL with
the Comcast
newsgroup
service?

4. How do 1 change
my Comcast

5. How do I know if
my Internet
communications

14\'% a)

secure?

6. Howdol
spyware scan
using the Comcast
Toolbar?

7. Howdolset

6/23/2006
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\ 2. Change the administrator password Windows XP to

1 download and

| Your wireless router's default password should be changed immediately. All wireless routers Install updates

I are shipped with the same administrator user name and password, Changing the user name automatically?

and password is not only the most important change, it is the easiest. In your wireless
router's configuration page, look for a link or setting titled "Admin." If you have any trouble
changing this setting, check your wireless router's user guide.

8. Howdolusea
credit card on the
Internet?

9. How secure is the
3. Change your SSID and turn of SSID Broadcasting Internet?
10. How to protect
' Your wireless router comes with a default SSID (Wirefess network name), and one of the first your PC from
things you should do is change that SSID. By having a non-default SSID, you're making it worms, viruses
harder for unauthorized connections to your network. and other intruders

By allowing your SSID to broadcast, you make it easy to add additional devices to your
wireless network. However, you also make it easy for anyone with a wireless device to gain
access to your network. Leaving broadcasting on is a bit like leaving your car keys in the
ignition while you run into the store - you're asking for trouble.

When you turn SSID broadcasting off, your wireless devices will have to be configured with
| the exact SSID that you have specified in your wireless router.

4., Enable WEP

I wep encrypts data both to and from your wireless clients, making it harder for others to peek
! in on what you're doing. WEP should be enabled, and ideally you should use the strongest key
i possible, which is usually 128-bit.

5. Limit access by MAC addresses

Every network card, both wired and wireless, has a unique address assigned to it from the
manufacturer. This identifier is called a MAC address. By setting your wireless router to only
allow connections from specific MAC addresses, you're greatly improving the security of your
wireless network. For help figuring out what your network card's MAC address is, please see
this FAQ. Once you know each of the MAC addresses for your network cards, check the
support Web site of your wireless router manufacturer for instructions on using MAC address
security.

Common Wireless Networking Hardware Vendors

Linksys Support

i Netgear Support

i Microsoft Support
D-Link Support
Motorola Support
Apple (AirPort) Support

http://www.comcast.net/help/fag/index.jsp?faq=Security 118072 6/23/2006
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U.S. Department of Justics

Federal Bureau of Investigation
I Repty, Picase Refie 10 6 ot N
FilcNo. 205A-BH-47083 éigsdégﬁim? tiﬁbﬂfﬁf’m?sz -

May 30, 2006

Comcast Legal Response Center
650 Centerton Road
Morrestown, NJ 08057

RE; Legal Response Team
Gary Lipscomb

Dear Mr. Lewis:

I would like to bring to your attention the ocutstanding
support your Legal Response Team has afforded the Federal Burean
of Investigatior (FBI}, speecifically, our crimes against children
investigators. Their timely responses to our subpoenas are no
less than herculean, éspecially to the scores of victim children
who have benefitted from their unselfish and tireless efforts.

In addition to protecting the children of Alabama, your
evaff's efforts to identify the subjects have also protected the
regpective law enforcement officers involved in the various
undercover activities. Your staff's ability to address our needs
on guch short notice plays a critical role in our continued
success.,

In closing, on behalf of the FBI, I would like to
express our sincere thanks and appreciation for your unwavering
support.

rely,

Dale L. Miskell
Supervisory Spec¢ial Agent
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer 1o Federal Office Building
File Mo, Philadelphia, Pennsylvania, 19106
May 23, 2008

sary Lipscomb

Comeast National Security Operations
Legal Response (Center

630 Centercon Road

Moorestown, New Jersey 0B0S7

Dear Gary:

It was pleasure speaking with today on several
investigative techniques currently under consideration by our
ciffice. Your insight is greatly appreciated.

I want to take this opportunity to commend you and your
staff for their continued technical and operational support of
Sur mission. Your personal efforts, access and advice are
valuable asgets and have immeasurably assisted all of us in the
iaw enforcement community sworn to protect the citizens of our
local communities and the United States.

We in the Philadelphia division are particularly
grateful for the attention you devoke to matters of local
interest and importance. I look forward to continuing our
excellent business relationship based on the professional trust
and confidence we have developed over the last several years.

Sincerely,
y L 4

Brain W. Lynch
Acting Special Agent in Charge

By:

tdward P. Nowicki
Supervisory Special Agent
Tethnical Operationg
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Page 1 of 1

To: Lewis, Gerard
Subject: RE: Kudos

Sent: Wednesday, June 14, 2006 1:55 PM
To: Lipscomb, Gary
Subject: Kudos

Dear Gary:

t just want to thank you for your expediency and genuln i 1o assisting us with last night's investigation,

We cften are cafled upon to-discover the truth behind claims-of child exploitation, Sometimes, there truly is a child at risk, and our
joint efforts curb further exploitation. Other times, we reach a-dead end, or discover that the claim was false (Rowever well-
intentioned it might have been).. Either way, your efforts, your record-keeping, and the spaed with which you respond, are
fundamental to our success.

We get the benefit of following the investigation through to the faces of the victims. You do.not. With that, Iwantto tellyou .. ,
your work makes a difference. By giving us subscriber information, we often reach child pred and other child ;

but for your expeditious and diligent record-keeping, would have gone undétected.. By improving record-keeping and working
together in & courteous efficient fashion, we all can be a part of the-administration of justics.

We don't often get “thank yous," and many children, such as thosed d in images of their sexual abuse or solickted through

i é
online contacts, have no competent voices to speak on their behalves. Butyou should know that you have done good. You have
impacted the worlds of so many and made:this world @ better place.

It sounds cliche, but it's true;
Thank you, and keep up:the good work,

Sincerely,

Dana Leccese
{CAC Prosecutor
Criminal Bureau
M its Attorney G 's Office
Boston, MA

623/2006

MR. WHITFIELD. Thank you, Mr. Lewis.

And Mr. Reitinger, you are recognized for 5 minutes.

MR. REITINGER. Chairman Whitfield, Representative DeGette, and
members of the subcommittee, my name is Philip Reitinger.

Thank you for the opportunity to appear before you today to talk
about Microsoft’s strong commitment to protecting children.

I am Microsoft’s Director for Trustworthy Computing in
Washington, DC, but before joining Microsoft, I was the Deputy Chief of
the Computer Crime Intellectual Property Section at the U.S. Department
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of Justice and the Executive Director of the Department of Defense’s
Cybercrime Center. For years, I have been concerned with the
challenges posed in preventing, detecting, deterring, and investigating
cybercrime.

Microsoft is deeply and broadly engaged in efforts to protect
children on the Internet. My written testimony discusses those efforts in
detail.

As a former law enforcer, 1 believe that among the most critical are
our efforts to partner with law enforcement to better enable it to
prosecute child exploiters and predators. We must ensure that those who
harm our children are caught, prosecuted, and sent to jail.

As a technology leader, Microsoft understands and embraces its
obligation to partner with law enforcement to protect kids. We began by
working to expunge child pornography from our systems and identify
violators to law enforcement. We use filters on images uploaded to
MSN spaces and groups to identify possible pornography. The images
that are flagged are reviewed, and if they appear to be child pornography,
an instant report is sent to the National Center for Missing and Exploited
Children. MSN closes the site and preserves it for a period in
anticipation of legal process.

We also work to respond rapidly to law enforcement investigations.
Our compliance managers are on duty 24 hours a day, 7 days a week to
respond to requests from law enforcement regarding criminal violations.

Our efforts to support prosecutions, however, do not stop there. In
2003, Toronto detective, Sergeant Paul Gillespie, wrote to Bill Gates
asking for his help. In response, Microsoft began developing the Child
Exploitation Tracking System, or CETS, an innovative tool that enables
law enforcement to track and share information in child exploitation
cases. It has been incredibly rewarding to hear from our colleagues in
Canada that CETS has already played a role in several investigations
across geographical boundaries, creating links that have helped
apprehend over 40 online predators,, and most important, led to the
rescue of children in countries around the world. Microsoft is also
working closely with several other law enforcement agencies around the
world to assist with additional deployments.

We are deeply involved in training law enforcement. In just one
example, in April of 2004, Microsoft joined Interpol and the
International Center for Missing and Exploited Children to launch the
international center’s global campaign against child pornography under
which Microsoft has trained nearly 1,500 law enforcement officers from
91 countries.

And as has already been discussed by several of the members of this
panel, we are pleased to announce that Microsoft has joined with the
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National Center and a number of companies represented on this panel to
establish the Technology Coalition. We are convinced that this
partnership will make a meaningful contribution to protecting our
children from Internet predators and inappropriate online material.

Of course law enforcement prosecutions do not provide a silver
bullet for child exploitation. To stop child exploitation before it can
occur, we also work to empower families and communities to protect
their children through both education and technology. We provide safety
information on our sites and partner with many groups to educate
families about how to protect themselves.

Again, our efforts are described in detail in my written testimony,
and [ won’t repeat them here.

We also continue to invest heavily in building technologies to protect
kids and give parents the ability to better manage a child’s use of
technology, including filtering, family safety settings, and safe search
capabilities. The soon-to-be-released Windows Vista operating system
will go even farther and allow detailed control over games, time,
applications, and browsing. And Windows Live family safety settings
will offer a similar free web-based protection.

In conclusion, Microsoft is strongly committed to improving online
security for children throughout the world and to supporting
investigation, prosecution, and punishment of child exploiters and
predators. Microsoft and its partners are in the process of developing
and implementing best practices for protecting children, and we welcome
your feedback about how we can do better.

Thank you for the opportunity to speak with the committee about this
important topic. I look forward to answering your questions.

[The prepared statement of Philip R. Reitinger follows:]
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PREPARED STATEMENT OF PHILIP R. REITINGER, SENIOR SECURITY STRATEGIST,
MICROSOFT CORPORATION

Chairman Whitfield, Ranking Member Stupak, and Members of the Subcommittee,
my name is Philip Reitinger. I am the Director for Trustworthy Computing in Washington,
D.C. for Microsoft Corporation. Thank you for the opportunity to appear before you today
to underscore Microsoft’s strong commitment to protecting children from online predators
and inappropriate material, and the steps we have taken to increase online safety. Before
joining Microsoft, I was a Deputy Chief of the Computer Crime and Intellectual Property
Section of the Criminal Division of the Department of Justice, the Executive Director of the
Department of Defense Cyber Crime Center, and the Chair of the G8 Subgroup on High-
Tech Crime. For much of my career I have been concerned with criminal online threats,
and the challenges posed in preventing, detecting, deterring, and investigating cybercrime.

Microsoft is deeply and broadly engaged in efforts to protect children from Internet
predators and inappropriate online material. Our efforts ate focused in three general areas:
(1) partnering with law enforcement to identify online threats to children and enable law
enforcement to investigate and prosecute those who abuse or exploit them through the
online environment, (2) empowering families through technological advances in our
products and services to educate and protect their children, and (3) partnering with citizens,
other companies, organizations, and government to educate communities more broadly
regarding the risks to children in online activity and ways to keep them safe. In brief,
Microsoft wotks with our partners to prevent child exploitation online, and actively
supports law enforcement efforts in the U.S. and around the world to prosecute and punish

those responsible for these heinous crimes.
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Partnering with Law Enforcement to Identify, Investigate and Prosecute
Child Pornography and Exploitation

As a technology leader, Microsoft understands and embraces its obligation to pattner
with law enforcement to combat child pornography and exploitation. When ctriminals harm
children, online or offline, they must be caught, prosecuted, and punished. Microsoft views
its partnership with law enforcement as critical to its efforts to protect children. First,
Microsoft operates its online services so as to detect and prevent child pornography and
exploitation, and works with law enforcement in its investigation of criminal acts. Second,
Microsoft provides law enforcement specialized technology to help uncover, prosecute and
convict criminals, and training to enhance its capabilities.

Abuse Detection and Reporting: MSN uses a filteting tool to review images
uploaded to MSN Spaces and MSN Groups. Images that the filteting tool flags as potential
child pornography are reviewed and, if child pornography is apparent, an incident report is
sent to the National Center for Missing and Exploited Children (the National Center),
pursuant to the requirements of the 1990 Victims of Child Abuse Act (1990 Act). Microsoft
also follows the sound practices of the United States Internet Service Provider Association
(USISPA) in reporting the facts of circumstances of appatent child pornography to the
National Center, including providing samples of the images uploaded. Upon receiving this
report, the National Center notifies law enforcement as provided in the 1990 Act. MSN
closes the site and preserves the entire site, account information and associated files in
anticipation of legal process

Microsoft also maintains a customer/user complaint capability, to review reports of
child pornography or exploitation. When the central abuse handling support center

confirms an appatent incident of child pornography or exploitation, it takes down the
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offending site and reports the incident to the National Center using the procedures

described above.

Responding to Law Enforcement Requests: Microsoft’s reports to the National

Center set in motion a process under which law enforcement will request that Microsoft
provide evidence of the ctiminal acts reported. Law enforcement also seeks evidence of
child exploitation from Microsoft based on information law enforcement receives from
other sources. Microsoft’s compliance managers are on duty 24 hours a day 7 days a week to
tespond to requests from law enforcement to preserve or disclose evidence regarding
criminal violations. Out compliance officets also educate and train U.S. and foreign law
enforcement in how to obtain evidence from Microsoft regarding those engaged in child
exploitation or pornography, consistent with U.S. law and privacy protections. Training law
enforcement allows for better evidentiary requests and expedites law enforcement’s process

flow in collecting evidence.

The Child Exploitation Tracking System (CETS): In addition to providing to law

enforcement evidence of criminal acts involving contacts with children online, Microsoft has
developed technology to assist law enforcement in detecting, prosecuting and convicting
child predators. In 2003, in response to a request to Bill Gates from Toronto Police Officer
Detective Sergeant Paul Gillespie, Microsoft began developing CETS, an innovative, open
standards-based software tool that enables law enforcement to better gather and share
evidence of online child exploitation over a secure system based on legal agreements in
place. CETS permits investigators to easily import, organize, analyze, share and search
information from the point of detection through the investigative phase to arrest and
conviction. The CETS system has now been adopted by law enforcement agencies across

Canada. It has been incredibly rewarding to hear from our law enforcement colleagues in
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Canada that the CETS already has played a pat in several investigations across geographical
boundaries, creating links that have helped apprehend over 40 online predators and, most
importantly, led to the rescue of children in countries around the wotld. Microsoft also is
working closely with several other law enforcement agencies around the world to assist with
additional deployments to build a truly global network. To date, Microsoft has committed
over $5 million to create the system and to help international police adopt and implement it.

Additional Support for U.S. Law Enforcement: Microsoft also sponsors federal,
state and local law enforcement forensic and technical training programs to assist officers in
cybercrime and child protection investigations, and continues to explore new oppottunities
to provide additional training of law enforcement officials. Microsoft also works closely
with state Attorneys General in Florida, Georgia, New York, South Carolina, Texas,
Washington and other states across the U.S. to develop tools and training and to provide
technical support to investigations and prosecutions for online child exploitation and other
cybercrimes.

Supportt for Foreign Law Enforcement and Global Cooperation Efforts: The
Internet is a global environment and child exploitation is, sadly, a global tragedy. Helping to
assure the online safety of children demands that Microsoft work around the globe, and
within the law, to help protect users from inappropriate content, whatever its origin, and to
help police around the world lawfully to apprehend child exploiters wherever they may be.
Our efforts here include developing and deploying CETS and additional activities descn’béd
below.

Global Campaign Against Child Pornography: In April 2004, Microsoft, Interpol
and the International Centre for Missing and Exploited Children (International Centre)

jointly announced the launch of the International Centre’s Global Campaign Against Child
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Potnogtaphy. As part of this campaign, Microsoft has contributed $1.5M to develop and
implement a global training program for law enforcement. The training — known as the
Computer Facilitated Crimes Against Children seminats -- consists of a seties of four-day
conferences designed to educate law enforcement officers around the world on identifying
and investigating online criminal conduct against children; how to interact with victims and
prevent further abuses; key issues such as human rights, data protection, and compliance
with national laws; and managing complex international investigations. As of June 2006,
1,490 law enforcement officers from 91 countries have been trained in 16 regional training
sessions in Europe, Central and South America, South Africa, Europe, Asia, and the Middle
East.

Roundtable Discussions on Children’s Online Safety: In addition to the training
with the International Centre, Microsoft has sponsored a series of roundtable discussions on
Children’s Online Safety issues in countries around the world. These dialogues have brought
together law enforcement officials, policymakers, industry experts and community leaders to
examine how to stop illegal and harmful Internet activities tatgeting minors and small
children, and to share best practices and lessons learned. The roundtables typically include
panels examining the scope of the problem of online child exploitation and address child
online safety from both public and private sector perspectives.

Virtual Global Task Force (VGTF): Through the VGTF, Microsoft has partnered

with UK., Australian, and Canadian law enforcement officials to develop a police reporting
and patrol website and other initiatives. Additionally, the MSN Online Safety and Security
site features 2 link to the VGTF Web site allowing individuals to report potentially illegal

content.
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CAN-SPAM and Efforts to Eliminate Spam: Microsoft’s ongoing efforts against

spam help to make the Internet safer for children because spam often contains links,
messages and images not appropriate for children. Microsoft and other leading I'T
companies have partnered with enforcement officials worldwide to bring successful actions
against unlawful spam. In addition, in March 2004, Microsoft and three other large Internet
service providers — Ametica Online, Earthlink, and Yahoo — filed multiple complaints in
federal courts in the United States against hundreds of defendants for violating the CAN-
SPAM Act, an important law that otiginated in the House Energy and Commerce
Committee. Likewise, in September 2004, Microsoft joined with Amazon.com to file several
lawsuits against chronic spammers who had targeted consumers by spoofing domains and
phishing for consumers’ petsonal information. In total, Microsoft’s efforts to enforce anti-
spam laws have produced more than 190 legal actions wotldwide — with enforcement efforts
in Asia Pacific, Europe and the Middle East, and the United States — and have resulted in
approximately $869 million in legal judgments against spammers.

Cybercrime and Digital Forensics Workshop: On April 19-22, 2005, Microsoft and
the Asian'Development Bank Institute co-hosted an International Workshop on Cybercrime
and Digital Forensics in connection with the 11* UN Congress on Crime Prevention and
Criminal Justice. The workshop, developed for cyberctime investigators from countries
across the Asia Pacific region, included practical, hands-on training from Microsoft
specialists on the latest techniques in combating a range of computer crimes, including child
exploitation.

Council of Europe Convention on Cybercrime: Microsoft has joined partners in
industry to encoutage countries, including the United States, to adopt and ratify the Council

of Europe Convention on Cybercrime (COE Convention). The COE Convention is a
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powetful international instrument on cybercrime and is increasingly viewed as the global
standard for criminalization obligations and governmental cooperation in this area. The
COE Convention provides an important baseline for effective international cyberctime
enforcement by requiring signatoties to adopt and update laws and procedures to address
ctime in the online environment, and by providing for mutual investigative assistance
between signatories. Notably, the COE Convention requires signatory nations to adopt laws
criminalizing the production and disttibution of child pornography through 2 computer
system.

Financial Coalition Against Child Pornography: In March 2006, Microsoft joined the
National Center and the International Centre and 16 of the world’s leading financial
institutions and other Internet industry leaders to form the Financial Coalition Against Child
Pornography. The Coalition provides a forum for members to collaborate on 2 multi-
pronged strategy with the objectives of closing down funding for child pornographers and
eradicating commercial child pornography by 2008.

Model Legislation Against Child Pornography: In Aptil 2006, Microsoft joined the
International Centre in announcing support for model legislation against child pornography,
and pledged to help putsue enactment of such legislation worldwide.

Safe Computing Program: Microsoft Canada and the University of Toronto’s Center
for Innovation Law and Policy launched the “Safe Computing Program” in 2005 to help in
the fight against online child sexual exploitation. Microsoft Canada provided funding to the
Centre for research and worked with the Office of the Attorney General (Ontatio) in
developing new policies.

INHOPE: Through software donations and training, Microsoft also supports

INHOQPE, the International Association of Internet Hotlines. INHOPE is a European
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Union-supported organization with 23 member hotlines in 21 countries that responds to

teports of illegal content to make the Internet safer.

Providing Safety Technology and Tools to Families

While partnerships with law enforcement are a critical component of efforts to
protect children, empowering families to manage risk is equally important. We at Microsoft
are committed to arming parents and guardians with both information to educate their
children about online risks and technological tools to reduce such risks.

We continue to invest heavily in technologies that make computing more secure and
the Internet expetience safer for everyone. Tools we develop ate made available globally in
localized versions to enhance online security throughout the world. Our security and
Internet safety efforts are driven by our Trustworthy Computing Initiative, which launched
in 2002 and initiated a company-wide, top-to-bottom commitment to enhance the security
and privacy of online users. At its heart, Trustworthy Computing is a long-term effort to
create a secure, private and reliable computing experience for everyone and to increase user
confidence in information technologies. Trustworthy Computing includes: support for the
development of strong laws addressing criminal online conduct support for law
enforcement training, investigations, coordination and prosecutions; and encouraging and
helping customers to adopt security best practices.

To assist parents in promoting online safety, Microsoft offers, and is investing in
further development of, a variety of family safety technologies and tools. These tools
employ user-friendly interfaces to make it simpler to act safely online, to help protect their
personal information, and to permit parents and guardians to make and enforce informed

and specific choices and to access activity reports about the Internet site visits their children
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made and the content to which they were exposed. These tools include both features of our
web services, such as MSN Spaces, and family safety tools in the operating system and
available for free from Windows Live. These family safety tools help families customize
both their PC and their Web-based protection.

MSN: MSN Spaces, for example, allows users to create their own weblog, or blgg, -
and invite others to view photos and messages. MSN Spaces employs strong abuse
prevention and detection processes. In addition to the filtering capabilities referenced
above, upon signing on to MSN Spaces, the user is warned in the Terms of Use and Code of
Content that illegal uses of the technology are prohibited. The Code of Conduct expressly
and prominently prohibits uploading, posting, transit, transfer, dissemination or distribution
or facilitation of any content, including text, images, data, sound or software that is intended
to harm or exploit minors, is illegal of violates local ot national laws, including child
pornography. See http://spaces.msn.com/coc.asps. Other MSN propetties have similar
terms of use.

MSN Spaces is also designed with safety and ptivacy in mind. MSN Spaces’ social
networking features are designed to support developing closed networks of friends, not
building networks of tens of thousands of unknown people. To complement user
education, MSN Spaces also includes a number of features designed to enhance safety. For
example, use of MSN Spaces requires that users have 2 Microsoft Passport. Offensive terms
filtering is employed at the user name/alias and sub-title level, and ptivacy and
communications preference controls are included. MSN Spaces also provides safety
information, and information about how to set viewing and contact permissions directly on
the MSN Spaces site and during the set up process for a Space. We recommend that all

users keep personally identifying information to themselves, exercise care when posting

-10 -
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photos with personal details, and never meet an Internet contact in person alone. MSN
Spaces” safety tips also include a link to the short cautionary film “Predatot,” which a 14-year
old boy wrote, directed and filmed wotking with his local police department.

http://staysafe.org/teens/student_spotlight/predator.html.

In addition, MSN9 Premium Parental Controls incotporate content-filtering
technology and offer several features that are designed to help parents manage their
children’s use of the Intetnet, while helping to protect them online. MSN Search offers a
SafeSearch feature to filter sexually explicit content, and MSN contains pages developed
specifically for kids.

Windows Vista: Through parental controls in our soon-to-be-released, next-
generation Windows Vista operating system, parents will be able to control games played on
a PC; establish time limits for how long their children use the computer; set gaming,
application, Instant Messaging and Web restrictions; and receive logging and activity reports
on their children’s PC use. These controls will be easy to use yet allow detailed control —
web browsing, for example, can be filtered by the type of content found on a web page.
Windows Vista, as an open platform, will also enable usets to run their choice of family
safety software, and we anticipate working with a number of partners to enhance the family
safety of the Windows Vista computing expetience.

Windows Live Family Safety Settings: A free web service which will be available this
year through the Windows Live set of online services, Windows Live Family Safety Settings
was built to put better filtering tools in the hands of parents and guardians. By making these
tools available for free, Microsoft is leading the industry in providing additional steps to
enable parents and guardians to protect kids. Windows Live Family Safety Settings will

provide web content filtering, including filtering of chat and mail; customized allow and

-11-
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block lists; customized approve/disapprove contact lists for Windows Live Instant
Messenger (IM), MSN Spaces and Windows Live Hotmail; 2 kids request line that allows a
parent to unblock a website in real time; roaming access to settings and activity reports on
the web; and guidance for parents and kids from third party experts like the American
Academy of Pediatrics. Windows Live Family Saféty Settings will roll out in phases
beginning this summer.

Xbox 360 and Xbox Live: Xbox 360 provides Family Settings worldwide to permit
age-appropriate offline and online entertainment. Parents can restrict the games and DVD
movies the console will play (based on established ratings systems, such as ESRB in the
U.8.), as well as whether or not their children may create an Xbox Live account to play and
communicate with fellow gamers online. The console’s Family Settings apply to all users, so
any game whose content surpasses the threshold set by the parent will not play unless a
patent enters 2 secret code they have created. The Xbox Live Family Settings can be
customized for each child in the family, and each chﬂ&’s personalized resttictions apply when
the he or she plays Xbox away from home. Xbox Live Family Settings enable parents to
control which friends‘ may be added to the child’s list of online contacts; disclosure of the
child’s online status; allowable communication methods, for example, whether the child can
communicate via voice, video, or text messages; whether the child’s gamer profile may be
viewed by others and whether the child may view others’ profiles; and game content (usez-
created or purchased content). Default settings are provided for children 12 or younger and
ages 13-17. . In addition, Microsoft’s guiding principles prohibit the functionality of certain
game content (e.g., Microsoft does not manﬁfacture or license others to create“adults-only”

or sexually explicit games to run on Xbox consoles, and unlicensed game disks simply will not

run, regardless of their content). See http://www.xbox.com/en-

-12-
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earned Xbox Live the WiredKid’s Safe Gaming Award in both 2003 and 2005.

Additional Safety Information: Microsoft has a wide range of safety and security

information available on the various company and product websites. Microsoft.com -

www.microsoft.com/athome/security, as well as websites for MSN - http://safety.msn.com.

and for Xbox - http://www.xbox.com/en-US/support/ familysetrings /default htm provide

information about online risks, training materials and tools to prevent safety issues.

We recognize that parents cannot always watch over their child’s shoulder when he
or she is on the computer. These parental tools directly address child online exploitation
and child safety by giving parents the ability to better understand what their children are
doing online, to shape and direct a child’s online experience, to help generate productive
conversations with children about safe behavior, and to manage the child’s use of the
Internet and the personal computer. For example, the ability to block a specific website — or
category of websites — enables parents to put web chat or social networking sites on hold
until they are sure their children understand and follow safety rules.

Moving forward, we will continue to invest in family safety innovation to enhance
the protection offerings for our customers of the MSN network, Xbox 360 and Xbox Live,

and our new Windows Live services.

Partnerships to Educate Communities About Child Online Safety

In addition to educating parents, Microsoft works to educate communities across the
country and the world about risks to children online and tools to reduce these risks. The

following provides a sampling of our efforts in this area.

-13-
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GetNetSafe: A coalition of technology companies, educational organizations,
govetnment and advocacy groups' have joined together to support a national tour to raise
awareness of computer security and Intetnet safety. During the 2006 tour of 12 U.S. cities
experts will visit school assemblies and parents’ nights, local community and senior events,
business luncheons and Internet fairs to provide the information and tools communities
need to protect themselves and their children. The tour will visit Washington DC, Boston,
Phoenix, Dallas, Chicago, Detroit, New Yotk City, Philadelphia, Charlotte, Los Angeles,
Seattle, and Otlando.

Stay Safe Online and GetNetWise: Microsoft is a member of the National Cyber
Security Alliance (NCSA), which is a partnership between the private sector and the
Department of Homeland Security and the Federal Trade Commission to promote safe
computing and the October “National Cyber Security Awareness Month” activities. The
NCSA website, www.staysafeonline.info, has helpful material and information and tips about
how to promote a more safe online computing experience for children and parents. These
materials are available for use by anyone in the public or private sector who wants to help
educate consumers. Microsoft also provides similar and supporting information.

In addition, Microsoft and several other leading technology companies, including
AOL and AT&T, launched GetNetWise (www.getnetwise.org ) as an online industry
resource for parents and childcare providers. GetNetWise educates parents about the
potential risks to children on the Intetnet and offers parents suggestions on how to interact

with children regarding these risks. Additionally, GetNetWise provides parents with

! The Get Net Safe project was created by 12 partners, including: the Federal Trade Commission, the
Department of Commerce, AARP, the National Center for Missing and Exploited Children (NCMEC), the
U.S. Chamber of Commerce, i-SAFE America, RSVP, Boys and Gitls Clubs of America, GetNetWise/Internet
Education Foundation, National Cyber Secutity Alliance (NCSA), Microsoft Corpotation and Best-Buy/Geek
Squad.

-14-



135

information on the wide variety of available technological tools that can help limit children’s
access to inappropriate content and communications on the Internet.

Get Safe Online: Microsoft also is a major sponsor of the U.K.’s recently-launched
“Get Safe Online” Internet Security campaign. As part of that campaign, we worked with
the VGTF and ChildNet International to create an educational program for children,
teachers, and parents entitled “Getting to Know IT All.” As part of this pilot program, 175
Microsoft employees have been volunteering as trainers in schools and community centers
around the United Kingdom teaching thousands of young people how to stay safe online.

Conclusion

Microsoft is strongly committed to improving online security for childten and all our
customers throughout the world, and to supporting investigation, prosecution, and
punishment of child exploiters and predators. Through close partnerships with law
enforcement, government officials and NGO?’s around the world, as well as technological
advancements and parental education, we continue to make strides in combating online
threats to our children. Through these means, Microsoft and its partners ate in the process
of developing and implementing best practices for protecting children.

Of course, in a field as important, rapidly changing, and complex as this one, there is
always room for improvement, and we welcome feedback. Just as ctiminals find new ways
to harm children, the good guys must be equally agile, working closely together to evolve
methods for tracking and capturing child predators. To achieve such agility, there must be a
global commitment to well-organized collaboration among policymakers, law enforcement,
the NGO community, and industry. We at Microsoft will continue to look for new and

innovative ways to collaborate with law enforcement, government officials at all levels, and

-15-
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other key participants in the fight against child exploitation, pushing the boundaries through

technology solutions, and user education.

Thank you for the opportunity to speak with the Committee about this important

topic.

-16-

MR. WHITFIELD. Thank you, Mr. Reitinger.
And Ms. Wong, you are recognized for 5 minutes.
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MsS. WONG. Thank you, Mr. Chairman. And thank you,
Representative DeGette and the members of the subcommittee, for
inviting me to participate in this important discussion about how to keep
all of our children safe.

My name is Nicole Wong, and I am Associate General Counsel for
Google responsible for our products and services, including the privacy,
security, and safety of our users.

I am also the mother of two young children, and I appreciate the
subcommittee’s leadership on this important issue of concern to all of
America’s families.

As a company, Google is deeply committed to protecting children on
the Internet in our actions and in our guiding principles. Child
pornography is a horrific and vicious crime and has no place in a
civilized society.  Google has a zero-tolerance policy for child
pornography and those who would promote it. When we become aware
of child pornography anywhere in our search index or on our site, we
remove it immediately and report it to the appropriate authorities. We do
not accept any advertising related to it. We cooperate assiduously with
law enforcement to help track down online criminals and child predators.

We believe that a successful approach to combating child
exploitation online must encompass three elements: first, strong law
enforcement efforts to pursue and convict the purveyors of illegal content
and activity; second, powerful technology solutions and resources for
families to control their online experiences; and third, strong industry
practices that support all of these important efforts.

At Google, we are approaching a number of initiatives. First, we
enforce a strict policy prohibiting any advertising related to child
pornography. We do this through a multi-tiered review process that
involves both automated checks and manual reviews by trained
specialists. We work constantly to improve this process to keep up with
the fast-changing jargon and practices of this unsavory industry. In fact,
based on the very helpful input of the committee staff, we recently
tightened our review program to refuse any ads promoting pornography
with teens, even if the underlying websites lawfully depict adult models.

Second, we remove and report child pornography immediately when
we become aware of it in our search engine or in any of our websites.
Indeed, we have created multiple channels throughout the company to
identify illegal material, which includes training teams in our
engineering, product, and advertising groups to identify and report
instances of child pornography whenever they find it.

We have also created paths for our users to report illegal material to
us through the Google Help Center, and we are members of international
industry associations, such as the Internet Watch Foundation in the UK,
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from whom we obtain lists of illegal websites and use those to block
illegal websites. There is a specially trained team in the legal department
that submits reports of this material to the appropriate authorities,
including the National Center for Missing and Exploited Children.

Third, we provide valuable support to law enforcement at the
Federal, State, and local levels. We have a trained and dedicated staff for
responding to all law enforcement requests. They are available 24/7, 365
days a year. We are extremely proud of this team that works relentlessly
to respond to every law enforcement and data preservation request,
including the hundreds of child safety requests we receive each year.

Fourth, we work to empower families to be safe online in a number
of ways. We create tools, like our safe search filter, that allows families
to control the type of information accessible through our site. We work
with our industry colleagues, including those at the table today, and also
in forums, such as the Financial Coalition Against Child Pornography, to
establish best practices and other initiatives to combat child pornography.
And we support efforts like the Wired Safety Educational Campaign and
specifically, they work in broad-based education for parents, community
police officers, and kids themselves to learn about how to stay safe on
the Internet.

The Internet provides an unparalleled opportunity for people to
connect with information, and Google’s mission is to make this
information more accessible and useful. At the same time, we keenly
understand that our business relies on the existence of a healthy and
trusted Internet. Child pornography and those who purvey it should have
no place in that ecosystem.

We look forward to working with you, the law enforcement
community, and the broader Internet community to increase our efforts
to stop child exploitation and preserve the Internet as a trusted and safe
environment.

Thank you.

[The prepared statement of Nicole Wong follows:]
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PREPARED STATEMENT OF NICOLE WONG, ASSOCIATE GENERAL COUNSEL & CHIEF
PrivAacy OFFICER, GOOGLE ,INC.

1. Summary and Introduction

Mr. Chairman and Members of the Subcommittee, thank you for this opportunity to present Google’s
perspective on “Making the Internet Safe for Kids: The Role of ISPs and Social Networking Sites.” We
appreciate the Subcommittee’s leadership in addressing an issue of such great concern to America’s
families.

Google has a zero-tolerance policy when it comes to child pornography and those who would promote

it. Child pornography is illegal around the world and has no place in a civilized society. When we become
aware of child pornography anywhere in our search engine index or on our site, we remove it immediately
and report it to the appropriate authorities. We do not accept any advertising related to it. We cooperate
assiduously with law enforcement authorities to help track down online criminals and child predators. As
a company, in our actions and in our guiding principles, we are deeply committed to protecting children
on the Internet.

We believe that a successful approach to combating child exploitation online must encompass three
elements:
* Strong law enforcement efforts to pursue and convict the purveyors of illegal content and activity;
¢ Powerful technology solutions and other resources for families to control their online
experiences, according to individual values; and
e Strong industry practices that support these efforts.

Google is pursuing this approach through a number of initiatives:

e We enforce a strict policy prohibiting any advertising related to child pornography.

e We remove child pornography immediately when we become aware of it in our search engine or
in our websites. We also report it to the appropriate authorities, including the National Center for
Missing and Exploited Children (NCMEC).

e We provide valuable support to law enforcement efforts, by responding to hundreds of child
safety-related requests per year, as well as data preservation requests.

* We empower families to be safe online with tools like our SafeSearch filter and our support for
efforts like the WiredSafety educational campaign.

The Internet provides an unparalleled opportunity for people to connect with information and with each
other. Google’s mission is to make such information more accessible and useful. But as we are all aware,
some online activities can pose risks to children and families, and some online behavior violates the law
and should be eradicated. Much can be done to combat these risks, consistent with the open character of
the Internet and the diversity of individual family values.

We look forward to describing the ways in which Google is working today — and we look forward to
working with you, the law enforcement community, and the broader Internet community to increase our
efforts to stop child exploitation and preserve the Internet as a trusted and safe environment.
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2. Industry Practices Combating Child Pornography

Child pornography is a horrible crime. It has no place on the Internet nor in our users’ search experience.
As we describe below, we strictly prohibit the advertisement of child pornography in our AdWords
program and use both automated and manual filtering techniques to detect and report individuals who
attempt to advertise such material. We also report all instances of child pornography to the appropriate
authorities as soon as we become aware of it in our index or on any of our websites.

a. Google Standards for Advertising

We devote significant resources to detecting and reporting child pornography that someone may attempt
to advertise through our ads service.

To explain our service generally, Google’s AdWords service allows any potential advertiser — from a
neighborhood dry cleaner to a Big Three automaker — to easily create text-, image-, or video-based ads
and to display them online in a targeted manner. AdWords is principally a self-managed program,
meaning that most advertisers create and control their advertisements through an online interface. Google
has hundreds of thousands of advertisers, with millions of ads being displayed in any given month.
Screening these ads is a challenge we take very seriously.

Google recognizes that the success of any of our products ultimately depends on quality. We have
therefore implemented rigorous quality standards for advertisements submitted through AdWords. In
keeping with our company values and mission, Google has policies restricting the types and content of
advertising we accept. The AdWords service employs numerous automated and manual checks, program
policies, and enforcement mechanisms to assist in providing our users, publisher partners, and advertisers
with advertising services that are high-quality and relevant.

As a starting point, our AdWords program Content Policy explicitly states that “[a]dvertising is not
permitted for the promotion of child pornography”. The policy is available online at
https:/adwords.google.com/select/contentpolicy.html. The Terms and Conditions for AdWords,

available online at https:/adwords.google.com/select/tsandcsfinder, requires users to agree that they wilt

not use the service to advertise anything illegal.

We enforce our Content Policy through a screening process that combines automated and manual review.
The AdWords system begins performing automated policy checks as soon as an advertiser submits an ad.
Text ads entered through our online system are subject to real-time automatic screening for potentially
sensitive or objectionable terms. If the ad and the list of associated keywords are flagged in this
automated screening process, the ad is subjected to further review by the Google AdWords team, and will
not appear anywhere until it has been reviewed and approved by a team of trained employees. All ads
flagged as relating to adult content are manually reviewed by our trained specialists.

Thanks in part to input we received from this Subcommittee's staff, we recently revisited the issue of how
we treat ads referencing teen pornography. We want to ensure that advertisers, even if they may offer
completely lawful material, are prohibited from making allusions to illegal content in advertisements to
attract customers. To this end, we've enhanced our policies to prohibit the promotion of underage teen
pornography.

As we stated earlier, advertisements promoting child pornography are strictly prohibited. When we
discover an applicant we suspect is engaged in child pornography, we immediately report the case to the
appropriate authorities, such as NCMEC. In our experience, child pornographers very rarely attempt to
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advertise online as it requires the submission of verifiable personal information, including a credit card.
We estimate that we identify and report to the authorities approximately one to two advertisers every six
months whom we suspect are engaged in child pornography.

b. Reporting & Removal

Google immediately removes images of child pornography as soon as we become aware of the existence
of child pornography on any Google website. We also immediately report it to the National Center for
Missing and Exploited Children (“NCMEC”), along with identifying information for the individual who
posted the material.

In addition, when we become aware of child pornography on any Internet website that appears in our
search results, we immediately remove the link to such a website from our search results and report the
site to the appropriate authorities.

Google has developed a variety of methods of detecting child pornography that may appear in our
services.

First, we train our employees to recognize child pornography and to report it to our legal department.
Specifically, the customer support representatives who work on products that involve user-submitted
material receive such training. Members of our web search quality team are also trained to recognize child
pornography when they find it in our index. Employees are trained to regularly report any child
pornography that they detect to our legal department.

Second, we receive information about websites containing child pornography through our membership in
international industry associations, such as the Internet Watch Foundation (TWF) in the United Kingdom
and The Association for the Voluntary Self-Monitoring of Multimedia Service Providers (abbreviated
FSM) in Germany. In addition to supporting these groups’ advocacy work, we routinely access their
databases that list websites suspected of containing child abuse images and remove any illegal URLSs from
our search results.

Third, we encourage our users to tell us about inappropriate content they may encounter in our products
and services through the Google Help Center.

When our employees find or receive information about images of child pornography though any of these
sources, they immediately report it to the legal department. Our legal department has a team of people
trained to submit reports to authorities such as NCMEC and they make daily reports using the
organization’s web-based reporting tool.

c. Industry Coalitions

In addition to its own initiatives for detecting and reporting child pornography, Google is increasingly
involved in private-sector initiatives devoted to combating child pornography. For example, Google
recently joined the Financial Coalition Against Child Pornography, a group of financial institutions and
Internet companies working together to stop the online purchase and exchange of child pornography. The
goal is to eradicate commercial child pornography by 2008.

We look forward to engaging with others in the industry and with NCMEC through the Financial
Coalition and other initiatives. We are hopeful that these collaborative industry efforts will result in the
development of new methods of eradicating the use of the Internet for the crime of child pornography.
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3. Promoting Child Safety on the Internet

Google recognizes that parents and children around the world use Google.com as an educational tool to
explore the Internet and discover the world’s information. We are proud of that use of our service.

Google also recognizes the risk that children who use the Internet may come across material that may be
inappropriate because of the content of the material, their age, their family’s values, or a combination of
these factors. Google believes that technological tools and user awareness are among the most effective
means of promoting child safety on the Internet.

a. Tools for Safe Searching

Google believes that technological tools are an important method of protecting children from
inappropriate content on the Internet in a way that reflects the needs of individual families. As such,
Google has developed its Safe Search tool, which is available to any user of Google.com who wishes to
filter adult content from search results.

Google's SafeSearch is an automated tool that screens for websites containing explicit sexual content and
removes those websites from search results based on the SafeSearch setting chosen by a user. The
SafeSearch filter uses advanced technology to check keywords, phrases, URLs and Open Directory
categories, to block pornographic and other explicit sexual content from search results. No filter is 100%
accurate, but we believe that SafeSearch effectively eliminates most inappropriate sexual material.

Users can customize their SafeSearch settings by clicking on the “Preferences” link to the right of the
search box on Google.com, and selecting one of the following:

e Strict filtering, which applies SafeSearch filtering to both image search and ordinary web search
results;

*  Moderate filtering, which excludes most explicit images from Google Image Search results, but
does not filter ordinary web search results. This is the default SafeSearch setting for users of
Google.com, who may change the setting as desired; and

¢ No Filtering, which turns off SafeSearch filtering.

Experience has shown that filtering controlled by end users tends to be one of the more effective and
flexible approaches to limiting exposure to unwanted content. Other methods, such as attempting to block
whole search requests, can prevent users from finding useful resources associated with blocked terms.
(For example, blocking searches for “child pornography” would prevent a user from finding information
about NCMEC and other child protection resources.) Blocking specific searches also tends to be
ineffective against sophisticated users who simply revise their search terms to evade blocking. Other
methods, such as imposing a single standard for all users, can overblock content for some while providing
insufficient protection for others.

We are constantly seeking new and better ways to ensure our users see the best lawful results we can find.
We believe filtering technologies, like SafeSearch, are powerful tools for families to manage the
information available on the Internet, according to their own values and the needs of their children.

b. Promoting User Education

Educating America’s families about how to be safe online remains one of the most important initiatives in
the area of child safety. Great work is now being done to better equip parents and children, from tips
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about where to put computers in the home (for example, where parents can see them) to online safety
curricula that teach children how to avoid predators and unsafe content.

Google applauds the many private-sector organizations devoted to child safety issues on the Internet, and
supports their causes. For example, earlier this month, Google co-sponsored WiredSafety.org’s first
annual “Protecting Our WiredKids™ Internet Safety Summit in White Plains, New York. The Summit
focused on social and community networking websites and best practice models in that emerging Internet
space. We are also excited about a new project to help WiredSafety develop Internet safety educational
materials to be used by local community policing officers, including lesson plans, activities and student
presentation materials.

In addition, Google is pursuing opportunities to provide free public-service advertising to government
agencies and non-profit groups in support of public education campaigns about child online safety.
Google believes that these and other initiatives in the private sector are essential parts of teaching a new
generation of users to be safe online.

4. Law Enforcement Assistance

The first and most important way to stop child pornography is to prosecute those who exploit children.
Google takes seriously its responsibility to work closely with law enforcement to combat child
exploitation. Google responds to thousands of law enforcement requests for assistance each year, and has
a legal team devoted solely to this effort. We believe that we respond to hundreds of subpoenas a year as
part of our cooperation in local, federal and international child safety investigations.

Google also regularly preserves data upon receipt from law enforcement officials of a data preservation
request that is compliant with the U.S. Electronic Communications Privacy Act. Section 2703(f) of ECPA
allows any government entity to require service providers to preserve records for up to 90 days,
renewable for another 90 days with a mere request. Google preserves data in response to several hundred
such requests a year.

5. Conclusion

Google keenly understands that our business relies on the existence of a healthy and trusted Internet
ecosystem. Child pornography, and those who purvey it, should have no place in that system. For that
reason, and as described in this testimony, we work on many fronts to combat this sinister activity: by
cooperating with law enforcement, by supporting educational and industry efforts to keep kids safe, and
by constantly working to improve our own technologies to the same end.

Thank you again for your leadership on this important issue. We look forward to working with you to
protect all of our children on the Internet.

MR. WHITFIELD. Thank you.

And we appreciate the testimony of all of you.

And before we begin with questions, we do want to take time. Diana
DeGette brought this issue up about what is going on in Great Britain
with the Virtual Global Task Force. And there is a public service
announcement in Great Britain that makes children more aware of how
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they can report to law enforcement officials things that are going on on
the cyber. And I think this would be informative for all of us, because
really, we don’t have anything quite like it in the United States. So if
you all are prepared, I would like to show this video. It is about 2%
minutes, I believe.

MS. DEGETTE. Mr. Chairman, if I may, they apparently show this at
movie theaters in Great Britain, and so I think I would say to all of the
media representatives here today, this is exactly the kind of thing we
need to do on your websites, on television outlets, and in movie theaters.

And I thank you for doing this.

[Video.]

MR. WHITFIELD. Okay. The first question I want to ask, it is not
about AOL, but it is about the Internet service providers. There was
some testimony, I think Mr. Lewis mentioned the policy on retaining IP
addresses. And in all of the hearings that we have held on this subject
from law enforcement, there was a lot of emphasis placed on that. And I
know that some of the Internet service providers recently met with
representatives of the Justice Department to talk about this issue.

So I would like to just start off by asking AOL and EarthLink and
Verizon and Comcast. I guess Comcast has already answered, but what
is the policy on retention of IP addresses at EarthLink, for example?

MR. BAKER. Mr. Chairman, our policy is, again, that we keep them
in a live database for several months and then we archive them in tape
backup, and our policy is now that we will keep those for 7 years. That
is not to say they go back 7 years from today, but they are kept.

MR. WHITFIELD. And so what is the difference in live and in storage
as far as the time that it would take to find that address?

MR. BAKER. Well, if I can just give you an anecdote. Just this last
November, we got a subpoena from law enforcement for IP addresses,
some of which were more than several months old, more than 5 months
old, so these were in tape backup, and we were able to the pull the
necessary backup from archives, retrieve this information, and respond to
law enforcement within 2 weeks, and this was notwithstanding
Thanksgiving being during that period of time. So I would say that, in
the case of tape backup, it might take a couple of weeks. Generally
speaking, if it is of more recent vintage, we should be able to respond
more quickly.

MR. WHITFIELD. And could you say about how many subpoenas
you may receive in a month or a yea?

MR. BAKER. We get about 1,000 subpoenas a year, so roughly 80 to
100 a month--

MR. WHITFIELD. Okay.

MR. BAKER. --from various law enforcement agencies.
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MR. WHITFIELD. Okay, and Mr. Ryan, what is the policy for AOL?

MR. RYAN. The current policy, Mr. Chairman, with respect to
retention of IP addresses is a 90-day period. We receive, at AOL, over
1,400 subpoenas a month, and that does not include search warrants,
intercept orders, or other types of legal process on the criminal side. So
it is over 14,000 subpoenas a year. It is a reflection of the size of our
subscriber base.

MR. WHITFIELD. Right.

MR. RYAN. Recognizing that the 90-day period varies from, say, at
EarthLink, we have a 24/7 dedicated staff for law enforcement only to
make their requests for data, and we handled over 1,800 preservation
requests last year. So we have a history of utilizing preservation with
law enforcement, and the feedback that we get, with the current retention
standards, coupled with our dedicated personnel, it works.

MR. WHITFIELD. Okay. And what about Verizon?

MR. DAILEY. Mr. Chairman, Verizon’s policy for the data that we
capture, and then we are talking about IP session logs, basically, that
would link a customer or a user to a particular IP address, which I
believe is what you are referring to. Our policy is 9 months.

MR. WHITFIELD. Nine months.

And how expensive is it to retain this kind of information? Is it a
real factor to consider?

MR. RYAN. With respect to AOL, there is a cost factor. I think it is
important to note that there are different kinds of IP addresses. There is
a type of address we refer to as a proxy address, and that reflects the
billion of sessions that go on on one particular day at AOL. An IP
address is assigned to each one of those billion-plus sessions, so the
retention period is far shorter, reflecting the volume. We did a cost study
for the Department of Justice. To retain that information for up to 1 year
would cost over $44 million.

MR. WHITFIELD. $44 million?

MR. RYAN. Yes, sir.

MR. WHITFIELD. Wow. And what about, Mr. Reitinger, from
Microsoft?

MR. REITINGER. Thank you, Chairman.

Of course, we are not typically a broadband provider--

MR. WHITFIELD. Right.

MR. REITINGER. --so we don’t, in that sense, assign IP addresses to
end users. The period of time we would retain data associated with a
service could vary from service to service. I would be much more
comfortable in addressing that in closed session, if the committee wants
to do that.

MR. WHITFIELD. Okay.
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MR. REITINGER. But what we try to do is balance law enforcement
needs, business needs, and the privacy and security needs of our
customers.

MR. WHITFIELD. Okay. I am really glad that this panel is here
today, because as we told you in the beginning, we have had three or four
sessions of hearings on this issue. And you think about the multitude of
young people around the world who are certainly on the Internet today,
being the wonderful tool that it is. Then we have the pedophiles out
there and people who are trying to exploit them, and you all represent
companies that provide them with the connection to the world, and you
have such an important role to play. And actually our staff went on the
Internet, and they put in “pre-teen” plus “sex” plus “video.” And it was
kind of interesting the different results that came back. For example, on
Google, it came back with about one and a half pages, it is up there, and
some of the language was so explicit, it has been redacted. And if you
just look at the Google site, I mean, it looks like a hard core pornography
site. I mean, sex games, and pre-teen sex, and teen porn, and triple-X
movies with pictures and so forth. But I guess the most disturbing thing
about on the Google site, Ms. Wong, and I know that you may not be
involved in the policy, but you even had sponsored links. And what that
means is you had people there paying Google money to advertise these
kinds of sites on Google that young people have access to and everyone
else. And I know the testimony of all of you today focused on your
concern, and you want to protect children and you want to minimize the
opportunity for them to be exposed to things like that. And I know that
Google has a reputation of being a socially-responsible company. And I
know that they recently hired a man, and I think his last name is Brilliant,
to manage their foundation that is working with societal problems,
disease, and climate issues and so forth. But to think that a company like
this would be taking money from groups like this is sort of disturbing.

And I will give you a chance to respond, but before I do, we used the
same words on the Yahoo! search, and it came up with five or six sites,
but it was not nearly as sexually explicit. It is like “Dr. Phil on alarming
sexual behavior among children,” and “pre-teen healthcare,” and “Fox
News: Teen Sex and Media Hype,” but there were no sponsored links.
They were not receiving any money.

So I would like to just ask, what is responsible for the difference in
what you receive on the search. And are you still taking money from
people who are advertising this kind of material on the Internet?

MS. WONG. Thank you, Mr. Chairman.

And we actually greatly appreciated you and the committee staff
raising this for us. We have no interest in getting advertising for the
promotion of any illegal content or these types of ads. And in fact, we
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think that this particular search was an aberration that was due to the fact
that what the search was was “pre-teen.” If you were actually to search
on Google for “preteen sex video” or “child sex video” or “young teen
sex video,” ads would not show up at all. So what we did was we went
back through our systems. We have a long list of black lists, and we
have added the “pre-teen” to it, and no ads currently show.

But we do greatly appreciate the committee staff bringing it to our
attention, and that is our policy: as soon as we become aware of it, we
will either add it to a black list or remove it from the site.

In regard to our ads policy, and again, in conversation with the staff,
we have actually tightened our policies to prohibit any type of ad that
refers to teens in any way, including ads that may, in fact, have legal
pornography on it but actually refer to teens.

MR. WHITFIELD. Okay. Well, what would account for what shows
up as the result of the search using the same words with Yahoo! that we
used with Google? The results were startlingly different, and the
language used was unbelievably different.

MS. WONG. And I can’t really speak so much to how Yahoo!’s
system works. We are many, many billions of pages. We believe we are
probably about three times the size of any other search engine. So we
have many more pages to screen and review. We do, as [ was
mentioning, have a many multi-tiered system for trying to remove these
as soon as we find them, including getting lists, like from the Internet
Watch Foundation, and there is also a similar organization in Germany,
and immediately put those into place to block on our site. And we have
our own search quality engineers who are trained to look for and remove
these types of sites. We do the best we can.

MR. WHITFIELD. Okay. But it is the policy of Google now not to
accept paid advertisement from groups like this?

MS. WONG. That is absolutely true.

MR. WHITFIELD. Okay.

Now Ms. Banker, you are with Yahoo!, aren’t you?

MS. BANKER. Yes, I am.

MR. WHITFIELD. Did you want to make any comment about any of
this?

MS. BANKER. [ would just note that Yahoo! strives to have an open
and inclusive and comprehensive search product. Child pornography has
no place in it, and for that reason, we use a number of techniques to
identify and remove child pornography from our search index, including
technical approaches, such as algorithms, reports from our users. It also
reports from third-party sources, such as the IWF, to remove that content
and report it to NCMEC as appropriate.
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MR. WHITFIELD. Yes. So you are quite proactive on this issue, it
sounds like.

MS. BANKER. Yes, we think that is appropriate, given the nature of
the subject.

MR. WHITFIELD. Okay. Okay.

Now my time has expired. And in fact, I have gone over. And we
have a vote on the floor. We have three votes. So I think we will take a
break right now. Hopefully they can get this video fixed. Maybe you all
could have a drink or a sandwich or something, and then we will come
back. We will be back, I would say, in about 20 minutes. So we will
recess for 20 minutes.

[Recess.]

MR. WHITFIELD. The hearing will come back to order.

I apologize for that delay.

I understand that we now are in a position to show this Virtual
Global Task Force public service announcement, so if you would start it
and run it for us, we would appreciate it.

[Video.]

MR. WHITFIELD. Thank you very much for getting that prepared for
us.

And at this time, [ will recognize Ms. DeGette.

MS. DEGETTE. Thank you very much, Mr. Chairman.

I think we could show that, don’t you? Ms. Wong?

MS. WONG. I thought that was a very impressive PSA, and I actually
would be pleased to discuss with your staff ways that we could work
with it.

MS. DEGETTE. And they customize that for every region that they
show it in in every country, so I think it is effective.

I want to thank all of you for coming and for your efforts to make the
Internet safer.

The thing I want to say first, because I think we are getting a little
confused about exactly what we are talking about here, and I think we
need to know. There are really a number of interrelated issues. One of
them is the solicitation of minors over the Internet through chat rooms
and other mediums for sex and other activities. And I think all of you are
making some very important voluntary efforts towards parental controls
and technology plus parents talking to their kids and so on that goes to
that.

The second issue is controlling child pornography over the Internet,
which is an illegal activity, and which we need to take law enforcement
methods to stop it. And there are a lot of issues around the first, chat
rooms and so on, that I think we can explore. But I want to talk for a few
minutes about that second issue, about how you all can assist law
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enforcement in what is admittedly illegal activity that is happening over
the Internet.

Let me start with you, Mr. Dailey, because you have had a broad
regulatory authority. You would agree that nobody who is putting illegal
information over the Internet would have any protection under
contractual agreement with the Internet service providers, correct?

MR. DAILEY. I would expect that is very true for any ISP that I can
think of.

MS. DEGETTE. Right. And I think nobody here would disagree. All
of your contracts say that if you are doing something illegal over the
Internet, we are going to report that to the authorities. So no one has a
privacy interest in illegal activity over the Internet, right?

MR. DAILEY. I would agree with that. If there is any activity like
that, it would be reported.

MS. DEGETTE. Right. Now Mr. Lewis, | wanted to, first of all,
thank you very much for Comcast’s announcement today that it is going
to retain the customer-identifying data for 180 days. How much do you
anticipate that it will cost Comcast to retain that data?

MR. LEWIS. I don’t have an exact figure. I can certainly get it, but
when we looked at the issue in light of recent discussions at the Justice
Department, with this committee and staff members, and among
ourselves and with other companies here and trade associations, we
decided the investment was well worth it.

Ms. DEGETTE. Yes. I would wonder, Mr. Chairman, if I could ask
unanimous consent to have Mr. Lewis supplement his response within 10
days to let us know how much that will cost.

And Mr. Ryan, you stated unequivocally that your company is
opposed to having to retain that type of data for a 1-year period, is that
correct?

MR. RYAN. We are not opposing any discussion what are the best
strategies. We are open. We are engaged in that discussion. In response
to the question what the costs would be, we had prepared that, because
the European Union requested that when they went through data
retention.

MsS. DEGETTE. And in fact, just so all of you know this, I am about
to introduce legislation which would require all ISPs to retain customer
identification data for a 1-year period. But the EU standards are even
broader than that, correct? And they have adopted those standards,
correct?

MR. RYAN. And each country now has to implement within their
respective jurisdiction to what extent they are going to adopt that. That
is correct.

MS. DEGETTE. Right.
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MR. RYAN. And that was stage one.

MS. DEGETTE. Right. And I know your business and all of the other
businesses here operate in international communities, so everybody is
going to have to retain data for some period of time, correct?

MR. RYAN. That is correct.

MS. DEGETTE. Now Mr. Baker, your company retains the data for 7
years, correct?

MR. BAKER. That is our current policy.

MS. DEGETTE. How long has that been your policy?

MR. BAKER. Well, it depends which data we are referring to.

MS. DEGETTE. The customer identification data that we were
talking about.

MR. BAKER. Right, customer billing address, initial dates of service,
things like that--

MS. DEGETTE. Yes.

MR. BAKER. --which is sort of, if you will--

MS. DEGETTE. How long has that been your policy?

MR. BAKER. I will get you the exact date when that went into place,
but it has been our policy for some time.

MS. DEGETTE. Some period of time. And how much does it cost
you to retain those records?

MR. BAKER. I don’t have figures on that.

MS. DEGETTE. Again, Mr. Chairman, I would ask that Mr. Baker be
allowed to supplement.

MR. BAKER. I would be happy to provide this to you.

MS. DEGETTE. Ms. Banker, what about your company?

MS. BANKER. As mentioned in Microsoft’s response on this issue
earlier, companies like Yahoo! and Microsoft are in a slightly different
position than some of the other companies--

MS. DEGETTE. That is right.

MS. BANKER. --so we would look forward to working with your
staff to get clarity on how something like a data retention proposal might
apply to a company that is primarily an online service.

MS. DEGETTE. That is right.

Mr. Lewis, I wanted to ask you, what caused your company to decide
to retain the data for 180 days?

MR. LEWIS. Well, a variety of things, Congresswoman DeGette. In
recent discussions, as part of the Department of Justice’s working group,
kicked off by the Attorney General and the FBI Director at the end of last
month we became aware of the fact that our retention policy was on the
shorter side compared to many other larger broadband commercial ISPs.
We also, as I alluded to in my testimony earlier, had significant technical
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problems last year that unfortunately impeded investigations. We are not
proud of that.

MS. DEGETTE. Right.

MR. LEWIS. And we regret that. Those factors, combined with
changed circumstances on the Internet, in particular the new
aggressiveness and brazenness that we have seen demonstrated here
today of predators, new forums for them to make their contacts and their
connections, said to us that it was time to look at the policy carefully and
revise it in light of our customer privacy obligations and commitments
and in light of our privacy policies. And so that is why we made the
decision.

MS. DEGETTE. And in fact, I will ask you, Mr. Dailey, there is no
clear industry standard as to how long ISPs retain this type of data, is
there?

MR. DAILEY. That is correct.

MS. DEGETTE. And it varies anywhere from 31 days, which I think
was Comcast’s previous policy, up to 7 years, is that correct?

MR. DAILEY. That is what I have heard today.

MS. DEGETTE. And I mean, all of you have expressed great grave
concern for the safety of our children and for the desire to eliminate child
pornography on the Internet. But the reason why we think it is important
for ISPs to retain, not the communications, because the communications,
those can be reported to different authorities, but to retain the identifying
data so that during the course of law enforcement investigations,
administrative or judicial subpoenas can be issued so that law
enforcement officers can track down these perpetrators. Does that make
sense to you, Mr. Lewis?

MR. LEWIS. Yes, it does.

MS. DEGETTE. Okay.

MR. LEWIS. 1 mean, our experience has been that we actively
support law enforcement in these investigations, and have continuously
since we--

Ms. DEGETTE. Well, I know that, and I mean, the case that we have
been talking about before today was the case where they found out about
the child who was being raped on the Internet, and they went to Colorado
and Comcast had destroyed the records, and I am sure that just makes all
of your employees around the country feel sick. And it certainly was not
intentional on Comcast’s part.

MR. LEWIS. Well, that is, of course, right.

Ms. DEGETTE. Yes.

MR. LEWIS. I mean, no one feels that more acutely than [ do. [ am a
parent of two small children, myself, and what is depicted in that video,
as | understand it, is horrifying. The company is not proud of the
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technical problems we had last year. And the company has decided, in
light of recent discussions with DOJ and others, to update and support
law enforcement investigations with respect to child exploitation. Our
commitment today is to extend our period to 180 days. Hopefully that
goes a long way toward eliminating incidents like we had in Colorado
last year. And that is our commitment.

MS. DEGETTE. And I hope you are willing to keep working with me
and my staff so that we can get a standard to the industry.

MR. LEWIS. We are.

MS. DEGETTE. Just one last question, Mr. Lewis.

MR. LEWIS. Yes.

MS. DEGETTE. You said that your company favors giving NCMEC
subpoena power, correct?

MR. LEWIS. Yes.

Ms. DEGETTE. Now are you aware that NCMEC is not a
governmental agency?

MR. LEWIS. We are, and there is certainly--

MS. DEGETTE. Do you know of any precedent where we gave a
non-governmental agency subpoena power?

MR. LEWIS. 1 certainly don’t off hand, but we could certainly
investigate that if that is valuable.

MS. DEGETTE. Yes, | don’t think that that happened. And
furthermore, if they did subpoena records, I don’t think they could be
used in a criminal investigation, so I think it is creative thinking, but |
don’t think it would work.

Thank you, Mr. Chairman.

MR. WHITFIELD. Yes.

And at this time, [ would recognize Mr. Stupak.

MR. STUPAK. Thank you, Mr. Chairman.

I apologize to the witnesses. I had to run out and speak, and
unfortunately, at 2 o’clock, I have got to go speak again.

But earlier in my questions, I talked about going online here and
putting in “pre-teen,” “sex,” and “video,” and I have Google, I have
Yahoo!, and I have MSN searches there. So let me ask a couple of
questions, if I can, along this. It looks like Google is the most lenient.
On this, when you take a look at it, the first says up here, not only do you
have the websites, but you also have the sponsor links, so everyone else
will have a sponsor link. Do you have that up, sponsor links up?

MS. WONG. No, and actually once it came to our attention from your
committee’s staff, we made sure that it was removed immediately. The
problem appears to have been, we have a black list for key words that
includes “preteen sex video” but without the hyphen. As soon as we

99 ¢
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added the hyphen to the list, those no longer show. And in fact, we have
added a number of others, thousands of other key words to that list.

MR. STUPAK. Okay. Ms. Wong, why do you put on here for adults
only? Is there any way to enforce that?

Ms. WONG. So what we have is a safe search filter, which a user can
turn on to ensure that there is only the strictest level or the moderate level
or no filter on their search.

MR. STUPAK. But wouldn’t this cause more curiosity and cause
more people to go to your site when you put things like “adults only” on
it?

MS. WONG. Well, I think, for some children it could. We definitely
believe, as Chris Hansen had mentioned earlier today, that this should be
done with the parents’ involvement, that the children should be having a
range of issues to protect them, which include putting the computer in
the living room.

MR. STUPAK. So other than taking off the sponsor links, have you
done anything else to try to block this? Because Yahoo! has probably
got about the best where they actually don’t use the same type of
wording, less suggestive wording, and you can’t get in to see the videos
and all of that. But yours was about the easiest site to access. And I
guess my curiosity is why do we have different levels here of the ISPs? 1
would think you would all want to be on the same page.

MsS. WONG. Well, from a search engine perspective, as opposed to
the IP level, I think we all have different algorithms for identifying and
including things in your index that accounts, in part, for why you may
see different results.

MR. STUPAK. Right. And since you have different algorithms, if
you are dealing with sex and pornography on your Net, couldn’t you
have more scrambling in that aspect and keep the rest of your search
engine easy to access?

MS. WONG. Well, we have the safe phish filter, which makes it more
difficult to access any sort of adult content.

MR. STUPAK. But obviously it is not working, because we were--

MS. WONG. And in addition, we have multiple layers to review. It
1s terrible that these sites are there, and we should--

MR. STUPAK. Well, I think we all agree, but it looks like your
company is doing the least to try to block it or to stop it. That is, I guess,
what [ am trying to get at.

MsS. WONG. Yes, and I think, in addition to the levels of review that
we try to do to take it out, including getting third-party lists and that sort
of thing and having our trained teams to try and find it, we also have the
biggest search engine on the Internet. We have many billions of pages.
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MR. STUPAK. So it is easier to find it. It should be easier to find it,
so I would think you would have more filters and more ways to block it
than the others if you have the biggest search engine.

MS. WONG. We have the biggest search engine. There are many
more pages to review. And we are doing the best we can to identify as
many of the illegal sites as we can and remove them as soon as we find
them.

MR. STUPAK. Well, we have had discussions about this consortium
that has recently been developed and AOL has sort of been leading that
consortium. And the group invited Google to be part of it. And it says
here in the article that was printed today you have not yet decided to do
S0.

MS. WONG. We absolutely think that that proposal is very
promising. We were contacted last week to discuss it, and we are
actively talking with them about it. We think there are a lot of things that
we would like to work with them on, and we are actually just sort of
flushing out exactly what the proposed work would be.

MR. STUPAK. Well, who is going to make the decision whether or
not you join this group? I would think if you are the biggest and have the
most, you would want to be part of the group instead of trying to go
outside the group so you could learn what others are doing to block some
of these sites.

MS. WONG. In terms of who has the ultimate decision, that is one
that I will be making along with all of my executives. And in addition--

MR. STUPAK. Do you anticipate making that decision soon?

MsS. WONG. Yes, we do.

MR. STUPAK. Okay. When?

MsS. WONG. I know that the discussion happened over the weekend,
and [ am hoping that we have a decision this week.

MR. STUPAK. Okay. Let me ask Ms. Wong. In 1998, Congress
actually passed a law where Internet providers were to contact the
National Center for Missing and Exploited Children and having search
engines do some work on that. Were you ever contacted by the Justice
Department on that law, Section 13-032?

MsS. WONG. I believe this is the law that has been challenged in the
court and the Department of Justice is involved in litigation regarding it.
We did receive a subpoena from them, it was a civil subpoena, seeking
information from our company.

MR. STUPAK. Okay. When did that occur?

MS. WONG. That was last summer, I believe in August.

MR. STUPAK. Okay. Prior to receiving that subpoena, did you have
any discussions with Justice on that proposed law?

Ms. WONG. No.
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MR. STUPAK. So the first you knew of it was the subpoena?

MS. WONG. We were aware of the law.

MR. STUPAK. Right.

MS. WONG. But the subpoena was our first involvement in their
litigation.

MR. STUPAK. Okay. Anyone else care to comment on that? Section
13-032, Congress passed a law in 1998 directing Justice to take an active
role in this, other than the subpoena, anyone else have any discussions
with Justice about the law, whether they felt it was valid or what could
be done and not done? Any of the others?

The reason why I ask, Congress passed the law in 1998. Justice
came here about a month ago and said, “We think the law is faulty.”
And so I am trying to see if they ever did any research to see if it really
was faulty or if this is just their way of suddenly doing something
because we asked them to come back in 8 years later since they have
done nothing for 8 years. By your silence, I take it Justice never
contacted anybody.

Okay. Let me ask this question, if I can, Ms. Banker. In your
testimony, you mentioned how Yahoo! trains law enforcement in child
exploitation issues. Please explain the different types of training
programs Yahoo! provides to law enforcement.

MS. BANKER. We have a number of programs in place. We focus a
lot of our efforts in working with the Internet Crimes Against Children
Task Forces, which, as I am sure you know, do a huge number of
investigations when Yahoo! and other service providers provide tips to
NCMEC. 1t is often the ICACs that follow up on those. We have been
going around the country to the regional ICAC conferences and
participate in the national ICAC conference on a yearly basis. We also
provide sponsorship for these conferences. In addition to that, we reach
out to other law enforcement agencies working for organizations, such as
the National Association of Attorneys General. We also have been
providing specific training for child exploitation prosecutors through the
American Prosecutors Research Institute.

MR. STUPAK. I asked Ms. Wong a number of questions about
Google there, and I indicated Yahoo!, I felt at least, had one of the better,
different results, much more protected results. Can you just explain the
difference between what you do at Yahoo!, how you block these sites?

MsS. BANKER. We can certainly explain how we approach the issue.
While Yahoo! strives to have an open and inclusive search product, child
pornography is contraband, and it has no place in our index. And for that
reason, we use several techniques to try and eliminate it from the search
product. We use algorithmic approaches to identify it. We also use user
reports. And then we use outside agencies, such as the IWF, which
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provides a list of sites that we then remove from our search index. Once
we have removed sites, we then report them to the National Center for
Missing and Exploited Children.

MR. STUPAK. Okay. Mr. Ryan.

MR. RYAN. Yes.

MR. STUPAK. Mr. Ryan, we had talked, or I had mentioned earlier,
about Great Britain and how they had, like 18 percent of all of the
websites on pornography, and now it is down to 0.4 percent. And you
were in the lead, along with, I think, Yahoo! was the other who worked
on that. It worked in Great Britain. Can it work in this country? Are
there barriers to what you did in Great Britain that would prevent us from
cracking down here in the United States?

MR. RYAN. Well, what works in Great Britain and what we
contribute to it is when the IWF does their research and locates sites that
contain child pornography, they distribute that to companies, including
our AOL operation in the UK. And we have agreed, to the extent that we
have the capability to block access to those sites, we do that. And we do
that on a daily basis. The complexity is probably the most direct answer
why efforts in the United States have not been as successful. That is not
to say when we are put on notice or we learn on our own about potential
sites, we will, and have, blocked access to those sites.

MR. STUPAK. Where is the problem? Is it NCMEC not getting the
information to you? I know part of it. The ISPs, there are only like 215
who will voluntarily work with NCMEC while there are about 3,000 or
more. What is the breakdown here? I guess that is what I am trying to--

MR. RYAN. Well, there is no entity. NCMEC is not proactively
searching the Internet for sites that contain child pornography. They are
the recipient of reports.

MR. STUPAK. Correct.

MR. RYAN. They are not proactive. They rely on law enforcement
or other entities, such as the IWF, to do the reporting for them. So I
mean, | think you are leading towards, I think, a good suggestion, an
entity like the National Center. If they could be given the resources to
conduct similar research, I think that is a great avenue to pursue.

MR. STUPAK. Well, Great Britain, I read somewhere that, I think,
Microsoft gave them like $4 million or something to help establish this
center. Is that right, Mr. Reitinger? Oh, that was the Canadians. You
gave the Canadians $4 million, right? Was that to establish a center to be
proactive to report these sites to monitor it, to get them shut down like
they did in Great Britain? Was that the reason for it or--

MR. REITINGER. Ranking Member, I am not sure precisely what you
are referring to. We have worked with the Canadian law enforcement
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officials in several matters. I think you might be referring to our work to
develop CETS, the Child Exploitation Tracking System.

MR. STUPAK. Right.

MR. REITINGER. We have committed over $5 million to the
development and deployment of that system, which is an open standards-
based tool that can be deployed by law enforcement anywhere to
cooperate and track child pornographers, child exploiters, and work
together--

MR. STUPAK. But what you are doing in Canada, would that work
here?

MR. REITINGER. Yes.

MR. STUPAK. Okay.

I am sorry, Mr. Chairman.

MR. WHITFIELD. Mr. Pickering.

MR. PICKERING. Thank you, Mr. Chairman, and thank you for your
series of hearings on this very important matter.

Ms. Wong, help me just to understand what the status is currently
with Google’s cooperation with providing the DOJ with the information
that they requested under COPA.

MS. WONG. We have fully complied with the request, as narrowed
by the Federal judge in San Jose.

MR. PICKERING. Now, as I understand it, AOL, Yahoo!, and
Microsoft complied voluntarily and completely from the very beginning,
but Google did not and took it to court. Is that correct?

MS. WONG. That is correct.

MR. PICKERING. Now in your earlier statement, you said child
exploitation and child pornography is horrific and vicious. And what I
am trying to understand is over time, the policy of Google and the culture
of Google, is it to view child exploitation and child pornography as
horrific and vicious, do everything you can to cooperate with DOJ and
with law enforcement and to not have sites that were pulled up earlier
when you type in “pre-teen” plus “sex” plus “video.” And I think you
probably have seen all of those sites that came up and would agree that
many of them are completely unacceptable. I guess what I am trying to
understand, has Google, through this process of hearings and through the
enhanced scrutiny of what is happening on the Internet and the danger to
children, have you all come to a clear position both legally and culturally
within your corporation or your policies to be more cooperative and
more vigilant?

MS. WONG. Just to be very clear, we were in long discussions with
the Department of Justice over that civil subpoena and to also explain our
process, we comply with criminal subpoenas and all law requests on a
daily basis. And in fact, we prioritize requests that have to do with child
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safety. We are seeking to do a turnaround for them in terms of our
response within 24 hours, if not within a few hours of getting that
response. The civil subpoena from the Department of Justice was not
directly related to child pornography. It was a request for our entire
search index, billions of URLs in our index and millions of search
queries that were, as I understand from the consultant to the Government,
intended to create a model of the Web, generally to test their theory on
whether software filtering was actually working.

MR. PICKERING. But why was that possible for all of the other
companies at the table but not possible for Google? And does it show a
cultural difference and a marketing and a business difference between the
companies? Do you want to be known as the company where teenagers
can have access to teen pornography and where your clients can go into
child pornographic sites feeling like they will be protected and their
information will not be given to the Government?

MsS. WONG. Certainly not. We, in no case want to be a safe haven
for child pornographers or anyone engaged in illegal activity. And I
couldn’t speak to it. My other colleagues did in terms of their response
to the Government and how much they ultimately produced to the
Government. In our case, we worked with the Government for several
months to try and give them information that would be helpful to them
and ultimately weren’t able to reach an agreement and then to go to the
judge.

MR. PICKERING. Now as I understand it, too, when the committee
staff brought this to your attention as to what is available on Google’s
sites, you changed your sponsorship policy, and you corrected your
protective mechanism to include a hyphen when added so that these
types of sites would not be pulled up, is that correct?

MS. WONG. That is right. We enhanced the blocking list, which had
several hundred keywords to block on it. We apparently missed the
hyphen in “pre-teen,” and we have now added that and actually
thousands of others.

MR. PICKERING. And I realize that you all’s search engine is much
larger than most of the other industry companies, but there is at least an
appearance that Google is not being as cooperative or as vigilant on these
issues. And the question is, is there a desire by Google to be free of all?
And as you know, there are some people that take a position that
constitutionally, everything goes: child pornography, child exploitation,
even bestiality; all of those things should be accessible and should be
constitutionally protected. And I guess what I am trying to understand,
do you have a corporate culture that leans toward that philosophical
view? And do you want to have a business plan with that philosophy?
Or do you, as you testified, view it as horrific and vicious and that you
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need to be vigilant in both your corporate policy, your legal policy, and
to stop having your search engine pull up these types of things and have
sponsorships on it? It seems like the committee hearings and the
oversight has created a change in policy. But what we want to know is,
is this a real change or is this simply for public relations during a time of
scrutiny?

MsS. WONG. Congressman, our entire company feels very deeply that
we want no part of child pornography, or any obscenity that is illegal.
We also, from our executives on down, are deeply committed to this in
our actions and principles. In fact, my CEO, Eric Schmidt, was recently
speaking in Europe and personally committed to the endeavor to remove
all of this from our search engine and any of our services.

MR. PICKERING. Well, let me, one, commend you for changing your
policies and correcting and protecting. But let me also tell you, we will
be watching very closely, and we want all of the companies to be good
actors. We don’t want any bad actors in this industry and for the
Internet. We will, as a committee, and I think you can see, be very
vigilant and will not rest until we have the right assurances and policies
and, if necessary, legislation to more effectively protect our children.

So thank you, Ms. Wong.

MS. WONG. Thank you.

MR. PICKERING. Mr. Chairman, I yield back.

MR. WHITFIELD. Thank you, Mr. Pickering.

We are going to have another quick round here, and I understand
there may be another member or two coming. But we are getting close
to the end here.

I would like to ask Mr. Baker, one of the first hearings we had, we
had a young man named Justin Berry that received a lot of publicity
around the country. And he was very brave to come in and talk about
how he became involved in this whole child molestation issue. And he
ended up meeting people at rendezvous locations and so forth. But he
mentioned the fact that he really became involved in this, not that there is
one issue that did it, but he did say that he received a free webcam from
EarthLink that was given as an incentive to sign up. And I was just
curious, do you all still give away webcams for encouraging people to
sign up? Not that there is anything wrong with it, but [ was just curious
if you do.

MR. BAKER. No, Mr. Chairman. We have not distributed webcams
since 2002.

MR. WHITFIELD. Okay. Okay.

And Mr. Ryan, I know one of the measures that you all take, and |
guess you mentioned this a little bit earlier, to find and shut down illegal
activity involves hashing of images and monitoring of chat rooms. And
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it is my understanding that your company is the only one that has the
hashing technology? Or is that correct or not?

MR. RYAN. I can’t speak with certainty about that. In fact, since the
Coalition has been formed, a couple of my colleagues, some of them here
today, have illustrated they do have some tools available that they are
utilizing that work within their network. And that speaks to the potential
benefit of the Coalition, to bring all of those resources together, share
what works and may work in other network environments. So I am
optimistic that my colleagues are doing something and that collectively
we can do more.

MR. WHITFIELD. So every company at the panel today is represented
in that task force?

MR. RYAN. Not everyone, but certainly the invitation extends to
everyone, and we will have a dialogue with everyone.

MR. WHITFIELD. Which companies do belong to that task force?

MR. RYAN. EarthLink, Yahoo!, and Microsoft.

MR. WHITFIELD. Okay. Okay. Would you just elaborate a little bit
on hashing, the way that works?

MR. RYAN. The way it works in our environment is every time a file
is uploaded or downloaded, when I say “file,” I mean the attachment to
an e-mail transmission, we work with the National Center. They have
identified referred files that they believe, by their expertise, to contain
child pornography. Each file contains a unique signature. And we
populate a database at AOL with those signatures associated with files
that have been identified by NCMEC as containing child pornography.
Any time a file is attempted to be transmitted through our network, it is
matched against that populated database. If it contains a signature that
has been identified with child pornography, we remove that, we package
it, and we refer that to the National Center for investigation.

MR. WHITFIELD. Now I am not sure that you all are responsible for
what goes on in Europe with your companies, but, from your
understanding, how would you measure the effectiveness that we are
having with this problem in the United States as compared to, say, the
European Union?

MR. RYAN. Well, I could speak with some authority with that,
because we work closely with our colleagues in the UK with this project.
Because it is one common network, the AOL UK operation is actually
using the AOL network here in the United States, here in Virginia.
When the IWF makes a request to the AOL UK to block a site, that
request actually comes to us here in the United States and technicians
that work under, my direction implement that block. So that block is not
only effective for access or attempted access by UK subscribers but also
the entire AOL subscriber base.
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MR. WHITFIELD. Yes.

Would anyone else want to address the European Union issue?

Okay. All right. Oh, let me have one other question here.

Mr. Lewis, in responding to Diana DeGette’s questions, you talked
about some of the technical problems that prevented Comcast from
tracing IP addresses for some law enforcement subpoenas or whatever.

MR. LEWIS. Yes.

MR. WHITFIELD. What efforts did Comcast make to remedy that
problem? And from your perspective, has that problem been solved?

MR. LEWIS. Yes, I am happy to report that the problem has been
solved, and we believe our systems are working fully in supporting all of
our legal and law enforcement practices as well as our own internal
practice. The problems are very technical and complicated, having to do
with rolling out what is called a provisioning system, the software and
hardware that issues accounts to customers, lets us add new customers
quickly, and lets them get service quickly so they could use what they
purchased from us. It became apparent slowly over time last year, in
particular to the legal response center team that handles law enforcement
requests, that we may be having a problem. They went back and did
independent investigation with the technology teams that have built this
system and, in the early summer, determined that there were problems.
We acted quickly to mobilize the technical teams to address the
problems. We had weekly conference calls with senior vice presidents
and myself to emphasize the importance of these fixes and to make them
quickly. And at the same time, the legal response center instituted a
series of manual processes so that we could support as many legal and
law enforcement requests as we could while we worked to fix the
system. That process continued throughout the fall of last year and early
into this year. The new fixes, if you will, for the software system were
ready at the beginning of this year. They were tested, tested again, and
rolled into production this spring. And as I said, the problem is now
remedied. We took it very seriously. The problems impacted not only
our support for law enforcement, which of course was a primary concern,
but our ability to run and manage other aspects of our business. We had
every incentive in the world to make these fixes quickly and efficiently,
and we worked as hard as we could to make them. And we believe now
the problems are behind us.

MR. WHITFIELD. Thank you, Mr. Lewis.

I recognize Mr. Stupak.

MR. STUPAK. Thank you, Mr. Chairman.

Mr. Reitinger, the Financial Coalition Against Child Pornography,
which you are part of, was supposed to bring together Internet industry
leaders, leading banks, credit card companies, third-party payment
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companies, and Internet service companies, including Microsoft. And
you are joined with the National Center for Missing and Exploited
Children in the fight against child pornography. Our information tells us
that pornography on the Internet is a $21 billion industry where
downloading music is about a $3 billion industry. It is seven times
greater. Can you explain what is happening there? And I would really
be interested to see what are the credit card companies and the third-
party payment companies doing? Because it seems like as long as I have
a credit card, I can buy anything on the Internet with any name, with any
address, with any location. So how would you crack down on this
Internet sale?

MR. REITINGER. Thank you, Ranking Member.

The credit card companies, and I don’t want to do too much speaking
for them, because we are not a credit card company, and they face
challenges, because it can be hard to determine what a merchant is doing
or not doing.

MR. STUPAK. Sure.

MR. REITINGER. Like the Internet companies, they have no interest
in supporting child pornography. Everyone wants to expunge child
pornography from their systems. And so this is a joint effort for
companies, like the financial services companies, some key Internet
companies, and the National Center to figure out and share best practices
and mechanisms to expunge the use of those systems, those credit card
payment systems from supporting the distribution of child pornography.

As a former law enforcer, I can tell you this is sort of a tried and true
technique. One of the classic ways to go after crime is to go after the
money pieces, the old--

MR. STUPAK. Absolutely. I mean, on this committee, in the 10
years | have sat on it, 12 years, we have done things like we have had
cats actually buy Viagra over the Internet. As long as we had a credit
card, we could buy anything we want. And with this pornography, it
seems the same way, or to drug masking agents that we have had
hearings on earlier this year. I agree with you. If we go after the money,
we could dry up part of this, but we just can’t seem to get anywhere. So
I was wondering if you were looking at that aspect and if you had any
suggestions we could make today. Or would you let us know if you
move along in that direction? Because if you get the money, I think we
can, not completely, but at least cut down on this. I mean, with seven
times greater than downloading music, it is pretty disturbing.

MR. REITINGER. Thank you, sir.

I don’t have any specific suggestions to offer today. I would like to
go back and check with people in our company that are more specifically
involved in that.
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MR. STUPAK. Okay.

MR. REITINGER. But clearly, in terms of investigation, as you
suggest, following the money is a great way to go to really bring these
people to justice.

MR. STUPAK. Mr. Chairman, I think one more thing we should do is
to get credit card companies and the third-party payment companies--I
really think we should get them in and see what they are doing on this
1ssue, much like we have had the ISPs here.

MR. WHITFIELD. We are planning to do that.

MR. STUPAK. Good.

Whoever wants to answer this, maybe go down the line. I have a
couple quick questions here, if [ can.

Do you all support requiring ISPs to keep parent-child pornography
reports to make to the National Center for Missing and Exploited
Children for at least a 90-day period, even before a preservation order is
made? Mr. Ryan?

MR. RYAN. Yes, that is the proposal that we are submitting today
and are prepared to do on a voluntary basis.

MR. STUPAK. Okay.

Mr. Baker?

MR. BAKER. We would be prepared to do so as well.

MR. STUPAK. Okay.

Ms. Banker?

MS. BANKER. Yahoo! actually already maintains a significant
amount of that information, and we would be happy to look at a proposal
to make sure we conform.

MR. STUPAK. Okay.

Mr. Dailey?

MR. DAILEY. Verizon would be willing to do that as well.

MR. STUPAK. Okay.

Mr. Lewis?

MR. LEWIS. Comcast would be willing as well, sir.

MR. STUPAK. Mr. Reitinger?

MR. REITINGER. We do that, sir.

MR. STUPAK. Ms. Wong?

MsS. WONG. We would be prepared to do it.

MR. STUPAK. Okay. Then would you all support giving NCMEC
the preservation order authority so that NCMEC can directly request the
ISPs keep the child pornography image, IP address, and other
information which would cut down on the time it takes for local law
enforcement to be able to get the preservation order?

Mr. Ryan?

MR. RYAN. Yes, AOL supports that.
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MR. STUPAK. Okay.

MR. BAKER. Yes.

MR. STUPAK. Ms. Banker?

MS. BANKER. Yes, we support that.

MR. STUPAK. Mr. Dailey?

MR. DAILEY. Verizon does as well.

MR. LEWIS. Comcast as well, sir.

MR. REITINGER. Yes, sir.

MS. WONG. Yes, we would support it.

MR. STUPAK. Okay. We are going pretty good. How about one
more?

Do you all support following the voluntary submitting guidelines that
AOL and other ISPs developed with NCMEC to report child
pornography? DOJ has never issued the rules that the 1998 law is
talking about, so some of the ISPs took the initiative to develop their own
rules, and DOJ has refused to allow the ISPs, who have created the
guidelines, to send it to other ISPs. That is why we only have 215 ISPs
who have registered with NCMEC. So would you support voluntarily
submitting the guidelines that AOL and the others have developed for
this purpose?

MR. RYAN. Yes, AOL supports that.

MR. STUPAK. Mr. Baker?

MR. BAKER. Yes, I believe so.

MS. BANKER. Yes, Yahoo! supports that.

MR. STUPAK. Okay.

MR. DAILEY. Verizon supports that with one comment or caveat,
and this is something I reported in my testimony. It is the issue of a
clarification under 13-032 that when an ISP submits an image along with
their report to NCMEC that that would be clarified and indicate that it is
not a distribution of child pornography. So we think that that is a useful
clarification--

MR. STUPAK. Right.

MR. DAILEY. --to the extent any ISP is not reporting images at that
point, and we think that would be helpful.

MR. STUPAK. I know the DOJ has got some problem with that,
which we are still trying to understand up here.

MR. DAILEY. But other than that, we do support it.

MR. STUPAK. All right. Okay.

Mr. Lewis?

MR. LEWIS. Yes; with the clarification that has been mentioned, we
would support that, sir.

MR. STUPAK. Okay. Mr. Reitinger?

MR. REITINGER. Yes, sir; we support that.
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MR. STUPAK. Ms. Wong?

MS. WONG. Yes.

MR. STUPAK. Okay. Do you all support including location
information along with the ISP address to NCMEC?

MR. RYAN. Yes. In fact, AOL initiated it.

MR. STUPAK. You do, at any rate?

Mr. Baker?

MR. BAKER. Yes.

MS. BANKER. We currently comply with that practice.

MR. STUPAK. Okay.

MR. DAILEY. Yes, in general for Verizon Online, we would support
that notion. It is a question of availability and appropriateness,
depending on the type of report. Since we are dealing sometimes with
spam, e-mails, things like that that we send in, I am not sure it always
applies, but when it applies, we certainly would provide that.

MR. STUPAK. Okay.

Mr. Lewis?

MR. LEWIS. Yes, if the information is available to us, we would
support that.

MR. STUPAK. Okay.

MR. REITINGER. Yes, sir; if available.

MS. WONG. Yes.

MR. STUPAK. One more question.

Do you all support requiring the ISPs to take proactive steps to block
child pornography from traveling on your network?

Mr. Ryan, [ know you are already doing this.

MR. RYAN. Yes, we are committed to that.

MR. STUPAK. Correct.

MR. BAKER. Yes.

MR. STUPAK. Ms. Banker?

MS. BANKER. Yes, we currently take proactive measures to locate
child pornography.

MR. STUPAK. Okay.

MR. DAILEY. Verizon has not actually joined the technology group
that has been pulled together.

MR. STUPAK. Right.

MR. DAILEY. But we do support the notion of using technology, and
we will support investigations into that.

MR. STUPAK. Okay.

MR. LEWIS. We would do so likewise.

MR. REITINGER. Sir, we already filter images uploaded to groups
and spaces.

MR. STUPAK. Okay.
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Ms. Wong?

MsS. WONG. We are joining the others in looking at those new
technologies.

MR. STUPAK. Okay. Thank you. I wish all of the questions were
that easy.

Thank you, Mr. Chairman.

MR. WHITFIELD. Thank you.

At this time, I will recognize the full committee Chairman, Mr.
Barton of Texas.

CHAIRMAN BARTON. Thank you, Mr. Chairman.

I apologize for not being in here for the hearing in its entirety. I have
got about five different things I have been working on today, and I just
wasn’t able to be here.

But this is one of the highest priority issues before, not only this
subcommittee, but this full committee. And if we have a good hearing
tomorrow, which I am expecting that we will, it is my intention to touch
base with our leadership on the Minority side, and, based on the hearing
record, see if we can’t develop very quickly a comprehensive anti-child
pornography piece of legislation. This is a serious, serious issue, and the
parents of America, and I think the Congress, is tired of just talking
about it. I think we are ready to take fairly drastic and definitive action
in a comprehensive way to really put a damper on child pornography in
this country. So I am thankful for this panel of witnesses.

I really only have one generic question. And Mr. Stupak was asking
some very good specific questions, but my generic question is if we can
prove that an Internet site is engaged in child pornography or
transmitting images that have child pornography in them, why is it not
possible to immediately terminate that site? That is my generic question.
I mean, you have to be able to have some agency of the Government, |
guess, definitively say, “That is child pornography.” But once that is
established, why can’t we just immediately cut off that site so that
nobody else can get to it?

MR. RYAN. John Ryan from AOL, sir.

Certainly once we have noticed that a site is hosting child
pornography, we can take measures to block access on behalf of our
members who may seek access to that site. If your question, though, is
to terminate that site, that action must be directed to the host of that site.
And many times AOL is rarely the host of that type of site but merely a
dumb conduit to that site. So blocking access is one measure.
Terminating that site, in your language, is another measure.

CHAIRMAN BARTON. I am not computer-literate, so, in laymen’s
terms, what I am getting at is the brief in here talks about hotline tips and
stuff, about 1,500 a week are able to be determined that they are
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exhibiting, exposing, transmitting child pornography. What I would like
to see, and I am willing to put it into law, if it is necessary, that once you
have established not waiting for a court to go out and convict the people
that are operating the site, but just immediately, if termination is the
wrong thing, deny access so that nobody can get to it. [ mean, just put in
the law if a specific site is determined that it does have child
pornography content, as soon as that is established, boom, nobody gets to
it. And even if they have these dynamic IP addresses, it would have to
help if you can’t go back to the site. Yes, sir.

MR. REITINGER. Thank you, Chairman.

I think I can say for probably everyone on the panel that if on one of
our properties, for example a space or a group or an individual website
someone uploads child pornography, the moment we discover that, either
through an external report or through our own filtering mechanisms, we
immediately, and I can certainly speak for us, take that site down.

CHAIRMAN BARTON. You do that today?

MR. REITINGER. Yes. And we report the matter to NCMEC, the
National Center for Missing and Exploited Children.

CHAIRMAN BARTON. Well, that is my only question, if nobody else
wishes to answer. 1 just am very concerned about this, and I would
assume that all of our witnesses support whatever steps are necessary to
lessen this scourge. And there is not any civilized society in the world
where child pornography is legal. And it is certainly not legal in the
United States, so whatever we need to do in the Internet age to really go
after it, [ am totally for.

I would be happy to yield to Mr. Stupak.

MR. STUPAK. Yes, Mr. Chairman, if you would.

The last question that you asked, do you take down the site
immediately, Mr. Reitinger, you said you do, AOL does. Do the rest of
you? Because it is my understanding that not all of you do that.

Mr. Baker?

MR. BAKER. No, if it is a site we host, we would take it down
immediately.

MR. STUPAK. Okay.

Ms. Banker?

MS. BANKER. Any time we detect child pornography, we do remove
that content from our site immediately.

MR. STUPAK. Okay.

MR. DAILEY. Ifitis on a Verizon server, we will remove it.

MR. STUPAK. Okay.

MR. LEWIS. And the same for us. If it is within our control, we will
remove it and report it to NCMEC.

MR. STUPAK. Okay.
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Ms. Wong?

MsS. WONG. Yes, as soon as we are aware of it.

MR. STUPAK. Okay.

Thank you, Mr. Chairman.

CHAIRMAN BARTON. And I want to thank Mr. Stearns for letting me
go out of order.

And I yield back, Mr. Chairman.

MR. WHITFIELD. Thank you, Mr. Chairman.

At this time, [ will recognize Mr. Stearns.

MR. STEARNS. Thank you, Mr. Chairman.

Let me ask each of you. How many of you have chat rooms? I am
going to be a little elementary here. Just raise your hand if you have a
chat room.

Okay. So you are putting your hand this way. Why are you not
giving a yes or no for a chat room? Just if you don’t mind, move the mic
a little closer to you.

MR. REITINGER. I am not fully up to speed on this, sir, but we used
to have chat rooms, and I think we still do, but only as part of a
subscription service.

MR. STEARNS. So if a person subscribes to a Microsoft system
service, they would have a chat room?

MR. REITINGER. There are specific services you could subscribe to
where a chat room would be available. Yes.

MR. STEARNS. Would be available. Okay.

Within these chat rooms, I guess to the three of you then, can you
outline what safeguards you have in these chat rooms? It is pretty
elementary.

Go ahead, Mr. Ryan. Why don’t you start?

MR. RYAN. Yes, sir. First of all, with the Kids Online service,
which is for minors only, those are completely monitored. Every chat
room that is made available and the parents enable their minor to access
those chat rooms, then they are monitored in real time by AOL staff who
are empowered. In fact, the written testimony has pointed out, we
receive training from experts at the National Center to look out for
warning signs for potential, what was referred to earlier as, “grooming”
of these minors in an effort to either send them a contact--

MR. STEARNS. So let us say we have, what, five people, ten people?
How many people do you have?

MR. RYAN. Oh, no. There are hundreds.

MR. STEARNS. Hundreds of people who are monitoring this chat
room. And let us say they find a grooming, then what happens?

MR. RYAN. It is reported immediately to the National Center for
their review and investigation.
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MR. STEARNS. And then the National Review Center, have they
been cooperative with you? Have they responded?

MR. RYAN. Yes, this is the partnership that we entered into as a best
business practice, and in fact, it has been responsible for over 153 arrests
since the program was initiated approximately 2% years ago.

MR. STEARNS. Okay.

Next, I think it is Ms. Banker. Would you say Yahoo! then--

Ms. BANKER. Yes, Yahoo! does offer chat rooms to our users.

MR. STEARNS. And do you have safeguards?

MS. BANKER. We do have safeguards in place. First of all, our chat
service is restricted to users are registered with us as being 18 or older.
We also have built-in safety content as part of our chat service and
include a report abuse link as part of every chat window. So whenever a
user is in using the chat room, if they see something inappropriate, they
can immediately click that link. We have built special tools to enable
user reporting that is particularly useful for our customer care service
when they are reviewing reports and allow any reports that would
indicate activity involving solicitation of a minor or illegal content that
we can escalate those reports immediately and report them to the
National Center for Missing and Exploited Children. We have also been
engaged in a dialogue with the National Center and the Internet Crimes
Against Children Task Forces about how we might further improve our
chat product.

MR. STEARNS. Anything that you might want to add?

MR. REITINGER. Yes, sir, and I apologize because, again, I am not
fully aware of all of the details of the chat, but our chat services are, to
the best of my knowledge, only available as a part of subscription
service. So there will be financial information associated with that,
which makes things more traceable. We also provide general education
to users about Internet safety and safe use of services and also have
abuse reporting mechanisms available in case there is abuse.

MR. STEARNS. I chair a subcommittee. We dealt with videogames,
and the question came up, the folks who were making the software and
the ratings system were saying that a person has to be over 17 to
purchase this game. Well, we showed that you go on the Wal-Mart site,
and they say, “Are you over 17?” And the person could just check off
“yes.” So Ms. Banker, how can you corroborate that they are any age
group or not? Like you said that you make sure it is only a certain age
group. | mean, how do you confirm that?

MS. BANKER. At the point of registration, Yahoo! asks users to
provide their date of birth so that we have an age available in our system.
Our terms of service require that they provide true and accurate
information. And I agree with you that it is a very difficult problem



170

around verifying that age. We certainly looked into whether there are
systems available that we could implement that would allow us to
continue to offer the robust array of free services that we currently have.
And we have not been able to identify a technology that is really
available that would allow us to do that at this point.

MR. STEARNS. Yes.

Now when you are trying to monitor these chat sites and you feel
that you have all of these people, do you believe that we, as Federal
legislators, could have additional authority to allow you to be more
proactive searching and eradicating, for example, if you find something
and you want to retain it on your hard disk or you want to keep a file of
this, you might be a little bit nervous to keeping all of this in your library
here, because you might be accused of what you are trying to eradicate.
So I guess the question is do you think anything legislatively needs to be
done to allow safeguards to protect you in your eradication process and
your proactive activities?

This could be anybody, if they want. It is an open-ended question if
anybody feels that there is some legislative fix that would be helpful for
you. Ifnot, I mean, just say no.

MR. DAILEY. In the context of NCMEC reporting, as I mentioned
earlier, we have indicated in our testimony, this is Tom Dailey speaking
from Verizon, that we would like to see some protection built into 13-
032 so that as we are reporting images to NCMEC along with our reports
in the CyberTipline that we would not find ourselves also being accused
of disseminating pornography when we are trying to report it.

MR. STEARNS. Well, that is why I asked the question.

MR. DAILEY. Thank you.

MR. STEARNS. Okay. So maybe Mr. Dailey, my last question is
directed to Verizon. You might want to just establish for the record. The
staff has indicated to me that Verizon was unable to make reports using
the CyberTipline in January through March of this year. I guess the
question is why, or you might just want to elaborate on that.

MR. DAILEY. Yes, thank you very much for the opportunity to do so.

There was a period of time at the beginning of this year for roughly 3
months where we were having a combination of things, really. We were
having a transition from one organization to another, of security
personnel.  Essentially, the people actually have to do the work,
transitioning from one employee who left to another. And then there was
a reorganization. And unfortunately, that left us, frankly, not able to
report, anything that had come into our inbox, into our security box. So
it was really an administrative problem on our part that was corrected.
And once we got ourselves reestablished with our security organization,
there was a brief period of time where we had some technical issues in
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terms of hooking into the CyberTipline that caused some delay, but it
was really an organizational problem on our end. And once we were
able to get that individual back in place, reviewing the abuse logs, he did
go back and try and find those that had built up over time and report
them. In all of the cases, though, that we have reported since then,
approximately 116 at last count, none of them were images. They were
all falling into the general category that I referred to earlier as what I
would call child pornography spam. These are e-mails that people sent
to us saying that they had received them. We sort of broadened our
scope of what we thought was reportable, and we forwarded them on. So
these are not cases where people were reporting active solicitations or
predation or even images.

MR. STEARNS. Did you make reports to the NCMEC through
another channel?

MR. DAILEY. At this time, no.

MR. STEARNS. Okay. Okay.

Mr. Chairman, that is all of the questions that [ have. Thanks.

MR. WHITFIELD. Thank you, Mr. Stearns.

At this time, I will recognize Mr. Walden if he has any additional
questions.

MR. WALDEN. Thank you, Mr. Chairman.

Mr. Lewis, is it currently possible to have 100-percent response rate,
that is in response to every law enforcement request Comcast could
identify a subscriber?

MR. LEWIS. That would certainly be the goal. That is what we strive
for. The reality is that the systems that support our over 9 million
customers and growing every day are extraordinarily complex and are
dispersed throughout the country where we serve our customers. It is
always our goal. We are not satisfied with less than 100 percent. The
reality of working with large, complicated hardware and software
systems is there is always a small failure rate. We are working to
minimize that as much as possible.

MR. WALDEN. Sure.

Is Comcast trying to develop a system or a program that would allow
them to fix those instances where they cannot identify a subscriber?

MR. LEwWIS. Well, as I mentioned earlier, we corrected the problems
that we had last year and into early this year. Those problems are now
fixed, and as far as we are aware, there are no remaining issues. We are
actively monitoring the network. The Legal Response Center team that
handles these requests periodically tests the system with sample data and
throws hundreds of thousands of queries at it and analyzes the results by
hand to make sure that the data coming back is accurate and verifiable.
Our primary goal in supporting legal and law enforcement requests is not
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only to provide a prompt response, it is to provide an accurate response,
because no one’s interests are served, law enforcement’s, the
companies’, or certainly customers’, with inaccurate responses. So we
are actively monitoring the system. We believe it works well. We are
currently testing it, and in conjunction with the rollout for the 180 days
that we announced earlier, we will be doing further testing to verify the
integrity and accuracy of that system.

MR. WALDEN. [ want to follow up on that 180-days issue. In your
testimony, you said that you support the concept of data preservation
with regard to informations relative to NCMEC for those sorts of
referrals. Does Comcast do that already?

MR. LEWIS. We do, to the extent that we run into reportable events
over NCMEC. The nature of our business is somewhat different from
some of the other companies here today. We don’t provide extensive
features for customers to meet or congregate, such as chat rooms, nor do
we provide widely used features for customers to upload or make content
available publicly. We primarily provide a premium, high-speed Internet
connection with e-mail accounts that people use how ever they see fit.
Where we run into reportable NCMEC events in the overwhelming
majority of cases is actually through our interaction with customers
typically in their homes. A standard scenario would be a Comcast
service technician would go to a home to install cable modem service or
to repair a problem and as the first panel and Mr. Hansen’s video
demonstrate, many of the people involved in this activity are quite
brazen. A technician will go to the customer’s computer, turn it on, and
see what appear to be child exploitation or pornography images on the
computer. They may observe magazines or other photographs on a
coffee table. And in cases, the customer may approach the technician
and ask him or her if they are interested in seeing more pictures like this.
It is horrifying and amazing. And understandably, our technicians want
to get out of there as quickly as possible. And our policy and procedure
is for them to report these incidents immediately to their supervisors who
are, in turn, instructed to report them to the legal department. I will field
many of the requests personally. We will interview the technician, and
we will make a determination whether it is reportable to NCMEC or not.
We made several reports ever since we have operated our service since
early 2002, and I can assure you that we err on the side of reporting if
there is any doubt.

MR. WALDEN. Thank you.

Mr. Reitinger, why did the number of reports that you sent to the
CyberTipline increase in the past year? Was this due to a filtering device
that Microsoft uses?
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MR. REITINGER. Sir, I think the stats for the last year actually went
down slightly.

MR. WALDEN. Really?

MR. REITINGER. But my information was between the year before
and last year they went down slightly. And I don’t know the causality
for that.

MR. WALDEN. Okay. But do you use some sort of filtering device
now that--

MR. REITINGER. We do use a filtering device. We use a proprietary
algorithm that scans images when they are uploaded to spaces or groups.
And if they are flagged as pornography, then they are reviewed. And if it
constitutes reportable child pornography, we make a report to NCMEC.

MR. WALDEN. But did the filtering itself increase reports to
NCMEC? Did that help?

MR. REITINGER. [ would have to get back to you on that. I am not
personally aware of the correlation, but I know there has been some
discussion about that.

MR. WALDEN. Okay. You would think it would. But I mean, I
would appreciate knowing that.

And this is a question to all of the companies. Is there anything
legislatively that you believe you would require in order to do more to
eradicate child pornography from your networks? I know in earlier
testimony, I don’t remember if it was Mr. Ryan or Mr. Baker who made
the comment about a concern of transmitting data to law enforcement,
could you potentially be prosecuted because you are transmitting child
pornography, in effect, as part of giving the law enforcement a tip. Aside
from something like that, what needs to be done legislatively? What
would you recommend?

MR. RYAN. Well, that is not a concern of AOL. We believe--

MR. WALDEN. Right.

MR. RYAN. --the current reporting statute authorizes us, in fact
mandates us, to forward that to the National Center if, in fact, that is part
of the report that we receive.

MR. WALDEN. Right,

MR. RYAN. I would just echo some of the comments that were made
earlier with respect to when we are more proactive, when we were not
operating under statutory guidelines but we do want to do more proactive
searching and filtering, that we enjoy the protections of immunity during
the processing of that information if it does contain potential images that
are illicit, that we are covered and protected in these.

MR. WALDEN. So you believe you are covered?

MR. RYAN. Under the existing statute.

MR. WALDEN. All right.
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Mr. Baker? Was it you who raised that issue?

MR. BAKER. [ think it was Mr. Dailey who raised the point, and I
will let him speak for himself.

MR. WALDEN. Okay.

MR. BAKER. But to the extent that there is legislation, let me put it
this way, if it is not already clear that the investigation of a child
pornography complaint is not possession and that the transmittal of such
a complaint to NCMEC is not transmission, then it should be made clear.

MR. WALDEN. Okay. But beyond that though, go ahead.

MR. BAKER. And if I may just go a step further, regarding the
technology alliance that several of us have announced, it is another
additional benefit of that in that we will not actually be transmitting
images but rather just the digital signatures that are assigned to certain
images. So that does add another layer of protection as well.

MR. WALDEN. All right.

Ms. Banker?

MS. BANKER. [ would just add to those comments that one of the
key things that we really think could be done legislatively is to give the
National Center for Missing and Exploited Children the ability to issue
preservation requests when they receive tips from the CyberTipline so
that they can immediately contact ISPs who may have information
related to those tips and have them preserve data.

MR. WALDEN. And I want to hear from the others in the 2 minutes I
have, but I also want to throw one other thing up because we heard this
in prior testimony at a prior hearing, and that was from kids who said one
of the most damaging things they have is the notion that as a child, in
some cases, their sexual images were put up on the Internet. Is there ever
a way to scan and retrieve and destroy those? Or are they out there for
life? And I just throw that out, because that was a real troubling feature,
I think, for everybody. Something that may have been done to them as
an infant could be on the Internet forever. Is there a way to
technologically scan and destroy?

MS. BANKER. I don’t know if there is a way technologically today to
do that, but a number of us are going to be working together as part of a
Technology Coalition, and we will be looking at a number of different
issues. And I think that is certainly a very important and valid issue to
add to the agenda.

MR. WALDEN. It would seem to me if you could search for different
things, you might be able to search for a known image, identify it, and
then somehow destroy it. I don’t know. I don’t know how you all make
ones and twos do what you do.

Anyway, Mr. Dailey?
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MR. DAILEY. Actually, Mr. Baker is correct. It was I that raised the
point about assuring that reports to NCMEC would not be considered
distribution of child pornography, and the problem is that there does
appear to be some ambiguity, at least in our opinion, in terms of the
distribution laws under Section 22-52(a). So our thinking was a
clarification in the NCMEC statute 13-032 would be relatively simple to
make and would help eliminate any ambiguity.

MR. WALDEN. Right.

MR. DAILEY. And beyond that, I would second Ms. Banker’s
comments about adding preservation authority to NCMEC.

MR. WALDEN. All right.

MR. LEWIS. From the Comcast perspective, sir, to the extent there
are any technical discrepancies or ambiguities in the reporting statute,
clearly we support closing those. Another legislative option I would ask
the committee to consider would be increased funding and support for
law enforcement. In the close relationships we have with many law
enforcement agencies, they often are forced to choose and make difficult
decisions about cases to pursue or not based on their available resources.
We have provided and would be willing to provide additional forensic
and other training and support to help them do their job better to work
with us, and I think resources for law enforcement as well as training and
expertise from the private sector would help significantly.

MR. WALDEN. Okay. With regard to this NCMEC issue and the
right to subpoena and all, have you discussed that with NCMEC? What
is their response, if you have? And I am way over my time.

MR. RYAN. Yes, I can address it. I actually serve as the chairman of
the Law Enforcement Committee as a board member at the National
Center.

MR. WALDEN. Right.

MR. RYAN. And there was a proposal submitted to the full board
that was approved 2 weeks ago endorsing the notion of getting legislative
authority for preservation requests for the National Center.

MR. WALDEN. All right. All right.

Mr. Reitinger, Ms. Wong, if you want to--

MR. REITINGER. [ will just briefly echo Mr. Lewis’ comments. As a
former, again, law enforcer, it is my view that no child predator or
exploitation or pornography case should go unprosecuted for want of
resources.

MR. WALDEN. Good for you.

MR. REITINGER. It is just too critical an area. And the training and
forensic difficulties and pure agent time can be disabling for Federal law
enforcement.

MR. WALDEN. All right.
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Ms. Wong?

MR. REITINGER. That is it.

MS. WONG. We would echo the calls for preservation ability for
NCMEC, because that seems to handle a lot of the issues that law
enforcement is having. In addition, we have been working with
WiredSafety to develop materials that train local community police
officers to go into schools and train the children and putting together
materials and software for them. And I think legislation that would fund
that type of education across the board for parents, police officers, and
kids would do a great deal, as Chris Hansen’s testimony earlier spoke of.

MR. WALDEN. All right. Thank you very much.

MR. DAILEY. May I add one more point to that? This is just a
personal service announcement, but I think the notion of getting into the
curriculum in our schools, our elementary schools, education on
cybersecurity is every bit as important as many of the other things that
are there. As the parent of two kids, as [ mentioned at the outset, both of
whom have gone through the Fairfax County schools, neither one of
them got any cyber education up through the fifth or sixth grade. I think
there are some changes maybe afoot in Fairfax County, but I think that is
something that ought to be mandatory for all kids.

MR. WALDEN. Perhaps it should be mandatory for all parents of all
kids, too.

MR. DAILEY. I would agree with that, too.

MR. WALDEN. Thank you.

Thank you, Mr. Chairman.

MR. WHITFIELD. Thank you, Mr. Walden. And I want to thank all
of you for being with us today. I am sure it has been an enjoyable day
for you. You have been here a few hours, and--

MR. STUPAK. Mr. Chairman, before they all leave we have talked a
lot, but we never got to peer-to-peer, a little bit of this material, and when
we talk about images, we have to find a way to block the peer-to-peer
from person to person, and whether it is Comcast, Verizon, or AT&T, we
have to be able to take that. So when you are meeting on your 21%
Coalition, or whatever they call it there, I hope they take that aspect into
it. That is a whole other part of this hearing. We could go on for an hour
just on the peer-to-peer stuff. And Mr. Walden talked about the pictures.
Those are some of the things we are concerned about. How do you stop
the peer-to-peer? So I would be interested in some suggestions like that.

MR. WHITFIELD. Absolutely.

And as you heard, Mr. Barton talked about some legislation, so I am
sure that you will be hearing more from Mr. Barton and his staff and the
committee staff about that.
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And without objection, we will move all of these documents into the
record, include them formally into the record. And certainly, we will
keep the record open for 30 days. And then tomorrow, we will continue
this hearing.

But you all are dismissed at this time. And thank you, again, for
your cooperation and expertise.

Thank you.

[Whereupon, at 2:57 p.m., the subcommittee was adjourned.]
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MAKING THE INTERNET SAFE FOR
KIDS: THE ROLE OF ISP’S AND SOCIAL
NETWORKING SITES

WEDNESDAY, JUNE 28, 2006

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ENERGY AND COMMERCE,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:05 p.m., in Room
2123 of the Rayburn House Office Building, Hon. Ed Whitfield
(Chairman) presiding.

Members present: Representatives Whitfield, Walden, Burgess,
Blackburn, Barton (ex officio), Stupak, DeGette, Inslee, and Dingell (ex
officio).

Staff present: Mark Paoletta, Chief Counsel for Oversight and
Investigations; Alan Slobodin, Deputy Chief Counsel for Oversight and
Investigation; Karen Christian, Counsel; Kelly Andrews, Counsel; John
Halliwell, Policy Coordinator, Mike Abraham, Legislative Clerk; Ryan
Ambrose, Legislative Clerk; David Nelson, Minority Investigator.

MR. WHITFIELD. [ would like to call this hearing to order and I
certainly want to welcome everyone today. Today we hold the second
day of hearings on making the Internet safe for children, the role of
Internet service providers and social networking sites.

Yesterday we heard from the Internet service provider community
about what they are doing to eradiate child pornography from their
networks and to facilitate law enforcement’s ability to investigate and
prosecute those predators and purveyors of child pornography. [ was
pleased to learn about the new initiative of AOL, Yahoo!, Microsoft,
Earthlink, and United Online announced yesterday which brings the
technological expertise of these companies together for the sole purpose
of coming up with proactive solutions to purge their networks of child
pornography.

Today we will hear testimony about the social networking sites for
children and teens. Unlike the Internet, social networking sites have
grown in popularity among children and teenagers. As an example, in its
testimony today, Fox Interactive Media, the parent company of
MySpace.com, notes that it has approximately 250,000 new registered
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users per day and there are currently 85 million members. We will also
hear testimony from two other networking sites, and due to the fact that
the social networking sites like MySpace, Xanga, and Facebook are free
to register and there is no way to verify the age of the users, and adults
certainly can access those sites and it is very difficult, at least it is my
understanding, to determine what the age really is, that is an issue that
we certainly want to focus on.

I look forward to hearing from each of the three sites today about
their products and how they encourage safe social networking among
their young users. I hope MySpace, Xanga, and Facebook, working with
State and Federal law enforcement agencies, State attorney generals,
Congress, the National Center for Missing and Exploited Children, and
others can develop a gold standard to create a safe environment for
children. We also look forward to the testimony today of representatives
from the Federal Trade Commission and the FCC.

Finally, I want to thank Detective Dannahey from the Rocking Hill,
Connecticut, Police Department for agreeing to testify on such short
notice about his fascinating work on a social networking site and to
educate the subcommittee members about how these sites could be used
by child predators to endanger our children. I certainly want to also
thank the attorney general from Connecticut for testifying at the hearing
about his thoughts on enhancing safety for children on social networking
sites.

[The prepared statement of Hon. Ed Whitfield follows:]

PREPARED STATEMENT OF THE HON. ED WHITFIELD, CHAIRMAN, SUBCOMMITTEE ON
OVERSIGHT AND INVESTIGATIONS

TODAY WE HOLD THE SECOND DAY OF HEARINGS ON “MAKING THE
INTERNET SAFE FOR KIDS: THE ROLE OF ISP’S AND SOCIAL NETWORKING
SITES.” YESTERDAY WE HEARD FROM THE INTERNET SERVICE PROVIDER
COMMUNITY ABOUT WHAT THEY ARE DOING TO ERADICATE CHILD
PORNOGRAPHY FROM THEIR NETWORKS AND FACILITATE LAW
ENFORCEMENTS ABILITY TO INVESTIGATE AND PROSECUTE THESE
OFFENSES. I WAS PLEASED TO LEARN ABOUT THE NEW INITIATIVE AOL,
YAHOO, MICROSOFT, EARTHLINK AND UNITED ONLINE ANNOUNCED
YESTERDAY WHICH BRINGS THE TECHNOLOGICAL EXPERTISE OF THESE
COMPANIES TOGETHER FOR THE SOLE PURPOSE OF COMING UP WITH
PROACTIVE SOLUTIONS TO PURGE THEIR NETWORKS OF CHILD
PORNOGRAPHY.

TODAY, WE WILL HEAR TESTIMONY ABOUT SOCIAL NETWORKING
SITES FOR CHILDREN AND TEENS. UNLIKE THE INTERNET—SOCIAL
NETWORKING SITES HAVE GROWN IN POPULARITY AMONG CHILDREN
AND TEENAGERS. AS AN EXAMPLE, IN IT’S TESTIMONY TODAY, FOX
INTERACTIVE MEDIA, THE PARENT COMPANY OF MYSPACE.COM NOTES
THAT IT HAS APPROXIMATELY 250,000 NEW REGISTERED USERS PER DAY
AND THERE ARE CURRENTLY 85 MILLION MEMBERS.
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DUE TO THE FACT THAT SOCIAL NETWORKING SITES LIKE MYSPACE,
XANGA AND FACEBOOK ARE FREE TO REGISTER, AND THERE IS NO WAY
TO VERIFY THE AGE OF THE USER CHILDREN AND ADULTS CAN LIE ABOUT
THEIR AGE. I LOOK FORWARD TO HEARING FROM EACH OF THE THREE
SITES ABOUT THEIR PRODUCTS AND HOW THEY ENCOURAGE SAFE SOCIAL
NETWORKING AMONG THEIR YOUNGER USERS. I HOPE IS THAT MY SPACE,
XANGA, AND FACEBOOK WORK WITH STATE AND FEDERAL LAW
ENFORCEMENT AGENCIES, STATE ATTORNEY GENERALS, CONGRESS, THE
NATIONAL CENTER FOR MISSING AND EXPLOITED CHILDREN AND OTHERS
CAN DEVELOP “GOLD STANDARDS” TO CREATE A SAFE ENVIRONMENT
FOR CHILDREN. WE ARE ALSO LOOKING FORWARD TO THE TESTIMONY
OF THE FTC AND THE FCC.

FINALLY, I WOULD LIKE TO THANK DETECTIVE DANNAHEY FROM THE
ROCKING HILL CONNECTICUT POLICE DEPARTMENT FOR AGREEING TO
TESTIFY ON SUCH SHORT NOTICE ABOUT HIS FASCINATING WORK ON A
SOCIAL NETWORKING SITE AND TO EDUCATE THE SUBCOMMITTEE
MEMBERS ABOUT HOW THESE SITES COULD BE USED BY CHILD
PREDATORS TO ENDANGER OUR CHILDREN. I WOULD ALSO LIKE TO
THANK THE ATTORNEY GENERAL FROM CONNECTICUT FOR TESTIFYING
AT THE HEARING ABOUT HIS THOUGHTS ON ENHANCING SAFETY FOR
CHILDREN ON SOCIAL NETWORKING SITES.

MR. WHITFIELD. At this time, [ would like to recognize the Ranking
Member, Mr. Stupak of Michigan, for his opening statement.

MR. STUPAK. Thank you, Mr. Chairman, for continuing these
hearings that are so vital to the safety of our children.

Yesterday, Chris Hansen of Dateline NBC showed us how pervasive
the grooming of children by online predators is. He expressed concern
about how pedophiles use social network sites including MySpace,
Facebook, and Xanga. These websites have grown exponentially in a
matter of months. Xanga has 29 million subscribers. MySpace is a little
over 18 months old and already has 85 million subscribers, up from 30
million when Newscorp bought it last summer. These sites are also
extraordinarily popular with children and adolescents. Twenty-two
million of MySpace’s members are underage. Clearly the social
networking sites have developed a massive following.

However popular that they are, these sites cannot survive if they act
as a fertile hunting ground for predators seeking children to exploit, use
them, or worse. Whatever social need they fulfill, these websites cannot
be allowed to serve as an unfretted avenue for pedophiles to stroll and
troll, so how do we clean up these sites? The root of the problem is the
inability or unwillingness of these networks to limit communications to
age-appropriate groups. Chris Hansen told us yesterday that the
predators they encountered were all over the age of 18. While I am sure
that these social networking sites do provide opportunities for teens to
prey sexually on other teens, it is adult pedophiles that we are concerned
about. MySpace and its competitors do ask children their ages. Federal
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law requires that they establish that their clientele is at least 13 years of
age but too often these social networking sites use an honor system to
determine the ages of children on their sites. Only recently after a flurry
of bad publicity that is affecting their bottom line and their public image
did these social networking sites appear willing to invest in cleaning up
their networks. While these recent efforts are appreciated regardless of
their motivation, much more must be done.

Each of these social networking sites must take aggressive and
immediate measures to keep young kids off their systems, enact
meaningful safeguards for teens, and seek out and block child predators
from their systems. MySpace will describe various interim steps that
they have taken to try and protect 14- and 15-year-olds while the
company searches for the holy grail of the effective age-determining
software. They will also try to discredit the “no one under 18” policy
that for instance Yahoo! imposes on the use of its chat rooms by saying
kids will just lie about their age. This argument misses the point. The
point is that the pedophiles don’t shop the 18 and over crowd, they aim
for the 22 million or so MySpace underage users. I believe MySpace
wants nothing to do with pedophiles and is willing to spend the money to
limit their access to MySpace. However, it is clear that the steps that
MySpace and its competitors have taken thus far are woefully
insufficient.

Every week another news article appears about another child harmed
by a predator that found his victim on MySpace. When our staffs were
given a tour of the FBI’s Innocent Images Control Center for Internet
Child Abuse Crimes, an agent went online posing as a 13-year-old girl
that liked soccer. No other information was provided. This fictitious 13-
year-old drew six responses from men seeking inappropriate
conversation within the 15 minutes that the staff observed the exercise.
Chris Hansen told us yesterday that we may be wrong about the statistic
that one in five children have been approached sexually online. He said
a Dateline NBC commissioned study suggested the number was closer to
one in three. Sites that encourage teens to reveal their personalities, likes
and dislikes, and express their thoughts online will by their very nature
attract predators.

With my law enforcement background, I understand the danger that
these sites pose to our children if the status quo continues. Saying that
nothing can be done to keep our children safe is no longer an option.
One could argue that Congress should simply wait for the sites to
implode because of the bad publicity or let the free market force these
sites to act more responsibly, but the free market has failed to date and
made online child pornography a multibillion dollar industry. Every day
we wait for the companies to change, millions of children are left
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vulnerable. I would suggest to the committee and to our witnesses that
our patience is wearing thin. If we do not start seeing real change with
real results, Congress will need to act swiftly to address this issue.

With that, Mr. Chairman, I yield back the balance of my time.

MR. WHITFIELD. Thank you very much. Mr. Walden, did you want
to make an opening statement?

MR. WALDEN. No.

MR. WHITFIELD. At this time I recognize the gentleman from
Michigan, our Ranking Member, Mr. Dingell, for an opening statement.

MR. DINGELL. Mr. Chairman, thank you for your courtesy. I wish
to add my congratulations for an excellent series of hearings regarding
the scourge of child pornography over the Internet. This is a dirty
business as the hearings show. It is in need of substantial legislative
correction. You, Representative Stupak, and the other members of the
subcommittee have done a fine job of identifying many methods used by
the pedophiles and predators who abuse our children for perverted fun
and profit. You have also identified many of the weaknesses in our
system that allow these unfortunate abuses to flourish.

Industry counterparts in the United Kingdom have volunteered to do
their part. I am curious, why haven’t ours and why can’t they? In the
United Kingdom, Internet service providers, ISPs, must take down every
site identified as a child pornography site by national and international
law enforcement within 48 hours of notification. Further, these Internet
firms must block all users of their platforms from accessing identified
child porn sites worldwide. Moreover, I note that if these companies also
find an effective way to block identified images from being transferred
over their networks, they could make a considerable dent in the for-profit
business of supplying pictures and videos of children raped, defiled, and
tortured. The Internet industry must also find more effective ways of
cooperating with law enforcement and perhaps they should show a bit of
desire to do so. Why can’t data that links IP addresses to physical
locations be stored longer and accessed on a much more timely basis in
response to subpoenas from Federal, State, and local investigators? Why
shouldn’t all information relating to identified child porn sites be
properly forwarded to law enforcement and stored for use in future
prosecutions? There also needs to be continuing oversight of the Federal
agencies that under current law are responsible for dealing with this
problem. The Attorney General makes quite a point of the priorities this
Administration places on catching and prosecuting these predators but
does his department’s child exploitation section share his sense of
urgency? Where are the regulations necessary to ensure consistent and
effective ISP reporting of offending images? Why are ISPs not required
to register, resulting in less than 20 percent of these firms reporting any
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child porn information to the National Center for Missing and Exploited
Children? And there are serious questions whether the Federal Trade
Commission and the Federal Communications Commission have the
authority and the resources necessary to provide much oversight.
Federal, State, and local enforcement agencies have done an excellent
job given the fact that they have limited resources available. We must
provide more funding, particularly for the interagency Internet Crimes
Against Children Task Forces that are fighting an uphill battle against
those who abuse our children. More funds need to be appropriated for
forensic computer capability so that the prosecutions can proceed on a
timely basis. We must act aggressively to address this epidemic of evil
which threatens our children. Today’s hearing, which will shed further
light on these new social networking websites that have captivated so
many of our children and provided such a fertile hunting ground for
predators, is an important step.

I look forward to working with you, Mr. Chairman, and all of my
colleagues to fight this scourge, and I will do everything I can to work
with you and my colleagues to make this an effective undertaking.

I yield back the balance of my time.

[The prepared statement of Hon. John D. Dingell follows:]

PREPARED STATEMENT OF THE HON. JOHN D. DINGELL, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF MICHIGAN

Mr. Chairman, let me add my congratulations for an excellent series of hearings
regarding the scourge of child pornography over the Internet. You, Rep. Stupak, and the
other members of the Subcommittee have done a commendable job identifying the many
methods used by the pedophiles and predators who abuse our children for perverted fun
and profit. You have also identified many of the weaknesses in our system that allows
this abuse to flourish.

Industry counterparts in the United Kingdom have volunteered to do their part —
why can’t ours? In the United Kingdom, Internet Service Providers (ISPs) must take
down every site identified as child pornography by national and international law
enforcement within 48 hours of notification. Further, these Internet firms must block all
users of their platforms from accessing identified child porn sites worldwide.

Moreover, I note that if these technology companies also find an effective way to
block identified images from being transferred over their networks, they could make a
considerable dent in the for-profit business of supplying pictures and videos of raped,
defiled, and tortured children.

The Internet industry must also find more effective ways of cooperating with law
enforcement. Why can’t data that links IP addresses to physical locations be stored longer
and accessed on a much more timely basis in response to the subpoenas from Federal,
State, and local investigators? Why shouldn’t all information relating to identified child
porn sites be promptly forwarded to law enforcement and stored for use in future
prosecutions?

There also needs to be continuing oversight of the Federal agencies that under
current law are responsible for dealing with this problem. The Attorney General makes
quite a point of the priority this Administration places on catching and prosecuting these
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predators. But does his Department’s child exploitation section share his urgency? Where
are the regulations necessary to ensure consistent and effective ISP reporting of offending
images? Why are ISPs not even required to register, resulting in less than 20 percent of
these firms reporting any child porn information to the National Center for Missing and
Exploited Children? And there are serious questions whether the Federal Trade
Commission and the Federal Communications Commission have the authority and
resources necessary to provide much oversight.

Federal, State, and local law enforcement agencies have done an excellent job, given
the limited resources available. We must provide more funding, particularly for the
interagency Internet Crimes Against Children taskforces that are fighting the uphill battle
against those who abuse children. More funds need to be appropriated for forensic
computer capability so that prosecutions can proceed on a timely basis.

We must act aggressively to address this epidemic of evil that threatens our children.
Today’s hearing, which will shed further light on these new social networking Web sites
that have captivated so many of our children and provided such a fertile hunting ground
for predators, is an important step. I look forward to working with all my colleagues to
fight this scourge.

MR. WHITFIELD. Thank you, Mr. Dingell. We appreciate your
opening statement. Dr. Burgess, do you have an opening statement this
afternoon?

MR. BURGESS. No.

MR. WHITFIELD. At this time, | will recognize Ms. DeGette of
Colorado.

MS. DEGETTE. Thank you very much, Mr. Chairman, for another
important hearing on how we can protect our children from the
increasing use of the Internet by pedophiles and rapists.

Yesterday we talked mostly about the access provided by Internet
service providers to those who commercialize these images and today of
course we are going to continue the examination that began yesterday
with Chris Hansen of Dateline NBC. Today we are going to talk about
social networking groups, a relatively new Internet phenomenon where
millions of kids and teens post personal information on the web to share
with peers and to meet new friends. This may be a new phenomenon but
it is a familiar one to me because I have two daughters, ages 12 and 16,
who have used some of these websites and fortunately, as far as I know,
have not been solicited for improper purposes, but the problem is, of
course, predators are now flocking to these sites and using them for
improper purposes. I am particularly pleased, Mr. Chairman, that you
asked Detective Frank Dannahey of the Middletown, Connecticut, police
force to testify today because like so many dedicated law enforcement
officers, Detective Dannahey is in the trenches investigating the ways
predators prey upon our children trying to track down as much of the
problem as possible and so he can help us understand just how easy it is
for pedophiles to infiltrate these websites where large groups of kids are



185

having dialogs and find out more about them than any private eye could
have before the advent of companies like MySpace.

MySpace has received so much of this attention because it is the
largest of these social networking sites. Estimates are that nearly 85
million users have established personal pages on their network over just
the last 18 months and apparently there are 22 million minors who have
pages on the site but Mr. Chairman, there is another number that should
trouble us greatly. According to a news report, MySpace has only 54
million unique users. That leaves 31 million pages for duplicate
postings, and I wonder how many of these 31 million users claim to be
multiple ages.

One thing we do know and one thing I am interested hearing about in
the testimony is that MySpace has no mechanism in place to identify the
people who request postings on their network, much less to verify their
ages. Yesterday we were told that Yahoo! limits its chat rooms to
persons over the age of 18, and Microsoft requires payment for its forum,
thus limiting its use to people who possess a credit card, which would in
most cases be a demographic that skews older, but it is certainly not
foolproof. I suspect that Yahoo!, MSN, and other sites who try to limit
access only to adults are far less attractive hunting grounds for predators
seeking sex with a child, but one thing I am interested in hearing from
everybody from the detective on down is, how we can protect around
minors and others who just get around these restrictions that people try to
put in place. I myself saw my 12-year-old daughter do it by just--not on
MySpace but on a different age-restricted website where she just typed in
a different birthday and was able to pretend she was somebody older.
We need to keep in mind, and I think actually Congressman Burgess
mentioned this yesterday, Masha Allen, who was the 13-year-old who
begged us to help her take down the images that were posted on the web
by the man who adopted her and raped her from ages five to ten. Well,
certainly that was not someone she met in the chat room. She stands as a
plea for all of these teenagers and younger who are being abused over the
Internet, and all of us need to work together--Congress, parents, police
agencies, and the companies themselves, to stop the pedophiles from
using what should be a tool to keep an open and honest way of
communication and finding legitimate ways to have new friends for
nefarious purposes.

So Mr. Chairman, I look forward to hearing the witnesses today and
I yield back the balance of my time.

MR. WHITFIELD. Thank you, Ms. DeGette, and at this time I
recognize the full committee Chairman Mr. Barton, who has been
particularly supportive of our efforts in these series of hearings and
recognize him for his opening statement.
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CHAIRMAN BARTON. Thank you, Chairman Whitfield, for the fifth
day of hearings on this continuing problem that we are trying to address.

Today we are going to hear from some of our law enforcement
individuals and from some of the social workers and some of the
websites that are designed especially for children and teenagers.

Yesterday we heard from the Internet service providers. They
testified before this subcommittee and announced their plans to
implement new initiatives or policies to make their networks safer for
children. For example, one provider said that it would lengthen the time
that it keeps its data. Another would no longer accept advertising from
websites who claim to include sexual images of teenagers. The group of
the providers including some of the largest in the country, AOL, Yahoo!,
MSN, and Earthlink, announced the coalition to create the Center for
Child Protection Technologies at the National Center for Missing and
Exploited Children. This center is going to be dedicated to developing
new technologies and law enforcement strategies to detect and prevent
the transmission of child pornography over the Internet.

Today we are going to hear from social networking sites about what
they are doing to keep their sites safe for children. These sites are
something completely different than any experience most of us in this
room have ever had when we were children. Facebook and MySpace are
like high school yearbooks except that the world looks at them, and some
of the people looking unfortunately are predators hunting for prey.
Almost every day there is a new report describing an adult who was able
to communicate with a child or teenager through a social networking site.
Sometimes these contacts end in tragedy, a child being assaulted by an
adult after meeting online. I want to know what the social networks are
doing to ensure that predators are not able to exploit their websites to
meet children.

I understand that some of the social networking sites who will testify
before us today have recently strengthened their safeguards for children
on their sites. [ appreciate that these sites are devoting additional
resources and attention to the issue. However, it is important that they
continue to be vigilant so that they remain one step ahead of the
predators who seek to use their sites to abuse children.

This isn’t an academic exercise for me. I have a stepdaughter who is
a junior in high school. She has a profile on one of these sites. Her
mother has been very vigilant with her about communicating what she
can and cannot put on her profile and who she can and cannot share it
with in terms of giving certain specific information to. So I am very
concerned not just as a legislator, but as a stepparent about the issue that
is before us today.
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There is no greater priority than the fight against child pornography
and the sexual exploitation of children over the Internet. As I announced
yesterday, at the conclusion of these hearings it is my intention to work
with Mr. Dingell and others on the Minority side to craft a
comprehensive anti-child pornography piece of legislation that will if
necessary give additional tools to help win this fight. Again, as I said
yesterday, | think the Congress is tired of talking about it and I think the
parents of America are tired of talking about it. I think it is time for us to
take responsible, reasoned action to protect our children against these
despicable child predators that are on the loose right now in our land.

And with that, Mr. Chairman, I yield back.

[The prepared statement of Hon. Joe Barton follows:]

PREPARED STATEMENT OF THE HON. JOE BARTON, CHAIRMAN, COMMITTEE ON ENERGY
AND COMMERCE

Thank you, Chairman Whitfield, for convening this second day of hearings on the
role of Internet Service Providers and social networking sites with regard to the sexual
exploitation of children over the Internet.

Yesterday, some of the Internet Service Providers who testified before this
subcommittee announced their plans to implement new initiatives or policies to make
their networks safer for children. For example, one provider announced its intentions to
increase its data retention period. Another provider confirmed that it will no longer
accept advertising from websites who claim to include sexual images of teenagers. In
addition, a group of providers, including AOL, Yahoo!, MSN, and Earthlink, announced
that they will join together to create the Center for Child Protection Technologies at the
National Center for Missing and Exploited Children. This center will be dedicated to
developing new technologies and law enforcement strategies to detect and prevent the
transmission of child pornography over the Internet.

Today, we will hear from social networking sites about what they are doing to keep
their sites safe for children. Almost every day, there is a new report describing how an
adult predator was able to contact and communicate with a child through a social
networking site. Sometimes, these contacts end in tragedy, with the child being assaulted
by an adult he or she met online.

I want to know what the social networks are doing to ensure that predators are not
able to exploit their websites to meet children. I understand that some of the social
networking sites who will testify before us today have recently strengthened their
safeguards for children on their sites. I appreciate that these sites are devoting additional
resources and attention to this issue. However, it is important that they continue to be
vigilant so that they remain one step ahead of the predators who seek to use their sites to
abuse children.

There is no greater priority than the fight against child pornography and the sexual
exploitation of children over the Internet. As I announced yesterday, I intend to pursue
comprehensive anti-child pornography legislation in order to help win this fight. For this
reason, I look forward to hearing your thoughts and proposals on what can be done by
law enforcement, by the industry, and by Congress to make the Internet safer for our
children.

I look forward to hearing from the witnesses and yield back the balance of my time.



188

MR. WHITFIELD. Thank you, Mr. Barton.

At this time I recognize Mrs. Blackburn of Tennessee.

MRS. BLACKBURN. Mr. Chairman, I have no statement.

MR. WHITFIELD. Thank you. I think we have concluded all the
opening statements so at this time I would like to call the witness on the
first panel, Detective Frank Dannahey of the Rocky Hill Police
Department from Rocky Hill, Connecticut, and Detective Dannahey, we
appreciate your being with us today to share with us your experiences on
this very important topic. As you know, in Oversight and Investigations,
we like to take testimony under oath. I am assuming you have no
difficulty doing that.

MR. DANNAHEY. No, not at all.

MR. WHITFIELD. And I am also assuming you do not have the need
for legal counsel today.

MR. DANNAHEY. No, I don’t.

MR. WHITFIELD. Ifyou would raise your right hand.

[Witness sworn. ]

MR. WHITFIELD. Thank you, very much, and you are under oath
now and you are recognized for 5 minutes to give your opening
statement, which we look forward to.

STATEMENT OF FRANK DANNAHEY, DETECTIVE, ROCKY
HILL POLICE DEPARTMENT

MR. DANNAHEY. Thank you, Mr. Chairman.

Good afternoon, Chairman Whitfield, Ranking Member Stupak, and
members of the subcommittee. I am Detective Frank Dannahey of the
Rocky Hill, Connecticut, Police Department. I have been a member of
law enforcement for the past 25 years. For the last 15 years I have been
assigned to the youth division of the Rocky Hill, Connecticut, Police
Department.

Over the last 7 years I have been involved in investigations and
education concerning Internet crimes against children. I have served in
an online undercover capacity to detect Internet predators. My current
efforts involve safety programs directed towards parents, students, school
officials, and law enforcement. In the past 7 years I have seen
technology change in a direction that both benefits and assists online
predators in carrying out their criminal activities. With the majority of
America’s teens online, the pool of potential victims is vast.

In February 2006, an incident occurred in Middletown, Connecticut,
that attracted national attention. Seventeen females from the ages of 12
to 16 were victims of sexual assault by older males that they met on
MySpace.com. All of these crimes occurred within a very short period
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of time. I was asked by the Middletown Police Department to assist
them with parent programs on Internet safety. As these programs for
Middletown were being developed, we were contacted by Dateline NBC.
Dateline was interested in profiling these crimes as well as reporting on
the educational programs for parents.

While preparing for the educational programs, I became involved in
an online test of teen vulnerability. In a departure from the normal type
of online undercover scenario, I took on the role of a teen male named
Matt. Matt was a 19-year-old new kid in town who was looking for
online friends from Middletown, Connecticut. 1 was particularly
surprised and shocked to see that a majority of young teens who were 14
and 15 years old allowed Matt onto their private page. The information
on a private page is not viewable by anyone else unless that person
allows someone on as a friend. Some teens questioned Matt about who
he was before allowing him on their MySpace page as a friend. Many
teens allowed him on as a friend with no questions asked. Once Matt
was allowed on the teenagers’” MySpace pages, it became immediately
obvious that personal information was readily available and easily
volunteered. I was able to find out such information as where a teen
lived, worked, their full names, and date of birth, where they went to
school as well as home and cellular phone numbers. Photos posted on
teen sites were usually photos of themselves that could assist in locating
them. Some of the photos are highly inappropriate if not provocative. It
was not uncommon to see photos of teens involved in underage drinking,
drug use, and risky behavior.

As Matt became friends with teens online, he had access to messages
known as bulletins. These bulletins can only be viewed if you have
friend status. Through these bulletins, I was able to gain much personal
information about my online friends. Teenagers readily discuss their
social activities and provide phone numbers to contact them. One time I
saw a real-time message from a teen telling the exact location that she
and her friends were about to walk to. If I had devious intent, I could
easily stalk or intercept her and her friends. Many of the teens use
bulletins to post surveys that reveal very personal information about
them. Surveys that can be viewed by the general public are also a
common sight on a teen’s web page. In one case I found a 377-question
survey on the site of one of my online friends, who was a 15-year-old
female. This survey included the teen’s personal information as well as
her likes and her dislikes. These surveys assist predators in establishing
a dialog with the teen as they attempt to infiltrate that teen’s online
world.

One of the most concerning incidents of the Matt online experiment
occurred when one of my online friends suggested that we meet in
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person. The in-person meet is the most dangerous scenario online.
Teenagers meeting an online stranger sometimes become the victim of
sexual assault or worse. The 16-year-old female that made the
suggestion to meet in person communicated with Matt on a daily basis.
This teen later said she allowed Matt to become one of her online friends
because she saw that other teens she knew were also friends of Matt. 1|
found that teens are very trusting of people they meet online and very
willing to share their personal thoughts and information with virtual
strangers.

As the Matt experiment was drawing to a close, three mothers of
Matt’s online friends agreed to share their child’s online interactions with
Matt with the Dateline NBC viewing audience. The three teen females,
who were 15 and 16 years old, were unaware that they were part of the
online experiment when they were interviewed by Dateline
correspondent Rob Stafford. Stafford asked the girls if they provided
personal information on their MySpace site and they told him that they
did not post personal information. He also asked them if they would talk
to a stranger online. The girls said that they would not. At one point in
the interview | was brought into the room and introduced to the girls as
Matt, their online friend. The surprised girls were then told about all the
personal information that Matt was able to find out about them. The
three girls could have easily been Middletown, Connecticut’s victims
eight, nine, and ten. They later acknowledged that they were relieved to
know that I was a police detective rather than an adult looking to harm
them. In this case, the girls were lucky.

In a 2-month period in the spring of 2006, some 17 Connecticut teen
females were victims of sexual assault by people they met online. Some
of these girls were young middle school students. Other locations
throughout the country have had similar cases.

Another result of the Matt experiment was the way in which the
teens’ parents were totally unaware of what their teens were doing
online. As I travel around doing parent programs on Internet safety, I see
that many parents are not as technologically savvy as their children.
Because of this, teens are often allowed to police themselves online. The
Matt experiment as reported by Dateline NBC clearly shows that teens
are very vulnerable online. It also demonstrated that parents are often
blindsided by their teens when it comes to knowing exactly what they are
doing online.

As technology changes, we will be faced with further challenges
when it comes to teens’ online safety. I see the next challenge being a
web-enabled cellular phone. While parents struggle to monitor their
child’s Internet use at home, the cellular phone will provide Web access
where monitoring will be difficult. The cellular phone now has
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capabilities such as text messaging, instant messaging, email, and Web
page access. Teens will now be able to leave their home and bring an
extension of the home PC with them through their cell phone. Web cams
will also become more common, leading to potential abuse as people will
now be able to see each other while they are online. The ability of teens
to have international friends online will pose an additional challenge to
both parents and law enforcement.

There is no quick fix to the problem of online safety as it impacts our
children. It will take vigilance by government officials, schools, law
enforcement, Internet service providers, including social networking
sites, as well as parents and teens themselves. I believe that industry
standards as well as educational programs and public service
announcements will go a long way as a first step.

Thank you.

[The prepared statement of Frank Dannahey follows:]

PREPARED STATEMENT OF FRANK DANNAHEY, DETECTIVE, ROCKY HILL, CONNECTICUT
POLICE DEPARTMENT

Law Enforcement Experience:
e 25 years law enforcement experience
e 15 years serving as a Detective in the Youth Division
e Served in an undercover capacity to detect online child predators
e  Seven years experience in Child Computer Crimes in both investigations and
education

Dateline NBC Online “Matt” Experiment:
e  Participated in an experiment which tested Middletown, Connecticut teens for
vulnerability with a 19 year old online stranger
e Seven Middletown, Connecticut teens from the ages of 12 to16 were victims of
sexual assaults by older males met on MySpace.com
e  “Matt,” the role I played online, was easily able to make over 100 online
“friends” in two week period
e  Majority of 14 and 15 year olds with “private” pages allowed “Matt” on their
page as a “friend”
e  Personal information such as real names, where they live, home phone
numbers, and actual dates of birth are readily given by teens online
Use of “surveys” online reveal much personal information about a teen
19 year old “Matt” received a message suggesting an in-person meet
Many parents not aware of what their child is doing online
Many parents not technologically savvy about computers or the Internet

Future Challenges:
e  Web enabled cellular phones will present new challenges in monitoring by
parents
e  Web cams will become more popular and lead to potential abuse by teens
e  Associal networking sites go international the potential to meet out of country
friends will present new challenges
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Solutions:
e There is no quick fix for teen online safety
e  Cooperation from multiple entities as well as parents and teens is necessary
e Industry-wide safety standards are necessary
e  Educational programs are critical

Good afternoon Mr. Chairman Whitfield, Ranking Member Stupak, and members of
the Committee, I am Detective Frank Dannahey of the Rocky Hill, Connecticut Police
Department. I have been a member of law enforcement for the past 25 years; for the last
15 years, I have been assigned to the Youth Division of the Rocky Hill Connecticut
Police Department. Over the last seven years, I have been involved in investigations and
education concerning Internet Crimes Against Children. I have served in an online
undercover capacity to detect Internet predators. My current efforts involve Internet
safety programs directed toward parents, students, school officials, and law enforcement.
In the past seven years, I have seen technology change in a direction that both benefits
and assists online predators in carrying out their criminal activity. With the majority of
America’s teens online, the pool of potential online victims is vast.

In February 2006, an incident occurred in Middletown, Connecticut that attracted
national attention. Seven teen females from the ages of twelve to 16 years were victims
of sexual assault by older males they met on MySpace.com. All of these crimes occurred
within a very short period of time. I was asked by the Middletown Police Department to
assist them with parent education programs on Internet safety. As these programs for
Middletown were being developed, we were contacted by Dateline NBC. Dateline was
interested in profiling these crimes as well as reporting on the educational programs for
parents. While preparing for the educational programs, I became involved in an online
test of teen vulnerability. In a departure from the normal type of online undercover
scenario, I took on the role of a teen male named “Matt.” “Matt” was a 19 year old “new
kid in town” who was looking for online friends from Middletown, Connecticut. In just
two weeks, “Matt” had over 100 online “friends” on MySpace.com. I was particularly
surprised and shocked to see that a majority of young teens, who were 14 and 15 years
old, allowed “Matt” on to their “private page.” The information on a “private page” is
not viewable by anyone unless that person allows someone on as a “friend.” Some teens
questioned “Matt” about who he was before allowing him on their MySpace page as a
“friend.” Many teens allowed him on as a “friend” with no questions asked.

Once “Matt” was allowed on the teenagers’ MySpace pages, it became immediately
obvious that personal information was readily available and easily volunteered. I was
able to find out information such as where a teen lived, worked, their full name and date
of birth, where they went to school, as well as home and cellular phone numbers. Photos
posted on teens’ sites were usually photos of themselves that could assist in locating
them. Some of the photos posted are highly inappropriate if not provocative. It was not
uncommon to see photos of teens involved in underage drinking, drug use, and risky
behavior. As “Matt” became friends with teens online, he had access to messages known
as “bulletins.” These “bulletins” can only be viewed if you have “friend” status.
Through these “bulletins,” I was able to gain much personal information about my online
friends. Teenagers readily discuss their social activities and provide phone numbers to
contact them.

In one case, [ saw a real time message from a teen telling the exact location that she
and her friends were about to walk to. If I had a devious intent, I could easily stalk or
intercept her and her friends. Many of the teens use the “bulletins” to post surveys that
reveal very personal information about them. Surveys that can be viewed by the general
public are also a common sight on a teen’s web page. In one case, I found a 377
question survey on the site of one of my online “friends,” who was a 15 year old female.
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This survey included the teen’s personal information as well as her likes and dislikes.
These surveys assist predators in establishing a dialogue with a teen as they attempt to
infiltrate that teen’s online world.

One of the most concerning incidents of the “Matt” online experiment occurred
when one of my online “friends” suggested that we meet in person. The in-person meet
is the most dangerous scenario online. Teenagers meeting an online stranger sometimes
become the victim of a sexual assault, or worse. The 16 year old female that made the
suggestion to meet in person communicated with “Matt” on a daily basis. This teen later
said that she allowed “Matt’ to be one of her online “friends” because she saw that other
teens she knew were also “friends” of “Matt.” I found that teens are very trusting of
people they meet online and are very willing to share their personal thoughts and
information with virtual strangers.

As the “Matt” experiment was drawing to a close, three mothers of “Matt’s” online
“friends” agreed to share their child’s online interactions with “Matt” with the Dateline
NBC viewing audience. The three teen females, who were 15 and 16 years old, were
unaware that they were part of the online experiment when they were interviewed by
Dateline correspondent Rob Stafford. Stafford asked the girls if they provided personal
information on their MySpace site and they told him that they did not post personal
information. He also asked them if they would talk to a stranger online. The girls said
that they would not. At one point in the interview, I was brought into the room and
introduced to the girls as “Matt,” their online “friend.” The surprised girls were then told
about all the personal information that “Matt” was able to find out about them. The three
girls could have easily been Middletown, Connecticut’s victims 8,9, and 10. They later
acknowledged that they were relieved to know that I was a police detective rather than an
adult looking to harm them. In this case the girls were lucky. In a two month period in
the Spring of 2006, some 17 Connecticut teen females were victims of sexual assaults by
people they met online. Some of these girls were young middle school students. Other
locations throughout the country have had similar cases.

Another result of the “Matt” experiment was the way in which the teen’s parents
were totally unaware of what their teens were doing online. As I travel around doing
parent programs on Internet safety, I see that many parents are not as technologically
savvy as their children. Because of this, teens are often allowed to police themselves
online.

The “Matt” experiment, as reported by Dateline NBC, clearly showed that teens are
very vulnerable online. It also demonstrated that parents are often blindsided by their
teens when it comes to knowing exactly what they are doing online.

As technology changes, we will be faced with further challenges when it comes to
teens’ safety online. I see the next challenge being the web-enabled cellular phone.
While parents struggle to monitor their child’s Internet use in the home, the cellular
phone will provide web access where monitoring will be difficult. The cellular phone
now has capabilities such as text messaging, instant messaging, e-mail, and web page
access. Teens will now be able to leave their home and bring an extension of the home
PC with them through their cell phone. Web cams will also become more common,
leading to potential abuse as people will now be able to see each other while online. The
ability of teens to have international “friends” online will pose an additional challenge to
both parents and law enforcement.

There is no quick fix to the problem of online safety as it impacts our children. It
will take vigilance by Government Officials, Schools, Law Enforcement, Internet service
providers including social networking sites, as well as parents and teens themselves. I
believe that industry safety standards as well as educational programs and public service
announcements will go a long way as a first step. Thank you.

MR. WHITFIELD. Detective Dannahey, thank you for your testimony.
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From your personal experience as a detective in working on this
issue of child molestation and child pornography, you have been giving
these classes now for some time teaching Internet safety to parents and
children or just parents?

MR. DANNAHEY. No, both parents, students, school staff, law
enforcement.

MR. WHITFIELD. And how many classes have you taught would you
say, first of all?

MR. DANNAHEY. [ think over the 7 years, probably hundreds.

MR. WHITFIELD. And did you say that most young people today that
are using the Internet really have an understanding of the dangers that
they may face?

MR. DANNAHEY. No, they don’t. I think it is very obvious that
when you talk to teens, they will certainly acknowledge they have seen
on the news some of these high-profile incidents.  They will
acknowledge that there are people out there that will harm teens online,
but when you start getting personal with them and talking about their
own personal Internet use, I think very often they have that “it is not
going to happen to me” attitude and I think that part of the problem here
is the not realizing that just what you have spoken about today can
actually happen to them. It is something that always happens to
somebody else.

MR. WHITFIELD. And have you found that most parents are not
particularly technologically advanced as relates to the Internet?

MR. DANNAHEY. No, and I think that really contributes to the
problem. 1 mean, when you look at all these different items of
technology out there, look at a cell phone. I mean, most adults are lucky
they know how to answer the cell phone, maybe make a phone call. A
teen probably within 24 hours is going to know everything about that cell
phone. They are going to read manuals, they are going to ask their
friends whereas adults clearly may never know the capabilities of
technology they have.

MR. WHITFIELD. So we generally have a situation where the young
people are so much more advanced than the parents and so it is very
difficult for the parents to even understand or comprehend what is going
on.

MR. DANNAHEY. Exactly, and I think, when I speak to parents in
these seminars I do, I often tell them, you don’t have to be a networking
person to have enough knowledge to monitor your own PC at home to
see if your children are doing things that are dangerous. It is just a
matter of maybe doing a little research, going to presentations such as the
ones that [ give and other law enforcement agencies give and just having
some basics, and really, I often tell them that the best way to understand
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the computer system is to ask the teens to give you a tour of what they do
online.

MR. WHITFIELD. And the young people that I have talked to are all
very excited about MySpace and they are excited about Facebook and
they are excited about this social networking, but it is kind of perplexing
as Matt, your fictitious character, you were able easily to enter into a
dialogue with a lot of young people, correct?

MR. DANNAHEY. Yes, very easily.

MR. WHITFIELD. And I was a little bit puzzled by how these young
ladies, for example, gave you a lot of personal information, but from
their perspective, they did not view it as personal?

MR. DANNAHEY. Exactly. I think that the word that you use is very
apropos. They don’t necessarily perceive certain information as personal
information. I often tell them, when you look at a particular web page, it
is like pieces of a puzzle. When you go from different areas of the page,
you extract information and somebody, again an online predator,
certainly is very good at that and they will take little pieces of
information, put them together and actually have a lot of information
about the teen. But, when you talk about personal information, they
don’t see personal information in the same context as we see personal
information. I think to them a personal information would be if you gave
your street address and sent them a map to get to your house.

MR. WHITFIELD. And that is what they gave you. They gave you
cell numbers, home numbers, where they worked, their address.

MR. DANNAHEY. Right. Everything they gave me without a lot of
skills or knowledge would enable me to basically, as I said to them, go
up and ring their doorbell.

MR. WHITFIELD. And many of these young ladies would have their
picture on MySpace, and a lot of information about them. I had not
heard of MySpace until about 3 months ago, to show you how backward
I am, but I do know now a lot about it and I have been on the site, and I
agree with you that a lot of the pictures are pretty provocative, so if you
had a predator out there obtaining that kind of information, it would be
relatively easy for them to meet some person.

MR. DANNAHEY. Absolutely. I think those teens, not to discredit all
teens, there are some that don’t give a lot of personal information out,
but I think when you look at most teens’ pages, the kind of information
that you can extract off the page would give you a very good idea,
exactly geographically where they live, and it wouldn’t take very much
research to find out where most kids live and go to the community. You
have a photo there, show the photo to another teen or whatever. I am
sure they would readily tell you the name of the person and where you
could find them if you had the right story.
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MR. WHITFIELD. Now, you mentioned something about real time.
Explain that a little bit what you are talking about.

MR. DANNAHEY. With the bulletins, if you are at home and you are
receiving one of these bulletins, these bulletins are sent in real time so if
for example, the girls saying that they are going to walk to a very distinct
restaurant in their community which would easily be located, it is in real
time. So if I saw they were walking there and again from their
information knew geographically where they were from, it would be
nothing to get into a car and actually intercept them to where they are
going.

MR. WHITFIELD. Absolutely. Now, have you contacted different
social networking sites on their law enforcement links?

MR. DANNAHEY. Yes. In a couple weeks I am going out to speak at
a national school resource officers’ conference, and I wanted to have a
basis to give my colleagues some information as to who they can contact
for law enforcement assistance. I emailed three of them. I have not
heard back from them. The fourth, MySpace.com, has actually published
a law enforcement guide which I do have a copy of that I am going to
share with the folks from the National School Resource Officers
Association.

MR. WHITFIELD. But did these links respond?

MR. DANNAHEY. Not as of yet.

MR. WHITFIELD. Not as of yet?

MR. DANNAHEY. No.

MR. WHITFIELD. Now, when you talk to children--and when I have
talked to children, they generally tell you--in fact, I had a group of 4H
students in my office today and we were talking about the Internet and
MySpace and Facebook, and they said well, we don’t talk to strangers. I
would ask you, what is a stranger to children online?

MR. DANNAHEY. Well, again, I think to us and them, it is two
different definitions. I think when--for example, at the time we picked
these three particular girls and, the Dateline correspondent, Rob Stafford,
said, “Did you talk to strangers online?” Across the board they said no,
and I think in their own mind they believe that. I mean, to them this was
a guy that they met online. This is a guy--in one girl’s case, I talked to
her every day, so to her that wasn’t a stranger. So I think that is what we
have to get across to them actually--what is the definition of a stranger.
All these people they have on their friends’ pages when you start
pointing particular people out, some they know from school and from
their communities, others they will say, well, this is my friend from
California or this is my friend from Pennsylvania; how do you know that;
they told me that.
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MR. WHITFIELD. The only thing they know is what you tell them
and they never know nothing about you.

MR. DANNAHEY. Absolutely, but it is very true that an adult and a
teen have much different definitions of what a stranger is.

MR. WHITFIELD. At this time my time is about expired here. I will
recognize Mr. Stupak from Michigan.

MR. STUPAK. Thank you, Mr. Chairman.

The last part the friend where a friend from California or whatever,
they may know nothing about them, has law enforcement tried to
develop any kind of a checklist that young people should look at before
they would do the friend status?

MR. DANNAHEY. Well, I think in my educational programs, I mean,
we go over all these aspects of the Internet and that is exactly one thing
that, myself and others who do what I do try to hammer home to them is
exactly what the definition of a friend is. My view is that I feel that a
parent or the teen themselves should able to pinpoint each one of those
friends and personally know who they are. I always tell the teens that if
you just have one person on that page where you can’t say you
personally know them, then your safety has been compromised.

MR. STUPAK. But at the same time, you say you don’t personally
know them. Would that not encourage personal encounters?

MR. DANNAHEY. Well, I am talking about the people they know
from school. I mean, my view of being safe online for teens is for them
to speak to other teens from their school, from their community. When
you start going outside of that, obviously now you are getting into these
relationships where these friends are just online friends and not someone
who you know anything about.

MR. STUPAK. And I have had this discussion with young people and
they say well, then you defeat the whole purpose of the Internet because
the Internet is supposed to allow you to go anywhere, so I can’t have my
friend in California if I live in Connecticut, then what good is it, and so it
is sort of a tough one to deal with. In Connecticut in your area, does
Connecticut require any cyber security classes being taught in school?

MR. DANNAHEY. No, I don’t think there is any requirement for it. I
think with all these high-profile incidents that have been in the news, I
mean, they are certainly scurrying to do that right now. I know that in
Connecticut I had far more requests to do programs than I could
physically do.

MR. STUPAK. And that was a suggestion that came up yesterday.
Would you endorse that kind of a--

MR. DANNAHEY. Absolutely. 1 mean, again, you know,
organizations already in the school system like, for example, the DARE
program which I am involved in, the school resource officers who are in
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many of our schools around the country, it would just be a natural thing
for them to add a curriculum, to those already intact programs. In my
DARE programs, we several years ago decided to put an Internet
component in and they certainly encourage you to do that. Same with
the School Resource Officers’ Association.

MR. STUPAK. As a school resource officer then, were you given
training in this field?

MR. DANNAHEY. The school resource officers are the in-school
police officers, and as part of their duties other than security, they are
also required to teach a curriculum to the students whether they--

MR. STUPAK. In cyber security?

MR. DANNAHEY. There is no requirement right now, but it is
certainly a suggestion, and from all the talk groups I am in, I see that a
lot of them are doing that right now. There are curriculums that they
have on their website for Internet safety and I think that is a big concern
of that organization is to get that topic into the school system.

MR. STUPAK. One other thing. I am a little bit off subject here but
last night on the floor we were trying to just maintain funding for law
enforcement. We had a $900 million cut in this budget. The Clinton
COPS program was one that really developed the school resource--

MR. DANNAHEY. Yes.

MR. STUPAK. And after the Columbine incident, we had a lot of
them but now we see funding has fallen off, and these hearings highlight
the needs for things like school resource officers. Are you familiar at all
with MySpace and the safety features they put out on or about June 21?

MR. DANNAHEY. Yes, | am familiar with some of the new changes.

MR. STUPAK. Like heightened security for settings for 14-, 15-year-
olds, full privacy settings for all members and age-appropriate ad
placements.

MR. DANNAHEY. Yes.

MR. STUPAK. Good first step. Do you believe they will make it any
more difficult for you to repeat your exercise of Matt there, your 19-
year-old?

MR. DANNAHEY. Well, I think that will certainly discourage,
especially with these younger teens. | mean, [ was very concerned about
the fact of how many of the youngest of teens online of 14- and 15-year-
olds, which actually a two-third percentage allowed this Matt stranger
onto their private page. [ think the steps they put in place would
certainly discourage the ease of doing that. I am not saying it would be
impossible for me to get onto a private page of a teen but it would
certainly discourage that.
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MR. STUPAK. In your estimation, what invites a teen to be Matt’s
friend? Your sympathetic story about being a young person and not
knowing anybody or--

MR. DANNAHEY. Basically the story was that he was an older teen, a
little bit of a troubled kid coming from another State and coming into a
community where he knew no one and was looking for some friends and
thought that the online way to go would be a great way to meet friends in
that new community.

MR. STUPAK. Well, MySpace was maybe a good first step on some
ideas they have to enhance safety. In your opinion, what other things
would you like to see industry do to enhance safety on these social
Internet places?

MR. DANNAHEY. [ think what would really help if the social
networking sites themselves had some industry-wide standard. The
problem always is, especially when you are dealing with teens, if one of
the sites is doing a great job of enhancing their security, 1 think
oftentimes that might discourage their teens who are their customers
from being on that site so they may gravitate to a site who has very lax
standards. So being that they are all for-profit companies and need
members to exist or whatever, I think if all sites had some very similar
safety standards, that it would kind of be an even playing field. I would
like to also see some of these third-party sites where they are allowed
especially with these, like I told you this outrageous 377-question survey,
they are bringing these types of things in from other sites other than
MySpace and planting those on the page. I think the surveys just reveal
far too much personal information that should not be given out by
anybody.

MR. STUPAK. So that survey, I take it you took it as being a--to
determine whether or not you would be a friend where you would elicit
information from the person?

MR. DANNAHEY. Yes. In fact, that 377-question survey which is
not based from MySpace but can be imported to their page, the second
question is, what is your full name, and then the third question is, what is
your date of birth, and in checking out all these teens for prospective
candidates that might be willing to be televised, I picked a dozen of my
120 friends and when I went to their high school, I found out that all the
information was true. If they said their name was such-and-such, it was
that. If they said their date of birth was this month, day, and year that
was true. Everything about their information actually checked out.

MR. STUPAK. It seems like that--you said two-thirds of them that let
us be friends were 14- to 15-year-olds.

MR. DANNAHEY. Yes.
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MR. STUPAK. It almost seems like sort of a gullibility or else maybe
haven’t been around long enough or life experience to put up red flags.
It has been suggested that maybe 14- to 15-year-olds have a separate site
like MySpace but only for 14- and 15-year-olds and have that protected.
Would that serve better than just heightened security?

MR. DANNAHEY. I think if they are willing to accept that. As you
said or somebody stated you get in this situation where they are altering
dates of birth. Just on Monday I had a parent call me, not too Internet
savvy. She had an indication that her daughter might have a Web page,
and when I brought the page up and spoke to her over the phone, the
daughter had a photo that was not hers. The daughter stated a date of
birth that was not hers. When I looked at the friends, I clearly
recognized them as middle school students. All the students on her page
happened to be 13 years old, so of course, the mom was immediately
going to have the girl take the page down but, that is part of the problem,
them misstating their date of birth. Would they go to the 14- and 15-
year-old-only site? I am not sure that they might do that.

MR. STUPAK. There has got to be a way that you can enforce this
somehow. I mean, with all the technology we have now, there has got to
be some way to verify it, I would think.

MR. DANNAHEY. Well, I know that there is software out there that
looks for key indicators when you misstate your age but somewhere else
on the page you actually state your real age and they are detecting that,
so I know I have read that. You know, MySpace has taken down pages
when they do find that scenario.

MR. STUPAK. In your testimony, you mentioned some of the
challenges we’ll have in the future, and one of them was the cellular
phones. Do you want to explain that a little bit more?

MR. DANNAHEY. Well, the problem with the cellular phones is,
there is not--I mean, especially with the high-end sophisticated ones,
which the teens tend to have, there is not a lot of things that you can’t do
with that Web line that, it kind of mimics the home computer. Now, of
course, you have often heard that probably one piece of information you
are going to give to a parent doing an educational program or a public
service announcement would be, keep that computer in a public place.
Well, now, having a cell phone that can very much duplicate what a PC
does, how do you instill it upon the teens to do all those safety rules that
they would normally do at home when they are going out the door
clipping the cell phone on their belt and saying see you later, Mom, and
now have unrestricted use of this without being monitored. I think that is
going to be a real challenge.
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MR. STUPAK. My last question. What advice did you give to teens
regarding these social networking sites? If you are teaching a class, what
is your best nugget as to what you tell teens on this whole thing?

MR. DANNAHEY. The first thing I tell them is, I am not opposed to
these sites. I think teens are going to use the Internet. It is just that you
have to maintain your personal safety. No one is going to do that for
you. Your friends need to actually be your friends. The moment you
have somebody on your page, a buddy list, a friend list, that you can tell
me you don’t know personally who they are, you have immediately
compromised your safety. So I think it can be done. I know a lot of
parents work in cooperation with their teens, a little bit of a checkup
without being overly nosy to make sure they are safe. I really think it
can be done but, just as the industry has to take steps, I think the teens
and the parents also have to be part of this or it is not going to work.

MR. STUPAK. Thank you.

MR. DANNAHEY. You are welcome.

MR. WHITFIELD. Mr. Walden. Oh, Mrs. Blackburn. Okay.

MRS. BLACKBURN. Mr. Chairman, thank you.

Detective Dannahey, you know, this is such a complicated issue and
I really do appreciate your taking the time to be here with us and talk
with us about it. Being a parent and having been a room mother and
Sunday school teacher and those things, you look for ways to be certain
that you help children learn to socialize, and you try to communicate the
message that home is a safe place and items contained in the home are a
safe place, and then in the classroom with the advent of computers
coming into the classroom, we tried to teach our children that this was a
great way to explore and a great way to experience the world at your
fingertips, and it is so interesting to see the evolution of the social
networking sites. | remember a couple of years back when I was asking
about someone, and my son, who is now 25, said well, just go look them
up on Facebook. I had never heard of such. And I was absolutely
appalled that that much information could be available to the world about
young people.

And I have got a question for you, but what you just said is so very
true. It is teaching children how to maintain their personal safety but at
the same time having them realize what the dangers are, what the
vulnerabilities are. And why do you think that teens today, especially
these younger teens, have absolutely no fear or recognition of the danger
that is there when they place things on the Internet? Why is there just no
awareness of the danger?

MR. DANNAHEY. I think that goes back to my comment on having
worked with teens for 15 years, they definitely have that “not me”
feeling. The best example I can give is if you think about a community
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having a tragic drinking-and-driving accident where a student is killed
because of alcohol. You will clearly see that for a short time the
underage drinking parties will stop, teens’ awareness of drinking and
driving will be heightened, but I have to say that probably after a couple
months, after a few months that all goes away and, the parties continue,
the drinking and driving continues. So I think it is very difficult,
especially among that age group, to relate things to them personally. |
think they will acknowledge bad things happen but they will often say
bad things don’t happen to me, bad things can’t happen to me.

MRS. BLACKBURN. Do you receive a similar type of response from
the parents when you are holding the sessions with them?

MR. DANNAHEY. As far as their own teens’ vulnerability?

MRS. BLACKBURN. Yes.

MR. DANNAHEY. I think it is a much different picture. I think
parents are scared to death out there, especially the ones that aren’t that
Internet savvy, don’t understand anything about being online, or don’t
understand anything about the computer. They are just sponges for
knowledge. You know, it is unfortunate that when you do these
programs that very often the kind of parent that is going to show up for
an Internet safety program is the parent that doesn’t need to be there.
Those kids whose parents should be there aren’t there. I mean, I often
say that even though you might have 25, 30 people in the room,
sometimes the domino effect will pass that information onto somebody
else but, even with those high-profile incidents I went out to different
locations that had the problem, had the big news headlines, and you
would think the auditoriums would be full and they weren’t.

MRS. BLACKBURN. I have talked to so many parents in my
community who have just been captured with the sense of unbelief when
they realize what is available or what their children are putting on the
Internet and are really quite concerned about, and we have had some
great discussions, and I hope that does lead to some awareness.

I wanted to go back. You mentioned the DARE program. I am a big
fan of DARE programs. I think they work. They yield results and they
are time well spent. And you mentioned that you had inserted an Internet
component and that you had a checklist. Can you kind of click through
that checklist or could you submit that to us just for the record?

MR. DANNAHEY. Yes, I could certainly submit my curriculum. I
think when you start at an early age, you might have some results.
Obviously, when I go out, especially right now, you are talking to juniors
and seniors in high school about Internet safety. You have to have a
different slant because, again, they, at that age feel that they are
invulnerable, that nothing is going to happen to them. I think once you
start especially in the 5™ and 6™ grade, at least we have a chance to instill
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that. I mean, you see the tobacco use by children, you see those statistics
going down. [ would like to say that maybe programs like the DARE
program should take credit for that and I think we can do the same thing
with Internet safety that we have done with tobacco education and start
in the early grades, like in 5™ grade, 6™ grade, or maybe even 4™ grade
talking about the computer. The fact that it is that great tool but it also
comes with some dangers assigned to it also.

MRS. BLACKBURN. Thank you so much. I will look forward to that
list, and thank you for your work and your dedication.

MR. DANNAHEY. You are welcome.

MR. WHITFIELD. Thank you, Mrs. Blackburn. 1 recognize Ms.
DeGette.

MS. DEGETTE. Thank you, Mr. Chairman.

Detective, I am wondering, you talked in your opening statement
about having parents have their children show them what they do on the
computer but I am wondering if you can say more specifically what
exactly you tell parents that they can do to protect their children from
these predators on these chat rooms and other sites?

MR. DANNAHEY. One of the first things I tell them is, you have to
get some kind of education. There are several safety sites out there. I
give them a list of maybe half a dozen of the best of the best to go to, to
kind of get an education of, in simple terms, what does this term mean,
how do you do this, how do you do that. I wrote up a very basic, as I call
it, parent computer forensics 101, showing them step by step how they
can monitor their hard drive, and a big portion of that is, I tell them that
they have to communicate with their kids. It is kind of a sneaky way but,
if you do sit down and say to your teen, hey, show me what you do
online, show me a little bit about the computer, you get a great indication
of how computer savvy they are. Some kids aren’t that computer savvy
and maybe have a little bit of a comfort zone. Other kids will zoom
around there with that mouse and keyboard and you know you might
have to do a little bit more monitoring. But I think the communication
part is huge.

MS. DEGETTE. One thing I was just sitting here thinking, you could-
-if your kid is in these chat rooms, you could ask him to show you their
buddy list and you could say who are these people. Would that be
effective?

MR. DANNAHEY. Absolutely. The three girls that we picked to
appear on that Dateline show, all of them have MySpace pages today, all
of them are on private, all of them have their moms as their friends.
Now, the moms--obviously there was a lot of work to do after that show
aired to get their sites safe again--but every single one of those friends,
the moms went, person by person, who is this, how do you know them.
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The moms periodically will go in and check, not to the point again of
being overly nosy, reading every little message, every little thing, but I
think a setup like that can work if a parent and teen does it in the right
way and I think that is the only solution is to have this collaborative
agreement between both parents and teens to yes, you can have a social
networking site, I have to have some partnership with you. Again, not
overly looking at everything they do but just enough to see those in-your-
face-type violations which they might have to--

MS. DEGETTE. Parents just need to realize that the same precautions
they tell their children in every aspect of life, and you are right, you have
to talk to them about drinking and driving and smoking every few
months. You have to do it with computer safety as well.

MR. DANNAHEY. Exactly, and a lot of times I relate that to them as
the 16-year-old approaching driving a car. I can’t imagine any parent out
in the audience would just give your 16-year-old a set of car keys and say
go for it. There is a lot of preparation for that, and this has to be under
the same terms.

MS. DEGETTE. One thing that we saw yesterday and maybe some
people in the audience were here yesterday, a public service
announcement. Mr. Chairman, I don’t know if you are planning to play
that again today.

MR. WHITFIELD. Well, after the second panel, we are going to do
that.

MS. DEGETTE. Well, there was a public service announcement that
was developed by the England--it was in the U.K. to warn young teens
about what could happen if they are being preyed on and what to do.
Have you seen that? Do you know what I am talking about?

MR. DANNAHEY. I believe if it is the same one that ran just a short
time ago before this hearing. I did see that.

MS. DEGETTE. It is the young girl and it goes backwards.

MR. DANNAHEY. Yes.

Ms. DEGETTE. Yes, it is a very, very powerful and effective
commercial but I bring that up because, number one, I think that we need
to have sort of not just parents talking to teens and people going in the
schools but I think that we need to have a national public service
program that the media outlets and if Congress can help in some way and
ISPs and the other computer providers should do. Would that make
sense to you?

MR. DANNAHEY. It would make a lot of sense. I think that is a great
first step. I think that teens are very willing to make some changes once
they see what you are talking about. [ mean, after doing a student
program, I mean, I get feedback from teachers saying wow, there was a
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lot of buzz in our classroom after that. Teens are going to go home and
change their page.

MS. DEGETTE. But, you know, teens don’t want to--I mean, Mr.
Inslee and I were just taking. Teens don’t have the life experience that
we have, and that is true in every way, but they don’t want to put
themselves at risk and so they are going to try and do--

MR. DANNAHEY. Exactly.

Ms. DEGETTE. But the reason I bring up that particular PR
campaign in Great Britain is because what they do is, they have systems
which are used by all of the ISPs and it is in Great Britain and in
Australia where they have a little logo, like when you are in a chat room,
you have the--it is called the VGT, the Virtual Global Taskforce logo,
which here you could do with--and it is a link to this global taskforce, so
if you are in a chat room and you are having a chat and you are a 13- or
14-year-old girl or boy and you are starting to feel uncomfortable like
maybe somebody is making some advances that are inappropriate, you
can click right on that icon. You can go right into that law enforcement
website. They capture the page and then they can go and investigate it.
Are you aware of that kind of enforcement technique?

MR. DANNAHEY. No, actually I just heard about that today. That
was the first time that I heard that. Other than the National Center’s tip
line, I am not aware of any other similar thing going on.

MS. DEGETTE. I mean, National Center has a tip line too but in
Australia and Great Britain, all of the Internet service providers do this
on these chat rooms and it is a fairly--it is staffed 24 hours a day so if
some teen is on the Internet at 3:00 in the morning in a chat room and she
gets solicited or something and it makes it uncomfortable, all they have
to do is hit that button and it goes straight--do you think that it would be
helpful for the ISPs to develop some kind of a system like that in
conjunction with the Center for Missing and Exploited Children here?

MR. DANNAHEY. I think so. My only question would be, would the
ICAC taskforces and, you know, National Center be, staffed enough to
handle--I mean, being the number of people we have in America, teens in
American online, I don’t know if they would be overwhelmed with
complaints. I think given the proper staffing, I think that could be a very
really valuable tool.

MS. DEGETTE. And that might be a place that Congress could help
out. I mean, one thing we do in these hearings which is very effective is,
we raise the level of public consciousness, but frankly, every single thing
we have been talking about here today is not something that we are going
to legislate, but one place Congress might be able to help is in
conjunction with ICAC and these other agencies to develop a system that
perhaps we could use some public funding to help.
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MR. DANNAHEY. Right, and I think with those agencies in place
those would be the two logical agencies where you would do that kind of
thing.

MS. DEGETTE. Right. Just one last question. Mr. Stupak asked you
if you could do a separate chat room that would be targeted at younger
teens, 14- and 15-year-olds. Given the fact that people can fairly easily
circumvent the age registration requirements, would you be worried if
we went to that type of website that predators might just be able to focus
even more laser-like on younger teens?

MR. DANNAHEY. That is also the danger. I am sure parents would
welcome that but again, I think what we have to realize is that teens
aren’t necessarily going to put the proper information in. If this is not
looked at as a cool site--I mean MySpace is looked at as a very cool site.
It is a status symbol at school to have a MySpace site. So if you broke
away and had this 14- and 15-year-old site and that was not a cool site to
have at the time, you might run into--

MsS. DEGETTE. Right. I was the one that said that and I actually saw
my 12-year-old go in her older sister showed her how to put a birth date
that made her seem older than she was so she could get into some
website and now neither one of my girls has a MySpace site but--

MR. DANNAHEY. I think they can though--

MS. DEGETTE. Heaven knows, they might have something else.

MR. DANNAHEY. I will give you my cooperative agreement if you
like.

MS. DEGETTE. Yeah, okay. Thanks. I yield back.

MR. WHITFIELD. Dr. Burgess.

MR. BURGESS. Thank you, Mr. Chairman. I just want to thank the
witness for being here with us today.

MR. DANNAHEY. You are welcome.

MR. BURGESS. In so many ways, I am glad to see you because we
have been through this problem at so many different levels from victims
to Internet service providers, and even had the Department of Justice in
the room at one point, but what has really been lacking in all this is, is
anyone who is interested in enforcement. We have had plenty of people
who wanted to come in and talk about the problem and how bad it is and
we all recoil in horror at how bad it is but this was really, but you are
really the first witness that I can recall having come in to offer us some
concrete suggestions, so I appreciate what it is that you do.

MR. DANNAHEY. Thank you.

MR. BURGESS. I do feel compelled to ask a question. I didn’t get a
chance to ask questions of the individual from Dateline yesterday. They
seem to be awfully successful in recruiting individuals to come and
misbehave at their sites. Do you think that is because they have the
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production staff and they know what they are doing from just putting on
the production, if you will, and so they are very professional, very clever
at that, or do you think just someone who wanted to do this and identify
those individuals would be just as successful because the pressure from
the predator community is so intense?

MR. DANNAHEY. I think that is exactly right. Back when I did this
fairly actively several years ago, the number of people we were going to
investigate was only limited by the hours of the day, and I think you
catch these guys and you pose the question, didn’t you think it might be a
police sting, and very often they will say yes but I also thought it might
be a teen.

MR. BURGESS. Again, that is just an incredible concept. I know we
have one individual, not in my district but close by in Jacksborough,
Texas, who is a county sheriff and that is all he does, and it seems like
with that small of a department would have a limited budget and yet they
are putting someone on this continuously. It clearly deserves more
attention than it has been getting from the enforcement community and I
am particularly talking about at the level of the Department of Justice.
Do you think that self-labeling and self-policing, children rating and
reporting their own and other kids’ websites for inappropriate content, do
you think that is an effective way to go about policing these sites?

MR. DANNAHEY. [ think it would be a tool, but if that was the only
tool, I would be nervous about that because that is not an age group that
likes to tell on each other, and unless it was a real serious type of incident
or something that really scared them, I don’t think they would be so
willing to be telling adults that somebody did something online.

MR. BURGESS. The concept that the gentlelady from Colorado was
talking about with the child being able to go on and clicking on an icon
after receiving what they perceive as pressure from someone, kind of
analogous to a click it or ticket, I guess, is that--because of jurisdictional
issues in this country, how effective in fact would that be, or would in
fact you need the involvement of the Department of Justice to adequately
prosecute that across State lines, across jurisdictional lines?

MR. DANNAHEY. Well, I think as far as our country goes with these
Internet taskforces, they are in all 50 States or cover all 50 States, that
wouldn’t be a problem. The problem lies then when you get what is that
person is from the international community. Who is going to cooperate
with U.S. law enforcement in something like that? They may put that
name in a database. Would they do anything? It depends on what
country that that person was from.

MR. BURGESS. So the unintended consequence may be to drive a
good deal of this activity offshore but still have it go on?
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MR. DANNAHEY. Unfortunately, that is another aspect of the social
networking sites. When you have people on in the international
community, I think we are going to start seeing some more incidents that
we saw maybe several weeks ago of the stellar student, 16-year-old,
going to the Middle East to meet a 25-year-old man. I think we are
going to see more of that.

MR. BURGESS. From just the perspective of a parent, what advice
would you give from what you have seen and what you have worked
with, what is the best way for a parent to circumvent this? Never buy the
computer in the first place?

MR. DANNAHEY. Well, if you tell them they can’t have a site or if
you tell them they can’t be on the Internet, my worry about that and in
talking to teens telling me exactly that would be that they will go
underground. 1 think you have to have this somewhat cooperative
agreement with your teens where you might not be 100 percent happy
that they have their sites, but if the teen would allow you to at least
maybe help set the site up for them, make sure it is safe, occasionally
monitor the site, again not being overly nosy, I think that could work.
But I have seen far too often where a parent will just come home from a
seminar given by one of my colleagues that says throw the computer out
the window and they will have the teen right in front of them take down
all their social networking sites or Internet in general and that the teen
will reemerge with new sites, new email addresses that the parent doesn’t
know anything about. So I think that cooperative agreement has to be
there. Plus the fact that parents really have to get on the ball and just
understand this technology. As I mentioned about these cell phones, I
think they are going to be a huge problem because they are going to have
all these bells and whistles and capabilities. A parent is going to allow
the teen to buy these and they are going to have absolutely no idea what
the capabilities are.

MR. BURGESS. During some earlier testimony, the question came up
to one of the young men who was actually a victim, and the question was
posed, is there any reason for a 15-year-old to have computer hardware
that allows a video camera. Do you have any feeling about any type of
age-appropriateness or restriction that should be placed on any type of
hardware or peripheral that is attached to the computer?

MR. DANNAHEY. [ think you are probably talking about Justin
Berry, whose case I am very familiar with, a tragic case. I think as of
right now, [ would caution parents to not allow those devices where you
can actually see the other person on the other end unless you have a
really good reason to. I know some of the teens told me they have
families in international countries and things like that but really, from
what I have seen of these webcam sites, it is just clearly an indication for
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abuse. When you do a web search on teen webcam sites, you will be
horrified by what is going on. Just like Justin Berry, there are probably
hundreds if not thousands of other teens out there seeing how you can
actually make money on these sites and doing unspeakable things with
these webcams. So [ don’t really see the need for most teens to have that
and I think they are a big potential for abuse.

MS. DEGETTE. Will the gentleman yield?

MR. BURGESS. 1 just want to follow through on one thing. We
require a package of cigarettes to have labeling on it. Should we require
similar labeling on video reproduction computer peripherals?

MR. DANNAHEY. I don’t know if that would do any good because
you have got parents who don’t read the manuals to the computer and the
cell phone so I don’t know. I think really our best bet is these education
programs, public service announcements to get the word out there to
parents of really what is going on out there. I don’t know if that would
do any good. But I think like Justin Berry’s story, parents in the
seminars that I do were just appalled by that. I bring that case up as well
as some similar ones, and they can’t fathom the 13-year-old being able to
do something like that.

MR. BURGESS. I wasn’t aware myself what came with the manuals.
I will be happy to yield.

MS. DEGETTE. [ was just going to say that the increasing use of
these cell phones is going to make it even worse because even if you take
the web cam out of your house, when these teens have the cell phones
that will make movies and transmit them simultaneously, then you are
going to have that same problem.

MR. DANNAHEY. Absolutely, and there have been some horrific
cases with those phone cams or whatever where the teens are generating
their own pornography out there, emailing them to boyfriends,
girlfriends, and then of course, those relationships don’t last forever and
you see plenty of sites out there, ex-girlfriend sites, ex-boyfriend sites,
and they are putting these photos online and are forever going to
victimize the teens.

MR. BURGESS. Reclaiming my time. I guess my understanding is,
Apple Computer has a built-in imaging device now which I guess is a
good idea. The gentlelady from Colorado also brought up--and I
apologize if I was out of the room when you answered. What about the
ability to take down a site or a picture once it has been inappropriately
placed on the Internet? Is there any way to erase those images?

MR. DANNAHEY. No, there is not. I mean, unfortunately, there is no
magic way of reaching out to the Internet. Early in the school year last
year [ had a 13-year-old girl take some just horrendous photos of herself
that would absolutely be classified as child porn, mails them to a
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boyfriend, and the boyfriend unfortunately shared his password and
somebody got in and stole the pictures and established a website with
these photos on it. She was horrified when she actually received a link to
her own pictures and her first question, how do I take these pictures
down. Well, we got the pictures off the website but how many people
downloaded those photos? I don’t know. I mean, she could be 25 years
old and someone might walk up to her with one of her images and say
this looks a lot like you. So that is a danger for teens. You cannot recall
a photo once it is out there, and the pedophiles trade that and if it is
homegrown-type photos, I mean, that is treated like gold. Anybody who
has her pictures could probably trade those for all kinds of photos
because they are of an actual real live 13-year-old girl.

MR. BURGESS. Thank you, Mr. Chairman. I will yield back.

MR. WHITFIELD. Detective, as you conclude here, I would like you
to just take a couple of minutes to relate to us the story about the young
girl who actually went to the Middle East to meet someone. [ don’t
remember those facts and I was wondering if you would convey them to
us.

MR. DANNAHEY. [ am not sure exactly what State she was from,
maybe out the Chicago way. She was a 16-year-old girl, by all accounts
a good student, somebody who her parents would trust. She did
communicate online with a person. I believe he is from the West Bank, a
25-year-old male, and somehow, as teens often do, she was able to
convince her parents that she needed a passport, concocting a story that
she was going to Canada with friends, got herself a passport, somehow
got airline tickets, was flying to meet this guy, and once law enforcement
apparently got into the computer and found out what was going on here,
they intercepted her in Jordan and fortunately talked her into going
home. Because I don’t know, at 16 in a foreign country like that, I don’t
know if you put it to her and she said no, I don’t know if you could
actually stop this girl. And the 25-year-old male was seen in the media
saying that he intends on marrying this girl and he intends on keeping
this relationship going. And obviously for law enforcement and parents,
it is just a scary situation where you may have our teens go to a country
who has no ability or necessity to follow U.S. laws and may not
cooperate with us. So you may have a teen in another country and
literally we can’t get them back.

MR. WHITFIELD. Are there any other questions for Detective
Dannahey?

MR. BURGESS. Mr. Chairman, if I could, I just wanted to point out
down in Dallas near my district, the Dallas County Child Advocacy
Center is putting on a program next month called A Walk in Their Shoes,
talking about these sorts of issues, and one of the sponsors is the
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MySpace folks. So there are some good things that are happening out
there and I certainly don’t want to leave the people watching this with
the impression that nothing good is happening. It is going to take a lot of
that kind of work, however, as you have so eloquently outlined, to get the
information out there and get it into the hands of parents who need it.

MR. WHITFIELD. Thank you very much for taking time to be with us
today. We appreciate your testimony and wish you the very best as you
continue your great job in this regard.

MR. DANNAHEY. Thank you, Mr. Chairman. [ appreciate the
invitation today.

MR. WHITFIELD. At this time, I would like to call the second panel,
and on the second panel, we have Mr. Chris Kelly, who is Vice President
of Corporate Development and Chief Privacy Officer of Facebook.com,
Palo Alto, California. We have Mr. Michael Angus, who is the
Executive VP and General Counsel, Fox Interactive Media,
MySpace.com, Beverly Hills, California, and we have Mr. John Hiler,
who is Chief Executive Officer of Xanga.com, New York, New York.

I don’t even have to go through my spiel anymore. Everybody
always knows. So if you all would raise your right hand.

[Witnesses sworn. |

MR. WHITFIELD. Thank you very much. You are now under oath,
and Mr. Kelly, we will recognize you first for your opening statement.
Do any of you want to be represented by legal counsel in your testimony
today? Okay. Mr. Kelly, you are recognized for 5 minutes for your
opening statement.

STATEMENTS OF CHRIS KELLY, VICE PRESIDENT,
CORPORATE DEVELOPMENT AND CHIEF PRIVACY
OFFICER, FACEBOOK.COM, INC.; MICHAEL ANGUS,
EXECUTIVE VICE PRESIDENT AND GENERAL COUNSEL,
FOX INTERACTIVE MEDIA, MYSPACE.COM; AND JOHN
HILER, CHIEF EXECUTIVE OFFICER, XANGA.COM, INC.

MR. KELLY. Thank you very much, Mr. Chairman, and we
appreciate the presence of Ranking Member Stupak and the rest of the
committee for this very important hearing on how to more effectively
protect kids online through social networking sites.

My name is Chris Kelly. 1 am the Chief Privacy Officer of
Facebook, a social utility that allows people to share information easily
within their real-world community, and that is a very important emphasis
point that will run throughout my testimony here today.

I joined Facebook last September as the first chief privacy officer in
the social networking industry to continue the work that our founder,
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Mark Zuckerburg, had put together in segmenting networks and
protecting different communities online. [ am creating the role at an
Internet for the fourth time. In my previous service as chief privacy
officer and a technology attorney, I have represented many clients in the
technology and media industries on privacy, security, safety, and
intellectual property issues. I was also part of the founding team and
served as a fellow at Harvard Law School’s Berkman Center for Internet
Society, a think tank focused on public policy issues of the digital age.

I am very happy to be here today to talk about social networking
sites generally but particularly about Facebook. By now a lot of you
have heard a lot of bad things about what goes on, so I want to talk first
about what good is going on and why these sites are so attractive to teens
and older teens, and we started as a college site and it has expanded into
high school, and then what is special about Facebook and especially our
approach to safety.

Facebook is about community. It is about providing an online way
for people to communicate with their friends and to meet new ones who
are part of their real-world community. It is about providing individuals
with avenues for self-expression and creativity and it is about providing
community members with easy ways to learn and share new ideas. This
is why it is so fun and popular with teens and college students, and now
also we validate based on work communities.

I will run through in great detail the four levels of protection that we
use to validate members onto our network, validate them into particular
communities, protect the viewing of profiles. You have heard a lot about
information being available on the open Internet. Facebook doesn’t
work that way. Membership on Facebook and the information on
Facebook is available to individuals in validated communities by default
and then later on by confirmed friends. So although founded only about
27 months ago by Mark Zuckerburg, our CEO and founder, in his dorm
room at Harvard, modeled after the paper Facebook that everybody gets
when they started college and as many Members of Congress get when
they start in Congress.

We now have 8 million registered users. We are the seventh-most
used website in America, according to comScore Networks, and we are
America’s most used photo site. There has been some suggestion that
one of the reasons that you haven’t heard about a lot of safety issues
around Facebook has been because it is not as popular, but the comScore
numbers tell a different story and I think it is because of the work that we
have done from the beginning to segment networks and to work very
hard at providing technological protections for our users that we haven’t
seen the type of safety incidents on Facebook that we have seen on many
other sites.
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So Facebook at its inception understood that communities must feel
safe in order to thrive. There is a radical difference between sites that
allow information to be posted to the open Internet and those which
segment it within different communities. So our founders placed user
privacy, security, and safety at the center of our mission and our
architecture. So let me tell you how we implement these safety
principles.

We implement our safety principles with four levels of user
protection. Initially when you try to get on a network, we require
validation where we can for high schools as well as colleges. We require
a dot.edu email address or a dot.org email address for a number of high
schools. I personally was a little bit surprised at the number of high
schools that actually issue email addresses to their students. Where that
is the case, a high school student cannot get on the Facebook site unless
they have an institution-issued email address from that high school.

Then there is a second level of protection. Once you get on the
network, you are segmented into a particular community, so for instance,
if you were to join a particular high school community, by default you
only have access to profile information to individuals within that
community. So if you are searching for friends, this has two effects.
One is, it limits the amount of information that one can reach, and two, it
means that there’s a built-in neighborhood watch program. We have a
report this user, report this link, report this photo on every page in
Facebook and our 20-person customer service staff can easily process
complaints about somebody who is not in the network. They can launch
an investigation and they often remove members who improperly get into
a service. So we also empower our members to make choices in what
they display on their site and to whom they display it.

We have very detailed privacy settings and choices and we also use
technological monitoring tools to look at possible indications of
antisocial behavior on the site. If somebody were to circumvent the two
levels of protection that we have already set up and get through to a third
and start to try to befriend too many people, try to reach out and get
rejected friend requests, that is one of the things that we measure. It
highlights a user account and allows us to investigate that. If the user is
improperly on the service, they are shut out completely, and this has a
real sanction because of the validated address in most cases because you
can’t just go and create another site with another email address. It is
very difficult to get in.

So finally, we have this safety net with the humans and with our 20-
person customer service staff that responds to the complaints as they
come through that addresses possible violations on the site and looks at
that, and then ultimately myself, our general counsel and two other
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attorneys we have on staff interact with law enforcement if it ever gets to
that, which it rarely does.

So as a result of these very important privacy, security, and safety
features, we have very rarely encountered the same unfortunate problems
that you have seen from most other social networking sites. We
recognize, which is why we built the system this way, that there are bad
actors out there, that they want to get into sites that have kids on them.
Just like in the real world, you have to protect your communities in an
effective fashion. So we vigorously sought to build these safety features
into our product. We have also engaged in support of the educational
and law enforcement efforts of the Federal Trade Commission, the
National Association of Attorneys General, local law enforcement, non-
governmental agencies like the National Center for Missing and
Exploited Children and WiredSafety.org, and parents everywhere. We
think that there are multiple levels of defense that all need to be deployed
to protect kids online. We support the efforts of everyone in the social
networking industry to take safety seriously and to upgrade our practices
to make the world safer and more secure for the members of all these
sites. So we think that competition to provide safety on these sites is a
good thing for the industry and for the kids of America.

So for these reasons, Facebook, we commend this committee for
holding these hearings. We are very excited to engage with you in this
practice. We welcome the opportunity to continue to serve as a resource
for you and would like to leave myself open for questions.

[The prepared statement of Chris Kelly follows:]

PREPARED STATEMENT OF CHRIS KELLY, VICE PRESIDENT, CORPORATE DEVELOPMENT AND
CHIEF PRIVACY OFFICER, FACEBOOK.COM, INC.

Thank you Chairman Whitfield and members of the Subcommittee for this
opportunity to be with you and explain how Facebook uses technology and policy to
protect people on our network.

My name is Chris Kelly, and I serve as Chief Privacy Officer of Facebook, a social
utility that allows people to share information with their real world communities. I am
very happy to be here today to explain how the two core ideas of social interaction and
privacy guide everything that we do, and help protect people on our network. As we say
in our basic statement of principles on the site, people want to share information with
their friends and those around them, but they don’t necessarily want to share personal
information with the entire world.

I joined Facebook last September as the first Chief Privacy Officer in the social
networking space, and am creating the role at an Internet company for the fourth time. In
my previous service as a Chief Privacy Officer and technology attorney I have
represented many clients in the technology and media industries on privacy, security,
safety, and intellectual property issues. I was also part of the founding team and served
as a Fellow at Harvard Law School’s Berkman Center for Internet and Society, a leading
think tank focused on public policy issues of the digital age.
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In February of 2004, our CEO and Founder Mark Zuckerberg launched the first
version of Facebook from his college dorm room. Now, Facebook is the seventh busiest
site overall and runs the busiest photo site in the United States, according to independent
service ComScore Networks. We have more than 8 million registered members for
whom Facebook has become a core part of how they interact within their communities.
Starting with our college communities, we have since expanded to offer school-focused
interactions for high-school students, and more recently have followed our graduating
students into the work world.

Privacy, security, and safety have been at the forefront of our concerns since the
founding of the site. There is one overarching way that Facebook differs from nearly all
other social networking sites — profile information is not generally available to the
outside world. It is only available to Facebook members inside their individual, validated
networks or through confirmed friends. We want to give people extensive power over
their ability to share information, and the ability to limit who has access to it.

Of course, no protection mechanism is perfect. But the mere fact that Facebook
does not make information available by default to anyone with access to the Internet,
combined with the other prudent measures we have taken to focus information sharing on
real-world communities, has made a radical difference in the privacy, security, and safety
of the Facebook experience.

Following this major differentiator from most sites, we have set up four levels of
protection for our members that I would like to outline for you today.

First, we require validation in order to get on the site in the first place. For college
students, and those high schools where it is possible, membership in the school
community is proven through a valid email associated with that college or school. Where
high schools do not offer students email addresses, we have instituted an invitation-based
system that is designed to limit even initial access to that school network.

Second, we segment information access within networks based on real-world
communities. Being a member of Facebook does not give you access to the profiles of
all people on Facebook. You are only allowed to access the profiles of other members at
your college, high school, work, or (with explicit user choice) geographic network, and
have power to add confirmed friends in other networks. This has two positive effects.
First, users are gaining more information about those around them in the real world,
which has pro-social effects on campuses around the country. Second, there is a built-in
neighborhood watch program, especially with respect to high schools, where abuse of the
system can be easily identified and addressed.

Third, we put power in our users’ hands to make choices about how they reveal
information. 1 have mentioned already the ability to confirm friends from other
networks, and the “My Privacy” tab on every navigation bar throughout the site allows
users to make detailed choices about who can see particular pieces of information about
them, including their contact information and photos.

Finally, we have a safety net of protection through both technological tools we
deploy to detect misuse of the site and human capital dedicated to potential problems --
our 20 person and growing customer service staff, headed by a seasoned veteran and
backed up by myself and two other attorneys. Most of our customer service
representatives are recent graduates of outstanding colleges, and dedicated Facebook
users, so they know the system inside and out. On those rare occasions where someone
has attempted to misuse our network, we engage rapidly with the relevant authorities.
Because the system is built for accountability with its email validation requirement and
segmentation of communities, misuse is both deterred and generally detected quickly.
We quickly launch an internal investigation and step in where we receive reports of the
misuse of Facebook in any way.

Overall, the fact that information posted on Facebook is not generally available has
made Facebook a different experience for our users, and one they clearly enjoy as
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reflected in their frequent visits. Our intuition about the importance of tying access to
information based on the networks where people already exist in real life has been shown
to have huge effect in both deterring and exposing misuse. By focusing on real-world
networks as the touchstone for access, we provide both a built-in reflection of people’s
expectations about who will know information about them, and restrictions that make
access difficult for those who might have harmful intentions.

Facebook is proud to have led the way in giving people control over sharing
information online. Thank you again for the opportunity to comment before the
committee, and I look forward to your questions.

MR. WHITFIELD. Thank you very much, and Mr. Angus, you are
recognized for a 5-minute opening statement.

MR. ANGUS. Thank you, Mr. Chairman, Ranking Member Stupak,
members of the subcommittee. My name is Michael Angus. 1 am the
General Counsel of Fox Interactive Media, parent company of MySpace.

I want to thank you for inviting us today to address concerns about
Internet safety and to discuss how we can collectively protect younger
users on the Internet.

Safety and security have been a priority for MySpace prior to the
acquisition by Fox and continue to remain a top priority at the highest
levels of our company. We take seriously our responsibility to provide a
safe and well-lit space for our community, not only because it is the right
thing to do but because it also makes good business sense. It is what our
community and our advertisers demand.

Our members want a safe space within which they can freely connect
with one another, express themselves, share viewpoints, and explore
culture. MySpace is a community much like the offline world. The best
defense against those who would do us harm is to better understand the
potential dangers and protect yourself as much as possible. If everyone
applies real-world safety lessons online, whether on MySpace or
elsewhere, the Internet really becomes a much safer place for all. When
a crime does occur online, we need to ensure that we arm law
enforcement with the appropriate knowledge, resources, and laws to
identify, prosecute and bring these criminals to justice.

We first approach online safety by employing technologies that help
protect teens from potential harm and inappropriate content and provide
all members with tools they need to protect themselves. This is by no
means an exhaustive list but here are some examples.

Profiles of users who are 14 and 15 are automatically set to private.
We also now require that all users over the age of 18 must either know
the email address or the first and last name of a member who is 14 or 15
to invite that member to become their friend. We have also recently
implemented the privacy setting that is the default for 14- and 15-year-
olds for all of our users. That allows our users to control the access and
scope of their community.
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MySpace reviews over 3 million images uploaded daily for content
that violates our terms of use and we immediately remove any images
that violate these terms. We also provide a link with each hosted image
to allow users to report inappropriate content.

We recently developed and implemented proprietary technology to
screen images on MySpace to assist us in quickly eradicating images that
do not meet our standards. We also now provide a direct link to the
cyber tip line to allow users to report incidents of child exploitation
directly to the National Center. In addition, each page of our site
contains a link to allow users to report inappropriate content and any
other abuses that may occur on the site.

We are instituting new technologies that prevent users under the age
of 18 from seeing advertising that is inappropriate for their age group.
We have identified certain discussion groups that may contain material
that is inappropriate for those under 18. Users under the age of 18 or
who are not logged in cannot see or join these groups.

In addition to providing safety features and tools, education of users,
parents and educators is a significant component of our efforts to foster a
safer Internet. We believe that one of the best things that we can do for
users is to teach them to protect themselves online just as they would in
the real world and we are seeking help from parents, teachers, and others
to help communicate this message. We include a link to clear common-
sense safety tips on every page within our website. These tips are a must
read as part of the registration process for every user under 18. We
include a separate set of safety tips for parents and we emphasize that the
most important thing that parents can do is to engage in a dialogue with
their teens about Internet usage and we provide links to sites that help
them do this. We also provide parents with step-by-step instructions on
how to remove their teen’s profile and include links to free software that
enables them to limit access to the Internet including blocking MySpace
entirely.

Finally, we view Internet safety as a collective priority and universal
responsibility for all of us involved in the Internet--businesses,
government, law enforcement, and users. We are constantly reaching out
to those with expertise in the areas of child protection and Internet safety.
Just last week as part of our effort to better educate ourselves on online
safety, we participated in the National Center’s dialogue on social
networking to continue to explore ways to make the Internet safer for
younger users through technology and education. In addition, we have a
history of cooperation with law enforcement throughout the country and
are frequently praised for our assistance. We have created a dedicated
hotline staffed 24/7, and as the detective indicated, we have a law
enforcement guide that has been widely disseminated to educate law
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enforcement about MySpace and to instruct them how to process
subpoena and information requests.

To continue to strengthen our existing partnerships and build new
ones, we recently hired Hamu Niggam, our Chief Security Officer. Mr.
Niggam has 16 years of safety and security experience including his
work as a former Federal prosecutor specializing in crimes against
children. He spent the last two days with 48 of the 50 Attorneys General
at the annual NAG conference and focused on technology to make the
Internet safer. We invited them to meet with us and our technical experts
in the next 2 weeks to explore ways to implement viable age certification
and we are currently coordinating schedules for that meeting.

In collaboration with the National Center and the Ad Council, we
have engaged in the largest ever public service announcement campaign
on Internet safety. These PSAs are featured repeatedly across all Fox
properties, and I would like to show you a few of those PSAs right now.

[Video]

Mr. Chairman, members of the committee, thank you for your time
and I look forward to answering any of your questions.

[The prepared statement of Michael Angus follows:]

PREPARED STATEMENT OF MICHAEL ANGUS, EXECUTIVE VICE PRESIDENT AND GENERAL
COUNSEL, FOX INTERACTIVE MEDIA, MYSPACE.COM

Mr. Chairman, Ranking Member Stupak and Members of the Committee, my name is
Michael Angus and I am the general counsel of Fox Interactive Media, the parent
company of MySpace. I want to thank you for inviting us here today to address concerns
about Internet safety and to discuss how we can collectively protect younger users on the
Internet.

Safety and security have been a priority for MySpace prior to the acquisition by Fox, and
continue to remain a top priority at the highest levels of the company. We take seriously
our responsibility to provide a safe and well-lit space for our members not only because it
is the right thing to do, but because it also makes good business sense -- it is what our
community and advertisers demand.

Our members want a safe space within which they can freely connect with one another,
express themselves, share viewpoints, and explore culture. In that sense, as in many
others, MySpace is a community much like the offline world. The best defense against
those who would do us harm — whether on the Internet or in any public place — is to better
understand the potential dangers and take active measures to protect yourself. If every
person applies time-tested offline safety lessons to their online experiences, whether on
MySpace or elsewhere, the Internet really becomes a much safer place for all. However,
just as with any community, when a crime occurs online, we need to ensure that we arm
law enforcement with the appropriate tools, knowledge, resources and consistent laws to
identify, prosecute, and bring these criminals to justice.

As we have grown from a small site with a thousand users to now tens of millions, the
challenges to meet safety concerns have grown. We are fully committed to meeting them
head-on, and we continue to pursue a multi-pronged approach to Internet safety which
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includes providing safety technologies, partnering with education and safety advocacy
experts, and supporting law enforcement in their investigations.

Online Safety Features:

Safety online begins with safety features and safety tools for all of our users. We
approach this challenge by employing safety technologies that help protect teens from
potential harm and inappropriate content and provide all members with tools they need to
help protect themselves.

We employ safety features specifically for younger teen users to help provide them with a
safer environment. We have always set younger teen users’ profiles to “private” by
default, meaning that no one can view their profiles unless the younger teen user grants
permission or overrides the default privacy setting. If that setting is overridden, the user
will be presented with the safety tips yet again and will be required to confirm that they
wish to change the profile from “private.” And even if that default setting is changed, the
profile is still only viewable by users under 18 and the “friends” of the user.

Just last week, we implemented additional safety features to help protect our younger
teen users. In addition to our current features, we now require that all users over 18 must
know either the email address or first and last name of the member in order to connect to
a user who is 14 or 15. We will continue to identify further methods to provide a safer
environment for our younger teen users.

Also, we continue to expand the safety tools we provide for all of our members. We
now allow members of any age to set their profiles to private, allowing only friends
within their private network to view their profile, such as information about personal
interests and friends. Of course, we still recommend to users that, regardless of their
privacy settings, they not post particular personal information that would help someone
with bad motives to find them in the offline world. Just as you would not hand out your
address or phone number to a group of strangers, we remind all users that information
they make available over the Internet is broadly accessible.

We employ state-of-the-art technology to help protect our community and we are
constantly seeking, testing, and implementing new safety products. We recently
developed proprietary technology to screen images on MySpace to ensure that we are
quickly eradicating images that do not meet our community standards. In addition,
MySpace is providing further protections by instituting new technologies that prevent
users under the age of 18 from seeing advertising that is inappropriate for their age group.

As safety technologies for the online space improve, we continue to explore further safety
enhancements for our site to help protect members from inappropriate content and to
provide members with the tools needed to protect themselves. Age verification, which at
this stage is a form of identity verification, is one proposal that has been suggested to
prevent predators from connecting with unsuspecting teens. We have met with numerous
companies in search of a technology solution that would provide effective age
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verification. While we have not found an effective solution to date, we continue to
evaluate all available age verification technologies, as well as other technology
approaches that will help to protect younger users.

Our users have helped us a great deal by reporting content that violates our policies.
Partnering with the National Center for Missing and Exploited Children, we now provide
a direct link to the CyberTipLine, which allows users to directly report images they
suspect might be related in any way to child exploitation directly to the National Center,
which then contacts the appropriate law enforcement agency to investigate.

Education of Members, Parents and Educators:

In addition to providing safety features and tools, educating users, parents, educators and
school administrators about safe Internet usage is also a significant component of our
efforts to foster a safer Internet. Our partners in safety have worked with us to provide
education tools for all these audiences. We believe that one of the best things that we can
do for users is to teach them to protect themselves online just as they would in the real
world. And we are seeking help from parents, teachers and others to help communicate
this message. We include a link to clear, common-sense safety tips on every page within
our website. These tips are a must-read as part of the registration process for every user
under 18, and we have separately communicated these tips to each user under 18 as a
message in their Inbox. In addition, we include a separate set of safety tips for parents.
We emphasize that the most important thing that parents can do is to engage in a dialogue
with their teens about Internet usage, and we provide links to sites that help them do this.
Also, we provide parents with step-by-step instructions on how to remove their teen’s
profile and include links to free software that enables them to limit access to the Internet,
including blocking MySpace.

Additionally, we have created a Parents’ Guide to further educate parents about safe
Internet usage and how to talk to their teens about safe Internet usage, which will be
distributed before the beginning of the coming school year. We are also in the process,
working with major educational organizations, of creating an Educators’ Guide and
curriculum development tools to provide educators and school administrators with the
tools to teach smart and safe web practices.

Partnerships with Safety Experts, Government and Law Enforcement:

Finally, we view Internet safety as a collective priority and universal responsibility for all
of us involved in the Internet — businesses, government, law enforcement and users. The
Internet has become a powerful, global means of distributing information and
communicating. The issues we face as a social networking site are not new, but they
have become more focused and concentrated, if for no other reasons than the advent of
broadband and increased usage of the Internet as a communications tool. Because of the
importance of these issues and the many different viewpoints on Internet safety and
security, we have sought input from and forged relationships with a variety of groups to



221

address safety issues collectively. We believe that this will result in a safer Internet for
everyone.

From our early relationship with Wired Safety to our close partnership with the National
Center for Missing and Exploited Children (NCMEC), we are reaching out to those with
expertise in areas of child protection and Internet safety. In collaboration with the
NCMEC and the Ad Council, News Corporation ( the parent company of Fox Interactive
Media) and MySpace have engaged in the largest-ever Public Service Announcement
(PSA) campaign on Internet safety. These PSAs are featured repeatedly across all Fox
properties, including online, radio, print, network and cable channels. These PSAs can be
viewed at: http://www.adcouncil.org/default.aspx?id=56.

Just last week, as part of our effort to better educate ourselves on online safety we
participated in NCMEC’s Dialogue on Social Networking. This was an effort by
NCMEC to bring together safety experts to discuss the concerns associated with social
networking sites and what steps could be taken to address Internet safety. We look at this
event as a major step in our ongoing dialogue with experts to help guide us as we work
through these important safety issues, implement more safety features, and engage in
broader educational efforts.

In addition, we have a history of cooperation with law enforcement agencies throughout
the country and are frequently praised for our assistance and cooperation. To assist law
enforcement in their investigations, we have created a dedicated hotline that is staffed
24/7 and a Law Enforcement Guide that has been widely disseminated to educate law
enforcement about MySpace and to instruct them on how to process subpoena and
information requests relating to MySpace.

As you probably know, we have been in contact with numerous State Attorneys General
and have been working with them to address safety concerns inherent in the Internet and
in social networking. Many of our recent changes are the product of discussions with
them as well as with this Subcommittee.

To continue to strengthen our existing partnerships and to build new ones, we recently
hired Hemanshu Nigam as our Chief Security Officer. Mr. Nigam has sixteen years of
safety and security experience, including his work as a former Federal prosecutor who
specialized in crimes against children. He is currently presenting at the annual meeting of
the National Association of Attorneys General to continue our ongoing safety dialogue.

Good Things:

Finally, I would like to take a moment to talk about the good that comes from social
networking sites like MySpace. While our members are certainly connecting over new
music, films, comedies, and other popular culture, they are also working to make the
world a better place.
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MySpace has nearly 18,000 groups dedicated to Government and Politics, more than
11,000 groups devoted to Non-Profit and Philanthropic activities, and 67,000 groups
focused on Religion and Beliefs.

In the Chairman’s and Congressman Burgess’ home state of Texas, a doctor created
Operation Helmet which is sending equipment upgrade Kkits to troops in Iraq and
Afghanistan to provide additional protection to our troops on the front lines. Operation
Helmet is spreading the word and raising money through their more than one thousand
friends on MySpace, and has even received praise from Secretary of Defense Donald
Rumsfeld.

In Congressman Pickering’s home state of Mississippi, MySpace members were
instrumental in lining up temporary guest housing for evacuees after Hurricane Katrina,
and we are currently donating promotional support to a 501(c)3 that is rebuilding a Boys’
and Girls” Club in Gulfport.

In Congressman Waxman’s home state of California, the Surfrider Foundation is using
MySpace to build a network of friends committed to keeping our oceans and beaches
clean and safe.

Even candidates for Congress are using MySpace to educate voters about the issues,
register constituents to vote, and ensure they have a way to get to the polls on Election
Day.

All over the country, we are seeing good works happening through MySpace and through
its users.

Mr. Chairman, I fully appreciate that we need to address the safety challenges posed by
the Internet, and I look forward to answering your questions on that subject. Keeping the
Internet safe is a top priority for us as well as a shared responsibility for all of us. That is
why we are creating lasting partnerships with leading child safety organizations, law
enforcement, and government agencies. It is why we are working hard to educate our
members, parents and educators. And, it is why we are actively engaged in protecting our
younger members through our policies and technology tools. The same rules that we as
parents teach our teens about how to be safe in the real world must be applied online. I
look forward to answering any questions that you or Members of the Committee may
have.

Thank you.
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About MySpace

MySpace is a Social Networking community where users connect around
shared interests — whether those interests are music, movies, religion,
politics, or other popular culture. MySpace has developed and integrated
features including: blogs, user profiles, music, games, affinity groups,
forums, Instant Messaging, mail, film, and classifieds that facilitate this
social interaction. Although most of these features can be found on other
large portals, it is the tight and seamless integration of these tools that have
lead to MySpace’s dramatic growth.

MySpace users find old friends, plan their social lives, discover
new music, promote charities, civic causes, and express themselves creatively
on their MySpace pages. MySpace is a new communication mechanism for
the Internet generation much like email, instant messaging, or mobile
devices. It is also one of the fastest growing forms of entertainment on the
web or elsewhere. Following are some key facts about MySpace:

¢ Over 85 million members
e 250,000 new registered users per day

¢ #2ranked site on the Internet in terms of page views (comScore Media
Metrix)

* 78% of the users on the site are 18 years of age or older (comScore
Media Metrix)

¢ MySpace music includes more than 1mm bands who have created
music profiles and uploaded music

* MySpace has also recently launched an independent Film Maker
Community that allows aspiring filmmakers to upload their short films
to be seen and discovered by millions of people in an environment that
previously didn’t exist
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Chief Safety and Security Officer

Fox Interactive Media (MySpace’s parent company) recently
hired Hemashu Nigam as Chief Security Officer. Mr. Nigam formerly led
child safe computing at the Microsoft Corporation. Prior to that, he was a
trial attorney in the United States Department of Justice, Criminal Division,
specializing in child pornography, child predator, and child online protection
issues. Mr. Nigam oversees the initiatives described below.

MySpace’s Content Policy

MySpace’s current procedures include providing a link to: (1) the
Terms of Use, (2) the Privacy Policy, (3) Safety Tips, and (4) a link to
“Contact My Space,” which presents an easy way for users to report “abuse”
on the site including “underage users” and “inappropriate content.” The
MySpace Photo Policy, which is available via a link from the photo upload
section, prohibits posting photos that contain “nudity, pornography and
sexually explicit images.” MySpace removes from the site any member
photos it discovers that violate the Terms of Use or the Photo policy, and
provides a link for users to report offending photos. MySpace is diligent in
reviewing its site for inappropriate content, reviewing each image and photo
that is uploaded to the MySpace server on a daily basis for compliance with
the Terms of Use and Photo Policy. In addition, we rely on our users to tell
us about content that violates these policies. At the bottom of each profile
page there is a link to “Report Inappropriate Content,” as well as “Contact
MySpace” links throughout the site, where users can report any profile or
other area of the site, respectively, with questionable content. MySpace
personnel investigate any reported profile, and if an image on the website
violates the Terms of Use, the Photo Policy or is otherwise deemed
inappropriate, the image and possibly the entire profile will be deleted. The
MySpace staff will, as warranted by the circumstances, additionally
investigate the user’s friends to look for patterns of violations and more
inappropriate content.

The majority of inappropriate images on MySpace is not hosted
by MySpace, but rather are linked images. MySpace is committed to working
with the two largest photo hosting sites to set joint standards for appropriate
materials on the MySpace site and has accelerated its discussions with these
sites. If these photo hosting services do not meet these standards, MySpace
is prepared to terminate their access to MySpace. MySpace is also
investigating software that enhances its ability to monitor pornography that
is served into the site by third parties.

There may be MySpace “groups” that engage in adult
discussions that are appropriate for adults but not for minors. MySpace has
designated these groups as “adult only.” These groups would not be listed on
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the Groups List available on MySpace, and non-registrants and registered
users under 18 would not be able to access or join adult-only groups.

If MySpace discovers any child pornography, it promptly reports
it to federal law enforcement. MySpace will lock the profile so that the user
will be unable to make any changes or even access the profile. MySpace
submits the images and information to law enforcement so that the
authorities can identify the profile on the MySpace system through a special
login on the CyberTipline at the National Center for Missing and Exploited
Children.

MySpace also now allows its users to link directly to the

CyberTipline and report any incidents of child exploitation directly to the
National Center for Missing and Exploited Children.

How MySpace Works with Law Enforcement

MySpace is constantly engaged with local police and
investigators regarding user safety. MySpace has been praised for its
cooperation with local, state and federal law enforcement agencies. Since its
creation, MySpace has met with law enforcement officials throughout the
country to solicit their viewpoints on how MySpace can enhance its
cooperation with law enforcement and increase user security. MySpace has
created streamlined procedures for law enforcement to submit subpoenas and
other legal process to MySpace to obtain critical data that can be used to find
and prosecute criminals. MySpace currently has a Law Enforcement Guide
that instructs law enforcement agencies how to work with MySpace
regarding subpoenas and requests for information, which has been broadly
distributed to law enforcement groups around the country. MySpace is also
creating a curriculum for law enforcement to track suspicious behavior on the
Internet, and educate the public.

Identifying Underage members

MySpace is very concerned about underage users on the site.
The registration page requires prospective members to enter their exact birth
date, and individuals who enter a date that does not meet the requisite age
(14 or older) are not permitted to register. Once a user enters an underage
date, MySpace places a session cookie on their computer to prevent another
registration attempt during the same browser session, i.e. preventing “back-
buttoning.”

If an individual is underage but enters a false birth date and is
able to register for the website, there are still mechanisms in place to
discover such underage users. MySpace has developed a search methodology
to seek out such individuals, using over 1,000 search terms to alert the staff
to a possible underage user on the site. The site is continually scanned for
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such terms, and the database of search terms is constantly updated to reflect
changes in user behavior and terminology. All profiles that are identified by
these scans as potentially belonging to an underage user are then
individually reviewed by MySpace personnel. In addition, the MySpace
customer support team reviews profiles on the site to identify possible
underage users that have been reported by MySpace members and parents to
MySpace. Whenever an underage user is discovered, the profile is promptly
deleted. Over 2,000 underage users are deleted each day as a result of the
MySpace scanning process, and a comparable number are deleted daily based
on reports from parents and other MySpace users.

Protecting Our Younger Members

In the event a registered user is between fourteen and eighteen
years old, MySpace maintains extra safety mechanisms to protect them.
MySpace has created a special set of “Safety Tips” for younger members that
highlights the most important lessons for Internet safety (they shouldn’t post
anything they wouldn’t want the world to know; they should exercise caution
when communicating with people they don’t know; and they should avoid
meeting strangers off line but, if they must, they should bring a friend or
trusted adult). These tips appear on the MySpace registration page for any
user who indicates he/she is under 18, and anyone under 18 must actually
indicate that they’ve read these tips before they can register. The tips have
also been posted in the “mail” area for existing members of MySpace who are
under 18. In addition, MySpace will communicate safety tips and reminders
periodically to under-18 users.

Profiles of users who are 14 and 15 are automatically set to be
private. This means that only the user’s “friends” (that is, individuals that
the user has affirmatively chosen to add to his or her “friends” list) will be
able to view the profile. Additionally, only the user’s friends will be able to
send email messages or IM messages to the user, or add the user to a blog
list. If a user chooses to override this setting, the user will see specific safety
tips about the disclosure of personally identifiable information and will be
required to confirm changing this setting. Even if the default privacy setting
is overridden, the profile is only viewable by the user’s friends other users
under 18. These privacy features are intended to prevent members who are
18 years of age or over from viewing a profile or sending an unsolicited
message to users who are under 16.
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Education of members, parents and educators

MySpace has recently revised its Safety Tips for parents and
users to make them more clear and concise. Links to these Tips appear at
the bottom of every page of the site. The Safety Tips for users provide
guidelines on how to use MySpace safely. Tips for parents are designed to
educate the parents about the site and how to help their children to make
safe decisions about using online communities. It also encourages parents to
talk to their kids about how they communicate with others and represent
themselves on MySpace. Additionally, it provides parents with step-by-step
instructions to remove their child’s profile and links to free software to enable
parents to monitor or block their child’s use of the Internet, including
blocking MySpace.

MySpace is creating a curriculum for PTAs, schools, church or
civic groups, and local organizations to educate teens and families on Internet
safety.

Education Partnerships
MySpace is planning a series of outreach programs to emphasize

online safety in the age of social networking. MySpace exploring outreach
programs individually and hopefully in conjunction with other online
community sites.

® News Corporation and MySpace have engaged in the largest Public
Service Announcement (PSA) campaigns on Internet safety with the
National Center for Missing and Exploited Children (NCMECQ).

¢ MySpace is developing a School Administrators Guide to provide
educators with information about how to work with MySpace, and
MySpace has met with many educational organizations to seek their
input.

* MySpace is developing celebrity-based multimedia PSA campaigns on
Internet safety via multiple media outlets in addition to online PSAs.

* MySpace is exploring partnerships to develop materials for teachers
and law enforcement to perform safety education in schools.

e MpySpace is exploring a forum to educate parents, give them a voice
and connect them around the issue of internet safety.
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¢ MySpace is working with the NCMEC to streamline reporting
procedures for child pornography and other child safety issues, to set
standards for communication between social websites and NCMEC
and share knowledge among and between participants in the industry
and the relevant organizations.
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MYSPACE NAMES HEMANSHU NIGAM CHIEF SECURITY OFFICER

Nigam to Oversee All Safety, Education, Privacy and Law Enforcement
Programs for MySpace and other Fox Interactive Media Properties

SANTA MONICA, April 11, 2006 - Fox Interactive Media (FIM), parent of MySpace.com, has
Finans sl appointed industry veteran Hemanshu (Hemu) Nigam to oversee safety, education and privacy

and law 1t affairs for P as well as the growing network of FIM properties.
N\gam who currently serves as Director of Consumer Security Outreach & Child Safe Computing at
the Microsoft Corporation, brings more than 15 years of experience in online safety for private
industry and law enforcement, including serving as a Federal prosecutor against Internet child
exploitation for the US Department of Justice, an advisor to a Congressional commission on online
child safety, and an advisor to the White House on cyberstalking. Nigam's appointment is effective
May 1, 2006,

“Hemu is a proven leader in online safety and security. We are fortunate to have him join MySpace,
help us educate the public and protect our members' safety and privacy,” said Chris DeWolfe, CEO of
MySpace. “MySpace has always been committed to an industry leading role in internet safety and will
continue to partner with all stakeholders including parents, educators, faw enforcement and safety
groups.”

“Fox Interactive Media and its network of properties will greatly benefit from Hemu’s experience,
stature among law enforcement and private industry leaders, and strategic vision,” said Ross
Levinsohn, President of Fox interactive Media. “We look forward to workmg with Hemu as we
continue in our i to provide a ip role in ping industry standards that
safeguard our growing community of members.”

Nigam'’s role at Microsoft has been to lead the team within Microsoft's Security Technology Unit
responsible for driving consumer security outreach and child safe computing strategies. Nigam
oversees outreach and partnership d with g 1t agencies and

organizations (NGOs) involved in online consumer safety and security. He led the cross-company
child safety initiative launched to build a holistic approach to child safe computing throughout
Microsoft products, services and programs. Nigam also served as a spokesperson on virus, hacking
and spam enforcement outreach, and on child oniine protection and law enforcement outreach.

Prior to joining Microsoft, Nigam served as vice pi of ide Internet at the
Motion Picture Association of America. There he built and oversaw the global strategy to combat
online motion picture piracy for the seven major Hollywood studios.

in his pnor role, he was a trial anomey in the United States Department of Justice, Criminal Division,
in gton, D.C. where he in child phy, chitd predator and child trafficking
and computer crime cases nationwide. Nigam also served on the Vice President's Committee on
CyberStalking and was a legal advisor to the COPA Commission (created by the Child Online
Protection Act, the 1998 piece of legi: ing children’s safety online, to advise
Congress). He was also the law enforcement liaison to ISPs and filtering technology companies on
child online protection issues.

The appoi 1t demonstrates A ’s ongoing commitment to protecting the safety of its more
than 88 million members. Since the inception of the site, the company has devoted extensive
resources towards these important issues and has created a deep arsenal of programs and services
deployed on the site to maintain the security of its members including:

* Limiting use of the site to members who are at least 14 years of age and providing special
protections to members who are under 16 so their personal information cannot be accessed by
persons they do not know.

* Requiring all new members under 18 years of age 1o revtew safety tips prior to registration.

* Deleting profiles of under-age Since the i of the site, the y has deleted

pi

http://www newscorp.com/news/news_291.html 6/26/2006
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more than 250,000 underage profites.

* Reviewing every image hosted directly to the site — more than 2 million every day.

* Members often link to images hosted on other sites from their MySpace pages and MySpace is
working with the largest image hosting companies on the web to ensure that these companies are
montitoring the photos and adhering to MySpace's policies.

* Limiting access to certain discussion groups with adult themes to members 18 years of age and
over.

* Providing parents links to free filtering software to guide their child's Internet activities and access.
» Providing mechanisms, including links next ta every phato hosted on the site, so members can
report inappropriate content to MySpace.

» Working with hundreds of law enforcement agencies at the federal, state, and local levels to address
potential issues quickly and effectively.

» Offering revised safety information and tips from every page of the website for both users and
parents.

* Partnering with the National Center for Missing and Exploited Children and the Advertising Council,
as announced recently, to promote online safety through a series of national public service
advertisements ~ the largest single campaign ever run on behalf of the National Center for Missing
and Exploited Children.

About MySpace.com
MySpace is the premier lifestyle portal for connecting with friends and discovering popular culture. By
integrating web profiles, blogs, instant e-mail, music ing, music videos, phato
galleries, classified listings, events, groups, college communities and member forums, MySpace has
created a connected community. As the second ranked web domain in terms of page views*,
MySpace.com is the most widely-used and highly regarded site of its kind. With more than 70 million
ySp: is i to providing the highest quality member experience and will
continue to innovate with new features that allow its members to express their creativity and share
their lives, both online and off.

* Among the top 2000 domains. comScore Media Metrix, March 2006. For more information on
comScore Networks, please go to http://www.comscore.com.

About Fox Interactive Media
With the third largest reach of any Internet company, Fox Interactive Media (FIM) is building an
integrated network of sites that offer its mare than 70 mitlion worldwide members sociafly rich media

i centered on er i news, ir ion and self-expression. The pany’s
network includes assets from News Corp. divisions, including the highly trafficked Foxsports.com,
Americanidol.com and Fox.com. FIM also owns and operates such category leaders as MySpace, the
number one social networking site on the Web; IGN, a leading gaming and entertainment site;
$Scout.com, a dynamic collegiate and pro sports network of property; AskMen, a leading men’s
lifestyle site, and Rotten Tomatoes, the premier destination for movie-goers, among others.

##H#

Contacts:

Matthew Grossman for MySpace.com
matthew.grossman @edelman.com
(323) 202-1061

Julie Henderson for Fox Interactive Media
Julie.henderson @fox.com
(310) 863-7141

© 2006 News Corporation  Legal Disclaimer | Privacy Policy | Site Map

http://www.newscorp.com/news/news_291 html 6/26/2006
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National Center for Missing and Exploited Children, The Ad Council and MySpace Partner to
Promote Online Safety

April 10, 2006

Public Service Advertisements to Run On News Corporation’s
Outlets Including Television, The Internet, and Newspapers

Los Angeles, CA, - April 10 2006 - The National Center for Missing & Exploited Children® (NCMEC), the
Advertising Council and News Corporation, parent company of Fox Interactive Media and MySpace,
announced today a joint effort to promote online safety through the deployment of a series of national
pubiic service advertisements (PSAs). The PSAs, part of an ongoing Ad Council campaign, will begin
running today through News Corporation’s broad network of distribution channels, and are designed to
raise awareness about Internet safety and education.

The campaign is part of an ongoing, industry-wide effort led by MySpace, Fox Interactive Media and
News Corporation to work with leading advocacy organizations to develop safety curriculum and educate
the public on online safety.

“Fox Interactive Media now has the third largest reach of any Internet company and from the top down,
News Corp is committed to making the Internet as safe as possible. We're delighted to be working with
the National Center for Missing & Exploited Children and the Ad Council on this important awareness
initiative,” said Peter Chernin, President and Chief Operating Officer of News Corporation. “We will be
leveraging the full power of News Corp’s broad distribution channels to get their message out and remain
deeply committed to promoting online safety.”

“We know the Internet holds tremendous potential for our nation’s youth,” said Ernie Allen, President and
CEOQ of NCMEC. “We are pleased to be partnering with News Corp and MySpace to extend the reach of
our ad campaign so that we can educate additional parents, guardians, and teens about how to prevent
online victimization so our children may have safer experiences online.”

“We are grateful to News Corporation for their generous commitment of donated advertising time and
space to this important campaign. Their support in media frequented by our target audience will go a
long way to getting this important message out to teens and their parents,” said Peggy Conlon, President
and CEO of the Advertising Council.

“Since its inception MySpace has worked with law enforcement to aid in the protection of teens and help
find runaways,” said Chris DeWolfe, CEO of MySpace. “So, this partnership makes a lot of sense on many
levels given NCMEC's position as the premier organization in helping find and protect children.”

Sponsored by NCMEC and created pro bono by ad agency Merkley + Partners, the PSAs are designed to
educate parents and guardians about measures they can take to better protect their children online, and
to educate teens on how to be smart and maintain safe online relationships. The PSAs direct parents,
guardians, and teens to visit www.cybertipline.com to learn about safe and responsible use of the
Internet, as well as how to report threats.

http://www.adcouncil.org/newsDetail .aspx?id=84 6/26/2006
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The PSAs will air on primetime on FOX, and across Fox Interactive Media’s network of websites including
MySpace, FoxSports.com, IGN.com, Fox.com, Americanldol.com, Rotten Tomatoes and AskMen. The
PSAs will also air on the 28 Fox Networks Group broadcast, cable and satellite services. Fox broadcast
and cable networks running the campaign will include FOX, FX, National Geographic channel, Fox Movie
Channel, Fox Reality, FUEL TV, FSN, SPEED, Fox College Sports Atlantic, Fox College Sports Central, Fox
College Sports Pacific, Fox Soccer Channel and (in Spanish) on Fox Sports en Espanal. All Fox-owned-
and-operated regional sports networks will likewise televise the PSAs. Additionally, Fox All Access radio
and the New York Post will run the campaign.

About the National Center for Missing & Exploited Children (NCMEC)

NCMEC is a 501(c)(3) nonprofit organization that works in cooperation with the U.S. Department of
Justice's Office of Juvenile Justice and Delinquency Prevention. NCMEC’s congressionally mandated
CyberTipline, a reporting mechanism for child sexual exploitation, has handled mare than 365,600 leads.
Since 1984, NCMEC has assisted law enforcement with more than 117,100 missing child cases, resulting
in the recovery of more than 99,500 children. For more information about NCMEC, call its toll-free, 24-
hour hotline at 1-800-THE-LOST or visit its web site at www.missingkids.com.

About The Advertising Council

The Ad Council is a private, non-profit organization with a rich history of marshalling volunteer talent
from the advertising and media industries to deliver critical messages to the American public. Having
produced literally thousands of PSA campaigns addressing the most pressing social issues of the day, the
Ad Council has effected, and continues to affect, tremendous positive change by raising awareness,
inspiring action and saving lives.

About MySpace.com

MySpace is the premier lifestyle portal for connecting with friends and discovering popular culture. By
integrating web profiles, blogs, instant messaging, e-mail, music streaming, music videos, photo
galleries, classified listings, events, groups, college communities and user forums, MySpace has created a
connected community. As the second ranked web domain in terms of page views*, MySpace.com is the
most widely-used and highly regarded site of its kind. With more than 65 million members, MySpace is
committed to providing the highest quality user experience and will continue to innovate with new
features that allow its users to express their creativity and share their lives, both online and off.

+ Among the top 2000 domains. comScore Media Metrix, February 2006. For more information on
comScore Networks, please go to www.comscore.com.

News Corporation (NYSE: NWS, NWS.A; ASX: NWS, NWSLV) had total assets as of December 31, 2005
of approximately US $55 biillion and total annual revenues of approximately US $24 billion. News
Corporation is a diversified international media and entertainment company with operations in eight
industry segments: filmed entertainment; television; cable network programming; direct broadcast
satellite television; magazines and inserts; newspapers; book publishing; and other. The activities of
News Corporation are conducted principally in the United States, Continental Europe, the United
Kingdom, Australia, Asia and the Pacific Basin.

MEDIA CONTACTS:

Fox Interactive Media/News Corporation:
Julie Henderson

310-969-7141

julie.henderson@fox.com

MySpace:

Dani Dudeck at Edeiman
323-202-1890
dani.dudeck@edelman.com

http://www.adcouncil.org/newsDetail.aspx?id=84 6/26/2006
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NCMEC Communications Department:
703-837-6111

turn to Previous Page

http://www.adcouncil.org/newsDetail.aspx?id=84 6/26/2006
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FOR IMMEDIATE RELEASE

MYSPACE EXPANDS SAFETY AND SECURITY PRODUCT
FEATURES TO HEIGHTEN ONLINE SAFETY FOR MEMBERS

Leading Social Networking Site to Increase Protection for 14-15 Year Old
Members; Adds Ability for Members to Set Profile to Private

LOS ANGELES—June 21, 2006—MySpace.com, the leading social networking and
lifestyle portal, announced today new safety and security features designed to offer
increased safety to its growing community of members. These additional safety features
include heightened security for 14-15 year old members, new options for privacy settings
for all members, and restrictions on ad placements to younger users.

Directing all MySpace's safety and security policies is newly appointed MySpace Chief
Security Officer, Hemanshu Nigam, a former Federal prosecutor against Internet child
exploitation for the U.S. Department of Justice.

"With social networking becoming a mainstream platform for millions of people to
connect with one another and express themselves, MySpace is committed to innovating
new product features to heighten online safety, particularly in the area of 14 to 15 year
olds,” said Nigam. “In addition to technology innovation, MySpace remains dedicated to
a multi-pronged approach that also involves education and collaboration with law
enforcement, teachers, parents and members."

MySpace’s new enhanced safety features include:

¢ Heightened Security Settings for 14 -15 Year Olds: Furthering efforts to create
a well-lit place for teens to connect and communicate online, MySpace will now
protect 14 and 15 year olds from contact from strangers, who are over 18 years
old. This new feature requires all 18+ year old members to know either the email
address or first and last name of members who are under 16 years old to connect.

¢ Full Privacy Settings for Al Members: MySpace members of any age have the
option to set their profiles to private, allowing only friends within their private
network to view detailed information such as personal interests and friends. In
addition, MySpace members have the option to set their profile to restrict contact
to members within their own age group.

* Age Appropriate Ad Placements: In an additional move to safeguard and
enhance members’ experience, MySpace is improving advertising targeting
throughout the site based on age appropriateness. MySpace will engage in
targeted online ad placements in order to promote safe Internet behavior.

“We know that children can benefit greatly from being online,” said Emie Allen,
President and CEO of the National Center for Missing & Exploited Children (NCMEC).
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“We commend MySpace for adding new safety and security features that will help
provide protection to their youngest members, so they can have a safer online
experience.”

The efforts announced today are part of a broad effort at MySpace to help protect the
privacy of community members and provide a safer environment for users to connect
online. These safety features complement MySpace’s ongoing safety campaign created to
promote safer Internet practices. Earlier this year, MySpace in partnership with NCMEC
and the Advertising Council deployed a series of national public service advertisements
(PSAs). The PSAs, part of an ongoing Ad Council campaign, are running on News
Corporation’s broad network of distribution channels, and are designed to raise
awareness about Internet safety and education.

#H##

About MySpace.com

MySpace, a unit of Fox Interactive Media Inc., is the premier lifestyle portal for
connecting with friends and discovering popular culture. By integrating web profiles,
blogs, instant messaging, e-mail, music streaming, music videos, photo galleries,
classified listings, events, groups, college communities and member forums, MySpace
has created a connected community. As the second ranked web domain in terms of page
views*, MySpace.com is the most widely-used and highly regarded site of its kind. With
more than 80 million member profiles, MySpace is committed to providing the highest
quality member experience and will continue to innovate with new features that allow its
members to express their creativity and share their lives, both online and off.

*Among the top 2000 domains comScore Media Metrix, April 2006. For more information on comScore
Networks, please go to http://www.comscore.com.

Contacts:
Matthew Grossman for MySpace.com

(323) 202-1061
matthew.grossman @edelman.com
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Safety Tips

[ EE
MySpace makes it easy to express yourself, connect with friends and
make new ones, but please remember that what you post publicly could

embarrass you or expose you to danger. Here are some common sense
guidelines that you should follow when using MySpace:

Don't forget that your profile and MySpace forums are public
spaces. Don't post anything you wouldn't want the world to know
(e.g., your phone number, address, IM screens name, or specific
whereabouts). Avoid posting anything that would make it easy for a
stranger to find you, such as where you hang out every day after
school.
People aren't always who they say they are. Be careful about
adding strangers to your friends list. It's fun to connect with
new MySpace friends from all over the world, but avoid meeting
people in person whom you do not fully know. If you must meet
someone, do it in a public place and bring a friend or trusted adult.
+« Harassment, hate speech and inappropriate content should
be reported. If you feel someone's behavior is inappropriate, react.
Talk with a trusted adult, or report it to MySpace or the authorities.
« Don't post anything that would embarrass you later. Think
twice before posting a photo or info you wouldn't want your parents
or boss to see!
Don't mislead people into thinking that you're older or
younger. If you lie about your age, MySpace will delete your
profile.

To learn more please visit these other resources:

Netsmartz.org
SafeTeens.com
WebWiseKids.org

http://collect.myspace.com/misc/safetytips.htmi?z=1 6/26/2006
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Safety Tips
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For teens, MySpace is a popular online hangout because the site makes it
easy for them to express themselves and keep in touch with their
friends.

As a parent, please consider the following guidelines to help your children
make safe decisions about using online communities.

Talk to your kids about why they use MySpace, how they
communicate with others and how they represent
themselves on MySpace.

Kids shouldn't lie about how old they are. MySpace members
must be 14 years of age or older. We take extra precautions to
protect our younger members and we are not able to do so if they
do not identify themselves as such. MySpace will delete users whom
we find to be younger than 14, or those misrepresenting their age.
MySpace is a public space. Members shouldn't post anything they
wouldn't want the world to know (e.g., phone number, address, IM
screen name, or specific whereabouts). Tell your children they
should avoid posting anything that would make it easy for a
stranger to find them, such as their local hangouts.

Remind them not to post anything that could embarrass
them later or expose them to danger. Although MySpace is
public, teens sometimes think that adults can't see what they post.
Tell them that they shouldn't post photos or info they wouldn't want
adults to see.

People aren’'t always who they say they are. Ask your
children to be careful about adding strangers to their friends
list. It's fun to connect with new MySpace friends from all over the
world, but members should be cautious when communicating with
people they don't know. They should talk to you if they want to
meet an online friend 