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VERIFICATION, SECURITY AND PAPER
RECORDS FOR OUR NATION’S ELECTRONIC
VOTING SYSTEMS

THURSDAY, SEPTEMBER 28, 2006

HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOUSE ADMINISTRATION,
Washington, DC.

The committee met, pursuant to call, at 10:03 a.m., in room
1310, Longworth House Office Building, Hon. Vernon Ehlers (chair-
man of the committee) presiding.

Present: Representatives Ehlers, Ney, Doolittle, Millender-
McDonald, Brady and Lofgren.

Also Present: Representative Holt.

Staff Present: Paul Vinovich, Counsel; Gineen Beach, Counsel,;
Peter Sloan, Professional Staff; George F. Shevlin, Minority Staff
Director; Charles Tracy Howell, Minority Chief Counsel; Thomas
Hicks, Minority Elections Counsel;, Mathew A. Pinkus, Minority
Parliamentarian, Janelle Rene Hu, Minority Professional Staff;
Teri A. Morgan, Legislative Director, Office of Representative
Brady; Stacey E. Leavandosky, Chief of Staff, Office of Representa-
tive Zoe Lofgren; and Joel Vanderver, Intern, Office of Representa-
tive Zoe Lofgren.

The CHAIRMAN. Good morning, ladies and gentlemen. The Com-
mittee on House Administration will come to order. First I would
like to advise and request all members of our audience here today
that all cellular phones, pagers, and other electronic equipment
must be silent to prevent interruption of our business. So I would
appreciate it if you would turn these devices off, as I have.

The committee is meeting today for a hearing on electronic vot-
ing machines and related issues. The election that will occur in just
a few weeks will be the first general Federal election conducted
since the Help America Vote Act of 2002, better known as HAVA,
was fully implemented. That act, passed by this Congress in re-
sponse to the voting system weaknesses exposed during the 2000
recount in Florida, set new standards for voting systems that were
meant to make our elections more accurate and accessible.

Three billion dollars were appropriated by the Congress pursuant
to HAVA, with most of these moneys being dedicated to new equip-
ment purchases by jurisdictions, localities, counties, cities, town-
ships, et cetera, that wanted to improve their voting systems. As
a result many jurisdictions are using new equipment for the first
icime this year. It is no surprise that there have been a few prob-
ems.

Though HAVA did not require the adoption of any particular
kind of technology, many jurisdictions purchased electronic voting
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systems because they felt these systems were best able to meet the
requirements of HAVA. Not surprisingly, some jurisdictions using
this equipment for the first time have encountered some difficul-
ties. Just two weeks ago, in nearby Montgomery County, Maryland
polls were not able to open on time because poll workers were sent
to their posts without the cards necessary to start up the electronic
machines.

In the wake of this episode a column appeared in the Wash-
ington Post under the headline: If Paper Ballots Restore Trust in
Elections, Let’s Switch. The column noted people trust paper bal-
lots because they are real. You can hold them in your hand and
count them again if you need to.

Indeed, before it had electronic voting systems, Montgomery
County used a punch system. Need we be reminded of the problems
we had with that system.

I direct your attention to the screen above. The audience can look
at that one, we will look at this one. This is a reminder of what
we saw in the 2000 election in Florida, images of people with paper
ballots. This one is a group of people staring at paper punch cards
trying to figure out if they constitute a vote, and if so, for whom.

If you look at the second slide, you see how closely these ballots
were being examined by groups.

And the third slide shows the extreme: putting things under the
magnifying glass. You can see this man has got paper.

Now, I am not showing these to condemn paper, I am just point-
ing out that punch cards with paper, rather thick paper at that,
have caused some serious problems. Simply saying “Let’s use
paper,” as some people are saying, does not mean all the problems
go away. We have to consider all the different aspects of it, and
these pictures, as you can tell, were taken in Florida during the
2000 recount. That will go down in history, I am sure, because of
the recount and the ramifications.

These images do not inspire trust and confidence either in the
punch card system or in voting systems in general. As we look at
this problem, it is worthwhile to remember the famous words of
H.L. Mencken who once said, “For every complex problem there is
an answer that is clear, simple, and wrong.”

We would like to have answers that are clear and simple, but we
certainly do not want wrong answers, and so we are going to pro-
ceed with this very thoroughly and deliberately to try to make sure
that we have good answers that are right. Unfortunately, the prob-
lem some jurisdictions have experienced with their new systems
have caused some to suggest that we should revert to a reliance on
paper, the so-called “paper trail” or “paper tape.” We know from
painful and bitter experience that paper systems also can fail to de-
liver accurate results and are susceptible to manipulation.

To ignore this reality and assert that paper somehow ensures in-
tegrity or a correct result is simplistic and wrong. In fact, no voting
system by itself can guarantee election integrity. The best system
on earth will fail if not properly maintained, deployed and oper-
ated, and that is the key point that we have to remember.

Even though I am a physicist and I have used computers since
1957, I am not saying by virtue of these comments that paper is
bad. Electronics, of course, is good. I have used that for many
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yelars. I know that can fail too if not programmed or operated prop-
erly.

I believe the important point is to design the best system you
can, but make sure you have auditability built in, whether it is
paper or some other electronic device.

Our hearing will examine a range of issues related to electronic
voting machines. We will hear about their problems but also about
their benefits. We will also hear about the experience in one juris-
diction that tried to address the security concerns of a paperless
system by requiring the machine to generate a paper trail.

This hearing is being held to educate the members and the pub-
lic about these complicated issues. I hope when the hearing is over,
we will have a better understanding of the problems and benefits
of these new technologies. I also hope that as we look for solutions
to these complicated problems, we resist the temptation to settle on
answers that are clear, simple and wrong.

[The information follows:]
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Opening Statement by Chairman Vernon J. Ehlers

Good morning ladies and gentleman, the Committee on House Administration
will come to order. The Committee meets today for a hearing on electronic voting
machines.

The election that will occur in just a few weeks will be the first general federal
election conducted since the Help America Vote Act of 2002, or HAVA, was fully
implemented. That Act, passed by this Congress in response fo the voting system
weaknesses exposed during the 2000 recount in Florida, set new standards for voting
systems that were meant to make our elections more accurate and accessible.

Three billion dollars were appropriated pursuant to HAVA, with most of these
monies being dedicated to new equipment purchases by jurisdictions that wanted to
improve their voting systems. As a result, many jurisdictions are using new equipment
for the first time this year.

Though HAVA did not require the adoption of any particular kind of technology,
many jurisdictions purchased electronic voting systems because they felt these systems
were best able to meet the requirements of HAVA. Not surprisingly, some jurisdictions
using this new equipment for the first time have encountered some difficulties.

Just two weeks ago, in nearby Montgomery County, Maryland, polls were not
able to open on time because poll workers were sent to their posts without the cards
necessary to start up the electronic machines.

In the wake of this episode, a column appeared in the Washington Post under the
headline, “If Paper Ballots Restore Trust in Elections, Let’s Switch,” The column noted
— “People trust paper ballots because they’re real. You can hold them in your hand and
count them again if you need to.”

Before it had electronic voting machines, Montgomery County used a punch card
system. Need we be reminded of the problems we had with that system? I would direct
your attention to the screen above. You will see there some images of people with paper
ballots.

Here’s one of a group of people staring at paper punch cards trying to figure out if
they constitute a vote and if so for whom.
You can see this gentleman holding a ballot in his hand and trying to count it. You can
see this man has “Got Paper”

These pictures, of course, were taken in Florida during the 2000 recount. Do
these images inspire trust and confidence?

H.L. Mencken once said, "For every complex problem there is an answer that is
clear, simple, and wrong."
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Unfortunately, the problems some jurisdictions have experienced with their new
systems have caused some to suggest that we should revert to a reliance on paper.

We know from painful and bitter experience, that paper systems can fail to deliver
accurate results and are susceptible to manipulation. To ignore this reality, and assert that
paper somehow ensures integrity is simplistic and wrong.

In fact, no voting system, by itself, can guarantee election integrity. The best
system on earth will fail if not properly maintained and deployed.

Our hearing today will examine a range of issues related to electronic voting
machines., We will hear about their problems, but also their benefits. We will also hear
about the experience in one jurisdiction that tried to address the security concerns of a
paperless system by requiring the machine to generate a paper trail.

This hearing is being held to educate the Members, and the public, about these
complicated issues. I hope when the hearing is over, we will have a better understanding
of the problems and benefits of these new technologies. I also hope that as we look for
solutions to these complicated problems, we resist the temptation to settle on answers that

are clear, simple and wrong.
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The CHAIRMAN. Now I would like to ask unanimous consent that
the gentleman from New Jersey, Representative Russ Holt, who is
the author of a bill dealing very much with one aspect of this, be
allowed to join us on the dais today and that he may be permitted
to ask questions of the witnesses and enter his statement into the
record. Without objection, so ordered.

[The information follows:]
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Statement of Representative Rush Holt
to the
Committee on House Administration
Hearing on Electronic Voting Machines: Verification, Security, and Paper Trails
September 28, 2006

Chairman Ehlers, Ranking Member Millender-McDonald, Honored Members of the
Committee, I would like to thank you for addressing the critical matter of the security of
our electronic voting equipment and the integrity of the vote count. However, as I stated
when I addressed you on the occasion of your hearing on the Hyde voter identification
bill in June, and your hearing on the Voluntary Voting System Guidelines in July, this is
a matter that urgently required attention long before now.

We must be honest with ourselves. The risks and dangers that accompany our use of
electronic voting equipment are neither theoretical nor hypothetical. The problems we
have experienced with this equipment are not taking place in a test lab, they are taking
place in actual elections. It is nothing less than foolhardy, with the November elections
mere weeks away, to take no action to ensure that the vote count in every race will be
independently verifiable. As the September 20 editorial in Roll Call so succinetly put it,
“[t]here’s no way around it: If Nov. 7 is a mess, Congress will be to blame.”

When I addressed the Committee in July, I recounted a number of irregularities that had
already occurred during the primary season, The irregularities that occurred on electronic
systems that counted voter verified paper ballots were able to be resolved, while the
irregularities that occurred on electronic machines without voter verified paper records
were not. For example it was reported that in May, in Grand Rapids Michigan, software
in optical scanners erroneously gave votes to non-existent write-in candidates. Brand
new machines malfunctioned in 15 of 16 townships and the town of Hastings in Barry
County; in only one township, as confirmed by a hand count of the optical scan ballots,
did the software count the votes accurately. In June, in Pottawattamie County, Iowa,
software in optical scanners recorded votes inaccurately and a hand count of optical scan
absentee ballots reversed the result. But in June, in Leflore and Jackson Counties,
Mississippi, various glitches were experienced in the use of new paperless touch screen
voting machines, including ballots not being properly customized for each precinct. An
AP story published about the irregularities quoted a County-level political official as
saying: "If a hacker comes in and hacks that program, what are we going to do then? . .
.We're praying that everything will work out for us.”

Those were merely a few of the numerous irregularities that have marred this year’s
primary season. I am submitting with this testimony a more extensive list, prepared by
the voting integrity organization VotersUnite.org based upon published news accounts
and sorted by state, that sets forth 18 reported instances of electronic voting irregularities
in eight different states (Arkansas, Indiana, lowa, Michigan, Mississippi, Montana, Texas
and West Virginia), all of which took place between March and June of 2006. This list
doesn’t include the well-publicized meltdown that occurred most recently in Maryland.
In the instances in which there were voter verified paper records available — such as those
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in Pottawattamie County Iowa and Barry County Michigan -- the irregularities could be
resolved. In the instances in which there were no voter-verified paper records, officials
were — again — left to “pray” that everything would work out.

What does this all mean? According to prominent political analysts, in November, 45
Congressional races will be competitive or highly-competitive. However, the vote count
in 22 of those competitive or highly competitive Congressional races will not be
independently verifiable. Going to court will be virtually pointless in every one of those
22 instances. There will be no way to resolve vote-counting disputes in 22 races — no
way to prove to the losers that they lost, and no way to reassure the public that the vote
reflects the will of the majority.

We are plunging head first right into it. What on earth for? This works for none of us.

Some people tell me “you know, [ basically agree with you, but it would create chaos to
make a change in election procedures at this juncture.” 1 think the evidence from the
primary season show just the opposite. We are clearly in chaos.

In September 2005, the bipartisan Carter Baker Commission on Federal Election Reform
recommended that “Congress should pass a law requiring that all voting machines be
equipped with a voter-verifiable paper audit trail” in order to “provide a backup in cases
of loss of votes due to computer malfunction.” It further noted that “paper trails and
ballots currently provide the only means to meet the Commission’s recommended
standards for transparency.”

In June of this year, the non-partisan Brennan Center for Justice at New York University,
working in conjunction with the National Institute of Standards and Technology, Ron
Rivest of M.L.T, Howard Schmidt (former White House Cyber-Security Advisor for
George W. Bush and former chief security officer for Microsoft and for eBay), and other
computer security experts, released the most comprehensive and rigorous analysis to date
of e-voting security risks and remedies. The Brennan Center report found that “[a}il three
[major types of] voting systems [used in the United States] have significant security and
reliability vulnerabilities, which pose a real danger to the integrity of national, state, and
local elections.” To mitigate those risks, the report recommended a voter-verified paper
record accompanied by automatic routine random audits and a ban on the use of voting
machines with wireless components.

That same month, the National League of Women Voters, responding to increasing
demand from its membership, issued similar recommendations in a resolution passed at
its Annual Convention in June, The resolution states that the League of Women Voters
“supports only voting systems that are designed so that: they employ a voter-verifiable
paper ballot or other paper record, said paper being the official record of the voter’s intent
.. . . the paper ballot/record is used for audits and recounts . . . and routine audits of the
paper ballot/record in randomly selected precincts can be conducted in every election.”
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My legislation, the Voter Confidence and Increased Accessibility Act of 2005 (H.R. 550),
would implement all of the basic e-voting security recommendations of the Carter Baker
Report, the Brennan Center Report and the League of Women Voters resolution. It
would establish a uniform national requirement for:

a voter-verified paper record for every vote cast, which would serve as the vote of record;

routine random audits of a small percentage of the electronic tallies of the votes in every
State, including at least one precinct in every county;

a band on the use of undisclosed software;
a ban on the use of wireless devices;
Federal funding to pay for the implementation of the paper record requirement; and

Voter verification mechanisms that are fully accessible to disabled voters, including a
requirement that the entire process of verification be made accessible to disabled voters.

HR 550 was written to be effective in time for the November 2006 elections. You still
have time to act. There are 1,050 counties in the United States that will use touch screen
voting machines in November. Except for the touch screen machines used in the State of
Nevada, which are equipped with voter verified paper record printers, almost none of
them will be independently auditable. However, all of those counties could use absentee
ballots, or emergency ballots, both of which should already be available or in the final
stages of preparation in all of those jurisdictions. If you act today, those jurisdictions
would have time to print enough absentee and/or emergency ballots for use by all of their
voters. If they did, voters in every State, and in every Congressional race, would have the
equal protection of an independently verifiable vote count in November. More
importantly, we would all be able to prove to each other — winners and losers alike ~ who
is really entitled to control of the House in the next Congress.

I thank the Committee again for giving its time and attention to this critical matter, and I
urge the Committee to consider passing emergency legislation consistent with my Voter
Confidence and Increased Accessibility Act as expeditiously as possible.
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Vote-Switching Software Provided by Vendors

A Partial List — 51 Ballot Programming Flaws Reported in the News
These were detected; how many were not?

Ballot programming maps votes to candidates, Flaws cause votes to be counted wrong, often leaving
totals unchanged. Voting machine vendors do the ballot programming for most jurisdictions in the US.
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August, 2004 ESRS ESBS optical | 5630 [13] ES&S touch
Ugust. scan [16] screens [8]
tally system, [18]
Dallas Co., 1A,
Clay Co, K5 June 2006, ESES “Taylor, Upshur,
August 2002. AutoMark 12 Mineral Co's. WV,
ES&S optical utoMark {21 e
scanner. [27]

May 2006. ES&S
optical scan [6]

Wayne Co., NC.
g g ] Nov 2002, ES&S
G e =y optical scan [24]
Lubbock Co, TX, I
March 2004. ESRS L
optical scan [20} Wichita Co. TX Baldwin Co., AL .
May 2006. ES&S Nov 2002. ES&S
touch screens 91 optical scan [22]
Leflore, Jackson Counties,
Tarrant Co., TX May 8 Counties in AR MS June 2006, Diebold
2006, Hart Intercivic May 2006. ES8S touch touch screens [14]
evote machine [12] screens {11] Craighead Co, AR,
May 2004, ES&S
Carroll Co, AR. Nov 2004, optical scan (18] y - tham Co, NC.
ES8S optical scan [17] White Co, AR. June Nov 2002, ES&S
Webb Co, TX. March 2006. 2006. ESAS touch optical scan {26]
ES&S optical scan [15] screens [3]
Pulaski, Phillips Co, AR. Miami-Dade Co., FL April 2002, ES8S
May 2006. ES&S optical scan [10}

touch screens & optical scan [28]
Detailed descriptions www.VotersUnite.Org/info/mapVoteSwitch.pdf
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Responses to:

Representative Holt’s Additional Questions for Witnesses
Committee on House Administration Hearing on
Electronic Voting Machines: Verification, Security, and Paper Trails
September 28, 2006

(1) My legislation has 219 cosponsors today, largely due to the lobbying efforts of voters
and concerned citizens. 1t is truly an example of democracy in action.

Could you share with the Committee your experience in working with the League of
Women voters on this issue — as the League too experienced a “change of heart” also
almost entirely due to a “democratic uprising” of the Members?

The League’s early support for paperless Direct Recording Electronic (DRE) machines
was tronblesome for many League members, especially since the vulnerabilities of
computers to hacking and insider manipulation are widely known. Perhaps even more
disturbing was that the League’s position was being used as a justification for the
widespread purchase of paperless DREs.

How could this have happened? The great respect in which the League is held stems in
large part from the care that the League traditionally has displayed in understanding and
analyzing issues. The League studies an issue carefully before taking a position. Once a
position is taken, the board determines what action, if any, to take as a result. While
studies increase the time required to reach a position, careful examination combined with
the consensus process protect the League from errors in judgment that might have serious
repercussions.

Regrettably, the League did not conduct any study on electronic voting machines, nor did
it consult with the membership. The national board decided to support paperless DREs
based on their interpretation of the League’s broadly written position on voting rights.
The League leadership appeared to have relied on the advice of a couple of computer
scientists, including Michael Shamos — who was quoted in several League documents and
who spoke at the 2004 national League convention.

As a computer scientist who had been involved with voting issues for several years, I
attempted to explain the risks of paperless DREs to the League lobbyists. While my
efforts were unsuccessful, I was hardly alone among League members in feeling that the
League had taken an unwise position. Leaguers from around the country asked the Board
to discontinue its support of paperless DREs. Individual members wrote to President Kay
Maxwell. Some Leagues, including the Massachusetts LWV', requested a change in the
national position. A letter to President Maxwell, expressing concern about “National’s
stand against individual paper confirmation for each ballot (VVPAT),” was signed by

924 League members from 35 states. A similar letter was signed by twenty-two local and
area Leagues from eight states.”
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At the 2004 national League convention, the delegates voted overwhelmingly for a new
resolution calling for “the implementation of voting systems and procedures that are
Secure, Accurate, Recountable, and Accessible”. This is known as the SARA resolution.
After the 2004 convention many members were surprised by the LWVUS leadership’s
misinterpretation of the SARA Resolution™, The leadership claimed that SARA did not
prevent the League from supporting paperless DREs. While the national League no
longer endorsed paperiess DREs, the leadership nonetheless signaled that they still
approved of these machines, in part by allowing state and local Leagues to continue
endorsing paperless DREs and by criticizing those Leagues that were advocating for
voter verified paper ballots and random audits.

In a discussion of the Voter-Verifiable Paper Trail in Helping America Vote, a League
document released a few days after the 2004 Convention”, Georgia and Maryland ~ two
states using paperless DREs' — were credited as having best practices. In addition, the
following sentence appears:

“However, a paper trail is not the only means available for auditing the voting
process.”

Helping America Vote was undoubtedly written prior to the Convention”. However, our
expectation that the LWVUS leadership would subsequently embrace all of the SARA
Resolution was dashed when President Kay Maxwell testified before the Commission on
Federal Election Reform on April 18, 2005.

The League of Women Voters believes that voting technologies must be secure,
accurate, recountable, and accessible. The term “recountable” is not a code word
for paper trail; indeed, the League’s stand is based on the understanding that
continued technological innovation is needed.

No one questions that continued technological innovation is needed. But we ignore at
our peril the serious vulnerabilities of the voting machines being deployed in our
elections now. Furthermore, the SARA resolution did not equivocate on the meaning of
the word “recountable”.

The notion that “recountable is not a code word for paper” was repeated on other
occasions by League leadership™.

I have asked League members and others who claim that paperless DREs can be
recounted to explain precisely how to conduct such a recount, for example in cases such
as Carteret County, NC where over 4000 votes were lost on a paperless DRE in the 2004
election”". Ihave never received a satisfactory answer. Of course one can always print
out the contents of the computer’s memory and count that. But that is a reprint, not a
recount.

In the dramatic 2004 recount for Governor of Washington State, the Secretary of State
and the political parties implicitly acknowledged the impossibility of a meaningful
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recount of paperless DREs. They all agreed not to print out copies of ballots from
paperless DREs. Instead, they simply compared earlier resuits with recomputed ones.”™

Because of the League leadership’s stance on what “recountable” meant, or did not mean,
those members who had worked very hard for the passage of the SARA Resolution
realized that they had more work to do. Since the League holds its national convention
every two years, the next opportunity to clarify the League’s position did not come until
June 2006. In order to make sure that there would be no further confusion, a large
majority at the 2006 convention passed the following resolution:

Whereas: Some LWVs have had difficulty applying the SARA Resolution (Secure,
Accurate, Recountable and Accessible) passed at the last Convention, and
Whereas: Paperless electronic voting systems are not inherently secure, can malfunction,
and do not provide a recountable audit trail,
Therefore be it resolved that:
The position on the Citizens’ Right to Vote be interpreted to affirm that LWVUS
supports only voting systems that are designed so that:
1. they employ a voter-verifiable paper ballot or other paper record, said paper
being the official record of the voter’s intent; and
2. the voter can verify, either by eye or with the aid of suitable devices for those
who have impaired vision, that the paper ballot/record accurately reflects his or her
intent; and
3. such verification takes place while the voter is still in the process of voting; and
4. the paper ballot/record is used for audits and recounts; and
5. the vote totals can be verified by an independent hand count of the paper
ballot/record; and
6. routine audits of the paper ballot/record in randomly selected precincts can be
conducted in every election, and the results published by the jurisdiction.

The central theme of the League of Women Voters, and of the suffrage movement on
which it was founded, is that every citizen should have the right to vote and to have that
vote accurately counted. The work of the members who brought the two SARA
resolutions to the League Conventions, combined with the overwhelming approval of
those resolutions, are in the best tradition of the League.

Active support by the League for voter verifiable paper ballots combined with mandatory
random manual audits for all elections will be a major contribution to the increased
security and accountability of our elections.

Few things are more important to our democracy.

(2) Michael Shamos opened his testimony by stating the following ~ “[t]he proposed bill
is based on three major assumptions, all of which are false. First, it assumes that paper
records are more secure than electronic ones, a proposition that has repeatedly been

shown to be wrong throughout history. Second, it assumes that voting machines without
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voter-verified paper trails are unauditable because they are claimed to be “paperless,”
which is also false. They are neither paperless nor unauditable. Third, it assumes that
paper trails actually solve the problems exhibited by DRE machines, which is likewise
incorrect.” Do you agree with Mr. Shamos’ analysis, and if not, why not?

I do not agree with Mr. Shamos claims, and I do not understand why he continues to
make these claims in the face of overwhelming evidence to the contrary.

First, it assumes that paper records are more secure than electronic ones, a proposition
that has repeatedly been shown to be wrong throughout history.

Security is an issue with any type of voting records.

There is much more history with elections using paper records than with electronic
records. It is well understood how to minimize the security risks in an election using
paper records by having the transport and the counting of the ballots observed by
representatives of the major parties. However, there is no satisfactory way for an
observer of a purely electronic election to satisfy himself or herself that the count was
done correctly and honestly.

Mr. Shamos has stated that there has not been a verified instance of election tampering
using paperless DREs. However, Mr. Shamos is unable to guarantee that no one has ever
exploited the security holes that have been uncovered by computer security experts like
Felten, Hursti, and Rubin. Mr. Shamos cannot make that guarantee because no one can.
It is not possible, given the way we run elections, to verify that an election held on
paperless DREs has not been subverted by malicious code.

The report from Cuyahuga County”, cited in Mr Shamos' testimony, reveals problems
with both the electronic and the paper ballots. There were massive failures of every sort,
including touchscreens freezing, voter access cards sticking, DRE legs breaking, and
other unfamiliar and unexpected events™. Many of these failures can be attributed to the
really poor engineering of the DRE and the sloppy retrofits that were made for the
VVPAT, as well as inadequate training, policies, and procedures.

But perhaps the most significant findings of the Cuyahoga County report were the
problems associated with the memory cards that contain the vote records. For example,
twelve memory cards were lost™ and four memory cards were found in DREs several
weeks after the election™. Consequently, some of the reports findings are:™”

Information on DRE memory cards can be automatically deleted.
The memory cards used for electronic voting in Cuyahoga County have a

potential for tampering, excessive expense, and chain of custody concerus.
[emphasis in original]
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The report also makes clear that the VVPAT used in Cuyahoga County was poorly
engineered and had poor usability and human factors.™ Furthermore, because poll
workers were inadequately trained and the public insufficiently informed, “Some voters
were unaware that they could lift the blue covering of the printer to observe the print out
and verify their vote™"". Many of the paper jams would undoubtedly have been spotted a
lot earlier had the opaque cover been opened, instead of left closed.

Consequently, the lessons from Cuyahoga County do not support Mr. Shamos’ claim.
There were severe problems with both the memory cards and the VVPAT. Furthermore,
the VVPAT implementation was far from the state-of-the-art in paper ballot systems.

Second, it assumes that voting machines without voter-verified paper trails are
unauditable because they are claimed to be “paperless,” which is also false.

No practical alternative means of auditing an election has been proposed. Any alternative
auditing method would have to have the utmost confidence of the general public. There
is no reason for people to trust the numbers printed out by a DRE at the end of the
Election Day, as Professor Felten has demonstrated.
Mr. Shamos stated in his written testimony™
Numerous effective verification methods are known that are not based on
vulnerable paper records. These have not yet been implemented in viable

commercial systems. I understand that scientists at NIST will soon announce
another one.

The only reference to any specific proposal provided by Mr. Shamos was to a new
scheme by Prof. Ronald Rivest of MIT. Since this scheme is paper based, it is not a
paperless method of auditing.

In his oral testimony Mr. Shamos also suggested an approach involving two screens and a
video camera in his oral testimony. In addition to being totally impractical, the video
camera approach raises major problems involving privacy and the difficulty of
conducting an audit or a recount.

Third, it assumes that paper trails actually solve the problems exhibited by DRE
machines, which is likewise incorrect.

This claim appears to be based on recent experiences with DREs that have been
retrofitted with poorly engineered VVPATSs. Mr. Shamos seems to have overlooked the
existence of optical scan based systems that produce easily audited Voter Verified Paper
Ballots.

The best voting system currently available for voters without vision or mobility problems
is the precinct based optical scan system. Proponents of DREs argue that optical scan
systems are not accessible. As I discussed in my testimony, there are devices, such as the
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Vote-PAD, that allow blind, and even blind-deaf voters (who cannot vote unassisted on
DREs), to vote independently on optical scan ballots and to verify those ballots.

The AutoMARK and the Populex electronic voting system also produce accessible Voter
Verified Paper Ballots that can be tabulated by an optical scanner. Because neither
system records or counts votes internally, they are not subject to the kind of vote rigging
that has been demonstrated for DREs. However, for all of these systems it is crucial that
a random manual audit be conducted in all elections as a check on the accuracy of optical
scanners.

Some of the retrofits done to paperless DREs by adding continuous roll thermal printed
paper are poorly engineered. However, these retrofits are far superior to paperless DREs.
At least with the retrofitted machines there is a chance that an effective audit or recount
might be conducted. There is no technical reason why DREs with VVPATS that use
reliable printer technology combined with good usability could not be produced.

(3} In your testimony you described a report by Kelly Pierce, a nationally-known
advocate for the blind and visually impaired, who had reviewed four voting machines in
March, 2005 for the Cook County Ohio State's Attorney's Office. In his report, entitled,
Accessibility Analysis of Four Proposed Voting Machines, you indicated that Mr. Pierce
"analyzed tactually discernable controls, spoken prompts, visual display, poll worker
assistance, volume control and normalization, and ballot review" and "found all four
machines deficient in one or another of these areas. . ." You quoted Mr. Pierce as saying
"lulnfortunately,” if any one of the four machines were to be deployed in Chicago or
suburban Cook County as exhibited on March 15, many voters with disabilities,
particularly blind voters, would not be able to cast a ballot independently and privately”.
Mpr. Dickson took exception to your testimony on this subject, suggesting that all of the
problems pointed out in the Pierce study had since been corrected. Do you agree, and if
not, why not?

No one, including Mr. Dickson, is claiming that all of the accessibility problems
identified in Mr. Pierce’s report have been eliminated from new models of all DREs, let
alone from the installed base of voting machines already in the field. Indeed, a serious
question that is not being addressed is just who would pay for upgrades to repair
machines that are defective from both a security and an accessibility standpoint. The
situation in Cook County is atypical, because Cook County has a population and
purchasing power greater than some states. As the Chicago Tribune noted,™" Chicago
and Cook County are “... Sequoia’s biggest piece of business in the nation.” Most
counties do not find the manufacturers, even Sequoia, as cooperative as Mr. Pierce has
found Sequoia to be with his county.

Mr. Pierce’s report, while a highly worthwhile and useful document, was written
primarily from the perspective of a totally blind voter. It does not, for example, deal
much with issues such as lack of voter adjustable controls for color, contrast, and
magnification, nor with physical access to the machines for voters who use wheelchairs.
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It discusses neither 2-switch input controls nor issues for voters who are deaf/blind for
whom DRESs are totally inaccessible. Mr. Pierce’s report is generally silent on
accessibility issues for voters who have learning or cognitive disabilities.

Additional problems with the Sequoia machines used for the March 21, 2006 primaries
were uncovered in a report released in April 2006 by the Illinois Ballot Integrity
Project.™ On page 15 of the Ballot Integrity Project report presented to the Cook
County Board of Commissioners, we find:

For example, the SBOE [State Board of Elections] staff tested the audio interface,
but apparently no testing was done with any other assistive devices for which the
AVC Edge might be equipped, such as sip-puff. While the sip-puff feature which
allows access for severely physically disabled voters has been made available in
other jurisdictions, it was not tested in [linois, nor were the AVC Edge DREs used
in Chicago and Cook County during Early Voting and on March 21, 2006, so
equipped.

The report continues with the following on page 16:

One final consideration with respect to Section 301(a)(3) compliance requires
mentioning and that is accessibility for those voters who require wheelchairs.
Although the AVC Edge design incorporates a “wide-leg” design, almost all voters
using wheelchairs are unable to reach the top displays on the touchscreen. While
theoretically, one might consider using the keypad provided for non-sighted voters,
this option is precluded because once the keypad is connected, the screen goes
blank. Therefore, those sighted voters using wheelchairs would be forced to use the
audio-prompt system which requires a substantially greater amount of time and
would be both inconvenient and confusing.

We have provided a significant commentary on the Section 301(a) compliance
features of the AVC Edge because it’s this aspect that provides voting machine
manufacturers and election officials with the strongest rationale for selling and
purchasing these machines. Approximately $21 million are to be spent by the City
and County for the purchase of DRE equipment. We must ask, was that equipment
properly tested and certified by the State Board of Elections for the primary
purpose for which it was intended? The absence of such testing and the SBOE (or
the City or County) failing to require sip-puff features suggest that it was not. One
might even speculate that actual compliance was less on the mind of the Tllinois
State Board of Elections than placing responsibility for compliance elsewhere:

“I want somebody to say today they’re taking that responsibility [for disabled
accessibility] and that it’s not ours, because I don’t want us being liable and that
[disabled] community, you know, blaming us for allowing this to be out there.
And you know, as I said, I’'m just wanting to protect this Board from some things
that we can’t necessarily control that you {Sequoia] will be.”™
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Later on page 16 there is the following:

Despite two out of five DREs experiencing paper jams, significant shortcomings in
the audio-assist component raised by both the disabled community and its own
Director of Voting Systems Standards, having had no reference to the ITA report,
non-compliance with Section 301(a)(3) and questions about compliance with
Section 24C-2 of the Illinois Election Code, the Board granted interim certification
to the “Sequoia AVC Edge Product” by unanimous vote. Due diligence or rush to
judgment?

Possibly even more relevant to our discussion, neither the Pierce report nor his recent
letter, dated October 4, 2006 (see below), addresses the issue of accessible voter verified
paper audit trails, an issue that is of concern to many voters with disabilities. In addition
to Natalie Wormeli’s eloquent testimony included in my written statement, see for
example:

- A Verifiable, Accessible Vote, October 11, 2004 letter to the New York Times
from Barbara Silverstone, Chief Executive, Lighthouse International™

- Touch Screens are not the best Choice for Disabled Voters, by A. J. Devies,
President, Handicapped Adults of Volusia County™"

- The list of at least seven organizations representing New York State voters with
disabilities™" who signed The New York State Citizen’s Coalition on HAVA
Implementation. A key point of the Coalitions platform is the following: New
voting machines should provide a “voter-verifiable paper audit trail " and
incorporate “data-to-voice” technology to ensure full access by all ™

Mr. Pierce analyzed four voting machines in his initial report dated March 23, 2005: the
iVotronic from Election Systems and Software, the AVC Edge II from Sequoia Voting
Systems, the eSlate from Hart InterCivic, and the AccuVote TS from Global Diebold. 1
referenced this report in both my written and oral testimony. In his oral comment, Mr.
Dickson said:

The rest of the story is that after those initial texts the company [emphasis added]
was able to inexpensively and quickly make changes to the access procedures so
that the problems were eliminated.™

It remains unclear to me as to why Mr. Dickson rose to the defense of one voting
machine vendor in these Congressional hearings, when I clearly had just referenced a
report that surveyed four voting machine vendors. He did not name the vendor to which
he was referring, nor did he say why he defended one vendor from among the four that
were cited. His comment gave the appearance, however, of suggesting that the problems
of all of the vendors had been fixed.

While Mr. Dickson chose not to address the accessibility of all four of the voting systems
analyzed in the Pierce report, voting machine access problems have hardly been
climinated, as I discuss below.
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It was only after the hearing that I learned that Mr. Pierce, in response to my testimony,
was preparing his October 4, 2006 update letter.* However, the letter, included with
this response, appears to update a report he wrote for the Cook County State’s Attorney’s
Office dated June 30, 2005, entitled Evaluation of Audio Interface Sequoia Voting
Systems AVC Edge. It is not an update to Mr. Pierce’s earlier March 23, 2005 report,
referenced in my testimony.

In his letter, Mr. Pierce does not mention the four voting machines he analyzed in 2005.
Instead, he refers only to the Sequoia Edge II Plus voting system that is scheduled to
replace the Sequoia AVC Edge I, used in the March primary, for the November 2006
election in Cook County. While Mr. Pierce’s comments appear to suggest that the Edge
II problems have also been fixed, it does not appear that Sequoia changed its access
procedures for the Edge II. They did, however, make changes to the scripts of the
messages.

The Sequoia Edge II Plus does not represent simply a minor change in the features and
software of the Edge II. Rather, it is based on the Smartmatic voting system used in
Venezuela. Smartmatic International, a Venezuela based company, is the parent
company of Sequoia Voting Systems""v”

Like Mr. Dickson, Mr. Pierce’s update letter makes no reference to the other three flawed
voting systems. In the interest of furthering improvement to the accessibility of voting
systems for people with disabilities, we first discuss the four voting machines analyzed in
Pierce’s original report.

According to Noel Runyan, the blind computer scientist and accessibility engineer quoted
by Mr. Pierce in his original report, the following accessibility problems, originally
identified by Mr. Pierce, do not appear to have been fixed on currently shipping
systems™"", All italicized text describing unfixed problems in the four voting machines
are direct quotes from Aceessibility Analysis of Four Proposed Voting Machines, by
Kelly Pierce, Cook County State’s Attorney’s Office, March 23, 2005.

Accuvote TS from Diebold:
- The selection of access options must be done for the voter by a poll worker.
- The keypad cannot be operated with a closed fist.
- There still is no prompting of end users asking them if they want the screen turned
off or giving them a control to do so independently.

Edge II from Sequoia:

The machine does not have simultaneous audio and visual output,

- The keypad does not permit operation with one hand or closed fist.

- The language selection menu still has requirement for pressing Select twice to
exit.

- There still is the time-out bug that pops you back into the language menu.

- The audio ballot review is still a non-pausable long drink from a fire hose.

- The voting machine from Sequoia functioned poorly at ballot review.
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The opening of contesis and single and double button pushes adds to the
complexity of the machine.

After pressing a button, the Sequoia machine immediately advanced to the next
contest with no information about what one exactly voted for and the ability to
change one’s vote in the event of error.

eSlate from Hart:

The keys are still not tactilly discernable.

The navigation wheel is still too small, requiring fine motor control that is hard or
impossible to do with a closed fist, mouth stick, etc.

The machine does not have built-in volume control and does not reset to normal
value for each new voter.

The only machine showing difficulty producing adequate volume was the eSlate
by Hart InterCivic.

The Hart InterCivic machine had more systemic issues with missing scripts,
omitted information about the location of controls and a lack of prompting after a
voter had voted in a contest so the voter knew what to do next to advance to the
next race.

Unfortunately, when end users change their votes in ballot review, they are left in
the original voting screen and need to scroll all the way to the bottom of the ballot
to exit.

iVotronic from ES&S:

The machine does not have simultaneous audio and visual output.

The machine does not have built-in volume control and does not reset to normal
value for each new voter.

The selection of the audio output feature must be done for the voter by poll
worker.

There is no audio rate control.

By contrast, the IVotronic from ES&S would likely need much more script
revision to ensure full understanding and clarity of the interface. In addition, new
audio prompts would need to be added to help users of the audio ballot take the
next step in progressing through the ballot.

For example, after the end user has cast a vote in a particular contest, the system
confirms the vote but it fails to instruct the end user as how to use the machine to
advance to the next contest and cast a vote in that contest.

Many of the problems cited in Pierce’s original report remain in the Edge II Plus system
discussed in his update letter. Again, quoting from Noel Runyan about the Sequoia Edge

II Plus system

XXix,

There is no simultaneous audio/video on the current Edge II and none on the Edge
1 Plus planned for use in this November 2006 election.

The 2-switch feature, while better than none, is a Band-Aid on a Band-Aid. For
the Edge 11, it does not include any change in the orientation and help messages to
aid in the proper use of the 2-switch controls. The Edge II also currently requires

10
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that 2-switch users and other keypad users get their output in audio, without any
video display, as if they were also blind.

- The new V5 keypad for Edge II systems does not support one-handed use and
both it and the newer keypad that is supposed to be available on the Edge II Plus
systems are still not operable with a closed fist.

The Edge II on which Mr. Runyan voted in the California June primary contained the
newer software for the Edge II system. Nonetheless, Mr. Runyan still encountered major
problems. Workers had great difficulty in setting up the Sequoia Edge Il machines in
proper audio mode. Bugs, such as the time-out bounce back to the language menu, also
remained unfixed.

At this point it is nearly impossible to know just which accessibility problems on the
Sequoia Edge Il have been fixed in the Edge II Plus and how effective those fixes may
be, because — unfortunately — neither the specifications for the Edge 11 Plus nor the results
of usability and accessibility tests are publicly available. However, experience has shown
that it is unwise to accept vendors’ fixes and promises until the results can be
demonstrated in real, certified, delivered machines. It appears that proper access
usability testing has not been done on the Edge Two Plus systems in Illinois or elsewhere.

Regarding the cost of upgrading existing machines, Mr. Runyan makes the following

XXX,

observations™:

Another relevant issue is the cost of upgrading existing voting systems to take
advantage of any of these changes — where possible. Some activists have been
saying that we should go ahead and rush into buying the current DRE machines,
despite their known security and access flaws, and then we can count on them being
fixed or improved in the future. Even if the major problems could ever be solved,
what will be the price and who will pay it? Certainly, not the Manufacturers.

According to our local ROV office, S