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Mr. LIEBERMAN, from the Committee on Homeland Security and
Governmental Affairs, submitted the following

REPORT

[To accompany H.R. 553]

The Committee on Homeland Security and Governmental Affairs,
to which was referred the bill (H.R. 553) to require the Secretary
of Homeland Security to develop a strategy to prevent the over-
classification of homeland security and other information and to
promote the sharing of unclassified homeland security and other
information, and for other purposes, having considered the same,
reports favorably thereon with an amendment and recommends
that the bill do pass.
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I. PURPOSE AND SUMMARY

The purpose of H.R. 553, as amended by the Committee, is to
prevent federal departments and agencies from unnecessarily
classifying information or classifying information at a higher and
more restricted level than is warranted, and by doing so to promote
information sharing across departments and agencies and with
State, local, tribal and private sector counterparts, as appropriate.
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II. BACKGROUND AND NEED FOR LEGISLATION

U.S. government policies and procedures related to classification
are intended to protect information, the unauthorized disclosure of
which could cause damage to the national security of the United
States. These policies and procedures have been prescribed pri-
marily by a series of Executive Orders, beginning with E.O. 8381,
issued in 1940, and updated most recently with E.O. 13526, issued
in December 2009. E.O. 13526 and its predecessors describe the
types of information that should be classified, establish procedures
for access to classified information, and provide guidelines and re-
quirements for the implementation of classification systems, includ-
ing declassification procedures.

The classification system that developed during the Cold War
was focused primarily on protecting sensitive information from the
Soviet Union and other traditional nation-state adversaries. But
since the fall of the Berlin Wall in 1989, threats to U.S. national
security have increasingly come from non-state actors, including
terrorist groups, organized criminal networks, and drug trafficking
organizations.

Efforts to counter Cold War nation-state threats were handled
primarily by the U.S. military and by federal Departments and
agencies responsible for diplomacy, intelligence, and law enforce-
ment. Efforts to counter post-Cold War threats involve a broader
group of participants, including State, local and tribal governments
and law enforcement agencies, as well as private sector entities.

The changing threats to U.S. national security have required our
nation’s current classification system to take into account factors
unknown to its Cold War predecessors. Without doubt, the primary
consideration for those making classification decisions must remain
whether unauthorized disclosure would damage national security,
consistent with the framework established in E.O. 13526 and prior
executive orders. But decisions also need to factor in the potential
benefits to national security that could result from sharing par-
ticular information with the broader group of participants in the
national security system. In other words, today’s classifiers must
weigh not only the harm flowing from unauthorized disclosure, but
also the detriment caused by denying critical non-federal actors ac-
cess to information that could assist their efforts to combat ter-
rorism and other non-state national security threats.

Today’s classification system, however, provides insufficient guid-
ance and support to individuals who are making classification deci-
sions, and often leads them to err on the side of over-classifying in-
formation. This Act is intended to create a framework by which in-
dividuals within the Executive Branch can make more balanced
and informed classification decisions, in a way that will strengthen
efforts by the United States to address both state-based and non-
state threats to national security.

Over-classification of information is particularly problematic with
respect to the threat of terrorist attacks against the United States.
In its examination of the terrorist attacks of September 11, 2001,
the 9/11 Commission found that existing classification policies and
procedures nurtured over-classification and excessive compartmen-
talization of information among agencies in several respects: (1)
Each agency’s incentive structure opposed sharing, with clear risks
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but few rewards for information sharing; (2) no agencies had to pay
the substantial long-term costs of over-classifying information; (3)
there were no punishments for not sharing information; and (4)
agencies cultivated a “need-to-know” culture of information protec-
tion rather than promoting a “need-to-share” culture of integra-
tion.1

Recent terrorist plots and attacks against the United States have
highlighted the important role of state, local and tribal law enforce-
ment agencies, as well as entities in the private sector, in detect-
ing, preventing and responding to terrorist attacks. In 2005, for ex-
ample, police officers in Torrance, California investigating a string
of gas station robberies uncovered a terrorist plot to attack military
facilities and synagogues in southern California. In 2007, a plot to
attack Fort Dix in New Jersey was disrupted in part due to an
electronics store employee who contacted local police about a sus-
picious videotape that one of the conspirators had taken to the
store to get converted to DVD format.

The current classification system, however, limits the federal
government’s ability to share information about potential threats
with state, local and tribal governments and law enforcement agen-
cies, and with the private sector. Very few officials in state, local
and tribal governments and law enforcement agencies have secu-
rity clearances, and as a result, they often face significant limits
to their ability to work as partners with the federal government in
terrorism prevention efforts and to receive information about
threats that enable them to better protect their communities from
the threat of terrorist attacks. In testimony before the House Com-
mittee on Homeland Security in 2007, numerous state and local
government officials and senior law enforcement officers spoke of
the ways in which the classification system inhibited their ability
to work in partnership with the federal government on homeland
security and terrorism prevention activities.?

LEGISLATION PASSED BY THE HOUSE OF REPRESENTATIVES AND
SENATE ACTION

The concerns articulated in these House Committee on Homeland
Security hearings led Representative Jane Harman, with 13 co-
sponsors, to introduce the Reducing Over-Classification Act, first in
the 110th Congress and then again this Congress. The House bill—
H.R. 553 this Congress—focused on reducing the over-classification
of information at the Department of Homeland Security (DHS) and
enhancing understanding of the classification system by State,
local, tribal and private sector entities by establishing an over-clas-
sification prevention program at DHS.

As amended by this Committee, H.R. 553 would have a broader
scope. It would address the issue of over-classification on a govern-
ment-wide basis, recognizing that the Department of Homeland Se-
curity makes only a very small percentage of original classification
decisions each year. The bill would apply many of the House’s pro-
visions government-wide and would strengthen the responsibilities

1Final Report of the National Commission on Terrorist Attacks upon the United States, Offi-
cial Government Edition, Page 417. 2004.

2See House Committee on Homeland Security print of hearings on Over-classification and
Pseudo-Classification. Available at http://www.gpo.gov/fdsys/pkg/CHRG-110hhrg11035279/
pdf/ CHRG-110hhrg11035279.pdf.
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of the Director of National Intelligence with respect to information
sharing. It would strengthen the process whereby the Interagency
Threat Assessment Coordination Group can request that intel-
ligence reports be produced at a lower level of classification. And
it would establish new government-wide employee incentives, over-
sight provisions, and training requirements.

The Committee wishes to emphasize that none of the provisions
in this Act is intended to supplant the Executive Branch’s long-
standing authority to determine what information should be appro-
priately classified within the framework established in Executive
Order 13526 and its predecessors.3 Indeed, the Committee believes
that the provisions of the Act complement and do not conflict with
Executive Order 13526, and that both the Order and the Act will
promote the goals of increased transparency, information sharing,
and security. H.R. 553 is merely intended to ensure that this exist-
ing framework appropriately considers the information require-
ments of entities that are playing a critical role in the nation’s ef-
forts to combat terrorism and address other non-traditional threats
to national security.

III. LEGISLATIVE HISTORY

In the 110th Congress, the House of Representatives passed H.R.
4806, sponsored by Representative Jane Harman and thirteen co-
sponsors, by voice vote. Representative Harman reintroduced the
bill in the 111th Congress, on January 15, 2009, as H.R. 553. The
House passed the bill by a voice vote on February 3, 2009. The bill
was received in the Senate on February 4, 2009, and referred to
the Homeland Security and Governmental Affairs Committee.

The Committee considered the bill on November 4, 2009. Chair-
man Lieberman and Ranking Minority Member Collins offered an
amendment in the nature of the substitute, which made significant
changes to the bill by adding new provisions to expand the bill’s
scope to cover all executive branch agencies, not just at the Depart-
ment of Homeland Security, by strengthening the responsibilities of
the Director of National Intelligence with respect to information
sharing; by strengthening the process whereby the Interagency
Threat Assessment Coordination Group can request that intel-
ligence reports be produced at a lower level of classification; and
by establishing new government-wide employee incentives, over-
sight provisions, and training requirements.

The Committee adopted the substitute and then voted to report
the bill, as amended, both by voice vote. Senators Lieberman,
Levin, Akaka, Carper, Pryor, Landrieu, Burris, Collins, and Ben-
nett were present for both votes.

IV. SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION

Section 1. Short title

This section states that that this measure may be cited as the
“Reducing Over-Classification Act.”

3The Committee believes that Executive Order 13526 meets the definition of a “subsequent
corresponding executive order” to Executive Order 12958 (as modified by Executive Order
13292) as defined in the Act.



Section 2. Findings

This section outlines a series of Congressional findings, includ-
ing: (1) The 9/11 Commission concluded that there is a need to pre-
vent over-classification of information by the Federal Government;
(2) The 9/11 Commission and others have observed that the over-
classification of information interferes with accurate, actionable,
and timely information sharing; (3) Over-classification of informa-
tion causes considerable confusion about what information may be
shared with whom, and negatively affects the dissemination of in-
formation within the Federal Government and with State, local,
and tribal entities, and the private sector; and (4) Excessive gov-
ernment secrecy stands in the way of a safer and more secure
homeland.

Section 3. Classified Information Advisory Officer

This section modifies subsection (d) of section 201 of the Home-
land Security Act of 2002 (6 U.S.C. 121) to designate a Classified
Information Advisory Officer in the Department of Homeland Secu-
rity to assist State, local, tribal, and private sector entities that
have responsibility for the security of critical infrastructure, in
matters related to classified materials. This Officer will be respon-
sible for developing and disseminating training programs and ma-
terials to educate these entities on procedures for challenging im-
proper classification and applying for security clearances. This Offi-
cer will also assist State, local and tribal entities with developing
plans and policies for the use of classified information, including
ways to communicate those plans and policies to non-cleared per-
sonnel without disclosing classified information. The Officer will
also advise the Department of Homeland Security’s Under Sec-
retary for Intelligence and Analysis on policies and procedures to
facilitate information sharing. The Committee intends that this Of-
ficer would serve as both a valuable resource for information and
an advocate for these non-federal entities. This office is not in-
tended to process or facilitate individual security clearance applica-
tions.

Section 3 of the Act includes references to “State, local, tribal and
private sector entities with responsibility [or “that have responsi-
bility”] related to the security of critical infrastructure.” In these
sections, the language “responsibility related to the security of crit-
ical infrastructure” is only intended to modify the term “private
sector entity” (or entities) and does not modify State, local or tribal
entities.

Section 4. Promotion of appropriate access to information

The Intelligence Reform and Terrorism Prevention Act (IRTPA)
of 2004 established a Director of National Intelligence (DNI)
charged with, among other duties, breaking down barriers to infor-
mation sharing. IRTPA provides the DNI with access to all na-
tional intelligence.# This section modifies subsection (b) of section
102A of the National Security Act of 1947 (50 U.S.C. 403-1) to re-
inforce the authority of the Director of National Intelligence to
have maximum access to all information within the intelligence
community, including intelligence reports and operational data,

450 U.S.C. §403-1(b).
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and require that the DNI then ensure maximum access to all such
information, consistent with the protection of intelligence sources
and methods, to appropriately-cleared individuals in federal, State,
local and tribal governments. It also requires that the DNI estab-
lish a mechanism to provide individuals from such entities with ac-
cess to this information (for example, through the establishment or
enhancement of information technology systems and networks).
This mechanism is not intended to supplant the existing classifica-
tion challenge procedures but rather to provide an alternative to
the challenge process when it has been exhausted or when exigent
circumstances require swift action.

Section 5. Intelligence information sharing

This section of the Act includes three distinct provisions intended
to improve the sharing of intelligence information with State, local
and tribal governments and law enforcement agencies.

a. Standardized formats for intelligence products

This provision modifies paragraph (1) of section 102A(g) of the
National Security Act of 1947 (50 U.S.C. 4031(g)) to require the Di-
rector of National Intelligence to establish guidance to standardize
formats for classified and unclassified finished intelligence products
created by elements of the intelligence community for purposes of
promoting the sharing of intelligence products.

The formatting of intelligence products can vary depending on
which entity within the Intelligence Community created it. Vari-
ations in formatting can make it difficult for intelligence products
to be easily entered into electronic databases and therefore sorted,
searched, and electronically disseminated. The Act requires the
DNI to develop guidance to standardize the formats for intelligence
products in order to better facilitate information sharing.

b. Portion marking of intelligence products

This provision also directs the DNI to promulgate guidance to re-
quire the increased use of portion markings, by which individual
sections of a product are marked with their classification level, al-
lowing them to be easily redacted when necessary and thereby al-
lowing sections of the product to be disseminated at a lower classi-
fication level when appropriate. It seeks to address a common situ-
ation in which intelligence products that contain unclassified infor-
mation as well as information classified at varied levels end up
classified at the highest level, unnecessarily restricting less sen-
sitive information within it to broader audiences for whom such in-
formation could be useful.

c. Interagency Threat Assessment and Coordination Group dissemi-
nation process

This section gives a new role to the Interagency Threat Assess-
ment and Coordination Group (ITACG), an entity created by Con-
gress in 2007. The ITACG, which is housed at the National Coun-
terterrorism Center, is composed of state, local, and tribal law en-
forcement and homeland security officers detailed to the group for



7

the purpose of “integrating, analyzing, and assisting in the dissemi-
nation of federally-coordinated information.” 5

Section 5 of the bill requires the head of each federal Department
or agency with classification authority, or his or her designee, to
share an intelligence product with ITACG if he or she determines
that it could benefit a state, local, or tribal government, law en-
forcement agency, or private sector entity. The ITACG can then
recommend that the DHS Undersecretary for Intelligence and
Analysis produce a product at the lowest possible classification
level that can be provided to appropriate entities. The Committee
believes that the ITACG can thus use its understanding of the
needs of State, local, and tribal first responders to help direct use-
ful intelligence into the hands of those who most need it. The
Under Secretary retains the authority to determine whether or not
a useful product can be produced at a lower classification level
without risking the disclosure of sources and methods or other sen-
sitive information.

The section also directs the ITACG to report to Congressional
committees on the intelligence products shared by the heads of
each federal Department or agency with classification authority
that could benefit State, local and tribal law enforcement. The re-
port must describe each recommendation made to the ITACG, each
recommendation carried out by the Under Secretary of Intelligence
and Analysis and each recommendation not carried out.

Section 6. Promotion of accurate classification of intelligence

The section directs Departments and agencies, when making per-
sonnel decisions, to consider whether employees are classifying in-
formation properly. In his responses to questions from the Senate
Select Committee on Intelligence, Admiral Dennis Blair, then-
nominee for the position of Director of National Intelligence, noted
that “there are many penalties for those who disclose classified in-
formation and few rewards for those who take the additional effort
to write at lower levels of classification.”® In an effort to counter-
balance the apparent incentives to over-classify information, the
Act requires that the consistent and proper classification of infor-
mation be a consideration in awarding personnel incentives.

The section also requires Inspectors General each year through
2014 to assess whether their agencies are appropriately following
and administering applicable classification policies, procedures,
rules, and regulations. This provision is intended to supplement,
not supplant, the National Archives and Records Administration’s
(NARA'’s) role as the lead agency for the oversight of the security
classification process.

The Committee recognizes the substantial workload already
shouldered by the Inspectors General and emphasizes that these
evaluations do not necessarily need to examine entire departments
and agencies but can be spot-checks of particular offices or compo-
nents with classification authorities.

5Section 521 of the Implementing the Recommendations of the 9/11 Commission Act, Public
Law 110-53.

6 Responses of Admiral Dennis C. Blair to Additional Prehearing Questions, p. 54. January
2009. Available at http:/ /intelligence.senate.gov /090122 blairresponses.pdf.
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Section 7. Classification training program

This section requires annual training for each employee or con-
tractor who has classification authority or is responsible for anal-
ysis, dissemination, preparation, production, receiving, publishing
or otherwise communicating written classified information. It re-
quires that this training instruct on the proper use of classification
markings, including portion marking. This section makes this
training a prerequisite for obtaining and renewing classification
authority. The Committee expects that, to the greatest extent pos-
sible, this new training will be integrated into existing classifica-
tion training or other appropriate and pre-existing programs.

V. REGULATORY IMPACT AND EVALUATION

Pursuant to the requirement of paragraph 11(b)(1) of rule XXVI
of the Standing Rules of the Senate, the Committee has considered
the regulatory impact of this bill. CBO states that the bill contains
no intergovernmental or private-sector mandates as defined in the
Unfunded Mandates Reform Act and would impose no costs on
state, local, or tribal governments.

VI. CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, March 26, 2010.
Hon. JOSEPH 1. LIEBERMAN,
Chairman, Committee on Homeland Security and Governmental Af-
fairs, U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 553, the Reducing Over-
Classification Act.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Jason Wheelock.

Sincerely,
DoucGLAs W. ELMENDOREF,
Director.

Enclosure.

H.R. 553—Reducing Over-Classification Act

Summary: H.R. 553 would make several changes to current law
designed to promote the sharing of homeland security information
with state, local, tribal, and private-sector entities. CBO estimates
that implementing the bill would cost $22 million over the 2011—
2015 period, assuming the appropriation of the estimated amounts.

Enacting this legislation would not affect direct spending or reve-
nues; therefore, pay-as-you-go procedures would not apply.

H.R. 553 contains no intergovernmental or private-sector man-
dates as defined in the Unfunded Mandates Reform Act (UMRA)
and would impose no costs on state, local, or tribal governments.

Estimated cost to the Federal Government: The estimated budg-
etary impact of H.R. 553 is shown in the following table. The costs
of this legislation fall within budget functions 050 (national de-
fense) and 800 (general government).



By fiscal year, in millions of dollars—

2011

2011 2012 2013 2014 2015 2015

CHANGES IN SPENDING SUBJECT TO APPROPRIATION

Classified Information Advisory Officer:
Estimated Authorization Level ..........ccoocovvvvsiirniinnes 2 2 2 2 2 10
Estimated Outlays 1 2 2 2 2 9
Inspectors General Evaluations:
Estimated Authorization Level ... 3 3 3 3 1 13
Estimated Outlays 3 3 3 3 1 13
Total Changes:
Estimated Authorization Level
Estimated Outlays

5 5 5 5 3 23
4 5 5 5 3 22

Basis of estimate: For this estimate, CBO assumes the legislation
will be enacted near the beginning of fiscal year 2011, that the esti-
mated amounts will be provided annually near the start each fiscal
year, and that outlays will follow historical patterns for similar and
existing programs.

Classified Information Advisory Officer

Section 3 would establish the position of Classified Information
Advisory Officer within the Department of Homeland Security
(DHS). The new position would be tasked with developing a pro-
gram to train the personnel of state, local, tribal, and private-sector
entities in the appropriate use of classified information. The train-
ing program also would cover the procedures that such entities can
use to challenge the classification designation of certain informa-
tion and the means by which their employees may apply for secu-
rity clearances.

DHS operates a similar outreach program dealing with cyber se-
curity. Based on the amounts requested for that program for 2011,
CBO estimates that implementing this section would cost $9 mil-
lion over the 2011-2015 period, assuming appropriation of the nec-
essary amounts.

Inspectors General evaluations

Section 6 of the bill would require that at least annually until
December 31, 2014, the inspectors general of those federal depart-
ments or agencies of the United States that originate classified in-
formation conduct an evaluation of their agencies’ implementation
of the applicable classification guidelines. According to information
from the Information Security Oversight Office, this provision could
require up to 50 evaluations annually.

Under Executive Order 13526, signed by the President on De-
cember 29, 2009, agencies that originate or handle classified infor-
mation are required to establish and maintain self-inspection pro-
grams. Integrating the requirements of the bill with the programs
established pursuant to Executive Order 13526 could help to re-
duce the costs of complying with the requirements of this provision.
However, since this provision also would require that the inspec-
tors general report on each evaluation conducted, implementing it
would most likely require additional staff across the federal govern-
ment. Based on the number of federal entities that originate classi-
fied information, and after adjusting for the potential that some in-
spectors general represent multiple federal entities, CBO estimates
that implementing this provision would cost $13 million over the
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2011-2015 period, assuming appropriation of the necessary
amounts.

Unclassified intelligence products for state, local, and tribal govern-
ments

Section 5 would require the Interagency Threat Assessment and
Coordination Group (ITACG), when it determines that certain non-
federal entities could benefit from an intelligence product, to rec-
ommend that DHS provide a version of that product, classified at
the lowest level possible, to such entities. In addition, this section
also would require DHS to report annually on the instances in
which ITACG recommended the creation of an intelligence product
and the DHS response to such recommendation.

Although the bill would create a new mechanism for ITACG to
make recommendations to DHS on intelligence products that would
benefit nonfederal entities, the ITACG currently works with DHS
to produce intelligence products, such as the Roll Call Release,
which is distributed to “street level” law enforcement officers. In
addition, DHS is currently tasked with providing homeland secu-
rity and terrorism information to nonfederal entities. For that pur-
pose, DHS has installed the Homeland Secure Data Network—
which allows DHS to share classified information with state and
local governments—at 33 intelligence fusion centers nationwide.
Based on those factors and input from the staff of the Program
Manager of the Information Sharing Environment at DHS, CBO
estimates that the cost of implementing this provision would not be
significant in any year and would be primarily related to the re-
porting requirements imposed by the bill.

Pay-As-You-Go considerations: None.

Intergovernmental and private-sector impact: H.R. 553 contains
no intergovernmental or private-sector mandates as defined in
UMRA and would not affect the budgets of state, local, or tribal
governments.

Estimate prepared by: Federal costs: Jason Wheelock; Impact on
state, local, and tribal governments: Melissa Merrell; Impact on the
private sector: Paige Piper/Bach.

Estimate approved by: Theresa Gullo, Deputy Assistant Director
for Budget Analysis.

VII. CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause x(x) of rule XIII of the Rules of the
Senate, changes in existing law made by the bill, as reported, are
shown as follows (new matter is printed in italic and existing law
in which no change is proposed is shown in roman):

HOMELAND SECURITY ACT OF 2002

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) kok sk

(b) TABLE OF CONTENTS.—The table of contents for this Act is as
follows:
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TITLE II-INFORMATION ANALYSIS AND INFRASTRUCTURE PROTECTION

Subtitle A—Information and Analysis and Infrastructure Protection; Access to

Information
Sec. 210F. Classified Information Advisory Officer
% # # % % # #

TITLE II-INFORMATION ANALYSIS AND
INFRASTRUCTURE PROTECTION

Subtitle A—Information and Analysis and
Infrastructure Protection; Access to Information

SECTION 201. [6 U.S.C. 121] INFORMATION AND ANALYSIS AND INFRA-
STRUCTURE PROTECTION.

* k *k & * k *k

(d) RESPONSIBILITIES OF SECRETARY RELATING TO INTELLIGENCE
AND ANALYSIS AND INFRASTRUCTURE PROTECTION.—The respon-
sibilities of the Secretary relating to intelligence and analysis and
infrastructure protection shall be as follows:

* * & * * * &

(26) To identify and designate, acting through the Under Sec-
retary for Intelligence and Analysis, a Classified Information
Advisory Officer to assist State, local, tribal and private sector
entities that have responsibility for the security of critical infra-
structure, in matters related to classified materials, as de-
scribed in Section 210F.

* * * * * * &

SECTION 210D. [6 U.S.C. 124k] INTERAGENCY THREAT ASSESSMENT
AND COORDINATION GROUP.

* * & & * * &

(c) RESPONSIBILITIES OF PROGRAM MANAGER.—The program man-
ager, in consultation with the Information Sharing Council, shall—

(1) monitor and assess the efficacy of the ITACG; [and]

(2) not later than 180 days after the date of enactment of the
Implementing Recommendations of the 9/11 Commission Act of
2007, and at least annually thereafter, submit to the Secretary,
the Attorney General, the Director of National Intelligence, the
Committee on Homeland Security and Governmental Affairs of
the Senate and the Committee on Homeland Security of the
House of Representatives a report on the progress of the
ITACG; and

(3) in each report required by paragraph (2) submitted after
the date of enactment of the Reducing Over-Classification Act,
include a description of the progress made by the head of each
Federal department and agency to share information with the
ITACG pursuant to section 102A(g)(3)(A) of the National Secu-
rity Act of 1947 (50 U.S.C. 403-1(g)(3)(A)).

* * *k & * * k
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SECTION 210F. CLASSIFIED INFORMATION ADVISORY OFFICER.

(a) REQUIREMENTS ToO ESTABLISH.—The Secretary, acting
through the Under Secretary for Intelligence and Analysis, shall
identify and designate within the Department a Classified Informa-
tion Advisory Officer, as described in this section.

(b) RESPONSIBILITIES.—The responsibilities of the Classified In-
formation Advisory Officer shall be as follows:

(1) To develop and disseminate educational materials and to
develop and administer training programs to assist State, local,
tribal and private sector entities with responsibility related to
the security of critical infrastructure—

(A) in developing plans and policies to respond to re-
quests related to classified information without commu-
nicating such information to individuals who lack appro-
priate security clearances;

(B) regarding the appropriate procedures for challenging
classification designations of information received by per-
sonnel of such entities; and

(C) on the means by which such personnel may apply for
security clearances.

(2) To inform the Under Secretary for Intelligence and Anal-
ysis on policies and procedures that could facilitate the sharing
of classified information with such personnel, as appropriate.

* * *k & * * *

NATIONAL SECURITY ACT OF 1947

TITLE I—COORDINATION FOR NATIONAL
SECURITY

* * & * * * &

SECTION 102A. RESPONSIBILITIES AND AUTHORITIES OF THE DIREC-
TOR OF NATIONAL INTELLIGENCE.

* * k & * * k

(b) ACCESS TO INTELLIGENCE.—

(1) Unless otherwise directed by the President, the Director
of National Intelligence shall have access to all national intel-
ligence and intelligence related to the national security which
is collected by any Federal department, agency, or other entity,
except as otherwise provided by law or, as appropriate, under
guidelines agreed upon by the Attorney General and the Direc-
tor of National Intelligence.

(2) The Director of National Intelligence shall—

(A) consistent with paragraph (1), have access to all intel-
ligence information, including intelligence reports, oper-
ational data, and other associated information, produced
by any element of the intelligence community; and

(B) consistent with the protection of intelligence sources
and methods, as determined by the Director—

(i) ensure maximum access to the intelligence infor-
mation referenced in subparagraph (A) for an employee
of a department, agency, or other entity of the Federal
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Government or of a State, local or tribal government
who has an appropriate security clearance; and

(it) provide a mechanism within the Office of the Di-
rector of National Intelligence for the Director to direct
access to the information referenced in subparagraph
(A) for an employee referred to in clause (i).

* * *k & * * *k

(g) INTELLIGENCE INFORMATION SHARING.—

(1) The Director of National Intelligence shall have principal
authority to ensure maximum availability of and access to in-
telligence information within the intelligence community con-
sistent with national security requirements. The Director of
National Intelligence shall—

* * * * * * *

(E) develop an enterprise architecture for the intel-
ligence community and ensure that elements of the intel-
ligence community comply with such architecture; [and]

(F) have procurement approval authority over all enter-
prise architecture-related information technology items
funded in the National Intelligence Program; and

(G) in accordance with Executive Order No. 12958, as
amended by Executive Order No. 13292 (68 Fed. Reg.
15315; relating to classification of national security infor-
mation) (or any subsequent corresponding executive order),
and parts 2001 and 2004 of title 32, Code of Federal Regu-
éat}ilons (or any subsequent corresponding regulation), estab-
ish—

(i) guidance to standardize, in appropriate cases, the
formats for classified and unclassified intelligence
products created by elements of the intelligence commu-
nity for purposes of promoting the sharing of intel-
ligence products; and

(i) policies and procedures requiring the increased
use, in appropriate cases, and including portion mark-
ings, of the classification of portions of information
within one intelligence product.

(2) The President shall ensure that the Director of National
Intelligence has all necessary support and authorities to fully
and effectively implement paragraph (1).

(3)(A) If the head of a Federal department or agency deter-
mines that an intelligence product which includes homeland se-
curity information, as defined in section 892(f) of the Homeland
Security Information Sharing Act (6 U.S.C. 482(f)), or terrorism
information, as defined in section 1016(a) of the Intelligence Re-
form and Terrorism Prevention Act of 2004 (6 U.S.C. 485(a)),
could likely benefit a State, local, or tribal government, a law
enforcement agency, or a private sector entity with responsibility
for the security of critical infrastructure, such head shall share
that intelligence product with the Interagency Threat Assess-
ment and Coordination Group established in Section 210D(a) of
the Homeland Security Act of 2002 (6 U.S.C. 124k(a)).

(B) If the Interagency Threat Assessment and Coordination
Group determines that an intelligence product referred to in
subparagraph (A), or any other intelligence product that such
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Group has access to, could likely benefit a State, local or tribal
government, a law enforcement agency, or a private sector enti-
ty, the Group shall recommend to the Under Secretary for Intel-
ligence and Analysis of the Department of Homeland Security
that the Under Secretary produce an intelligence product that
is unclassified or that is classified at the lowest possible level—
(i) based on the intelligence product referred to in sub-
paragraph (a), in a manner consistent with the guidance
established under paragraph (1)(G)(i); and
(it) provide such product to the appropriate entity or
agency.

(C)(1) The Secretary of Homeland Security shall submit to the
congressional intelligence committees, the Committee on Home-
land Security and Governmental Affairs of the Senate, and the
Committee on Homeland Security of the House of Representa-
tives an annual report on activities carried out under this para-
graph. Each report shall include a description of—

(D) each recommendation made to the Under Secretary for
Intelligence and Analysis under subparagraph (B);

(II) each such recommendation that was carried out by
the Under Secretary; and

(I11) each such recommendation that was not carried out
by the Under Secretary.

(it) The initial report required under clause (i) shall be sub-
mitted not later than 270 days after the date of the enactment
of the Reducing Over-Classification Act and no reports shall be
required under clause (i) after December 31, 2014.

(4) Except as otherwise directed by the President or with the
specific written agreement of the head of the department or
agency in question, a Federal agency shall not be considered
to have met any obligation to provide any information, report,
assessment or other material (including unevaluated intel-
ligence information) to that department or agency solely by vir-
tue of having provided that information, report, assessment or
other material to the Director of National Intelligence or the
National Counterterrorism Center.

(5) Not later than February 1 of each year, the Director of
National Intelligence shall submit to the President and to the
Congress an annual report that identifies any statute, regula-
tion, policy or practice that the Director believes impedes the
ability of the Director to fully and effectively implement para-
graph (1).

* * *k & * * *k

O




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /OK
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2022-02-01T20:09:04-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




