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THE FORT HOOD ATTACK: A PRELIMINARY
ASSESSMENT

THURSDAY, NOVEMBER 19, 2009

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:01 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber-
man, Chairman of the Committee, presiding.

Present: Senators Lieberman, Levin, Carper, Pryor, McCaskill,
Collins, McCain, Ensign, and Graham.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. The hearing will come to order. This
morning, our Committee begins an investigation as serious and
consequential as any it has ever undertaken. An American soldier,
Major Nidal Malik Hasan, has been charged with killing 12 of his
fellow soldiers and one civilian on an American military base in
Texas in what I believe, based on available evidence, was a ter-
rorist attack.

The purpose of this Committee’s investigation is to determine
whether that attack could have been prevented, whether the Fed-
eral agencies and employees involved missed signals or failed to
connect dots in a way that enabled Major Hasan to carry out his
deadly attack. If we find such errors or negligence, we will make
recommendations to guarantee as best we can that they never
occur again. That is our purpose here.

We are conducting this investigation because we believe it is our
responsibility to do so according to law and Senate rules. We are
both the Homeland Security Committee and, over the long term,
the Governmental Affairs Committee, which under the rules has a
special responsibility to conduct oversight of Executive Branch ac-
tions, particularly when, as in this case, there are questions about
those actions. We know it will be very difficult to fulfill our Com-
mittee’s responsibility without the cooperation of the Executive
Branch.

Yesterday, I want to report, I spoke with Secretary of Defense
Robert Gates and Attorney General Eric Holder and asked their co-
operation in allowing the bipartisan staff of this Committee to
interview relevant individuals in their Departments and obtain rel-
evant documents as part of this investigation of the murders at
Fort Hood, Texas. Secretary Gates and Attorney General Holder
both said they respected our authority to conduct such an inves-
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tigation and wanted to work out an understanding in which they
could cooperate so long as our investigation did not hamper or com-
promise the criminal investigation and prosecution of the accused
murderer Major Hasan.

I assured them that our Committee understood and respected the
difference between their criminal investigation and our congres-
sional investigation. Their criminal investigation is to bring an ac-
cused to justice. Our congressional investigation is to learn whether
the Federal Government or any of its employees could have acted
in a way that would have prevented these murders from occurring.
Their investigation in one sense looks backward and is punitive;
ours looks forward and is preventive.

I am optimistic that we will work out a way for both investiga-
tions to proceed without compromising either. Our staffs will be
meeting with representatives of the Departments of Justice and
Defense very soon to try to work out ground rules for both inves-
tigations without interfering with each other.

But I can say that I am encouraged and appreciative that Sen-
ator Collins and I, and our top-level staff, have received one classi-
fied briefing on Major Hasan’s case and will soon receive another
and have been given access to some very relevant classified docu-
ments relating to this matter. So we are off to a good, cooperative
start. And we are going to be insistent about this because it really
is our responsibility to do so.

At the conclusion of our investigation, we will issue a report and
recommendations. I want to make clear this morning that we in-
tend to carry out this investigation with respect for the thousands
of Muslim-Americans who are serving in the American military
with honor and the millions of other patriotic, law-abiding Muslims
who live in our country. But we do no favor to all of our fellow
Americans who are Muslim by ignoring real evidence that a small
number of their community have, in fact, become violent Islamists
and extremists.

It seems to me here at the outset, and based on what we know
now, that there are three basic areas of importance in which our
Committee in this investigation will want to gather facts and draw
conclusions.

First, if, as seems to be the case, there were colleagues of Major
Hasan in the U.S. Army who heard him say things or watched him
do things that raised concerns in their minds about his mental sta-
bility and/or his political extremism, the question is: Were those
concerns conveyed up the chain of command? And were they re-
corded anywhere in Major Hasan’s personnel files? And did the
Army do anything in response to those concerns?

Second, what information did the Joint Terrorism Task Forces
(JTTF) headed by the Federal Bureau of Investigation (FBI) have
about Major Hasan, including transcripts of e-mails which he had
with a subject of investigation that the FBI acknowledged publicly
it had in its possession? Acknowledgment came last week. What
judgments were made about those e-mails? Was any attempt made
to investigate Major Hasan further after his e-mail traffic with the
subject of an ongoing Joint Terrorism Task Force investigation was
intercepted?
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And, third, was the information which the Joint Terrorism Task
Force had on Major Hasan shared with anyone in the U.S. Army,
the Department of Defense, or anyone else in our government?

Those to me are three central questions, though by no means all
the questions, we will pursue painstakingly and answer as com-
pletely as we can before we reach conclusions and make rec-
ommendations.

This morning, we are really grateful to have with us to help us
consider both those questions and others a very experienced and
thoughtful panel of witnesses, with experience in terrorism,
counterterrorism, law enforcement, and the military. We have
asked our witnesses to give us their first reactions to what we
know of the murders at Fort Hood and to what we know of the ac-
cused murderer, Major Hasan, based on the publicly available evi-
dence. I also hope that they will offer us their advice about what
other questions our investigation should raise regarding the focus
of our inquiry, which is the conduct of employees of the Depart-
ment of Justice, the Department of Defense, or any other Federal
agency or department.

I really want to thank the witnesses for being here, and I look
forward to your testimony, which I am confident will get this Com-
mittee’s investigation off to exactly the right start.

Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Chairman, let me begin this morning by saluting you for
your leadership and for your courage in proceeding with this inves-
tigation and these hearings. I can think of no more important task
for this Committee to undertake.

In investigating the September 11, 2001, terrorist attacks, the
9/11 Commission led by Tom Kean and Lee Hamilton discovered
vital information scattered throughout the government, confined by
agency silos, that might have prevented the deaths and destruction
of that terrible day if only the dots had been connected.

In the wake of the mass murder at Fort Hood, we once again
confront a troubling question: Was this another failure to connect
the dots?

Much has been done since September 11, 2001, to respond to the
failures exposed by those attacks. We created the National
Counterterrorism Center (NCTC), additional Joint Terrorism Task
Forces, and fusion centers. We revised information-sharing policies
and promoted greater cooperation among intelligence agencies and
law enforcement. And the results have been significant. Terrorist
plots, both at home and abroad, have been thwarted. The recent ar-
rest of Najibullah Zazi demonstrates the tremendous benefits of in-
formation sharing and joint efforts by the NCTC and other intel-
ligence agencies as well as Federal, State, and local law enforce-
ment.

But the shootings at Fort Hood may indicate that communica-
tions failures and poor judgment calls can defeat the systems in-
tended to ensure that vital information is shared to protect our
country and its citizens. This case also raises questions about
whether or not restrictive rules have a chilling effect on the legiti-
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mate dissemination of information, making it too difficult to con-
nect the dots that would have allowed a clear picture of the threat
to emerge. These are the overarching questions that we will explore
with our expert witnesses today.

Our ongoing investigation will also seek answers to questions
specific to the Fort Hood case. For example, how did our intel-
ligence community and law enforcement agencies handle inter-
cepted communications between Major Hasan and a radical cleric
who was a known al-Qaeda associate? Did they contact anyone in
Major Hasan’s chain of command to relay concerns? Did they seek
to interview Major Hasan himself?

When Major Hasan reportedly began to openly question the oath
that he had taken to support and defend the Constitution of the
United States, did anyone in his military chain of command inter-
vene? When Major Hasan in his presentation at Walter Reed in
2007 recommended that the Department of Defense allow “Muslim
soldiers the option of being released as conscientious objectors to
increase troop morale and decrease adverse events,” did his col-
leagues and superior officers view this statement as a red flag?
Were numerous warning signs ignored because the Army faces a
severe shortage of psychiatrists and because the Army was con-
cerned, as the Chief of Staff has subsequently put it, about a back-
lash against Muslim soldiers?

These are all troubling questions that we will seek to answer.

For nearly 4 years, this Committee has been investigating the
threat of homegrown terrorism. We have explored radicalization in
our prisons, the cycle of violent radicalization, and how the Inter-
net can act as a virtual terrorist training camp. We have warned
that individuals within the United States can be inspired by al-
Qaeda’s violent ideology to plan and execute attacks even if they
do not receive any direct orders from al-Qaeda to do so. And we
have learned of the difficulty of detecting lone-wolf terrorists.

To prevent future homegrown terrorist attacks, we must better
understand why law enforcement, intelligence agencies, and our
military personnel system may have failed in this case. Major
Hasan’s attack targeted innocent civilians and soldiers, regardless
of their religious faith. The patriotic soldiers and citizens of all
faiths who were injured and killed, not on a foreign battleground
but, rather, on what should have been safe and secure American
territory, deserve a thorough investigation.

With so many questions still swirling around this heinous attack,
it is important for our Nation to understand what happened so that
we may work to prevent future incidents. We owe that to our
troops, to their families and communities, and to all the American
people.

Chairman LIEBERMAN. Thank you very much, Senator Collins,
for that excellent opening statement.

We will now go to the witnesses and begin with Jack Keane, re-
tired General of the U.S. Army, former Vice Chief of Staff of the
Army. We are honored to have him here, a decorated American sol-
dier, who in particular has relevant experience here about which
I hope General Keane will testify. He was commander of the base
at Fort Bragg right after a soldier with white extremist views was
involved in the murder of an African-American couple. That experi-
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ence I think informs his view of this incident, and, of course, we
would welcome his reflections on that and the broader issue of ex-
tremism in the military and how we hope the Army has handled
this situation.

General Keane, it is a great honor to have you here, and we wel-
come your testimony at this time.

TESTIMONY OF GENERAL JOHN M. KEANE, USA, RETIRED,!
FORMER VICE CHIEF OF STAFF OF THE U.S. ARMY

General KEANE. Thank you, Mr. Chairman, Senator Collins, and
Members of the Committee. I truly appreciate you inviting me here
to testify this morning on a subject of such national importance
which directly affects the security of the American people and in
this case, equally or more important, our soldiers and their fami-
lies.

How painfully and devastatingly ironic that our soldiers were
gunned down at Fort Hood while preparing to deploy overseas to
fight jihadist extremism. As we are rapidly becoming aware, the
preliminary reports suggest that Major Hasan himself is a jihadist
extremist as he indicated during the act of shooting our soldiers by
crying out the jihadist refrain, “Allahu akbar.” It appears likely
that Major Hasan’s targets and his radical beliefs are directly re-
lated as he chose to kill those who were destined to fight jihadist
extremism.

We all welcome the investigations that the Army, the Depart-
ment of Defense (DOD), the Federal Bureau of Investigation, other
agencies of government, and this Congress are conducting to deter-
mine who was Major Hasan; what were the patterns of his behav-
ior and attitude; what did we know about what appears to be his
extremist beliefs; how did we share that information, and what ac-
tions did we take or fail to take as a result; and, most definitely,
what must we do to prevent such incidents in the future?

The Department of Defense has a longstanding policy of intoler-
ance for organizations, practices, or activities that are discrimina-
tory or extremist in nature. This policy was updated in 1986 as a
result of service member participation in supremacist activities and
again in 1996 after two Army soldiers committed two racially moti-
vated murders at Fort Bragg, North Carolina, resulting in the
death of two African-Americans and prompting a DOD review of
the 1986 policy and a subsequent revision in 1996. In fact, the
Army issued a pamphlet titled “Extremist Activities” as a result of
that incident.

I took command of Fort Bragg and the 18th Airborne Corps
weeks after that incident occurred, and there was much that we
learned that eventually became Army policy. First and foremost,
we were tolerating racially motivated skinheads who were in our
units at Fort Bragg. When extremism occurs in a unit, there is a
natural tendency for soldiers to pull away from it because it is so
disturbing to their beliefs and to the beliefs of the Army. As such,
it can often polarize a unit and directly affect its cohesion, morale,
and capability to perform at a very high standard.

1The prepared statement of General Keane appears in the Appendix on page 50.
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What we found at Fort Bragg is that our policies were not clear
in identifying what extremist behavior was—in this case, tattoos,
specific dress, racial rhetoric, Nazi symbols, etc. As a result, racial
extremists were allowed to exist in our units. Twenty-one soldiers
were eventually eliminated from the service for exhibiting such be-
havior—unfortunately, all after the racially motivated murders
were committed. Two soldiers were tried and convicted for these
murders.

The Army investigation determined that we needed to update our
policies and, equally important, educate Army soldiers and leaders
on the patterns of behavior and signs and symbols of racially moti-
vated extremism. Those policies require soldiers and leaders to
identify such behavior and to report it so that commanders can
take appropriate action.

Commanders’ options are numerous, from counseling, efficiency
reporting, Uniform Code of Military Justice (UCMJ) or legal ac-
tions, and involuntary separation. Our commanders then and now
have full authority by Army policy to “prohibit military personnel
from engaging in or participating in activities that the commander
determines will adversely affect good order and discipline.”

I suspect strongly that after we conduct these investigations, we
will find that our policies will need revision again to account for
the specific behavior and attitudes as expressed by radical
Islamists or jihadist extremists. It should not be an act of moral
courage for a soldier to identify a fellow soldier who is displaying
extremist behavior. It should be an obligation. And as such, the
commanders need specific guidelines as to what jihadist extremist
behavior is and re-emphasize how to use the many tools and op-
tions they have at their disposal to curb the behavior, to rehabili-
tate soldiers, if possible, or to take legal or separation action. Be-
cause jihadist extremists are potentially linked to terrorist organi-
zations that directly threaten the security of the United States, it
is essential that our government agencies are sharing information
about such individuals.

What has been in the media these last few days about Major
Hasan and his behavior, if determined to be true, is very dis-
turbing. There are allegations such as justifying suicide bombing
on the Internet, lecturing fellow soldiers using jihadist rhetoric,
warning about adverse events if Muslims were not allowed to leave
military service, repeatedly seeking counsel from a radical Imam
Anwar al-Awlaki with well-known ties to al-Qaeda, attempting to
convert some of his patients who were suffering from stress dis-
orders to his distorted view of Islam—and, finally, was the FBI
sharing with the Army what it knew about Major Hasan and al-
Awlaki, and was the Army sharing what it knew about Major
Hasan with the FBI?

While these patterns are preliminary and will be confirmed by
the investigations that are being conducted, it is very similar to
what we experienced at Fort Bragg in the late 1990s where we
were wrongfully tolerating extremists in our organization who had
displayed a pattern of behavior that put them at odds with the val-
ues and character of the Army.

Let me conclude by saying that the incident and Major Hasan’s
behavior is not about Muslims, and their religion, who are a part
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of the fabric of American life, respected and assimilated into every
aspect of American society, nor is it about the 10,000 Muslims in
the military who, quite frankly, are not seen as Muslims but as sol-
diers, sailors, airmen, and marines. Their contribution, their com-
mitment, and their sacrifice is not only appreciated, it is honored.

This is fundamentally about jihadist extremism, which is at odds
with the values of America and its military and threatens the safe-
ty and security of the American people.

I was in the Pentagon on September 11, 2001, and felt up close
the horror of this extremism, as the Army lost more soldiers and
civilians that day than any day in the last 8 years of war. I know
our soldiers and families at Fort Hood are stung by this tragedy
because their friends and loved ones were killed simply because of
who they are and what they stand for. They were committed to de-
fend this Nation against the very extremism that killed them.

Radical Islam and jihadist extremism is the most trans-
formational issue I have dealt with in my military service and con-
tinues to be so today. In my judgment, it is the most significant
threat to the security of the American people that I have faced in
my lifetime. We are a society that espouses tolerance and values
diversity, and our military reflects those values. But at the same
time, we must know what a threat looks like, and we must know
what to do about it.

Thank you, and I look forward to your questions.

Chairman LIEBERMAN. Thank you, General Keane, for that clear,
strong, principled, and, for myself, stirring statement. I appreciate
it very much.

We are honored next to have Fran Townsend with us, former As-
sistant to the President for Homeland Security and Counterter-
rorism. We are really grateful to have you here to put this case into
the context of your experience in the field of counterterrorism gen-
erally, so please proceed.

TESTIMONY OF FRANCES FRAGOS TOWNSEND, FORMER AS-
SISTANT TO PRESIDENT GEORGE W. BUSH FOR HOMELAND
SECURITY AND COUNTERTERRORISM

Ms. TOWNSEND. Mr. Chairman and Ranking Member Collins,
thank you. It is really a privilege to be here with you today.

After more than 20 years in the government, most of it as a pros-
ecutor and a Justice Department lawyer, the one thing I think we
know for sure is that things always look clearer looking back than
when you are in the heat of battle. So as you well understand, I
caution the American people to remember that imperfect knowl-
edge and facts in the heat of the investigation often result in less
than perfect judgments and less than perfect knowledge. And I ap-
plaud the effort of the Committee to understand how can we make
that knowledge, in the heat of the investigation, better so that we
can ensure better judgments and better action.

I can say I conducted many such reviews during my time in gov-
ernment. Probably the most well known publicly was the Katrina
Lessons Learned. What I have found more often than not is that
in the wake of a national tragedy, while we typically look for single
points of failure, the failures tend to be systemic. They are sys-
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temic weaknesses and systemic failures, and so the importance of
your work in identifying those so that we can fix them.

When we look at this particular incident, I, as others I think,
without knowing all of the facts, come away with many questions.
I break them down into three distinct areas: First, collection; sec-
ond, law enforcement and the Joint Terrorism Task Force inves-
tigation; and, third, the military. Let me start with collection.

While we must rely at the moment on public reports, what we
understand is that there were lawfully intercepted communications
in an unrelated terrorism investigation. As a result of that unre-
lated investigation, the intelligence community identified less than
two dozen communications culled from this unrelated investigation
that had more than 20,000 communications.

I must say to you, that is an extraordinary accomplishment on
the part of the FBI and would not likely have occurred prior to
September 11, 2001. We must acknowledge what that suggests,
and that is, a stronger, more capable FBI determined to protect us,
and that is to be commended.

Second, I look at the law enforcement and the JTTF investiga-
tion. To evaluate that, it is difficult without understanding several
things. First, the content of the communications they were looking
at, they remain classified and the subject of the ongoing investiga-
tion. Second, when the JTTF investigators looked at those commu-
nications, what did they look at them against? What information
did they have access to at the time that they evaluated those com-
munications? And then, third, once they had that information on
the JTTF and made a judgment, whether we ultimately agree with
the judgments that were made there or not, what did they do to
share that information with individuals who could have taken ac-
tion outside of a law enforcement context, presumably the U.S.
military?

Let me start with content, and while I cannot speak to the spe-
cific content of Major Hasan’s communications, here is what we do
know about al-Awlaki from the 9/11 Commission report. Al-Awlaki
in late 2000 was an imam in San Diego where also at that same
mosque were two of the September 11, 2001, hijackers. In 2001, al-
Awlaki relocates to the Dar Al-Hijra mosque in Northern Virginia,
the same mosque that the same two September 11, 2001, hijackers
from San Diego go to in Northern Virginia, as well as a third Sep-
tember 11, 2001, hijacker. And, finally, al-Awlaki’s phone number
is discovered in Ramzi Binalshibh’s Hamburg apartment as a re-
sult of a search that is conducted.

The FBI and the counterterrorism community know al-Awlaki
well. He has been the subject of interest and investigation since be-
fore and after he left the United States in 2002. He is well known
to the international counterterrorism community and to the Yem-
eni Government.

Certainly the information regarding what we knew about al-
Awlaki as well as these communications were shared on the JTTF.
Certainly the Defense Criminal Investigative Service (DCIS) was a
part of that review and participated. Presumably they looked at
Major Hasan’s personnel file. Of course, the question remains:
What was in that file? All of the things that General Keane articu-
lated, were they there, were they considered?
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Frankly, based on the judgment that was made on the JTTF, it
raises some question whether or not any of that information, nega-
tive and derogatory, made it into the personnel file that the JTTF
had access to. If it was not there, we must ask ourselves why and
what we can do to ensure that information is in there so that the
JTTF investigators could have had access to it.

Now, once that information was shared among the JTTF and
they made a judgment, what happened next? What information
was shared? I can tell you from my experience in the Justice De-
partment, depending on how that information was collected will
dictate what rules apply in terms of information sharing. There are
two sets of rules that apply. To Senator Collins’ question, these can
be complicated, perhaps unnecessarily so.

If the information in those e-mails or those communications was
collected pursuant to the Foreign Intelligence Surveillance Act,
typically the warrant that permitted that collection would restrict
the further dissemination of that information that was collected
without the permission of the Court. It is not difficult. One can go
back to the Court, request the information, and get permission for
sharing. And, in fact, in my experience, I could not recall, thinking
back on this, a time when the Court did not grant such permis-
sions. So that is a legal restriction on the sharing.

The second set of rules is a memorandum of understanding that
the FBI enters into with each agency that participates in the JTTF.
The essence of those agreements say that information by partici-
pants in the JTTF is not to be shared with their home agencies
without the permission of the JTTF. Presumably that is the FBI
by whom they are led. Again, that approval can be gotten. There
is not a reason not to have it.

I will tell you, as I thought about this case, I think as you read
the press accounts, the question becomes: Did DOD ask for that in-
formation to be shared? Did the DOD representative on the JTTF
ask for that information to be shared back with the Army? Of
course, we need to know the answer to that question, but I will tell
you there is something that offends me about suggesting that the
obligation was only on the part of the Department of Defense. Cer-
tainly any law enforcement investigator there, if they felt that they
did not have the authority to proceed, but another Federal agency
could, whether it was on personnel or other reasons, should have
suggested that the information be shared.

In the wake of the review, the information and the evaluation of
the JTTF, when they made that evaluation, did they interview
Major Hasan? If they did not believe him to be a threat, if they be-
lieved the communications to be legitimate, then why didn’t you go
and interview him? If you didn’t want to interview him, why didn’t
you go and interview his colleagues at Walter Reed where the in-
formation that was not in the file might have been discovered?
There are three typical responses to those questions.

First, the protection of sources and methods, that they would not
have wanted to reveal where they got those communications. I
would suggest to the Committee that there are ways around that
concern to mask the source and method by which you did that col-
lection.
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Second, regrettably, I worry about a sense of political correctness.
I worry that, in a post-September 11, 2001, world, because we very
much respect and rely on the vast majority of law-abiding Muslims,
and we have done tremendous cultural training inside the Federal
Government and law enforcement agencies, that there might have
been some sort of self-censoring, if you will, a reluctance for them
to pursue a senior uniformed military member, a doctor who was
Muslim.

Last, there is the FBI's Domestic Investigation Operational
Guidelines. They were written in December 2008. They are up-
dated annually, and it has been suggested that they would not
have gone out to interview Major Hasan or his employers because
they would have been discouraged from doing that by the FBI’s
own guidelines. That, too, needs to be looked at and considered and
whether or not that needs to be changed.

Last, when we look at the military, we must look at this impor-
tant aspect. As I have suggested, we have to know whether or not
there was a method by which the derogatory information made its
way into Major Hasan’s personnel file. If it did, who was respon-
sible and accountable for following up on that information before
the intercepts and after the intercepts if they had gotten the infor-
mation?

We must ensure that even if the military had gotten the inter-
cepts and the information that would have been required, that they
have the process and procedures in place to ensure that they not
fall through the cracks. They must also have adequate resources
and training within the military to be able to address this issue.

It is important not simply because you may want to weed out
someone who is mentally unfit to be deployed, but after all, we
want to make sure the military has adequate resources to root out
within their ranks the potential criminal, spy, or terrorist.

As Senator Collins says, it is important that we assure ourselves,
we address these issues, because it is at the core of our obligation
to protect our military service members and their families. We ask
much of them. We owe them an honest look. We owe them to re-
double our efforts to ensure their safety and their security.

It is easy to offer questions and opinions when we are unbur-
dened by the facts. And I am not here to second-guess the hard-
working public servants who investigated this case, but to offer,
based on my experience, how we might improve the system and
better protect our men and women in uniform. Thank you.

Chairman LIEBERMAN. Thanks, Ms. Townsend. I really appre-
ciate the spirit and the context of your testimony, which I think
will be both very informative and helpful to us as we go forward
with the investigation.

Our next witness—and we thank him for coming down from New
York—is Mitchell Silber, Director of Analysis with the Intelligence
Division of the New York City Police Department (NYPD). Mr.
Silber has testified previously before the Committee concerning
what I would call a seminal report that he co-authored for the
NYPD, which was titled “Radicalization in the West: A Homegrown
Threat.” The NYPD has really quite a remarkable preventive ap-
proach—understandably, I suppose, when one considers what hap-
pened on September 11, 2001—to the threat of terrorism generally,
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including a focus on homegrown terrorism. So we are very grateful,
Mr. Silber, that you have returned to the Committee, and we wel-
come your testimony at this time.

TESTIMONY OF MITCHELL D. SILBER,! DIRECTOR OF INTEL-
LIGENCE ANALYSIS, NEW YORK CITY POLICE DEPARTMENT

Mr. SILBER. Mr. Chairman, Senator Collins, and Members of the
Committee, thank you for inviting me as the representative of the
New York City Police Department to testify here today.

In October 2007, as you mentioned, I testified before this Com-
mittee about the findings of a recent study titled “Radicalization in
the West: The Homegrown Threat” that I had co-authored and the
NYPD had published concerning the process of radicalization in the
West and the threat that it potentially posed to the United States.
és it has elsewhere, this threat has now materialized in the United

tates.

The Past 12 Months: During the past 12 months, U.S. authorities
have uncovered a number of radicalized clusters of individuals in-
tent on committing violent jihad within the continental United
States as well as abroad. These arrests, along with intelligence op-
erations, indicate that radicalization to violence is taking place in
the United States.

Approximately 1 year ago, in November 2008, the Department of
Homeland Security and the FBI issued a warning relating to an al-
Qaeda-linked terrorist plot against the Long Island Railroad com-
muter network. The origins of this plot was linked directly to Bry-
ant Neal Vinas, a New Yorker, who radicalized to violence in and
around New York City before traveling to Pakistan to seek out an
opportunity to participate in violent jihad.

In April 2009, before their arrest by the Joint Terrorism Task
Force, four men placed what they believed was C4 explosives out-
side a Jewish synagogue and community center in Riverdale in an
attempt to carry out a terrorist act. These men were radicalized in
the United States.

In July 2009, seven men were arrested by Federal authorities in
North Carolina. They possessed weapons and more than 27,000
rounds of ammunition and had plans to attack the Marine Base at
Quantico, Virginia. These men, known as the Raleigh 7, were in-
spired by al-Qaeda and radicalized in the United States.

This past September, Najibullah Zazi, age 24, was arrested as
part of an al-Qaeda-linked conspiracy to attack locations in New
York City with hydrogen peroxide-based explosives. The plot has
been called one of the most serious since September 11, 2001. Zazi,
who lived in Flushing, Queens, during his formative years—ages 14
tSo 23, before departing for Pakistan—radicalized in the United

tates.

Later that same September, Betim Kaziu, a 21-year-old New
Yorker from Brooklyn, was indicted for conspiracy to commit mur-
der abroad and support for foreign terrorists. Arrested in Kosovo,
Mr. Kaziu sought to join a foreign fighter group overseas and “take
up arms against perceived enemies of Islam,” meaning American

1The prepared statement of Mr. Silber appears in the Appendix on page 54.
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troops potentially in Iraq or Afghanistan. He was also radicalized
in the United States.

And there are more: In Boston, Tarek Mehanna, age 26 and a
graduate of the Massachusetts College of Pharmacy, was arrested
last month. Not only did he seek to fight abroad, but he was also
charged with conspiring to attack civilians at a shopping mall in
the United States, as well as two members of the Executive Branch
of the Federal Government. He was radicalized in the United
States.

At least 15 men of Somali descent have radicalized in Min-
neapolis over the last few years and have left the United States to
fight in Somalia. They joined al-Shabaab, a terrorist group associ-
ated with al-Qaeda and based in Somalia. Our fear is: What hap-
pens when they return to the United States? Australia has already
thwarted a plot just this year involving individuals who fought
alongside al-Shabaab and then returned to Melbourne seeking to
attack an Australian military base.

This past September also saw plots involving lone wolves in both
Dallas, Texas, and Springfield, Illinois. In Dallas, a large office
building was targeted with a vehicle-borne explosive. In Spring-
field, a Federal building was targeted. Though these individuals
Everednot part of any group, much of their radicalization seems U.S.

ased.

And, finally, there were the recent arrests of two Chicagoans
with direct links to Lashkar-e-Taiba. This is the group that was re-
sponsible for the November 2008 Mumbai terrorist attack. Though
these men seemed to be plotting against targets in Denmark, once
again it appears that these individuals were radicalized in the
United States.

Given the evidence of the past 12-month period, one must con-
(élude that radicalization to violence is occurring in the United

tates.

Process and Radicalization: Given what seems to be a pattern of
individuals radicalizing to al-Qaeda-inspired violence, the NYPD
has invested a substantial analytic effort in order to assess the
causes and process that marked the radicalization trajectory of
these individuals. Among the cases previously mentioned, we saw
the pattern repeating itself. It is consistent with the model from
the 2007 NYPD report that suggested of four phases: Pre-
radicalization, self-identification, indoctrination, and jihadization.
And driving this process is a combination of the proliferation of al-
Qaeda ideology intertwined with the real or perceived political
grievances that cite a Western “war against Islam” and provide the
justification for young men with unremarkable backgrounds to pur-
sue violent extremism.

Let me describe in greater detail the four phases.

Phase I, Pre-Radicalization: Pre-radicalization is the point of ori-
gin for individuals before they begin this progression. It is their life
situation before they were exposed to and adopted jihadi-Salafi
Islam as their own ideology. Based on the cases, individuals who
are vulnerable to radicalization tend to be male Muslims between
the ages of 15 to 35 who are local residents and citizens from var-
ied ethnic backgrounds. Significant proportions come from middle-
class backgrounds and are educated, at least high school graduates,
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if not university students. Based on our case studies, the vast ma-
jority of individuals who end up radicalizing to violence do not start
out as religiously observant or knowledgeable.

Phase 2, Self-Identification: Self-identification is the phase where
individuals, influenced by both internal and external factors, begin
to explore more literal interpretations of Islam, gradually gravi-
tating away from their old identity and beginning to associate
themselves with and adopt this ideology as their own. The trigger
for this “religious seeking” is often a catalytic event or a crisis
which challenges the individual’s previously held beliefs and causes
that individual to reconsider their previously held outlook and
worldview.

Phase 3, Indoctrination: Indoctrination is the phase in which an
individual intensifies his beliefs, wholly adopts his extremist ide-
ology, and concludes without question that action is required to
support and further the cause. That action is violence. Indoctrina-
tion is the manifestation of accepting a religious-political ideology
that justifies, legitimizes, and encourages violence against anything
kufir, or un-Islamic, including the West, its citizens, its allies, or
those whose opinions are contrary to their own extremist agenda.

The signatures associated with this phase include becoming an
active participant in a group and simultaneously becoming increas-
ingly isolated from one’s life. Gradually, the individuals begin to
isolate themselves from secular society and self-radicalize. They
come to believe that the world is divided between enlightened be-
lievers (themselves) and infidels (everybody else).

Phase 4, Jihadization, or the “Violence Phase”: Jihadization is a
phase in which individuals accept their own individual duty to par-
ticipate in violent jihad and self-designate themselves as holy war-
riors or mujahideen. Often, individuals will seek to travel abroad
to participate in a field of jihad such as Afghanistan, Pakistan,
Kashmir, Chechnya, Somalia, or Iraq, only to be redirected back to
the West to do “something for the cause.” Frequently, the group
members participate in outdoor activities like rafting, camping, or
paintball with the purpose of vetting, bonding, and training. In ad-
dition, mental preparation commences as jihadist videos are
watched. And, last, potential targets are chosen, surveillance and
reconnaissance begin, and the group weaponizes with readily avail-
able components.

New Analysis: While much of the 2007 radicalization study re-
mains directly applicable to the last 12 months’ events, additional
research has highlighted some new findings. The most important
is that the Internet has become an even more valuable venue and
a driver for radicalization. In fact, this finding was also highlighted
by a 2008 report that this Committee produced, noting accurately
that, “the use of the Internet by al-Qaeda and other violent
Islamist extremist groups has expanded the terrorist threat to our
homeland. No longer is the threat just from abroad, as was the
case with the attacks of September 11, 2001; the threat is now in-
creasingly from within, from homegrown terrorists who are in-
spired by violent Islamist ideology to plan and execute attacks
where they live. One of the primary drivers of this new threat is
the use of the Internet to enlist individuals or groups of individuals
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to join the cause without ever affiliating with a terrorist organiza-
tion.”

In 2007, we discussed the concept of a “spiritual sanctioner,” an
individual who provides religious justification for violent political
extremists. Within the last 6 months, we have identified a new cat-
alyst for radicalization. We call this the “virtual spiritual sanc-
tioner,” and although he is not the only one, Anwar al-Awlaki,
though based in Yemen, is an exemplar of this concept.

Both Anwar al-Awlaki’s extremist ties, as previously discussed,
as well as his ability to translate literature that promotes violent
jihad into English have enabled his widespread radicalizing effect.
Not only has al-Awlaki been a religious authority cited by the con-
victed Fort Dix plotters, who were disrupted in a 2007 plot against
Fort Dix in New Jersey, but his tapes were also played for all of
those who attended the Toronto 18’s makeshift training camp, held
north of Toronto in the winter of 2005. That group plotted to ex-
plode three tons of ammonium nitrate in Toronto in the fall of
2006.

Key Judgments: First, in recent years, U.S. authorities have un-
covered significant and increasing numbers of radicalized clusters
or individuals intent on committing violent jihad either in the
United States or abroad. These arrests confirm that radicalization
is taking place in the United States today.

Second, it is also noteworthy that in the past year, there have
been a half dozen cases of individuals who, instead of traveling
abroad to carry out violence, have elected to do it here in the
United States. This is substantially different from what we have
seen in the past and may reflect an emerging pattern.

And third, the al-Qaeda threat to the U.S. homeland is no longer
limited to al-Qaeda core. Rather, it has decentralized and now con-
sists of three primary elements: Al-Qaeda core; al-Qaeda allies, like
Lashkar-e-Taiba, Islamic Jihad Union, and others who have begun
to target the West; and, most recently, the al-Qaeda-inspired or
homegrown threat that has no operational relationship with al-
Qaeda core, but consists of individuals radicalized in the West who
utilize al-Qaeda ideology as their inspiration for action.

Thank you.

Chairman LIEBERMAN. Well, thank you, Mr. Silber. Just two
quick comments.

One, the testimony that you gave, the summary of the various
homegrown terrorist plots that have been formed and stopped in
the last year, reminds us that though we are in an unconventional
war with the Islamist extremists who attacked us on September 11,
2001, that war increasingly has come within our borders. It started
here officially, if you will, even though it was coming at us before
September 11, 2001, but this pattern of homegrown radicalization
is a very significant new front and is one that law enforcement is
obviously dealing with quite effectively. Most of these plots, except
for the ones that were lone wolves such as the Little Rock case and
presumably Major Hasan’s case, at least what we know of him
now, were true groups and have been stopped.

My second comment is that in the question-and-answer period I
am going to ask you to relate this schematic framework that you
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have of the phases of radicalization to Major Hasan based on what
you know about him from public sources now.

Our next witness is Juan Carlos Zarate, former Deputy Assistant
to the President, Deputy National Security Adviser for Combating
Terrorism, and before that Assistant Secretary of the Treasury for
Terrorist Financing. Mr. Zarate comes to us today as Senior Ad-
viser at the Center for Strategic and International Studies.

Thank you very much for being here.

TESTIMONY OF HON. JUAN CARLOS ZARATE,! SENIOR AD-
VISER, CENTER FOR STRATEGIC AND INTERNATIONAL
STUDIES; AND FORMER DEPUTY NATIONAL SECURITY ADVI-
SOR FOR COMBATING TERRORISM

Mr. ZARATE. Thank you, Chairman Lieberman, Senator Collins,
and distinguished Members of the Committee. Thank you very
much for the opportunity to testify today about the horrific attacks
that occurred on November 5, 2009.

Mr. Chairman, I have written testimony that I ask be entered in
the record.

Chairman LIEBERMAN. Without objection, so ordered.

Mr. ZARATE. Thank you. My testimony today, Mr. Chairman, ad-
dresses some of the implications of the Fort Hood attack, including
the continued terrorist threats to our military in the United States,
the challenges of dealing with the lone-wolf insider threat, and the
increasing problem of radicalization and the threat of violent Is-
lamic extremism.

The horrific event at Fort Hood was shocking not only for its
lethality but because an attack against our men and women of the
military occurred in our own country, on a major military base, and
allegedly by an Army officer whose job it was to care for the mental
well-being of our soldiers.

The attack has obviously raised legitimate questions about why
such an event happened; whether authorities, both civilian and
military, could have prevented such an attack; and the national se-
curity implications of this incident moving forward. Unlike any
event since September 11, 2001, it has also fueled discussion about
the specter of a violent extremist ideology in our midst.

I think it is premature, though, to answer any of these questions
completely or make final judgments without more information
about the event and the alleged perpetrator. There may indeed
have been a failure to connect the dots or, more importantly, a fail-
ure to evaluate completely what those dots meant, but I think it
is too early to tell.

What makes the Fort Hood case particularly difficult to assess,
especially at this point, is that there may have been a mixture of
motives or factors at play in the alleged perpetrator’s mind. What
makes it a case that appears to have been harder to disrupt was
that Major Hasan seems to have acted alone, in lone-wolf fashion,
and may have used his medical research to mask his own inner
turmoil and attraction to a violent ideology.

Unfortunately, as Mr. Silber points out, this event follows a line
of attacks against military personnel in separate incidents, includ-

1The prepared statement of Mr. Zarate appears in the Appendix on page 58.
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ing a murder at a military recruitment center in Little Rock, an
act of fratricide at Camp Liberty in Iraq, and another act of frat-
ricide at Camp Pennsylvania in Kuwait in March 2003. The event
also occurred in the wake of several disrupted terrorist plots in the
United States, raising questions about whether we are facing a
new wave of terrorism driven in part by self-radicalized actors. The
FBI, in concert with other authorities, recently disrupted, as Mr.
Silber mentioned, a series of serious plots and arrested potential
terrorists from New York and North Carolina to Texas and Illinois.
Some of these plots were homegrown and more local in nature,
while at least two of them appear to have serious international ter-
rorist connections. Some of these plots, like the foiled attack on
Quantico, the attempt to shoot down a military transport plane in
Newburgh, and the failed attack on Fort Dix in 2000, were aimed
directly at our military here at home.

Even with all these events occurring in a short period of time,
I think we must be careful not to draw final conclusions about how
the Fort Hood attack fits into these series of arrests and incidents
and whether there is a recognizable pattern that ties this event to
all the others.

That said, I think it is important in the first instance to recog-
nize the constant threat to our military from terrorist attacks.
From the attacks at the marine barracks in Beirut in 1983, the de-
struction of Khobar Towers in Saudi Arabia in 1996, the attack on
the USS Cole in 2000, to the present day attacks on Bagram Air
Base in Afghanistan, terrorists have purposefully targeted U.S.
military and installations abroad.

For homegrown or self-radicalized individuals or cells, military
bases provide the most visible and legitimate targets that help
them justify their actions by tying their attacks directly to the per-
ceived attacks on Muslims by the U.S. military. Attacks on our
military I think will continue and will grow more likely over time.
U.S. military presence abroad will remain a visible target for our
enemies—including Sunni and Shia dominated and inspired ter-
rorist groups. At home, violent radicals will see the military as an
obvious and legitimate target. It is important, then, for the military
to continue to review and refine its security procedures at all our
installations and for all our personnel. The problem in this case,
the case of Fort Hood, though, seems not to have come from the
outside but from within.

Based on publicly available information, it appears likely that
the alleged perpetrator acted alone. Unlike a classic lone wolf,
though, the alleged perpetrator in this case used his privileged role
as an insider—an officer and doctor—to attack the military and
murder his fellow soldiers. In many ways, the lone-wolf insider
threat is the most challenging and difficult of problems for the
counterterrorism and law enforcement communities. The more a
terrorist is interacting, communicating, and manifesting intent and
capabilities, the more likely the plot can be prevented.

The U.S. Government and foreign partners have uncovered a va-
riety of such cells and networks since September 11, 2001, and pre-
vented numerous attacks. If there is no expression of violent ten-
dencies or plans, then it is difficult not only for authorities but also
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friends, colleagues, and neighbors to determine that a violent
threat is looming.

Law enforcement, in addition, is often limited in its ability to in-
quire or follow up without indications of directly suspicious or
criminal behavior. The June 1, 2009, murder at the military re-
cruitment center in Little Rock is a sobering reminder of these lim-
itations.

In retrospect, the Fort Hood case could prove to be even more
complicated than past events. It may be that we will not see a
smoking gun that revealed Major Hasan’s true motivations and sig-
naled an intent to resort to violence. Like other such violent inci-
dents in the United States, there will likely be a patchwork of data
points and behavioral clues which, in light of the incident, and with
hindsight, as Ms. Townsend indicates, appear to point to a path of
violence. A key question, then, is whether those data points were
seen and evaluated properly.

The most troubling of the alleged data points revealed to date in-
volved suspicious and supposed communications between Major
Hasan and Anwar al-Awlaki. As has been testified to, al-Awlaki is
Yemeni-American radical cleric with ties to the September 11,
2001, hijackers and with popular appeal on the Internet and in
Yemen with Western violent extremists. Al-Awlaki has been and is
well known to the U.S. Government.

Though too early to fully evaluate, what may have made these
communications in the alleged case of Major Hasan more difficult
to diagnose is that the alleged perpetrator’s own doubts and con-
flict about serving in the military may have been masked by his
gwn academic and medical research about the mind of Muslim sol-

iers.

The threat of an American lone wolf—radicalized remotely in the
United States, perhaps via the Internet—presents the most dif-
ficult problem for U.S. law enforcement. The reality is that attacks
by such actors are difficult to predict and to prevent, even more so
when they are acting from the inside.

In light of this attack, there has begun a heightened debate
about the threat posed by the ideology of violent Islamic extre-
mism. The core narrative of this ideology—that the West is at war
with Islam and that Muslims around the world must unite to fight
the United States in defense of fellow Muslims—has widespread
appeal. This is a simple, straightforward narrative that helps ex-
plain world events and local grievances. It is a narrative that is
widely believed in many corners of the world and acts as a siren
song for troubled individuals in crisis.

Al-Qaeda and their adherents take full advantage of this ideology
to lure cannon fodder for their cause. Osama bin Laden and al-
Zawabhiri, al-Qaeda’s number one and two, have frequently crafted
messages directed to American audiences. In this case, there is no
doubt that al-Qaeda will reference and use the Fort Hood attack
in its propaganda as a way of convincing their adherents that the
U.S. military is under pressure and suffering at the hands of al-
Qaeda.

Though this is an ideology that is inherently exclusionary and
violent, it is not illegal to believe in or espouse it. Many do
throughout the world, including some people in the United States.
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Given our First Amendment protections, merely espousing such
views cannot be considered illegal, and absent proximity and cau-
sality tied to an act of violence, the preaching of such hatred and
advocacy of violence is not prosecutable as incitement under U.S.
law. There are many radical ideologues, like al-Awlaki, who skate
the line between spreading this hateful ideology and inciting vio-
lence under U.S. law.

Fortunately, the United States has largely been immune from
the larger social and economic problems of Muslim citizen integra-
tion and the attendant problems of radicalization found throughout
Europe and in parts of Asia. Much of this can be attributed to the
fundamental integration of all immigrants into American society as
Americans and to the common ideals and counter-narrative of the
American dream. The danger of this ideology in the United States
is for more individuals to fall prey to radicalization and for a divide
to form within American society.

This is why I think American citizens—Muslims and non-Mus-
lims alike—have a special responsibility not to play into the hands
of the violent extremists and their ideology. There cannot be a di-
vide in our society. To the credit of our great country and our citi-
zenf, reaction to the horrors of Fort Hood has been measured and
civil.

Muslim-Americans, I think, have a special responsibility in this
ideological battle. Regardless ultimately of the motivations of the
perpetrator, the attack at Fort Hood is an important moment for
Muslim-Americans to stand up directly against this ideology that
has proven to be so deadly and destructive. This involves more
than just condemnation of violent attacks but an active participa-
tion in the debate about how to isolate, discredit, and ultimately
(Slisplace the allure of this false ideology, especially in the United

tates.

I applaud leaders like Salam al-Marayati, the Executive Director
of the Muslim Public Affairs Council, who has issued a clarion call
to fellow Muslim-Americans. In a recent article, he called the Fort
Hood attacks a “defining moment for Muslim-Americans” and con-
cluded the following: “We as Muslim-Americans are the answer to
this frightening phenomenon of terrorism and violent extremism.
We own our own destiny, and it is fundamentally intertwined with
our nation’s destiny. Terrorism will be defeated with our work on
the front lines, not in the battlefields, but in our mosques and com-
munity centers and youth associations. By standing up and work-
ing for change, we are acting on the best and guiding principles of
Islam and of America.”

Indeed, I think it is our vibrant American Muslim communities
and leaders who must rise up and face down the ideology that glo-
rifies death and aims to foment division in our society.

As the review of this incident unfolds, I think it will be critical
to ensure that information was shared and evaluated properly. But
I also think it will be important to preserve the necessary tools to
law enforcement and the intelligence community that will allow
them to uncover data points related to domestic extremist ter-
rorism. In this regard, I think the two provisions of the PATRIOT
Act set to sunset this year, including the roving wiretap provision
and business records authority, should be renewed. Importantly,
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the provision from the Intelligence Reform and Terrorism Protec-
tion Act (IRTPA), commonly referred to as the “lone-wolf provi-
sion,” should also be renewed. These I think should be renewed
without unnecessary or burdensome requirements that may dis-
suade or prevent the effective use of these techniques by law en-
forcement.

In addition, I think Congress and the Administration should en-
sure that the revised Attorney General Guidelines, mentioned by
Ms. Townsend, are fully in effect, fully supported and implemented.
In addition, the Administration and Congress should look at exist-
ing laws and authorities to determine whether modifications or
more aggressive use would be appropriate against those providing
material and ideological support to lone-wolf terrorists and violent
extremists.

Chairman LIEBERMAN. Mr. Zarate, excuse me for interrupting,
but if you can come to a close—I actually went over your statement
last night, and it is very good, including the questions that you
suggest we raise. But we have got a number of Committee Mem-
bers here, and I know they will want to get into the questioning
soon.

Mr. ZARATE. Thank you, Mr. Chairman. Let me just conclude
then with a couple of the key questions I think that not only build
on the questions that have been raised, but also point to some for-
ward-looking dimensions.

Obviously, the key and core question is whether or not there
were any restrictions in terms of information sharing, both hori-
zontally and vertically, that affected the ability to see the collective
body of information about Major Hasan, the suspect.

Are there existing ties with radical ideologues abroad or via the
Internet that should be reviewed, again, for the threat of radicali-
zation posed?

Are there common warning signs in the Fort Hood case and in
the 2003 Camp Pennsylvania attack that can be used to prevent
such future attacks?

Are there realistic expectations about preventing lone-wolf at-
tacks? And in that regard, are there relevant laws and authorities
in place to allow authorities to get in front of such threats?

Importantly, how much of this prevention goes beyond the Fed-
eral Government? How much of this bears societal response of
heightened vigilance, without creating an atmosphere of fear, sus-
picion, and recrimination among neighbors? How do we strike that
balance?

And, finally, should there be a more formal mechanism for enlist-
ing Muslim-Americans to empower them to take on violent Islamist
extremist ideology and to allow Federal, State, local, and tribal au-
thorities an ability to more actively address community concerns?

With that, Mr. Chairman, I would be happy to answer any ques-
tions.

Chairman LIEBERMAN. Thanks very much for that very helpful
testimony.

Our last witness today is Brian Jenkins, who is Senior Adviser
at the RAND Corporation. Mr. Jenkins was involved in the study
of terrorism before most people focused on the concept and a long
time before we, much to our dismay and surprise, ended up in a
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war with one group of terrorists, as we are now. He was last before
the Committee in January testifying on the Mumbai attacks of last
November. We welcome you back and look forward to your testi-
mony now.

TESTIMONY OF BRIAN MICHAEL JENKINS,! SENIOR ADVISER,
RAND CORPORATION

Mr. JENKINS. Thank you very much, Mr. Chairman, Senator Col-
lins, and Members of the Committee, for inviting me to talk to you
about this tragic and disquieting and event.

This small pin I wear on my lapel was designed by a fireman.
It was given to me in memory of those who were killed on Sep-
tember 11, 2001. I am wearing it this morning out of respect for
those who were killed and wounded at Fort Hood.

You may recall that, when I testified before this same Committee
last January on the terrorist attacks in Mumbai, in response to the
question, “Could a Mumbai-style attack happen in the United
States?” I said, “It could. The difference lies in the scale of events.”
While the recruiting and training of 10 suicide attackers was far
beyond anything that we had seen in any of the conspiracies uncov-
ered since September 11, 2001, I did point out that we had seen
lone gunmen and pairs of shooters, motivated by political cause or
mental illness, run amok, determined to kill in quantity. Therefore,
an attack carried out by one or a small number of attackers armed
with readily available weapons, nothing exotic, perhaps causing
scores of casualties, was certainly not inconceivable.

I mention that now because the threat we face is not so much
one of organizations penetrating the United States as it is of the
spread of ideologies and models of behavior. And that is what we
are talking about here, models of behavior. It is noteworthy that
the only terrorist attackers to succeed in harming anyone in the
United States since September 11, 2001, have been lone gunmen.

Now, at a glance, Major Hasan’s rampage at Fort Hood looks a
lot like what used to be called “going postal”—a deepening sense
of personal grievance culminating in a homicidal rampage directed
against co-workers, in this case, fellow soldiers. For Major Hasan,
“going jihad” reflects the channeling of obvious personality prob-
lems into a deadly fanaticism.

We must wait for a full inquiry to thoroughly understand Major
Hasan’s motives, his preparations, his objectives, but on the basis
of what has been reported in the news media, we clearly have a
troubled man who engaged with extremist ideologies via the Inter-
net that resonated with and reinforced his own anger, leading him
at some point to a decision to kill.

The markers on his path to the November 5, 2009, slayings cor-
respond to many of those laid out in previous studies of
radicalization, notably, the excellent study by the New York Police
Department.

If some of the signposts are missing, it is because, except for
Major Hasan’s reported correspondence with al-Awlaki, his journey
may have been largely an interior one.

1The prepared statement of Mr. Jenkins appears in the Appendix on page 72.
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I mention signposts. Were there signposts? Clearly, there seemed
to have been some. Mass killings like the one at Fort Hood invari-
ably prompt the question, could it have been prevented? I am going
to join the other members of the panel and say that it is premature
for me, on the basis of what we know now, to make that judgment.
I do have to say that experience has taught me to be exceptionally
cautious in this domain. I know that, seen through a rearview mir-
ror, a lot of these clues seem tantalizingly obvious—if only we had
been able to connect the dots. That famous phrase sometimes se-
duces us into overestimating what is knowable, especially in the
realm of human behavior. We are just not very good at predicting
human violence. We do not have an X-ray for a man’s soul.

I do, however, think that a very useful line of inquiry, separate
from the specifics of this case, would be exploring the issue of self-
radicalized individuals. Much of what we say about radicalization
derives from looking at groups. Individual terrorists lie at the edge
of our knowledge here, implying perhaps a need for the capabilities
of both forensic psychology and radicalization theory. It would be
useful to explore what we should be looking for here and, just as
importantly, what we can reasonably expect to know.

Senator Collins, you mentioned a shortage of psychiatrists in the
military. Let me offer an aside here. The long duration and the na-
ture of the conflicts we confront today create exceptional challenges
to members of our armed forces. The stresses are showing up in the
form of breakdowns, suicides, sometimes homicides. Now, mark my
words, this by no means excuses Major Hasan’s acts. It does sug-
gest, however, that we are going to have to be extraordinarily sen-
sitive to the mindset, the morale, and the mental well-being of our
men and women in uniform upon whom we have placed such a
great burden.

Now let me shift quickly from Major Hasan to this event in the
context of the current terrorist threat.

According to research at RAND, the number and geographic
range of al-Qaeda-inspired attacks have grown each year since Sep-
tember 11, 2001, although clearly at the same time there has been
a decline in the quality of these actions. Some analysts say that al-
Qaeda is following a strategy of “leaderless resistance” as a con-
sequence of the relentless pursuit to which we have subjected it.

Leaderless resistance envisions an army of autonomous terrorist
operatives, united in a common cause but not connected organiza-
tionally. It is difficult to destroy a leaderless enterprise, but
leaderless resistance is ultimately a strategy of weakness. As I say,
we have greatly reduced al-Qaeda’s operational capabilities. And
outside of Pakistan and Afghanistan, its leaders can do little other
than exhort others to violence.

What leaderless resistance does offer is the opportunity for ter-
rorist leaders to assert ownership of just about every homicidal ma-
niac on the planet. And therefore, it is not surprising that Major
Hasan’s Internet imam was quick to praise the Fort Hood murders
as another jihad success.

Since September 11, 2001, authorities in the United States have
uncovered nearly 30 plots to carry out attacks here in the United
States or abroad or to provide support for terrorist organizations.
Not all of these, even if undiscovered, would have resulted in suc-
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cessful terrorist attacks, but I do remind you that very little sepa-
rates the ambitions of terrorist wannabes from deadly terrorist as-
saults. The essential ingredient is intent, and that is what we are
talking about here. Therefore, domestic intelligence collection re-
mains a necessary and critical component of homeland security.

Mr. Silber mentioned the plots discovered in 2009. We have had
eight plots discovered thus far this year, plus two actual attacks—
the one in Arkansas and the one at Fort Hood. This is a much
higher number than in previous years. There appears to be com-
mon inspiration. There is no evidence of organizational connection
between these events. These are individual responses to jihadist
propaganda in the context of U.S. policy decisions that portray
what we do as an assault on Islam.

Six of the plots since September 11, 2001, have been directed
against American soldiers or military facilities in the United
States, and, again, this reflects jihadist exhortation as well as the
plotters’ own perceptions that attacking military targets is more le-
gitimate than attacking civilians—although I hasten to point out
that the majority of the plots were aimed simply at causing mass
civilian casualties, especially in public transportation venues.

What does this case tell us about the radicalization of Muslims
in America? Here I join you, Senator Lieberman, in saying we have
to be careful about overreaction. In all of these 30-some plots,
about 100 individuals who were arrested for terrorism-related
crimes, almost all of them recruited locally. It does show that
radicalization and recruitment to terrorism is occurring in the
United States and is a security concern. It has, however, yielded
very few recruits. Indeed, the paucity of significant terrorist at-
tacks since September 11, 2001, suggests not only intelligence and
investigative success, but an American Muslim community that re-
mains overwhelmingly unsympathetic to jihadist appeals.

What authorities are going to confront going forward are tiny
conspiracies or the actions of individuals which, in a free society,
are always going to be hard to predict and prevent.

Chairman LIEBERMAN. Thank you very much. Excellent back-
ground, excellent context. And you are right, the record shows that
the number of Muslim-Americans involved in these plots is quite
small. Obviously what is unsettling is that a small number of peo-
ple can do terrible harm. But it is very important to put that small
number in the context of the larger Muslim-American community,
which obviously is not a part of this.

We are going to have 7-minute rounds of questions for the Mem-
bers of the Committee.

I want to quickly focus on something in your testimony, Dr. Jen-
kins. After the murders at Fort Hood and information began to
come out about Major Hasan, there was commentary that he was
obviously an unstable person, a person under stress and, to some
extent, going from that to a willingness to conclude that this was
not a jihadist act or a terrorist attack.

You comment on that in your prepared testimony, and I just
want to draw you out on it. My conclusion from your testimony is
that the existence of mental stress or instability does not mean
that the act carried out is not a jihadist or terrorist act. Is that cor-
rect?
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Mr. JENKINS. Absolutely. These are not mutually exclusive cat-
egories. In many cases, individuals who are terrorists were at-
tracted to these extremist ideologies because of their own personal
difficulties and discontents. I mean, terrorism does not attract the
well-adjusted.

Chairman LIEBERMAN. Absolutely. That is the point.

Mr. JENKINS. So what often happens in these cases is that indi-
viduals who are angry at something reach out toward some ide-
ology that, as I say, resonates with and reinforces that and chan-
nels them down a path toward a particular action.

So if we find, for example, that there are many aspects of Major
Hasan’s personality that are troublesome, that this was a man in
some type of personal crisis, that clearly does not exclude his act
from being properly labeled an act of terrorism.

Chairman LIEBERMAN. Thank you.

General Keane, I believe Mr. Zarate talked, quite correctly, about
the premium we put in our country on free speech and where one
draws the line between free political expressions, even if they are
extremist, and actionable behavior of any kind. But I think in this
case, we have to view that in the context of what it means to be
in the U.S. military? And I wonder if you could just help us under-
stand, particularly in light of the concerns that Ms. Townsend ex-
pressed, that others have expressed, that we have been concerned
about, whether some fear of being politically incorrect inhibited
earlier action against Major Hasan by those who had heard him ex-
press extremist views.

So does a soldier have the right to say anything he wants to say
without any consequences?

General KEANE. Absolutely not. Certainly free speech is an inte-
gral part of the rights of Americans, but in the U.S. military, not
too surprising, the mission comes first. And to be able to perform
that mission, you need in a team cohesion, morale, discipline, and
good order. And anyone who is contributing to break that cohesion
and that moral and good discipline and order with rhetoric, with
speech, with actions, with behavior, can be held accountable by the
chain of command for that speech, for that behavior, and, therefore,
be counseled and rehabilitated for it, and that if there is such an
unwillingness to change or such a commitment to those beliefs,
then be separated for it, all of this short of any criminal behavior.

Chairman LIEBERMAN. Right.

General KEANE. As some of the panelists discussed. A military
unit cannot function and perform its mission under considerable
stress without the necessary cohesion, morale, good order, and dis-
cipline, it has confidence in each other. When this speech starts to
occur, this inflammatory speech that aggravates other members of
the team, it polarizes a unit. It differentiates people in the unit. It
forces them to choose sides. And that is where the commanders and
the supervisors have to step in and start to address this issue. Re-
gardless of people’s sensibilities, the order and planning and mo-
rale of the unit takes priority over those sensibilities. That is the
reality of the military and its mission and what the American peo-
ple are holding us accountable for.

Chairman LIEBERMAN. Agreed. What then is the responsibility of
an individual soldier who hears a fellow soldier express political
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views that he deems are extremist? In the case in which you were
involved at Fort Bragg, they were white supremacist views. What
we are worried about here, obviously, is violent Islamist extremist
views. But what is the responsibility of a soldier to report up the
chain of command such observations?

General KEANE. Yes, the members of the team have an obligation
to identify and report to the chain of command any of this type of
extremist behavior, rhetoric, etc. That was clearly one of the prob-
lems we had at Fort Bragg inside our units. It was being tolerated
by the soldiers and also being tolerated by the immediate chain of
command to a certain degree.

It is unclear in my mind that we have in the military today and
in our army units clear, specific guidelines as to what is jihadist
extremist behavior.

Chairman LIEBERMAN. Right.

General KEANE. How do you identify this behavior? How does it
manifest itself?

I think that is one of the things that this investigation will prob-
ably determine, as I said in my remarks, and I believe that the De-
partment of Defense will more than likely have to issue some very
specific guidelines, as we had to do after the racially motivated
murders and the skinhead extremism we had in our midst in the
1990s.

Chairman LIEBERMAN. So we will definitely pursue that, and
that may be an area of recommendation for us. But to the best of
your knowledge now, does existing army policy about extremism
generally prohibit extremist activity or is it more focused based on
the Fort Bragg case on white supremacist activity?

General KEANE. The Army pamphlet that was published in
2000—it is titled “Extremist Activities”—driven by the Fort Bragg
incident, deals with racial extremism, period. That is its focus. It
is under the general capstone of an Army policy that has a much
broader focus than that. But I think the pamphlet was designed to
give the commanders and the chain of command some specifics in
terms of how to deal with this problem given that particular inci-
dent.

So what we are dealing with here now, in my view, dealing with
jihadist extremists potentially—certainly preliminary evidence
would suggest that—those kinds of guidelines in terms of defining
that and how to deal with that as a specific case in that behavior
and that attitude and that rhetoric are not in the hands of our
commanders.

Chairman LIEBERMAN. If our investigation finds that is true—
and I suspect it is—that is a real omission and an area for correc-
tion, particularly in light of the record that other witnesses have
testified on the way in which jihadists or people are actually being
self-radicalized or radicalized over the Internet, are being exhorted
to attack the American military on bases, not just abroad but here
at home. My time is up. Thank you, General.

Senator Collins.

Senator COLLINS. Thank you.

General let me pick up where the Chairman left off. I have the
pamphlet on extremist activities that you just mentioned, and I
commend you for taking strong action after the racially motivated
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murder at Fort Bragg. As I read through this pamphlet, however,
the types of conduct prohibited in the policy manual really do not
apply in the case of Major Hasan. Would you agree with that?

General KEANE. I absolutely would agree. The pamphlet, as pam-
phlets are in the hierarchy of information provided to our leaders
and our units, normally deals with something that is very specific
as a result of a particular action under the umbrella of a general
policy. That is what that was designed to do. We do not have any-
thing like that dealing with Major Hasan’s incident and his behav-
ior and his attitude and what should be the actions that guide the
leaders and also guide our soldiers.

Senator COLLINS. That is my conclusion as well. The prohibited
activities that are listed in this manual are all geared toward orga-
nized activities. They really do not apply to the kind of lone-wolf
conduct that we saw with Major Hasan, and I agree with the
Chairman that this is an area that we need to pursue.

Ms. Townsend, there has also been discussion this morning and
previously about Major Hasan’s First Amendment rights, and I
want to pursue this issue with you. Both the Foreign Intelligence
Surveillance Act (FISA) and the Attorney General’s Guidelines pro-
hibit collection based solely—and that is the important word, in my
view—on activities protected by the First Amendment. And these
restrictions were adopted to prevent abuses that occurred in the
past where Federal intelligence and law enforcement agencies tar-
geted individuals based solely on their political activities. And no
one wants to see that.

I am concerned, however, by reports that our Federal law en-
forcement and counterintelligence agents may have backed off from
further inquiries into Major Hasan’s activities based on concerns
about his First Amendment rights.

Do the restrictions in FISA or in the Attorney General’s Guide-
lines in any way prohibit investigations if there are other reasons
to do so? In other words, to give you a specific, wouldn’t the fact
that Major Hasan had been in repeated contact with a radical ex-
tremist Islamist cleric who was a known associate of al-Qaeda ter-
rorists be a reason to pursue an investigation?

Ms. TOWNSEND. Senator Collins, I agree with you completely. To
the extent that there would have been concern of infringing on
Major Hasan’s either right to free speech or his freedom to practice
his religion, there were other factors to which you could point be-
yond that having nothing to do with his religion or his speech that
could have caused concern. While it is not public, from the content
of those communications, and now what we are hearing from his
other colleagues up at Walter Reed, any combination of those fac-
tors, as long as it was not based solely on his exercise of his con-
stitutional freedom, could have formed the basis of further inquiry
and investigation by the FBI.

Senator COLLINS. So if we are being told that one reason this
was not aggressively pursued was concerns that it would violate
the FISA restrictions or the Attorney General’s Guidelines, you
would disagree with that decision based on what you know?

Ms. TOwWNSEND. Based on what I know now, yes, I would dis-
agree with that. And, frankly, this is, Senator, why I mentioned my
concern about political correctness. I think we have to ensure that
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our investigators feel sufficiently backed up, if you will, to follow
the facts wherever they lead them. And if the facts lead them to
an investigation of a senior member of the uniformed military who
happens to be a Muslim doctor, then that is where they lead them.
But they have to feel confident that they can pursue the facts
wherever they take them against whoever the target may be.

Senator COLLINS. And the other very important point that you
made in your testimony is while the members of the JTTF are pro-
hibited from sharing information with their home agency without
permission of the FBI, not only can they ask permission, but pre-
sumably the FBI could direct a referral to the Army or the DCIS.
Is that correct? It goes in both directions?

Ms. TowNSEND. That is right, and I think the best way to ex-
plain this to folks is by example. Imagine if you had an intercept
that was not of a Federal crime. Perhaps it was a rape. Perhaps
it was child abuse. Suppose you had that sort of information come
over a wiretap into the JTTF and the local police officer did not
say, “Can I share it?” Presumably, the Good Lord willing, somebody
paying attention on the JTTF would say, “This needs to be shared
with local authorities to either prosecute a crime or to protect a
child in my example.

And so, absolutely, my view of this is all members of the JTTF
have an obligation when they see information—the NYPD has a
public program. It’s called “See It, Say It.” Certainly if it passes
you, just because it is not in the jurisdiction of your particular
agency, doesn’t relieve you of the fundamental law enforcement ob-
ligation to follow it up.

Senator COLLINS. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Collins.

I just want to say very briefly, in Connecticut, some years ago
we had a case just as you describe, unrelated to terrorism, where
a local official was being investigated for corruption, and wiretaps
picked up the fact that this local official was involved in basically
sexual abuse of children. And it went right up to the Attorney Gen-
eral at that time to determine whether he should be arrested for
those acts of abusing the children. And, of course, the correct judg-
ment was made, which was that the corruption investigation was
forgotten and he was arrested, convicted, and is still in jail for
those crimes.

As is our custom on this Committee, we call on order of arrival,
so the order, for the information of my colleagues, is Senators Car-
per, McCain, Ensign, Levin, Graham, McCaskill, and Pryor. Sen-
ator Carper.

OPENING STATEMENT OF SENATOR CARPER

Senator CARPER. Thank you, Mr. Chairman. To our witnesses,
thank you very much for joining us today and for the time that you
have invested in preparing for your testimony and responding to
our questions.

Mr. Chairman, this testimony has been both illuminating and, I
believe, most constructive.

I want to return to the testimony that Mr. Zarate gave us, and
near the end of your testimony, you quoted—I did not catch it, and
I tried to find it in your statement who actually said these words—
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I believe it was a Muslim leader who said something to the effect,
“we, the Muslim-Americans, are the defining answer.” Do you re-
member that?

Mr. ZARATE. That is right, sir.

Senator CARPER. Just go back with us and revisit that comment,
please.

Mr. ZARATE. Right. This comment comes from Salam al-
Marayati, who is the Executive Director of a group called the Mus-
lim Public Affairs Council, an important group. He is based in
Southern California, and soon after the Fort Hood attack, he posted
on Huffington Post what is, in essence, an op-ed. And as I de-
scribed it, he called it a defining moment for American-Muslims,
which was to, in essence, own our own destiny and fundamentally
deal with terrorism in our midst.

What I found incredibly important was—and this is based on my
experience both at Treasury and at the National Security Council
(NSC), having interacted and engaged with Muslim-American lead-
ers and community members for some time on these issues of ter-
rorism—the realization and the articulation about the importance
of the battlefields and the front lines in the mosques, community
centers, and youth associations. I think that is an incredible state-
ment by Salam. I think it is an important realization that Muslim-
Americans have to take ownership of the ideological battle hap-
pening within Islam itself and have to find ways of isolating those
who are radicalizing our youth and getting into the heads of Amer-
ican citizens.

Senator CARPER. Thank you. Of all the comments that were
given by witnesses, that one just jumped right off the page at me.
And I just wanted to ask each of our witnesses to respond to what
you heard here.

We are a legislative committee. We are not the FBI. We are not
the Justice Department. We are not the judge; we are not the jury.
We are a legislative committee. And one or two of you have given
us, I think, pretty good advice on some things we may want to do
legislatively, and I suspect that we will want to do most of those
things. But in terms of what responsibilities the Muslim commu-
nity in this country have, what they can do to help the rest of us
to try to make sure this kind of thing does not ever happen again,
we have heard one piece of advice here, and I just want the other
witnesses to respond to that and share your views, please.

General KEANE. Well, my reaction to that is certainly one of en-
couragement, and I certainly praise them for making those re-
marks. In the largest context of what we are dealing with in terms
of the challenge inside Islam between the radicals and the mod-
erates and traditionalists, and many of those are moderates them-
selves, it is hard to see defeating radical Islam itself without the
willing cooperation of the moderates to reject it. I mean, we are
going to Kkill a lot of these radical Islamists over the next coming
years, just as we have done over the last 8 years. But as we all
know who have been involved up close in this fight, the fact of the
matter is that killing them will not defeat this movement. This
movement will have to be defeated by moderate Muslims who re-
ject it.

Senator CARPER. Good. Thank you. Ms. Townsend.
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Ms. TOWNSEND. As you know, Senator, most Muslim-Americans
are patriotic, law-abiding citizens, and, in fact, while very few actu-
ally speak publicly—and I will explain why—many cooperate quiet-
ly with local law enforcement and Federal law enforcement, and we
will not be successful without that continuing, and that is to be
commended.

Oftentimes, moderate Muslims are reluctant to speak out be-
cause the radicals label them—the word is called “takfiri,” and that
is “un-Islamic”—and separate them from the larger ummah of the
Muslim world. And it is both discouraging to them and frightening
to moderate Muslims and intimidates them from speaking out. And
we have to understand that is the environment they live in, so
there are few who have got the sort of courage to speak publicly,
but we do not want to discourage them from privately and quietly
cooperating with Federal and local officials.

Senator CARPER. Thank you. Mr. Silber.

Mr. SILBER. I think the question is in terms of what are the ways
to combat extremism and what role does the Muslim community
play, we are informed by our discussions with intelligence officials
in the United Kingdom, Denmark, and the Netherlands who have
had to deal with this problem in a magnitude greater than we have
to date in the United States. And, clearly, their response is right
along the same lines as that. At the end of the day, it is going to
be the members of the Muslim community themselves who have to
de-legitimize this as an ideology, and the challenge is for those gov-
ernments and local entities to find willing interlocutors to help
them de-legitimize that ideology.

Senator CARPER. All right. Thank you. Mr. Jenkins.

Mr. JENKINS. I would just underscore what Ms. Townsend said.
I think it is important for Muslims to speak out publicly, but also
there is evidence of a great deal of quiet activity going on within
the community. We are talking about people attempting to ensure
that their own family members, friends, and colleagues do not go
down destructive and self-destructive paths. So there is a great
deal of pressure in the community against this type of activity.

Senator CARPER. All right. I said earlier we are not the FBI, we
are not the Justice Department. We are none of those things. We
are a legislative committee. Several of you have suggested things
that we should be doing legislatively to reduce the likelihood that
this kind of horrific thing will happen again in our country—or out-
side of our country. A couple of you made those legislative rec-
ommendations. Just go back and revisit those, re-emphasize them
for us, please.

Mr. ZARATE. I had made the suggestion, Senator, of making sure
that law enforcement and intelligence authorities have the relevant
legal authorities to be able to investigate domestically because,
again, what we are talking about in this context—and this has
been described by the panelists—is a very difficult problem to fer-
ret out, especially when you are talking about a lone-wolf scenario.
And so it becomes incredibly important for authorities to have not
only the legal backing, structures, and procedures, but also then
the resources.

One of the key questions, I think, for the FBI will be: To the ex-
tent that there are additional pressures to try to ferret out these
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types of actors and events, do they have the resources to cover
these types of events, to follow up on the kinds of communications
and leads that may exist, where there may be thousands of commu-
nications with a figure like an Anwar al-Awlaki from the United
States. And so that I think is a critical question moving forward
in addition to others I have presented.

Ms. TOWNSEND. Senator, the two that I would focus on, one has
to do with—this is my pet issue, as Senator Collins knows—the in-
formation sharing and the rules. Sometimes we make them too
cumbersome that it is just discouraging. It is not that it is not per-
mitted, but the rules become so cumbersome that they are discour-
aging, and so people do not do it. And I think the Committee has
a real opportunity to look at things like the restrictions pursuant
to FISA, the restrictions in the Attorney General’s Guidelines, and
the FBI's own internal guidelines. All taken together, it may be
that just discouraged people from doing what they really needed to

0.

Then the second piece to that I really think is the U.S. military,
it does not look like the Army got the information that they could
have acted on within their system. I would not stop there. I think
we have got to look at whether or not the U.S. military, if they had
gotten the information, had the training, tactics, procedures, re-
sources, and business process to ensure that they identify and deal
with these things effectively.

Senator CARPER. Thank you again very much.

Chairman LIEBERMAN. Thanks, Senator Carper. Good questions
and very constructive answers.

Senator McCain, thanks for being here. You are next.

OPENING STATEMENT OF SENATOR MCCAIN

Senator MCCAIN. Thank you, Mr. Chairman. Thank you for hold-
ing the hearing.

I would like to ask the witnesses, do you believe that the attack
on Fort Hood was an act of terror?

General KEANE. In my mind I do, based on the preliminary re-
ports and what Major Hasan was screaming at the time of the act
and his behavior and attitude prior to that. Just based on that pre-
liminary report. Certainly investigations will confirm what his mo-
tivations are, but what is in front of us right now, I do.

Ms. TOWNSEND. Senator, when you look at just the basic English
dictionary definition of “terror,” which is the use of violence to in-
still fear and intimidation, I think it is hard to imagine that this
was not an act of terror. I think what remains to be seen from the
investigation is whether or not this is an individual bent on terror-
izing or whether he is part of some larger conspiracy. But I do
think it is an act of terror.

Mr. SiLBER. From the New York City Police Department’s per-
spective, this is an ongoing investigation run by other agencies, so
we are not going to prejudge their findings.

Senator McCAIN. Well, I asked your opinion, not your findings.
If you do not want to voice your opinion, that is fine with me.

Mr. Zarate.

Mr. ZARATE. Senator McCain, it certainly looks like an act of ter-
ror to me. I think for the technical definition under U.S. law, the
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question of political motivation behind the attack is going to be
central, obviously, to determining whether or not you can legally
classify it as such. But I think it looks like an act of terror to me.

Senator MCCAIN. Mr. Jenkins.

Mr. JENKINS. Terrorism is defined in the quality of the act, and
certainly the act itself, I think, meets the criteria of an act of ter-
rorism. Under a legal definition, in terms of the law, Major Hasan
is charged with 13 counts of murder, and that is appropriate. We
do not need to reach into the criminal statutes to find the word
“terrorism” to prosecute him. We have charged him with an ordi-
nary crime, and that is good enough.

Senator MCCAIN. Thank you. Let me just briefly review what we
do know. We know that Major Hasan had communications with a
Yemeni-American imam. We know that the FBI had some knowl-
edge of this and reviewed certain communications between Major
Hasan and the subject. That investigation asserted the content of
these communications was consistent with research being con-
ducted by Major Hasan in his position as a psychiatrist at the Wal-
ter Reed Medical Center. There are allegations of communications
with other extremists; a Web posting advocating suicide bombing;
possibly him, an individual named Major Hasan wrote a post on
the Web site that favorably compared an American soldier jumping
on a grenade to save the lives of his fellow soldiers to suicide bomb-
ers; extremist activities at Walter Reed; and that Major Hasan an-
tagonized some students and faculty by espousing what they per-
ceived to me extremist Islamist views; and, of course, the most no-
table is his activities while working at Walter Reed was a medical
presentation to fellow students where he included statements such
as, “We love death more than you love life,” and “Fighting to estab-
lisih an Islamic state to please God, even by force, is condoned by
Islam.”

General Keane, the military is most sensitive of any organization
I know to any taint or allegation or impression of being discrimina-
tory, which is appropriate. Do you think that political correctness
may have played some role in the fact that these dots were not con-
nected?

General KEANE. Yes, absolutely. And also I think a factor here
is Major Hasan’s position as an officer and also his position as a
psychiatrist contributed to that because of the special category in
the military I think someone who is operating as a clinician every
day treating patients is in. It is an individual activity versus a
group activity, which provides considerably more supervision in
squads, platoons, companies, and the like inside our units. So there
is no doubt in my mind that was operating here.

But, in fairness to many of the people who are associating with
him, based on what preliminary research I have done and I think
what the Committee is doing, I think we are going to find very
clearly that we do not have specific guidelines on dealing with
jihadist extremism in terms of the obligations of the members of
the military to identify it, report it, and what actions to take and
what constitutes jihadist extremism itself.

So you take some of this burden away from people by having
those guidelines, and when you have those guidelines in place, you
are clearly saying to the institution that this is important to us, we

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00034 Fmt6633 Sfmt6633 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

31

are not going to tolerate this kind of behavior, and we want to
identify it immediately to try to curb the behavior through coun-
seling and rehabilitation, and, if necessary, separate that indi-
vidual from the service if it cannot be curbed.

Senator MCCAIN. I have talked to military officers who have stat-
ed that they, at least up until now, have had a significant reluc-
tance to pursue what may be these indications because of this po-
litical correctness environment. Have you heard the same?

General KEANE. Well, I know it exists, no doubt about it, and
what I am trying to say is that the way to deal with that—it
should not have to be an act of moral courage on behalf of a soldier
to report behavior that we should not be tolerating inside our mili-
tary organizations. It should be an obligation.

The way to make that an obligation is provide very specific
guidelines through the chain of command as to what their duties
are in regards to this issue. That begins to take this issue off the
table because the institution is speaking clearly in terms of what
its expectations are and what it will tolerate and what it will not
tolerate.

Senator MCCAIN. And perhaps err on the side of caution instead
of erring on the side of correctness.

General KEANE. Yes, absolutely, Senator.

Senator MCCAIN. Ms. Townsend.

Ms. TowNSEND. Well, as I mentioned in my testimony, I have the
same concern that you have articulated in the U.S. military and
the law enforcement community. We have invested lots of time and
effort in the post-September 11, 2001, world to ensure that people
understand we are going to provide people First Amendment pro-
tections in their freedom and practice of religion.

I do fear that because this was a senior member of the uniformed
military, there was a reluctance to proceed, and I think that this
is an area that the Committee should and ought to investigate and
uncover in terms of our law enforcement system that we cannot
allow them to be reluctant to follow the facts just because they are
afraid that they are going to be criticized for not being politically
correct.

Senator MCCAIN. Mr. Silber.

Mr. SILBER. In the NYPD, if we had a concern like that, it would
be forwarded up the chain of command as well as to the Depart-
ment of Internal Affairs for investigation.

Senator MCCAIN. Mr. Zarate.

Mr. ZARATE. Senator, given my experience with the FBI, I do not
think there would have been a sense of political correctness with
respect to the ethnicity or religious beliefs of the individual. This
is my assessment based on what I know. I think his status in the
military, the fact that he was a medical doctor, the fact that he was
engaged in research with respect to potential conflicts in the minds
of Muslim soldiers, that may have affected the judgment of the FBI
in this context and much less a question of his ethnicity or beliefs.

Senator McCAIN. Well, if they believe that those kinds of e-mails
that they detected were a part of research which advocates extreme
Muslim activity, at least I would find out what kind of research is
going on. Frankly, I have never heard of such research. So I am
kind of skeptical about your answer. Go ahead, Mr. Jenkins.
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Mr. JENKINS. I do not think religion is an acceptable basis for
any group being stigmatized, but religion provides no shield
against any legitimate inquiry and therefore should not have inhib-
ited an appropriate inquiry.

Let me, however, underscore a point made by General Keane
which I think is important here. My military experience is in com-
bat units. In a combat unit, actions like Major Hasan’s, attitudes
like his, would be picked up much faster than in the individual pro-
fessional activity of a psychiatrist even though in military service.

Senator McCAIN. I thank you. I thank the witnesses.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks, Senator McCain. An important
exchange.

I want to add just this. After the Fort Hood massacre, I received
a call from a friend of mine who is a high-ranking officer in the
Army, just to confirm what you said, and also basically to go to
your point, that we have great respect for diversity of religion, but
it should not be a cover for bad behavior. And this officer said to
me that, “If the Army and the rest of the services make clear that
Islamist extremist behavior is not tolerated and you have an obli-
gation to report it right away, you will be doing an enormous favor
to all the other Muslim-American soldiers who serve under me be-
cause without that,” this officer said to me, “I worry that the non-
Muslim soldiers are going to have hesitation to have what we have
to have in combat, which is blind trust in one another.”

I think it is a really important point, that insofar as we focus on
the extremists, we are actually going to be doing a favor to every-
body else of that particular religion who is in the military and help-
ing military cohesion.

Senator Ensign.

OPENING STATEMENT OF SENATOR ENSIGN

Senator ENSIGN. Thank you, Mr. Chairman. I think this hearing
has been important for a lot of different reasons, and some of the
issues you just articulated I think are definitely some of them.

This whole idea of political correctness, whether that is political
correctness due to an officer, whether that is political correctness
of somebody’s particular religion, I am curious, Mr. Silber, when
you said we would refer up the chain of command, what if that
chain of command—in other words, what if you had a high-ranking
officer in the New York City Police Department, you discovered
that person happened to be of the Islamic faith and was having
contacts with one of these radical clerics, one of these imams over
in Yemen, what would be done at that point in the New York City
Police Department?

Mr. SILBER. If no action was taken, I would then take it up to
the deputy commissioner level.

Senator ENSIGN. Ms. Townsend, you talked about the obligation
to share with the Joint Terrorism Task Force, and I think that is
important. Does that happen with the military today? In other
words, would they share that information with the military? Or is
it just other law enforcement agencies?

Ms. TowNsSEND. What happens is on the Joint Terrorism Task
Force, the Defense Criminal Investigative Service (DCIS), sits on it.
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And in this instance, my understanding is the information came to
the JTTF, was shared with the Defense Criminal Investigative
Service, but the memorandum of understanding (MOU), as well as
perhaps FISA restrictions, would have prevented the DCIS agent
from sharing it back to the Army and DOD, the Pentagon, without
permission. Depending on where the information came from, they
would have——

Senator ENSIGN. But you said that permission is pretty easy to
get.

Ms. TOWNSEND. They can get it. That is right. And what this sort
of suggests to me is that the assessment on the JTTF was that
they did not view it as a close call. They looked at these commu-
nications. They looked at, in my understanding, the personnel file.
There was no derogatory information. And so they saw no reason.

Now, I think over time, as more information comes out, the Com-
mittee will be in a better position to judge whether or not that was
the right judgment. But mechanisms certainly did exist if there
was a desire on the part of the JTTF or the Defense Criminal In-
vestigative Service to share that back with DOD.

Senator ENSIGN. One of the concerns that I see here is, we heard
about the silos pre-September 11, 2001, and some of the statements
that he allegedly has made, talking about, in one instance when
Colonel Terry Lee said that he heard him say that maybe people
should strap bombs on themselves and go to Times Square in New
York, the contacts with the imam. Are those silos still in place
where you hear this over here or you hear something else going on
where that information is not being shared? Do those still exist?

Ms. TOWNSEND. To be fair, I think tremendous progress has been
made in terms of information sharing, and I think when we see
that there was collection and it came into the JTTF, that is an in-
dication that we have made a lot of progress in that area.

Based on what I have read publicly—because, of course, we do
not have all the facts yet—it is not clear to me that the information
from Walter Reed and his colleagues that would have been in the
personnel system ever made its way into the personnel file. And if
that is the case, that means the JTTF and the DCIS agent, when
they had the communications and would have looked at the bare
record of the personnel file, if there was no derogatory information
in it, they were at a disadvantage. And we have to fix that system.
If there was information inside the military, it needed to make its
way into a format where it could be shared.

Senator ENSIGN. I see. General Keane, I think you have brought
up some of the most important testimony today as far as fixing this
going forward, and it sounds like this obviously should have been
in place, as very simple as what the New York City Police Depart-
ment has as far as their policies and procedures. Going forward, I
think what Senator Lieberman talked about, if these policies and
procedures are in place, it does take pressure off somebody in the
future, if they know they are obligated to report. Let us say that
you have somebody who is a Muslim who feels that, “Gee, should
I report this or not? Maybe I am going to be stigmatized. I do not
know whether I should report it.” Now they have an obligation.
That actually, I agree that protects them, and so I think that was
very important.
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I want to go back to something, Ms. Townsend, you said that is
a little bit disturbing in the general Islamic community, when you
say there are moderate Muslims out there, and they feel like they
would be stigmatized, they would be kind of set apart. It would
seem to me, getting back to what Mr. Zarate said as far as the obli-
gation of the Muslim-American community, they have an obligation
to stigmatize, to separate those who are radical, so that somebody
who is moderate in their views feels like they can come out and
condemn. That would seem to me the overarching obligation of the
Muslim-American community, to not let the radicals control their
community in such a way that if you feel like you are being a loyal
American, you are actually disloyal to the Muslim community out
there.
hMls{. TOWNSEND. Senator, you and I do not disagree, I do not
think.

Senator ENSIGN. And that you were just reporting the facts.

Ms. TOowNSEND. That is exactly right. I am simply telling you
that, based on my experience, this is a continuing challenge to law
enforcement community, that is, to encourage moderate Muslims to
speak out. And I suppose my only suggestion is we ought to take
some heart and some reassurance in the fact that there are many
patriotic, law-abiding Muslim-Americans who actually, while they
are not speaking out publicly, do what they can to stigmatize those
who have radical extremist beliefs, bring them to the attention of
local and Federal law enforcement, and weed them out of their
communities before they can do harm. And for that, we are very
grateful.

Senator ENSIGN. Well, I think this panel, all of you, have had
some excellent testimony today, have given us some direction, but
probably have given others in the military even some further direc-
tion to go as well. And we need to renew some of the tools, obvi-
ously, for law enforcement and maybe make some of the tweaks
that you all have suggested to make that information sharing a lit-
tle less cumbersome so it will be done a lot more as well. So I
thank all the witnesses for your testimony today.

Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks, Senator Ensign. Thanks very
much. And, there are obviously lessons here that relate to this par-
ticular case for behavior of employees of the Department of the
Army, the U.S. military generally, and the Department of Justice.
But there are broader implications for society and particularly in
these lone-wolf cases, which are the hardest, as our witnesses have
said. When people hear people saying things that seem extreme, re-
specting First Amendment rights, you have to begin to reach out
and see if you can stop somebody before they do something very
harmful.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you, Mr. Chairman.

There is already a great deal in the public record about Major
Hasan that raises concerns about the adequacy of our law enforce-
ment, about whether the military acted on the information that
was not only available to it, but was, in fact, noticed and com-
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mented upon in some of Major Hasan’s Department of Defense
records.

The Senate Armed Services Committee’s investigation in this
matter is going to focus on the military and any connections of
JTTF to the military. Our investigation is going to be carried out
in a way that is consistent with the essential need to avoid jeopard-
izing the criminal investigation into this attack by Major Hasan.
And I think this Committee has been careful and I want to com-
mend the Committee and the witnesses who have been careful not
to say something—particularly you, Mr. Silber, to avoid saying any-
thing which could jeopardize the criminal investigation and the
prosecution of this man. It is essential that we both investigate,
correct where it is necessary, and hold accountable where it is nec-
essary, but also that we prosecute without running into the defense
that there has been a prejudgment by people who have either some
kind of command authority or anyone else that is in law enforce-
ment.

Ms. Townsend, your testimony, it seems to me, is right on point
when you talk about the JTTF being encumbered or apparently
being encumbered by some of its procedures. The memorandum of
agreement—it looks like a contract, small print—between itself and
the Department of Defense is 16 pages long.

Ms. TOWNSEND. That is right.

Senator LEVIN. It took 3 months for three people to sign that
agreement. The way it was characterized just in April before a
House committee by the Los Angeles County sheriff was that a
local task force officer may not share information with his or her
home agency without demonstrating the receiving entity’s specific
“need and right to know.” That is not factual, I do not believe. You
would agree, Ms. Townsend, that is not factual. But that is what
a sheriff believed.

Ms. TOWNSEND. Right.

Senator LEVIN. And I am afraid there is too much of that feeling
of restriction as to the reaching out potential for information that
is in the JTTF files.

There is also a problem, it seems to me, from what we can tell
in terms of the JTTF piece here, with the follow-up either into
other agencies’ records and back into JTTF, but perhaps within
JTTF itself when subsequent information comes to its attention, in
particular. And I am wondering if you can quickly tell us, Ms.
Townsend, whether or not you know that a JTTF, if it gets infor-
mation in year one, has the ability—and, in fact, does—when it
gets information in year four, to connect that back to the informa-
tion that it had. Could you give us a really quick answer if you
know the answer to that?

Ms. TOWNSEND. I think it is fair to say the possibility exists that
they could put that together because there are records and commu-
nications involved, so it is possible and that information is indexed,
and I think you have to look on an individual basis.

Senator LEVIN. Because there is some question as to whether, in
fact, that did occur in this case.

Now, a number of witnesses have said that the fact of these in-
vestigations and the need for corrective actions does not impugn
and should not impugn the contributions of the loyal Muslim-Amer-
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icans to our military and to our society. I think you all have said
that, as have the Chairman, the Ranking Member, and others on
this panel. The diversity of our Nation’s military and of our Nation
as a whole has been a great strength. It has been one of our most
effective weapons against the fanatics of any religion who claim the
right to murder those who hold different beliefs.

Mr. Zarate, you quoted a statement which I think is a very sig-
nificant quote of a Muslim leader here both in terms of the respon-
sibility of the Muslim community, and I share that. But you also
point out that as a counternarrative, there is no more powerful
weapon than the promise and the reality of the American dream
with the opportunity for Muslim-Americans to be integrated, as
have all other immigrants, into the American society.

I want to ask you to comment on a statement of Reverend Pat
Robertson, who recently and very publicly asserted the following:
That Islam is “not a religion but a violent political system bent on
the overthrow of the governments of the world and world domina-
tion.” And as to whether or not a statement such as that by a well-
known American cleric makes it more difficult for moderate Mus-
lims to make the argument and, indeed, whether that kind of state-
ment really helps the enemy to radicalize people who would then
commit terrorist acts against us. Do you have a reaction to that
comment, Mr. Zarate?

Mr. ZARATE. Senator, I think I will just stand by what I said,
which is the division of our society would be detrimental and would
be the worst manifestation and effects of this violent Islamist ex-
tremist ideology. Islam is one of the great religions of the world,
and I think at the end of the day it is going to be Muslim-Ameri-
cans who help us to defeat this violent brand of it.

Senator LEVIN. But I want to press you on this question, because
I think it is important that it be contested and that it be opposed
for a major religious leader in this country to label Islam—Islam
as a whole—as a violent political system bent on the overthrow of
governments, it seems to me plays right into the hands of the ex-
tremists and the fanatics. It gives them the propaganda tool that
they look for, and I would like to know whether or not you believe
that is the case.

Mr. ZARATE. I do not think it is helpful, and I do think it plays
into the radicals’ ideology and narrative of the West, and the
United States, in particular being at war with Islam. And so I do
not think those kinds of statements are helpful.

Senator LEVIN. Does anyone else want to comment on this state-
ment on the panel as to whether or not you believe that kind of
statement is——

General KEANE. Yes, I would comment on it, Senator. I think it
is an outrageous, irresponsible statement by a religious leader, it
is full of discrimination, it is offensive to Muslims in general, and
it no doubt inflames the situation and makes no contribution to
what we are trying to achieve, and that is, a stable situation.

Senator LEVIN. Does anybody else want to comment on that? Ms.
Townsend.

Ms. TOWNSEND. Senator, I agree completely with General Keane.
I think it is offensive, it is ignorant, it lacks a basis in fact and
knowledge. There is a very small extreme wing not only, by the
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way, of Islam, but there are extreme wings of other religions which
are found to be deeply offensive to the vast majority of the believ-
ers of those religions, just as fundamental extremism is to Islam.
The vast majority of people, Muslim or not, ought to take grave of-
fense at this irresponsible statement and reject it.

Senator LEVIN. Anybody else?

[No response.]

Senator LEVIN. Thank you. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you, Senator Levin. Thanks very
much. Thanks for raising that last question. Of course, I agree not
only was it outrageous, but as you said, it hurts our efforts to suc-
ceed in this conflict.

The other Senators who came earlier had to leave. If the wit-
nesses can stand it, I think Senator Collins and I will do one more
quick round.

Mr. Silber, I wanted to ask you some hypotheticals, if you would.
If the New York Police Department was doing court-ordered sur-
veillance of somebody in the city who was known to be involved in
Islamist extremist activities, and as part of that surveillance came
across a member of the NYPD communicating with that individual,
what would the reaction of the Department be. Let us assume first
that the communications were of a religious nature, not particu-
larly inflammatory but, still, communicating with an individual
who is known as an extremist. What would the reaction of the De-
partment be?

Mr. SiLBER. I think the Department would look at the nature of
the communications because in the nature of the communications
would give us an insight as to what the purpose of this interaction
is. Obviously, any type of interaction between a member of the
service and individuals who are being investigated just across the
board would be something of concern and would get senior-level at-
tention within the Department.

Chairman LIEBERMAN. Yes. Right, the simple communication
with somebody who had a record of being involved in association
with terrorism or terrorists would raise concerns and raise this up
to a higher level within the NYPD.

Mr. SILBER. Yes, Senator. I think the two issues are the pedigree
of the individual who has been contacted as well as the content of
the communication.

Chairman LIEBERMAN. So I assume that if the content took a
more extreme direction—in other words, let us say an officer in the
NYPD was found communicating with this subject of an NYPD in-
vestigation and was expressing extremist views, and perhaps even
suggesting the justification for violent actions in pursuit of extrem-
ist views, then I presume that would raise real alarm bells.

Mr. SILBER. Yes, and as I stated earlier, Senator, I think the
process would be to reach out to our Internal Affairs Bureau to
move that up the chain of command so that got the appropriate
level of attention.

Chairman LIEBERMAN. Well, it would depend, I assume, what
that would mean. In other words, I presume you would watch that
person more carefully or take more aggressive action.

Mr. SILBER. Yes, I think we would need to understand, what that
dot, in a sense, means in context. We would look at the radicali-
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zation process and say, is that an isolated interaction or does that
fit into a larger continuum.

Chairman LIEBERMAN. Right. Now let us step back, and you have
developed from your experience the four phases of radicalization.
And to the extent you are able, based on the public record, I want-
ed to ask you if you would apply that framework to what you know
about Major Hasan.

Mr. SILBER. Sure. Senator, I think Mr. Jenkins made a good
point that when you are dealing with a lone wolf, an individual
actor, to some degree they really are at the margins of the process
that we have looked at and others have looked at. And, in fact, our
study primarily looked at groups of individuals.

That said, we have looked at some of the preliminary information
out there, and it is suggestive that he went through some type of
radicalization process. I think the key questions to ask are look at
his behaviors and see how those correlate through some of the
phases and through some of the indicators that we have identified
in the model.

Chairman LIEBERMAN. From what you know—I was interested in
the concept you introduced of a virtual spiritual sanctioner—that
is, somebody operating over the Internet. Incidentally, as I under-
stand it, someone like al-Awlaki whom we have been talking about
operates a public Web site with quite open expressions of exhor-
tation to jihadist behavior. In other words, you do not have to have
an authorized surveillance of his e-mails—and there are a lot of
others like this—to conclude that this guy is at war and urging oth-
ers to get at war. But I wanted to ask you whether from what you
have heard of al-Awlaki, does that seem to fit into your vision of
a virtual spiritual sanctioner?

Mr. SiLBER. I think based on his pedigree going back to Sep-
tember 11, 2001, and also looking at what he has done more re-
cently in terms of his Web site, promoting in English jihadist
views, he is clearly an individual of concern. So I think the next
question we would ask is: What was the nature of the relationship
between him and another individual? The spiritual sanctioner func-
tionally moves somebody down that pathway, and that really is the
key question. Functionally, what was the relationship between him
and another individual? Did he move that person down the path-
way, encouraging him to move from, let us say, self-identification
to indoctrination, or indoctrination to jihadization? And that I
think is a key issue.

Chairman LIEBERMAN. Yes, it struck me also that we have to go
into these e-mails. They are classified, of course, but there has been
some description—and I cannot say whether it is based on fact or
not—that this was part of Major Hasan’s research, his reported
communication with the subject of this investigation. But the
choice of this recipient of e-mails says a lot, I think, about what
Major Hasan was looking for. In other words, there are a lot of
Muslim imams, authorities, and scholars that he might have com-
municated with as part of research or even to ask personal reli-
gious questions. Doesn’t it say something about him? And what I
am getting at is that he may have been looking for spiritual sanc-
tioning of what he is accused of ultimately doing.
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Mr. SILBER. Yes, Senator, I agree wholeheartedly with that view.
I think who you reach out to for theological or doctrinal questions
does give some indication to some degree to what message you are
looking for.

Chairman LIEBERMAN. Just a final quick question. Mr. Zarate
raises a question in his testimony about whether the U.S. military
is doing enough to protect its bases in the context of the clear ap-
peals by jihadist leaders to attack our military in their bases and
now the evidence in the United States of this string of plots, fortu-
nately most of them not successful, but tragically, the one in Little
Rock and Fort Hood, successful.

General Keane, do you have any response to that? Is there more
that we should be doing to protect the security of the bases gen-
erally, even in the United States, from terrorist attack?

General KEANE. Well, I think we dramatically changed the secu-
rity on our bases post-September 11, 2001, for all the obvious rea-
sons, and I am confident that the military goes through continuous
reviews to ensure that force protection is of the rigor it should be.

The Fort Hood incident is so dramatically different because it
comes from within as opposed from without, and in that problem
lie the issues that we have discussed here. It is more up to the
members of that organization within to deal with that issue than
it is to guard at the gate or others who are dealing with force pro-
tection issues as associated with a military base. And certainly the
other thing that goes hand in glove with this is cooperation with
law enforcement agencies and intelligence services, in terms of
stopping these incidents before they actually take place—and that
is crucial and that is what has prevented certainly most of these
incidents from taking place—is the tremendous work that law en-
forcement is doing in cooperation with other agencies. And that cer-
tainly has got to continue, and if we can improve the process, as
Frances Townsend is suggesting, that will add to it as well.

Chairman LIEBERMAN. Well said. Thank you. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Jenkins, we hope that one of the results of our investigation
will be a new pamphlet on extremist activities that incorporates
the lessons of this case. That still begs the question of what should
the military do when it identifies a soldier who is embracing rad-
ical views, extremist views. We know, due to the good work of the
NYPD, about the four stages of radicalization, and it is possible
that intervention at an early stage could make a difference and
could lead to something short of discharging the individual from
the service.

In 2007, when you testified before Congress about jihadist
radicalization and recruitment, you talked about the possibility of
countermessaging. I would like to ask you today whether you see
opportunities for the Army to intervene at stage one of the
radicalization process to try to help some members of our military
get back on track.

Mr. JENKINS. I think it is important that we look at this in the
context of military service. I mean, to be quite honest with you,
Senator, when I was in the military, I did not know, nor did I care
what the religion was of the members of my unit. I dealt with them
as individuals. What it said on their dog tags about their pref-
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erences for method of burial was something that did not concern
me.

I think it is entirely appropriate, when an individual is dis-
playing behavior that is inappropriate within the context of the
military unit or is demonstrating behavior that is contrary to mo-
rale or suggests a destructive or a self-destructive path, that there
be an appropriate intervention. And as I say, in many cases in a
combat unit, that will be picked up fairly quickly, and there will
be that appropriate intervention.

I think what we have to do is empower individuals so that they
need not be shy about this—our understandable concerns about
free speech, about protecting civil liberties, should not cause us to
hesitate where there is clearly manifest behavior that is inappro-
priate, wrong, contrary, and so on.

In many cases, I think there is intervention. We know about
radicalization only from those terrorists who have made it all the
way through a terrorist act or an arrest. We do not have informa-
tion about all of those who drop out along the way, and there are
a lot who do drop out along the way or are counseled along the
way.

It will be interesting to know about the radicalization in the case
of Major Hasan. He has been subjected to extraordinary scrutiny
in the last couple of weeks because of this event. There are literally
thousands of reporters who are picking up every statement that he
made, every piece. That right now is chronologically flat, and one
would really like to see, in order to compare it to what we know
here as researchers, a chronology constructed here. When was he
communicating with this imam? When was he making these state-
ments? What were his actions over time? Can we see a trajectory
and then at that point identify where there might have been a use-
ful intervention?

Senator COLLINS. Thank you.

Mr. Chairman, let me just end my comments today by going back
to the 9/11 Commission Report because it does appear to me that
we did have—it is too early to say for sure, but that we did have
a failure to share critical information, a failure to ask questions,
to initiate an investigation, or at least an inquiry or an interview,
and that the results were tragic, horrible consequences: A terrorist
attack.

The 9/11 Commission reminds us—and I want to read from the
report. “In the 9/11 story, for example, we sometimes see examples
of information that could be accessed—like the undistributed NSA
information that would have helped identify Nawaf al-Hazmi in
January 2000. But someone had to ask for it. In that case, no one
did. Or, as in the episodes we describe in chapter 8, the informa-
tion is distributed, but in a compartmented channel. Or the infor-
mation is available, and someone does ask, but it cannot be shared.

“What all these stories have in common is a system that requires
a demonstrated ‘need to know’ before sharing. This approach as-
sumes it is possible to know, in advance, who will need to use the
information.”

The point is that information must be shared with those that
have the ability to understand the full context and take action. If
you look at Major Hasan’s presentations—there were two of them
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that I am aware of; one I have looked completely through—there
are warning signs and red flags galore. If you look at his contacts
with the radical imam, without revealing what those specific e-
mails said, just the fact that he was seeking advice and commu-
nicating with a known al-Qaeda associate, when you start to put
together all of the pieces of information, it reminds me very much
of the siloed information that was available throughout the Federal
Government in different agencies prior to the attacks on our coun-
try on September 11, 2001. And our challenge is to make sure that
we have not allowed new silos to build up, that the JTTFs, which
have been tremendous and have had a lot of successes, do not inad-
vertently become another silo where information cannot be shared
without jumping through too many hoops. And that is our chal-
lenge, as we learn more through our investigation, to identify legal
barriers, administrative impediments that may have blocked the
sharing of information in this case, and to identify in our military
whether we need better systems to encourage reporting, as the
General put it so well, that it is no longer a moral act of courage
but, rather, an obligation to report disturbing information.

That is what our investigation is aimed at, and, again, I want
to thank the Chairman for initiating this very important investiga-
tion and to express my appreciation to all of you today for your
forthright, candid, and expert testimony.

Thank you.

Chairman LIEBERMAN. Thank you, Senator Collins. It, as always,
is a pleasure to work with you. We are going to conduct this inves-
tigation in the same thorough and bipartisan/nonpartisan way we
have done everything on this Committee, including some controver-
sial and sensitive investigations into Federal Government behavior
prior to September 11, 2001, and also during Hurricane Katrina.
I think you stated well what we have accomplished today.

I cannot thank the five witnesses enough for their testimony. I
cannot imagine a better way to inform our investigation. You have
brought your experience and considerable expertise to the table.
You have helped us begin to understand how to best approach this.
You have made some specific suggestions not just about questions
to pursue in our investigation, but about reforms to initiate as a
result of what we already know about Major Hasan and the mur-
ders that occurred at Fort Hood.

So I honestly cannot thank you enough, and I would like to take
the liberty of keeping in touch with you as this investigation goes
on. I also would invite you not to hesitate to initiate to us as you
watch this occurring.

We are going to continue the investigation now. I hope we can
conduct the investigation in the cooperative way that we have
begun with the Executive Branch. It will inevitably now take a less
public turn with a lot of interviews and reviewing of documents,
and we will reconvene in public session when and if we think it is
appropriate and constructive to do so, and then ultimately to issue
a report and recommendations.

But you have done a real service not just to the Committee but
I honestly believe to the homeland security of the people of our
country. I thank you very much.
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The record will stay open for 15 days for additional statements
and questions.

The hearing is adjourned.

[Whereupon, at 12:32 p.m., the Committee was adjourned.]
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Statement of Chairman Joseph Lieberman
Homeland Security and Gover tal Affairs C ittee
“The Fort Hood Attack: A Preliminary Assessment”
Washington, DC
November 19, 2009

This morning, our Committee begins an investigation as serious and consequential
as any it has ever undertaken.

An American soldier, Nidal Hasan, has been charged with killing twelve of his
fellow soldiers and one civilian on an American military base in Texas, in what I believe,
based on available evidence, was a terrorist attack.

The purpose of this Committee’s investigation is to determine whether that attack
could have been prevented, whether the federal agencies and employees involved missed
signals or failed to connect dots in a way that enabled Nidal Hasan to carry out his deadly
attack. If we find such errors or negligence we will make recommendations to guarantee,
as best we can, that they never occur again. That’s our purpose here.

We are ducting this investigation b we believe it is our responsibility to do
30 according to law and Senate rules. We are doing it both as the Homeland Security
Committee, and over the long term, the Gover tal Affairs C i which under the

rules has a special responsibility to conduct oversight of Executive Branch actions,
particularly, when, as in this case, there are questions about those actions.

We know it will be very difficult to fulfill our Committee’s responsibility without the
cooperation of the Executive Branch. Yesterday, I want to report, I spoke with Secretary
of Defense Gates and Attorney General Holder and asked their cooperation in allowing the
bipartisan staff of this Committee to interview relevant individuals in their departments
and obtain relevant documents as part of this investigation of the murders at Fort Hood.
Secretary Gates and Attorney General Holder both said they respected our authority to
conduct such an investigation and wanted to work out an understanding in which they
could cooperate, so long as our investigation did not hamper or compromise the criminal
investigation and pr tion of the d murderer, Nidal Hasan.

I assured them that our Committee understood and respected the difference
between their criminal investigation and our Congressional investigati Their criminal
investigation is to bring an accused to justice. Our Congressional investigation is to learn
whether the federal government or any of its employees could have acted in a way that
would have prevented these murders from occurring. Their investigation, in one sense,
looks backward and is punitive. Ours looks forward and is preventive.

1'm optimistic that we will work out a way for both investigations to proceed
without compromising either. Our staffs will be ting with repr ives of the
Department of Justice and Defense very soon to try to work out ground rules for both
investigations without interfering with each other. But I can say I am encouraged and

1

(43)

Jkt 056145 PO 00000 Frm 00047 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.001



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

44

appreciative that Senator Collins and 1 and our staff, our top staff, have received one
classified briefing on the Hasan case, and will soon receive another, and have been given
access to some very relevant classified documents related to this matter. So, we are off to a
good cooperative start. And we’re going to be insistent about this because it is our
respeonsibility to do so.

At the completion of our investigation, we will issue a report and recommendations.

I want to make clear this morning that we intend to carry out this investigation with
respect for the thousands of Muslim-Americans whe are serving in the American military
with honor and the millions of very patriotic, law abiding Muslims whe live in our country.

But we do no favor to all of our fellow Americans who are Muslim by ignoring real
evidence that a small number of their community have in fact become violent Islamists and
extremists.

It seems to me, here at the outset, and based on what we know now, that there are
three basic areas of importance in which our Committee in this investigation will want to
gather facts and draw conclusions. First, if as seems to be the case, there were colleagues of
Nidal Hasan in the U.S. Army who heard him say things or watched him do things that
raised concerns in their minds about his mental stability and/or his political extremism, the
question is, were those concerns conveyed up the chain of command, and were they
recorded anywhere in Hasan’s personnel files, and did the Army do anything in response to
those concerns? Second, what information did the Joint Terrorism Task Forces, headed by
the FBI, have about Hasan, including transcripts of e-mails which he had with a subject of
investigation that the FBI acknowledged publicly it had in its possession? That
acknowledgement came last week. What judgments were made about those emails? Was
any attempt made to investigate Hasan further after his e-mail traffic with the subject of an
ongoing Joint Terrorism Task Force investigation was intercepted. And third, was the
infermation which the Joint Terrorism Task Force had on Hasan shared with anyone in
the U.S. Army, the Department of Defense, or anyone else in our government? Those to me
are three central questions, though by no means all the questions, we will pursue
painstakingly and answer as completely as we can before we reach conclusions and make
recommendations.

This morning, we are really grateful to have with us to help us consider those
questions and others a very experienced and thoughtful panel of witnesses with experience
in terrorism, counterterrorism, law enforcement and the military. We have asked our
witnesses to give us their first reactions to what we know of the murders at Fort Hood and
to what we know of the accused murderer, Nidal Hasan, based on the publicly available
evidence. I also hope that they will offer us their advice about what other questions our
investigation should raise regarding the focus of our inquiry, with the conduct of employees
of the Department of Justice, the Department of Defense, or any other federal agency or
department.

1 want to thank the witnesses for being here and look forward te your testimony,
which I am confident will get the committee’s investigation off to exactly the right start.
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Statement of
Senator Susan M. Collins

“The Fort Hood Attack: A Preliminary Assessment”

Committee on Homeland Security and Governmental Affairs
November 19, 2009

* Kk Kk

In investigating the September 11, 2001, terrorist attacks, the
Commission led by Tom Kean and Lee Hamilton discovered vital information
scattered throughout the government, confined by agency silos, that might
have prevented the deaths and destruction of that terrible day if only the
dots had been connected.

In the wake of the mass murder at Fort Hood, we once again must
confront a troubling question: Was this another failure to connect the dots?

Much has been done since 9-11-01 to respond to the failures exposed
by those attacks. We created the National Counterterrorism Center (NCTC),
additional Joint Terrorism Task Forces, and fusion centers. We revised
information sharing policies and promoted greater cooperation among
intelligence and law enforcement agencies.

And the results have been significant. Terrorist plots, both at home
and abroad, have been thwarted. The recent arrest of Najibullah Zazi
demonstrates the benefits of information sharing and joint efforts by the
NCTC and other intelligence agencies, as well as federal, state, and local law
enforcement.

But the shootings at Fort Hood may indicate that communication
failures and poor judgment calls can defeat systems intended to ensure that
vital information is shared to protect our country and its citizens. This case
also raises questions about whether or not restrictive rules have a chilling
effect on the legitimate dissemination of information, making it too difficult
to connect the dots that would have allowed a clear picture of the threat to
emerge.

These are overarching questions that we will explore with our expert
witnesses today.
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Our ongoing investigation will also seek answers to questions specific
to the Fort Hood case. For example, how did our intelligence community and
law enforcement agencies handle intercepted communications between
Major Hasan and a radical cleric and known al Qaeda associate? Did they
contact anyone in Major Hasan's chain of command to relay concerns? Did
they seek to interview Major Hasan himself?

When Major Hasan reportedly began to openly question the oath that
he had taken to support and defend the Constitution of the United States, did
anyone in his military chain of command intervene?

When Major Hasan, in his presentation at Walter Reed in 2007,
recommended that the Department of Defense allow “Muslim soldiers the
option of being released as ‘conscientious objectors’ to increase troop
morale and decrease adverse events,” did his colleagues and superior
officers view this statement as a red flag?

Were numerous warning signs ignored because the Army faces a
shortage of psychiatrists and was concerned, as the Army Chief of Staff has
subsequently put it, about a “backlash against Muslim soldiers?”

These are all questions that we will seek to answer.

For nearly four years, this Committee has been investigating the threat
of homegrown terrorism. We have explored radicalization in our prisons,
the cycle of violent radicalization, and how the Internet can act as a “virtual
terrorist training camp.” We have warned that individuals within the United
States can be inspired by al Qaeda’s violent ideology to plan and execute
attacks even if they do not receive direct orders from al Qaeda to do so.

And we have learned of the difficulty of detecting “lone wolf” terrorists.

To prevent future homegrown terrorist attacks, we must understand
why our law enforcement, intelligence agencies, and our military personnel
system may have failed in this case.

Major Hasan's attack targeted innocent soldiers and civilians
regardless of their religious faith, These patriotic soldiers and civilians were
injured and killed not on a foreign battleground but rather on what should
have been safe and secure American territory.

With so many guestions still swirling around this heinous attack, it is
important for the nation to understand what happened so that we may work

to prevent future incidents. We owe that to our troops, to their families and
communities, and to all Americans.

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00050 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.004



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

47

Prepared Statement of Senator Claire McCaskill
“The Fort Hood Attack: A Preliminary Assessment”
November 19, 2009

Like most Americans, I was devastated by the events that took place at Fort Hood on
November 5™ and I express my deepest sympathies to the families of those who were lost
in this horrific event.

1t is incumbent upon this committee to make sure we ask the tough questions that will
allow us to uncover how or if this event could have been prevented. But like all of the
witnesses have stated today, it is somewhat premature to draw any conclusions on any
actions that could or should have helped thwart Major Nadal Hasan’s plans to kill
Americans. At this time, Major Hasan has been charged with 13 counts of premeditated
murder and I was pleased to hear the Chairman state today that this committee will not do
anything to compromise the criminal investigation or prosecution of Major Hasan.

At today’s hearing, several of the witnesses have given us specific questions that I
believe can be useful in making sure that the committee’s investigation of the Fort Hood
incident is productive. I look forward to using those suggestions to help guide my
inquiries at future hearings once there has been a more thorough review. We anticipate
there to be a report of intelligence activities regarding Major Hasan on November 30™. 1
hope at that time, we will have a better understanding of the facts surrounding Major
Hasan’s activities and won’t have to rely on accounts reported in the press.

Again, [ think the Chairman and Ranking Member for this hearing today. I think we have
been provided some very valuable information as we continue to unravel the facts behind
this horrendous event.
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Prepared Statement of Senator Roland W, Burris
“The Fort Hood Attack: A Preliminary Assessment”
November 19, 2009

On November 35, 2009, a great tragedy took place at the Fort Hood military installation in
Killeen, Texas. Thirteen courageous Americans were shot and killed. Even more service men
and women were wounded. Two soldiers from my home state of lllinois lost their lives that day,
and an additional two Illinois soldiers were injured.

This incident was the nation’s largest massacre on a domestic military installation in American
history. In the aftermath of the brutal attack, many legitimate questions have been raised about
the motivations of the alleged perpetrator, why the attack happened and what could have been
done to prevent it. With respect and reverence for these fallen heroes, we will seek to fully
answer these questions.

There is no doubt that this case will continue to reach into many inter-related areas as we
continue to pursue the truth. In this Committee, we will be examining the threat posed by the
attacks in the broader context of terrorism and radicalization. Although the nature of terrorism
directed at our nation is constantly evolving, its goal of destroying our values and ideals of
freedom, privacy, and tolerance remains constant. We will not let this happen.

[ am confident that President Obama and the involved agencies and offices are taking all
appropriate and necessary steps to uncover the facts and motivations behind this incident. Asa
member of both the Committee on Homeland Security and Governmental Affairs and the
Committee on Armed Services, I will do everything in my power to work with my colleagues on
the Committee on Homeland Security and Governmental Affairs and the Committee on Armed
Services to ensure that such an attack never again occurs on American soil.
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Prepared Statement of Senator Robert F. Bennett
“The Fort Hood Attack: A Preliminary Assessment”
November 19, 2009

Thank you Mr. Chairman, Senator Collins, for convening this hearing on the horrible events that
took place at Fort Hood, Texas on November sth, Tragedies such as these strike the hearts of
mighty and sensitive souls alike. I mourn this senseless loss of life, and wish to extend my
heartfelt condolences and sympathies to the families of all the victims.

I was especially saddened to learn that among those killed was Private First Class Aaron Thomas
Nemelka of West Jordan, Utah. He was the youngest of those killed on that day. The promise of
a bright future never to be realized, of one so young, only serves to underscore the overwhelming
and tragic nature of this event. A fellow soldier and fellow Utahn, Private First Class Joey Foster
of Qgden, was also wounded. My thoughts and prayers are with the victims and their families in
these dark times. My profound gratitude goes to them for extending their lives and honor to
protect and defend our country.

The great pain suffered by all whose lives were marked by this tragedy demands that we
determine who should be accountable for such an event. However, until the investigation can be
completed, it is wise that we refrain from making any final judgments.

The men and women of our armed forces daily put themselves in harm’s way in order to protect
our way of life, fully committing themselves to do all that’s necessary to complete the mission,
even at the expense of their own lives. Given their commitment to our country and the risks such
devotion entails, our obligation as a Congress is to see to it that they don’t endure any more risk
than is absolutely necessary. Regretfully, the events of November 5™ will ever serve as a cold
reminder that our deploying soldiers are vulnerable to attacks and danger even before they step
foot on the field of battle,

The overarching issues that face us as are was this a singular incident or a pattern of

radicalization that we need to protect against and what steps can we take to reduce the likelihood
of future attacks such as this?
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Mr. Chairman, ranking minority, members of the committee, thank you for
inviting me to testify this morning on a subject of such national importance
which directly affects the security of the American people and equally
important, that of our soldiers and their families. How painfully and
devastatingly ironic that our soldiers were gunned down at Ft. Hood while
preparing to deploy overseas to fight jihadist extremism. As we are quickly
becoming aware, the preliminary reports suggest that Major Hasan, himself,
was a jihadist extremist as he indicated during the act of shooting our
soldiers, by crying out, the jihadist refrain “Allahu Akbar”. It appears likely
Major Hasan’s targets and his radical beliefs are directly related as he chose
to kill those who were destined to fight jihadist extremism

We all welcome the investigations that the Army, the Defense Department,
FBI, other agencies of government, and this Congress are conducting to
determine who was Major Hasan, what were the patterns of his behavior and
attitude, what did we know about what appears to be his extremist beliefs,
how did we share that information, and what actions did we take or fail to
take as a result. And, most definitely, what must we do to prevent such
incidents in the future,

The Department of Defense has a long standing policy of intolerance for
organizations, practices or activities that are discriminatory or extremist in
nature. It was updated in 1986 as a result of service member participation in
supremacist activities and again in 1996 after 2 Army soldiers committed 2
racially motivated murders at Ft Bragg, N.C., resulting in the death of 2
African Americans and prompting a DOD review of the 1986 policy and a
subsequent revision in 1996. In fact, the Army issued a pamphlet (600-15)
on Extremist Activities as a result of that incident. There is no discussion in
the pamphlet of what constitutes jihadist extremism or how to deal with it.

I took command of Ft Bragg and 18" Airborne C orps weeks after that
incident occurred and there was much that we learned that eventually
became Army policy. First, and foremost, we were tolerating racially
motivated skinheads who were in our units at Ft Bragg. When extremism
occurs in a unit there is a natural tendency for solders to pull away from it
because it is so disturbing to their beliefs and to that of the Army. As such, it
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can often polarize a unit and directly affect its cohesion, morale and
capability to perform to a very high standard. What we found at Ft Bragg is
that our policy was not clear in identifying extremist behavior. In this case:
tattoos, specific dress, racial rhetoric, nazi symbols etc. As a result, racial
extremists were allowed to exist in our units. Twenty-one soldiers were
eventually eliminated from the service for exhibiting such behavior,
unfortunately, all after the racially motivated murders were committed. Two
solders were tried and convicted for those murders.

The Army investigation determined that we needed to update our policies
and, equally important, educate Army soldiers and leaders on the patterns of
behavior and signs and symbols of racially motivated extremism. Those
policies require solders and leaders to identify such behavior and to report it
so commanders can take appropriate action. Commanders options are
numerous from counseling, efficiency reporting, UCMLI or legal actions, and
involuntary separation. Our commanders have full authority by Army policy
(AR 600-20) to “prohibit military personnel from engaging in or
participating in activities that the commander determines will adversely
effect good order and discipline”.

I suspect strongly that after we conduct these investigations we will find that
our policies will need revision again to account for the specific behavior and
attitudes as expressed by radical Islamic or jihadists extremists. It should not
be an act of moral courage for a soldier to identify a fellow soldier who is
displaying extremist behavior, it should be an obligation. And, as such, the
commanders will need specific guide-lines as to what constitutes jihadist
extremism behavior and re-emphasize how to use the many tools and options
they have at their disposal to curb the behavior, rehabilitate the soldier or
take legal or separation action. Because jihadist extremists are potentially
linked to terrorist organizations that directly threaten the security of the U.S.,
it is essential that our government agencies are sharing information about
such individuals.

What has been in the media these last days about Major Hasan and his
behavior, if determined to be true, is very disturbing. Such allegations as
justifying suicide bombing on the internet, lecturing fellow soldiers using
jihadist rhetoric, warning darkly about “adverse events” if Muslims were not
allowed to leave military service, repeatedly seeking counsel from a radical
Isiam Iman, Anwar Al Awlaki with well known ties to Al Qaeda, attempting
to convert some of his patients who were suffering from stress disorders to
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his distorted view of Islam, and, finally was the FBI sharing with the Army
what it knew about Hasan and Awlaki and was the Army sharing what it
knew about Hasan with the FBI.

While these patterns are preliminary and will be confirmed by the
investigations that are being conducted, it is very similar to what we
experienced at Ft Bragg in the late 90°s where we were wrongfully tolerating
extremists in our organizations who displayed a pattern of behavior that put
them at odds with the values and character of the Army. We should also
recognize that Major Hasan is an officer and therefore afforded certain
liberties and the fact that he was also a psychiatrist operating as individual
specialist probably contributed to some degree to the hesitation his
colleagues and patients had in not reporting his activity. I suspect if he were
a member of a squad or platoon it is more likely some action may have been
taken.

Let me conclude by saying that this incident and Major Hasan’s behavior is
not about Muslims and their religion who are part of the fabric of American
life, respected, and assimilated into every aspect of American society. Nor is
it about the 10,000 Muslims in the military who quite frankly are not seen as
Muslims but as soldiers, sailors, airmen and marines. Their contribution,
their commitment, and their sacrifice is not only appreciated, it is honored.
This is fundamentally about jihadist extremism which is at odds with the
values of America and its military and threatens the safety and security of
the American people.

I was in the Pentagon on 9/11 and felt the horror up close of this extremism
as the Army lost more soldiers and civilians that day then any day in the last
8 years of war. [ know our soldiers and families at Ft Hood are stung by this
tragedy because their friends and loved ones were killed simply because of
who they are and what they stood for; they were committed to defend this
nation against the very extremism that killed them. Radical Islam and
jihadist extremism is the most transformational issue I have dealt with in my
military service and continues to be so today. It is the most significant threat
to the security of the American people [ have faced in my life time. We are a
society that espouses tolerance and values diversity and our military reflects
those values - - but at the same time we must know what a threat looks like
and we must know what to do about it.

Thank you and I look forward to your questions.
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Senate Homeland Security and Governmental Affairs Committee
New York City Police Department
Director, Intelligence Analysis, Mitchell D. Sifber

In October of 2007, | testified before this committee about the findings of a recent study titled
"Radicalization in the West: The Homegrown Threat” that | had co-authored and the NYPD had
published concerning the process of radicalization in the West and the threat that it potentially
posed to the United States. As it has elsewhere, this threat has now materialized in the United
States.

The Past Twelve Months

During the last twelve months, U.S. authorities have uncovered a number of radicalized clusters
of individuals intent on committing violent jihad within the continental United States as well as
abroad. These arrests, along with intelligence operations, indicate that radicalization to violence
is taking place in the United States.

Approximately one year ago, in November of 2008, the Department of Homeland Security and
FBI issued a warning relating to an al Qaeda linked terrorist plot against the Long Island Railroad
commuter network. The origins of the piot link directly to Bryant Neal Vinas, a New Yorker, who
radicalized to violence in and around New York City before traveling to Pakistan to seek out an
opportunity to participate in violent jihad.

In April of 2009, before their arrest by the Joint Terrorism Task Force, four men placed what they
believed was C4 explosives outside a Jewish synagogue and community center in Riverdale,
New York in an attempt to carry out a terrorist act. These men were radicalized in the United
States.

In July of 2009, seven men were arrested by federal authorities in North Carolina, who possessed
weapons and more than 27,000 rounds of ammunition and had plans to attack the Marine Base
at Quantico, VA. These men, known as the Raleigh 7, were inspired by al Qaeda and radicalized
in the United States.

This September, Najibullah Zazi, age 24 was arrested as part of an al Qaeda linked conspiracy to
attack locations in New York City with hydrogen peroxide based explosives. The plot has been
called one of the most serious since 9/11. Zazi, who lived in Flushing, Queens during his
formative years —~ ages 14 to 23, before departing for Pakistan, radicalized in the United States.

Later that same September Betim Kaziu, a 21 year-old New Yorker from Brooklyn, was indicted
for conspiracy to commit murder abroad and support for foreign terrorists. Arrested in Kosovo,
Kaziu sought to join a foreign fighter group overseas and to "take up arms against perceived
enemies of Islam," meaning American troops in Iraq or Afghanistan. He was radicatized in the
United States.

And there are more ~ In Boston, Tarek Mehanna, age 26 and a graduate of the Massachusetts
College of Pharmacy was arrested last month. Not only did he seek to fight jihad abroad, but he
also is charged with conspiring to attack civilians at a shopping mall in the U.S., as well as two
members of the executive branch of the federal government. He was radicalized in the U.S.
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At least fifteen men of Somali descent have radicalized in Minneapolis over the last few years and
left the U.S. to fight jihad in Somalia. They joined al Shabaab, a terrorist group associated with al
Qaeda and based in Somalia. Our fear is -- What happens when they return to the U.§?
Australia has already thwarted a plot this year involving individuals who fought alongside al
Shabaab and then returned to Melbourne seeking to carry out a plot against an Australian military
base.

This past September also saw two plots involving lone wolves in both Dallas, Texas and
Springfield, Hlinois. In Dallas, a large office building was targeted with a vehicle borne explosive.
In, Springfield, a Federal building was targeted. Though these individuals were not part of any
group, much of their radicalization seems U.S. based.

Finally, there were recent arrests of two Chicagoans with direct links to Lashkar-e-Toiba, the
group responsible for the November 2008 Mumbai terrorist attack. Though these men seemed to
be plotting against targets in Denmark, once again, it appears that the U.S. served as their
location of radicalization.

Given the evidence of the past twelve month period, one must conclude that radicalization to
violence is oceurring in the U.S.

Process and Radicalization

Given what seems to be a pattern of individuals radicalizing to al Qaeda inspired violence, the
NYPD has invested a substantial analytic effort in order to assess the causes and process that
marked the radicalization trajectory of these individuals. Among the cases previously mentioned,
we saw the pattern repeating itself. itis consistent with model from the 2007 NYPD report that
consisted of four phases -- Pre-Radicalization, Self ldentification, indoctrination and Jihadization.
Driving this process is a combination of the proliferation of al Qaeda ideology intertwined with the
real or perceived political grievances that cite a Western "war against Islam” and provide the
justification for young men with unremarkable backgrounds to pursue violent extremism.

The dissection, comparison and analysis of eleven al Qaeda like plots between 9/11 and 2008,
which formed the basis of the 2007 NYPD report, led to the assessment that there is a common
pathway of radicalization in the West. Each of the stages in this process is distinct and has
specific signatures associated with it. Although this model is sequential, individuals do not always
follow a perfectly linear progression. However, individuals who do pass through this entire
process are quite likely to be involved in a terrorist act. The stages are as follows:

Phase 1. Pre-Radicalization

Pre-Radicalization is the point of origin for individuals before they begin this progression. ltis
their life situation before they were exposed to and adopted jihadi-Salafi islam as their own
ideology. Based on the study, individuals who are vuinerabie to radicalization tend to be male
Muslims, between the ages of 15 to 35 who are local residents and citizens from varied ethnic
backgrounds. Significant proportions come from middle class backgrounds and are educated, at
least high school graduates, if not university students. Based on our case studies, the vast
maijority of individuals who end up radicalizing to violence do not start out as religiously observant
or knowledgeable.

Phase 2: Self-dentification
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Self-ldentification is the phase where individuals, influenced by both internal and external factors,
begin to explore more literal interpretations of islam, gradually gravitate away from their old
identity and begin to associate themselves with and adopt this ideclogy as their own. The trigger
for this “religious seeking” is often a catalytic event, or crisis, which challenges the individual's
previously held beliefs and causes the individua! to reconsider their previously held outlook and
worldview.

Phase 3: Indoctrination

Indoctrination is the phase in which an individual progressively intensifies his beliefs, wholly
adopts extremist ideology and concludes, without question, that action is required to support and
further the cause. That action is violence. This indoctrination is the manifestation of accepting a
religious-political ideology that justifies, legitimizes, encourages, or supports violence against
anything kufr, or un-Islam including the West, its citizens, its allies, or those whose opinions are
contrary to his own extremist agenda.

The signatures associated with this phase include becoming an active participant in a group and
simultaneously become increasingly isolated from one’s former life. Gradually, the individuals
begin to isolate themselves from secular society and self-radicalize. They come to believe that
the world is divided between enlightened believers (themselves) and infidels (everybody else).

Phase 4: Jihadization, or the “Violence Phase”

Jihadization is a phase in which individuals accept their individual duty to participate in violent
jihad and self-designate themselves as holy warriors or mujahedeen. Often, individuals will seek
to travel abroad to participate in a field of jihad such as Afghanistan, Pakistan, Kashmir,
Chechnya, Somalia or Irag, only to be re-directed back to the West to do “something for the
cause” there. Frequently, the group members participate in outdoors activities like rafting,
camping or paintball to vet, bond and train. In addition, mental preparation commences as
jihadist videos are watched. Lastly, potential targets are chosen, surveillance and
reconnaissance begins and the group weaponizes with readily available components.

New Analysis

White much of the 2007 Radicalization study remains directly applicable to the last twelve months
events, additional research has highlighted some new findings. The most important is that the
internet has become an even more important venue and driver for radicalization. In fact, this
finding was also highlighted by a 2008 report that this Committee produced, noting accurately that
“the use of the Internet by al-Qaeda and other violent Islamist extremist groups has expanded the
terrorist threat to our homeland. No longer is the threat just from abroad, as was the case with the
attacks of September 11, 2001, the threat is now increasingly from within, from homegrown
terrorists who are inspired by violent Isiamist ideology to plan and execute attacks where they
live. One of the primary drivers of this new threat is the use of the internet to enlist individuals or
groups of individuals to join the cause without ever affiliating with a terrorist organization.”

In 2007, we discussed the concept of a “spiritual sanctioner”, an individual who provides religious
justification for violent political extremism for individuals who are radicalizing. Within the last six
months we have identified a new catalyst for radicalization —~ what we call the “virtual spiritual
sanctioner”. Although he is not the only one, Anwar al Awlagi, based in Yemen is exemplar of
this concept.

Both Anwar Al-Awlagi’'s extremist ties as well as his ability to translate literature that promotes
violent jihad into English have enabled his widespread radicalizing effect. Not only has Awlagi
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been a religious authority cited by the convicted Fort Dix plotters, who were disrupted in a 2007
plot against Fort Dix in New Jersey, but his tapes were also played for all who attended the
Toronto 18's makeshift training camp, held north of Toronto in the winter of 2005. That group
plotted to explode three tons of ammonium nitrate in downtown Toronto in the fall of 2006.

Key Judgments

1) In recent years, U.S. authorities have uncovered a significant and increasing number of
radicalized clusters or individuals intent on committing violent jihad either in the U.S. or abroad.
These arrests confirm that radicalization is taking place in the U.S today.

2) it is also noteworthy that in the past year, there have been a half dozen cases of individuals
who, instead of traveling abroad to carry out violence, have elected to attempt do it here; this is
substantially greater than what we have seen in the past and may reflect an emerging pattern.

3) The al Qaeda threat to the U.S. Homeland is no longer limited to al Qaeda Core. Rather, it has
decentratized and now consists of three primary elements -- AQ Core, Al Qaeda allies, like
Lashkar-e-Toiba, Istamic Jihad Union and others who have begun fo target the West and most
recently -- the al Qaeda inspired or homegrown threat, that has no operational relationship with
AQ Core, but consists of individuals radicalized in the West, who utilize al-Qaeda ideology as
their inspiration for their actions.
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Testimony of the Honorable Juan C. Zarate
Senate Committee on Homeland Security and Governmental Affairs
“The Fort Hood Attack: A Preliminary Assessment”
November 19, 2009

Chairman Lieberman, Senator Collins, and distinguished members of the Senate
Homeland Security and Governmental Affairs Committee. 1 am honored to testify
today about the threat of violent Islamic extremism, radicalization, and patterns and
evolutions of terrorist threats in the wake of the Fort Hood attack. Per your request,
I am also pleased to provide guidance and questions that may assist the Committee
in shaping its investigation. [ will be testifying today in my capacity as an outside
expert, serving currently as a Senior Advisor to the Center for Strategic and
International Studies and a national security analyst for CBS News.

The brutal attack at Fort Hood on November 5, 2009, allegedly perpetrated by U.S.
Army Major Nidal Malik Hasan, has raised legitimate questions about why such an
event happened, whether authorities - both civilian and military -- could have
prevented such an attack, and the national security implications of this incident.
Unlike any event since 9/11, it has also fueled discussion about the specter and
threat of a violent extremist ideology in our midst.

[t is premature to answer any of these questions completely without more
information about the event itself, Major Hasan’s background, and his contacts.
Without such information to review, it is also difficult to make definitive judgments
about the motivations of the perpetrator and the ultimate implications of this event.

As we know from President Obama’s recent directive to review all information
surrounding this incident, the U.S. government is still collecting information that
may be relevant to this event and to Major Hasan. On November 16, 2009, Army
Chief of Staff General George Casey also formed a panel to determine whether
warning signs in this case were missed. In addition, the military is preparing to try
Major Hasan for the murders at Fort Hood. There is much yet to be discovered, and
any final conclusions or judgments would be premature.

What makes the Fort Hood case particularly difficult to assess -- especially at this
point - is that there may have been an admixture of motives at play in the alleged
perpetrator’s mind. What makes it a case that appears to have been harder to
disrupt was that Major Hassan seems to have acted alone and apparently used his
medical and academic research to mask his own inner turmoil and attraction to a
violent ideology.

Based on information available publicly, however, we can begin a preliminary
discussion about the implications of this event, especially in light of direct threats to
our military and the growing threat of radicalization, including in the United States
and among American citizens.
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The horrific event at Fort Hood was shocking not only for its brutality and lethality
but because an attack against our men and women of the military occurred in our
own country, on a major military base, and allegedly by an American citizen who
was an Army officer and whose job it was to care for the mental well being of our
soldiers.

Unfortunately, this event follows in a line of attacks against military personnel in
separate incidents, including attacks and murders at a military recruitment center in
Little Rock, Arkansas on June 1, 2009; an act of fratricide at Camp Liberty in Iraqg on
May 14, 2009 (unrelated apparently to violent Islamic extremism); and another act
of fratricide at Camp Pennsylvania in Kuwait in March 2003.

The event also occurred in the wake of several disrupted terrorist plots in the
United States, raising questions about whether we are facing a new wave of
terrorism driven in part by self-radicalized actors. The Federal Bureau of
Investigation (FBI), in concert with other international, federal, state, and local
authorities, recently disrupted a series of serious plots and arrested potential
terrorists:

« Two alleged plots with apparent direct international connections to known
and designated terrorist organizations disrupted this fall.

o Najibullah Zazi allegedly planned terrorist attacks in New York. Zazi
appears to have had direct connections to al Qaida, including
receiving training from al Qaida in Pakistan.

o David Coleman Headley and Tahawar Rana allegedly planned attacks
against the Danish newspaper that had published the cartoons of
Mohammed. Both individuals are alleged to have direct connections
and communications with Lashkar-e-Tayyiba (LT) and Harakat-ul-
Jihad Islami (HUJI).

¢ The arrest of Bryant Neal Vifias, an American citizen who allegedly met with
al Qaida members in Pakistan.

« Several plots involving radicalized individuals attempting to target sites in
the United States.

o The alleged plot in New York by four American citizens to attack two
synagogues in the Bronx and a military transport plane;

o The alleged attempt by Mosam Maher Husein Smadi, a Jordanian
national, to blow up a skyscraper in Dallas; and

o The alleged attempt by Michael Finton to detonate a truck bomb at a
federal building in Springfield, lilinois.

o The arrest of seven men in North Carolina, including the supposed
ringleader Daniel Patrick Boyd, who were allegedly planning terrorist
attacks.

* The arrests of Somali Americans from Seattle and Minneapolis over the past
year who were allegedly radicalized and trained in East Africa and then
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returned to the United States. These arrests form part of a broader inquiry
into the ongoing recruitment, radicalization, and training of Somali
Americans, including the October 2008 suicide bombing attack in Somalia by
an American, Shirwa Ahmed. The Washington Post has reported that there
has been at least seven Somali American recruits killed in East Africa.

Even with all of these events occurring in a short period of time, we must be careful
not to draw final conclusions about how the Fort Hood attack fits into these series of
arrests and incidents and whether there is a recognizable pattern that ties this event
to all the others.

It is important, however, to recognize the constant threat to our military from
terrorist attacks; the challenges surrounding the lone wolf and insider threat; the
growing threat of violent extremism as an ideology and platform for the justification
of violence and division of our society; and the relevant tools and responsibilities to
ensure such attacks neither happen again nor spark divisions in our society that can
be exploited by violent extremist ideologues and thus serve the interests of our
enemies.

Threats to the U.S. Military

The U.S. military - as both the vanguard and symbol of American power -- has been
a constant target for terrorists since the 1980s. American power abroad is often
demonstrated and defined by the presence of the U.S. military - with bases, troops,
and equipment around the world. As a result, these installations, our vessels, and
our military personnel have been targeted over the decades as a symbol of
American power and presence.

From the attacks at the Marine Barracks in Beirut in 1983 and the destruction of
Khobar Towers in Saudi Arabia in 1996, to the present day attacks on Bagram Air
Base in Afghanistan, terrorists have purposefully targeted U.S. military might and
installations. For al Qaida, our military presence in Saudi Arabia, the land of the
Two Holy Mosques, was considered a sacrilege and served as the initial justification
for Usama bin Laden’s declaration of war on the United States and its people in
1996. After hitting our embassies in Nairobi and Dar es Salaam in 1998, al Qaida
focused on attacking a U.S. naval vessel in the Gulf - at first failing in its attempted
attack of the USS The Sullivans but succeeding in killing 17 sailors on the USS Cole
on October 12, 2000.

Since 9/11, military targets overseas have continued to be the subject of al Qaida-
led or inspired plotting and attacks -- seen vividly in Afghanistan and Iraq - but also
in failed attacks on a U.S. Marine base in Camp Lemonier, Djibouti in 2003; a failed
Abu Musab al Zargawi-ordered attack on a U.S. navy vessel at Agaba, Jordan in
2005; and the failed Islamic Jihad Union (1JU) plot to attack U.S. military bases in
Ramstein and other sites in Germany in 2007. Pakistan Taleban, and its al Qaida
allies, have also begun attacking U.S, and NATO supply lines from Pakistan into
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Afghanistan. In the War on Terror, the military in all its forms has served not only
as the tip of our spear but also as a prime target for terrorists.

Unfortunately, the military has been a target for terrorists at home as well. We have
seen numerous examples of self-styled terrorist and radicalized individuals
attempting to target military installations, planes, and symbols:

o The 2005 arrests of four converts to Islam in Torrance, California who were
targeting military facilities and Jewish sites in Southern California;

o The May 2007 plot by five individuals to attack Fort Dix;

¢ Thekilling of a U.S. soldier {and wounding of a second solider) at an army
recruiting station in Arkansas by an American Muslim convert;

e The Bronk plot described above, which aimed in part to shoot down an
aircraft at an Air National Guard base;

¢ In 2009, a plot to attack the military base at Quantico, Virginia led by Daniel
Patrick Boyd and his co-conspirators in North Carolina.

For homegrown or self-radicalized individuals or cells, military bases and symbols
provide the most visible and legitimate targets that help them justify their actions -
morally and theologically - by tying their attacks directly to the perceived attacks on
Muslims by the U.S. military.

These attempts to attack our military - including those not involved in combat ~ will
continue and will in my opinion grow more likely over time. U.S. military presence
abroad will remain a visible target for our enemies - including Sunni and Shia-
inspired terrorist groups. Our soldiers’ exposure to risk will also increase initially in
environments like Afghanistan where we are applying a counterinsurgency model
requiring us to challenge the presence of our enemies, interact with the local
populations, and expose ourselves beyond the base walls to local settings. At home,
violent radicals will see the military as an obvious and legitimate target. In some
ways, the integration of bases into communities at home makes them more
permissive environments and softer targets than U.S. military installations abroad.

Importantly, the U.S. military could see increased targeting from al Qaida-led or
inspired attacks in the coming months. Al Qaida is on the ropes, with its legitimacy
suffering badly. Al Qaida and its allies have stained their credibility and reputation
in Muslim communities and around the world with their continued and brutal
targeting of innocent civilians, especially Muslims in Muslim-majority countries. Al
Qaida has great difficulty in explaining why such attacks are justified, even given the
premise of U.S, aggression in Muslim lands. One way to attempt to regain legitimacy
in the minds of those adherents of violent extremism and to fence-sitting supporters
in Muslim communities is to attack the U.S. military, as the key symbol of American
oppression and aggression for those claiming that the U.S. is at war with Islam.
Thus, in the minds of al Qaida leadership, they could regain legitimacy with a more
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focused concentration on targeting the U.S. military and on inspiring others to do
the same.

Fortunately, al Qaida and their allies have rarely been successful in such attacks and
have not been able to stem the tide of unpopularity that is crippling to their image,
ideology, and agenda. In addition, the military has implemented security measures
from the lessons of past incidents and since 9/11 to harden and protect known
installations. The military also has a method of increasing security and scrutiny in
and around bases and for personnel if there is an increase in the threat
environment. The problem in the case of Fort Hood though seems not to have come
from the outside, but from within.

The Ultimate Challenge of the Lone Wolf, Insider Threat

Though we cannot make any definitive conclusions about the Fort Hood attack, it
appears likely based on publicly available information that the alleged perpetrator
acted alone - in “lone wolf” fashion - to perpetrate the horrendous attacks. Unlike a
classic lone wolf, the alleged perpetrator in this case used his privileged role as an
insider - an officer and doctor ~ to attack the military by attacking his fellow
soldiers.

In many ways, the lone wolf, insider threat is the most challenging and difficult of
problems for the counterterrorism and law enforcement communities to uncover.
Attacks by such actors are often the most difficult to prevent, especially when such
individuals are not planning with co-conspirators, confiding in outside actors, or
seeking assistance to acquire access to or the implements for an attack. If thereis
no expression of violent tendencies, then it is difficult not only for authorities but
also friends, colleagues, and neighbors to determine that a violent threat is looming.

The most dangerous of terrorist threats - to include the possibility of the use of
chemical, biological, nuclear, or radiological attacks - tend to be those planned and
executed by well established and trained terrorist groups, like al Qaida, Lashkar-e-
Tayyiba, or Hizballah. That said, those threats and plots are likely easier to uncover
and ultimately prevent if individuals in those networks are interacting,
communicating, and manifesting their intent and capabilities.

The U.S. government and foreign partners have done relatively well in uncovering a
variety of such cells and networks since 9/11. Some groups and individuals within
the United States, like Ali Saleh Kahlah al-Marri, Ayman Faris, and the Lackawanna
6 conspirators, had overseas ties and exposure to terrorist groups, while others like
the Fort Dix and the Torrance cells were confined to individuals acting solely in the
United States.

On the other hand, identifying and stopping a lone wolf is difficult, and law
enforcement is often limited in its ability to inquire or follow up without indications
of suspicious or criminal behavior. The June 1, 2009 murder of Private William A.
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Long and the wounding of Private Quinton Exeagwula at the military recruitment
center in Little Rock, Arkansas is a sobering reminder of these limitations. The
alleged suspect, Abdulhakim Mujahid Muhammad (born “Carlos Bledsoe”) was
known to have extremist ideological views, had traveled to Yemen, and had been the
subject of concern for the FBI; however, he had not committed a crime and was not
conspiring with anyone to do so. He was heavily armed and decided that June
morning to shoot a member of the U.S. military for perceived offenses committed
against Muslims abroad. Though there were warning signs in this case, it is not at all
clear that law enforcement should have predicted the suspect’s decision to attack a
U.S. soldier nor that federal or local authorities could blanket him forever with law
enforcement attention to prevent such an attack from happening.

Unlike the lone wolf scenarios, “insider” threats present their own challenges and
risks. The most serious case of a terrorist insider in the military involved Ali
Muhammed, a member of the U.S. Army in the 1980s and 1990s who had direct ties
to Usama bin Laden, al Qaida, and the Egyptian Islamic Jihad (El}). Muhammed
colluded and assisted al Qaida and ElJ in their activities abroad and ultimately
against the United States. Muhammed was convicted for his role in the East Africa
Embassy bombings in 1998. Unlike a lone wolf, however, Muhammad had deep ties
to terrorist groups and extremists and had maintained contacts with them
throughout his career.

In retrospect, the Fort Hood case could prove to be even more complicated than
these past events. At the end of the day, this may be a case of a lone wolf, insider
whose motivations were not clear and whose status as an Army officer and doctor
allowed him to avoid the scrutiny of those around him.

Without full information to evaluate, it is difficult to make any judgments, but it may
be that we will not see a “smoking gun” that revealed Major Hassan’s true
motivations and signaled his resort to violence. Like other such violent incidents in
the United States, there will likely be a patchwork of data points and behavioral
clues, which in light of the incident and with hindsight appear to point to a path to
violence.

The most troubling of the alleged data points revealed to date involves supposed
communications between Major Hasan and Anwar al Awlaki, a Yemeni-American,
radical cleric with ties to the 9/11 hijackers and with popular appeal on the Internet
and in Yemen with Western violent extremists. Awlaki is well known to the U.S.
government, and he has been detained in the past by the Yemeni government.
Certainly any contact with Awlaki should be the subject of concern, but the local
Joint Terrorism Task Force (JTTF), the FBI-led task forces established throughout
the country to investigate suspected terrorist-related cases, appears to have
reviewed the communications between Major Hassan and Awlaki. According to
press accounts, the JTTF determined that the communications were not
problematic, in large part because the queries contained therein were not violent or
operational in nature and related directly to Major Hassan’s approved research.

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00067 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.021



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

64

What likely made the alleged case of Major Hasan more difficult to diagnose is that
the alleged perpetrator’s own doubts and conflict about serving in the military may
have been masked by his academic and medical research about the mind of Muslim
soldiers. According to press reports, his declared research, on which he lectured
and gave presentations at Walter Reed Hospital and on which he was evaluated,
aimed to determine how Muslim soldiers reacted and coped with fighting fellow
Muslims, as in the case of the attack at Camp Pennsylvania in 2003. Apparently,
Major Hassan'’s research used that attack as a point of departure and focus. Thus,
his questions or presentations related to the obligations and mindset of Muslims in
the U.S. military appear legitimate - and are in fact important questions. This
research however may have been the manifestation of his very own struggle,
exacerbated by orders to deploy to Afghanistan. Though not yet demonstrated, the
research and his status as a psychiatrist likely masked his own radicalization.

The threat of an American lone wolf - radicalized remotely in the United States,
perhaps via the Internet - presents the most difficult problem for U.S. law
enforcement. The possibility of the Internet serving as a personal vehicle for
exposure to the ideology and subsequent radicalization - often without retort or
critical thinking - makes this challenge for our society all the more complicated.
Attacks by such actors are difficult to predict and prevent.

The Threat from Violent Islamic Extremism

The public discourse about the Fort Hood attack and the alleged perpetrator has
centered on the threat from the ideology of violent Islamic extremism. This is an
ideology espoused by al Qaida and other ideological adherents and extremists. The
central premise of the ideology is that the United States, Israel, and their allies (often
called the “Crusaders and the Jews") have been and are at war with Islam and seek
to subjugate and humiliate Muslims - as a matter of policy and practice. The
ideology then explains that there is a religious obligation to engage in “defensive
jihad” to defend against the assault from the West. Al Qaida then goes on to argue
that the only legitimate form of government is the return of the Caliphate under the
rule of Islamic (sharia) law. Anyone who does not believe, Muslim or non-Muslim
alike, is labeled as unbelievers and is subject to conversion or death.

The core narrative of this ideology -- that the West is at war with Islam and that
Muslims around the world must unite to fight the United States in defense of fellow
Muslims - has widespread appeal. This is a simple, straightforward narrative that
helps explain world events and local grievances, and it's a narrative that is widely
believed in many corners of the world. For individuals seeking meaning in life or at
a crisis moment in their identity or worldview, this ideology - peddled by extremist
imams and groups alike -- provides structure and meaning temporally and
theologically.
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Al Qaida and their adherents take full advantage of this ideology to lure recruits and
cannon fodder for their cause. Their media machine and others have used ali forms
of the media and messaging, especially the use of images, to stoke the passions and
emotions of individuals and to cow those unwilling to take up the supposed cause of
Muslims around the world. Al Qaida’s leadership, including Usama bin Laden and
Ayman al Zawahiri, have frequently crafted messages directed to American
audiences, including African Americans, to stoke a sense of common grievance
against the oppressive West and to make common cause. Usama bin Laden has even
appealed to those affected by the economic crisis and those who want to challenge
globalization and the current economic order. In this case, there is no doubt that al
Qaida will reference and use the Fort Hood attack in its propaganda as a way of
convincing their adherents that the U.S. military is under pressure and suffering at
the hands of al Qaida.

The international community and the United States have tried to find ways to
discredit this ideology and its major proponents. For example, British Prime
Minister Blair and President Bush led efforts in 2005, at the United Nations (UN) to
recognize the threat of the ideology that justifies terrorism and incitement to it. UN
Security Council Resolution 1624 (2005) lays out the concern explicitly:

Condemning also in the strongest terms the incitement of terrorist acts and
repudiating attempts at the justification or glorification (apologie) of terrorist
acts that may incite further terrorist acts.

Deeply concerned that incitement of terrorist acts motivated by extremism
and intolerance poses a serious and growing danger to the enjoyment of
human rights, threatens the social and economic development of all States,
undermines global stability and prosperity, and must be addressed urgently
and proactively by the United Nations and all States, and emphasizing the need
to take all necessary and appropriate measures in accordance with
international law at the national and international level to protect the right to
life.

The United States followed that Resolution with an attempt to use targeted financial
sanctions to isolate certain known terrorist supporters who were also serving as
radical ideologues and inspiration for adherents to the ideology. On December 7,
2006, the U.S. Treasury designated five individuals as terrorist supporters, to
include the cleric Mullah Krekar in Norway and Mohammed Moumou (who later
became al Qaida in Irag’s number two in command and was subsequently killed in

fraq).

Though this is an ideology that is inherently exclusionary and violent, it is not illegal
to believe in or espouse it. Many do throughout the world, including some people in
the United States. Given our First Amendment protections, merely espousing such

views cannot be considered illegal, and absent proximity and causality tied to an act
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of violence, the preaching of such hatred and advocacy of violence is not
prosecutable as incitement under U.S. law.

There are many radical ideologues, like Anwar al Awlaki, who skate the line
between spreading this hateful ideology and inciting violence under U.S.law. Others
like Yousef al Qaradawi, a famous and influential imam in Qatar, have frequently
advocated and defended the legitimacy of suicide bombings; however, some of those
same clerics have also been critical of certain terrorist activities like the attacks of
9/11. Despite efforts to undermine the credibility of the ideology, there is a degree
of legitimacy given to it and to the ideologues who espouse it in some parts of the
world.

This is in part why President Obama’s efforts to undercut this narrative and the
ideology, with his speeches in Ankara and Cairo and the naming of Farah Pandith as
Secretary Clinton’s Special Representative to Muslim Communities, are so
important. Given that President Obama represents the fulfillment of the American
dream in the eyes of many, his very person and ascendancy to the presidency can be
used to destroy some of the myths of a racist, hypocritical America used by
extremists to buttress their narrative. His credibility and popularity abroad can give
voice to the defense and promotion of American values and interests and the
exposure of the extremists’ ideology and narrative as being hollow and hypocritical.

To date, the United States has largely been immune from the larger social and
economic problems of Muslim citizen integration and the attendant problems of
radicalization found throughout Europe and in parts of Asia. American Muslims
have also been largely immune from the sectarian and ethnic divides that often rent
other countries or societies, especially between Shia and Sunni populations in the
Middle East. Much of this can be attributed to the fundamental integration of all
immigrants into American society, where being American is not defined by ethnicity,
race, or creed but instead by one’s belief and defense of the principles of the
American Constitution and the inherent freedoms and liberties that define our
country.

As the counterterrorism expert Marc Sageman often notes, the best antidote to this
violent extremist ideology is the belief and ideal of the American dream. As a
counter narrative, there is no more powerful weapon than the promise and reality
of the American dream, with opportunity for all as individuals. Muslim Americans of
all stripes have traditionally and historically been integrated well into American
society and the economy and have lived the American dream.

The most corrosive manifestation of this ideology in the United States would be if
Muslim Americans, who come from all Islamic faith traditions and ethnic
backgrounds, begin to feel and act as though they were separate from their
neighbors and American society. The danger of this ideology in the United States is
for a divide to form within American society. We have seen some Americans, many
who are Muslim converts like Adam Gadahn, fall prey to the allure of this ideology.
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This is why American citizens - Muslims and non-Muslims alike - have a special
responsibility not to play into the hands of the violent extremists and their ideology.
There cannot be a divide in our society, and we cannot stand for illegitimate
recriminations among neighbors or the sowing of fear. To the credit of our great
country and citizens, reaction to the horrors of Fort Hood has been measured and
civil.

Importantly, Muslim Americans have a special responsibility in this ideological
battle. Regardless of the motivations of the perpetrator, the attack at Fort Hood is
an important moment for Muslim Americans, Muslim American groups, and leaders
to stand up directly against this ideology that has proven to be so deadly and
destructive. Muslim Americans have a unique obligation to serve as bulwarks
against this ideology and the ideological battle that is playing out within Islam in the
firstinstance. This involves more than just condemnation of terrorist or violent
attacks but an active participation in the debate about how to isolate, discredit, and
ultimately displace the allure of this false ideology, especially in the United States,

In the first instance, this requires recognizing there is a problem and then stepping
forward to retake the momentum of the debate against radical ideologues who have
tried to define what it means to be Muslim in Western societies in the 215t century.
In addition, this involves taking ownership within communities to ensure that such
ideologies and division do not take hold of the minds of our youth.

1 applaud leaders like Salam al Marayati, Executive Director of the Muslim Public
Affairs Council (MPAC), who has issued a clarion call to fellow Muslim Americans. In
a Huffington Post posting on November 12, 2009, Marayati called Fort Hood a
“defining moment for Muslim Americans” to “demonstrate . .. that we are working
for America, not merely taking seats on the margins of our society.” His conclusion
bears repeating:

We have only one option available to deal with ideologically motivated
violence: the Islamic theology of life must overcome the cult of death. No
more justification for violence against the innocent or the defilement of jihad
in order to lead young men and women to their death, while Muslim leaders
sit on their hollow thrones.

We, as Muslim Americans, are the answer to this frightening phenomenon of
terrorism and violent extremism. We own our own destiny, and it is
fundamentally intertwined with our nation's destiny. Terrorism will be
defeated with our work on the frontlines, not in the battlefields, but in our
mosques and community centers and youth associations. By standing up and
working for change, we are acting on the best and guiding principles of Islam
and of America.

10
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Indeed, it is our vibrant American Muslim communities and leaders who must rise
up and face down the ideology that glorifies death and aims to foment division in
our society. I hope this will be a moment for Muslim Americans across the country
to reengage and help shape the defining ideological conflict of our day.

Tools and Responsibilities for the U.S. Government and Authorities

As the review of this incident unfolds, it will be critical to ensure that the tools
available to law enforcement and the intelligence community are preserved if not
strengthened to deal with the problem of domestic extremist terrorism.

In this regard, the two provisions of the USA PATRIOT Act {(“Patriot Act”) set to
sunset on December 31, 2009, should be renewed. Section 206 of the Patriot Act
allows for a “roving” wiretap authority under the Foreign Intelligence Surveillance
Act (FISA) to account for the use of multiple communication devices by a suspect.
Section 215 of the Patriot Act expands the Foreign Intelligence Surveillance Act
(FISA) “business records” authority making it easier for the FBI to request tangible
documents and items relevant to a FISA investigation. These should be renewed
without unnecessary or burdensome requirements that may dissuade or prevent
the effective use of these techniques by law enforcement. If lawfully conducted,
these information gathering tools will continue to help law enforcement uncover
relevant data and prevent attacks.

Importantly, Section 6001(a) of the Intelligence Reform and Terrorism Protection
Act (IRTPA), which is set to sunset on December 31, 2009 as well, should be
renewed. Frequently, this provision is referred to as the “lone wolf’ provision
because it brings into the orbit of FISA coverage those individuals who may not be
directly tied to a foreign power. As the Department of justice has noted, this
provision proves important for those who are “self radicalized” via information
provided by international terrorist organizations. Congress should take note of any
findings coming out of the Fort Hood investigations and ensure they inform the
most robust application of this provision possible.

In addition, Congress and the Administration should ensure that the revised
Attorney General Guidelines issued in October 2008, are fully supported and
implemented. These Guidelines established uniform and consistent standards for
all investigative and intelligence gathering activities, allowing greater flexibility to
allow for the opening of inquiries and assessments on subjects while also putting in
place measures to protect civil liberties.

Finally, the Administration and Congress should look at existing laws and
authorities to determine whether modifications or more aggressive use would be
appropriate against those providing material and ideological support to lone wolf
terrorists and violent extremists. There are important First Amendment safeguards
that need to be respected, but there should be a review of existing authorities, such

11
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as Title 18 USC Section 842(p), which might be used if amended against those
providing ideological justification, prompting, and incitement to violence.

While we do all of this, we must ensure that any reaction is measured and that we
preserve and protect the civil liberties of all Americans and protect the Constitution
in doing so.

Relevant Questions to Shape the Investigation

The Committee asked for relevant questions that could be used to help shape the
course of the investigation. It is difficult to construct specific questions without full
information about the case or the suspect, but there are some general lines of
inquiry based in part on my testimony and review of what has been made public
that may prove helpful to Congress, the Administration, the military, and the inter-
agency community charged with keeping the United States safe:

Uncovering Threats

e Are there common warhing signs in the Fort Hood case and in the 2003
Camp Pennsylvania attack that can be used to prevent future such attacks?

e Were there any restrictions on the sharing of information - horizontally or
vertically within the government - that affected the ability to see the
collective body of information about the suspect, Major Hasan?

e Was someone within the military or outside of it able to look at the body of
data surrounding Major Hasan and his state of mind?

s (Can state and local authorities play an appropriate role in intelligence-based
policing to identify problematic actors, radicalized individuals, or emerging
problems tied to violent extremism?

¢ Are there any additional authorities or resources needed to assist federal
agencies to identify radicalized and violent actors or networks on the
Internet?
Safeguards to Prevent an Attack
¢ [sthe U.S. government capable of preventing lone wolf attacks, and what are
the realistic expectations we should have in such cases? Does the FBI have

the kinds of resources needed to pursue possible suspect behavior, even if
there are no signs of criminality or tendencies toward violence?

12
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» How much of the prevention of such attacks requires a societal response of
heightened vigilance, without creating an atmosphere of fear, suspicion, and
recrimination among neighbors? How do we strike that balance?

o Arethere reasonable safeguards in place within the military and across the
U.S. government to recognize the signs that an individual may resort to
violence against co-workers?

o Arethere current Jaws and authorities that can be used or modified to
address the problem of radicalized lone wolf actors?

e How can we ensure than any measures taken by the government in the wake
of the Fort Hood attack rightfully respect Americans’ rights and civil
liberties?

Isolating and Countering the Ideology

o Arethere U.S. federal authorities - current or proposed -- to isolate or indict
known radicalizers who are inciting or fomenting violent Islamic extremism?

¢ Can efforts by the government, like the State Department’s Digital Outreach
Team, or by private sector actors be amplified or modified to more
aggressively counter the message of violent Islamic extremism on the
Internet?

+ (an existing international agreements and national laws in other countries
be used to help pressure those radical ideologues abroad who present a
direct threat to the United States?

¢ How can we improve existing federal, state, and local government efforts at
outreach to communities and neighborhoods in the United States affected by
violent Islamic extremist recruiting?

+ Do offices like the Department of Homeland Security’s Office of Civil Rights
and Civil Liberties need to expand their outreach and crisis communications
work along with other parts of the U.S. government?

¢ Should there be a more formal national mechanism for Muslim American
engagement, to allow Muslim Americans to be empowered to take on the
violent Islamic extremist ideology and to allow federal, state, local, and tribal
authorities an ability to more actively address community concerns?

These are just some preliminary questions that can help guide the early stages of
your investigation. As the facts of this case emerge, there will no doubt need to be
other questions asked while other questions will need to be put aside.

13
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Conclusion

The challenge of the Fort Hood attack now lies in finding ways of preventing such
lone wolf-type attacks from happening again as well as confronting and defusing the
violent Islamic extremism that continues fo threaten us directly. This will take an
effort by all of society, and not just the federal government, to ensure that this event
does not stoke a divide between us but instead is a moment of truth to fight together
the dark vision and effects of this violent ideology.

Thank you again for the invitation to testify. [ am pleased to answer questions and
to provide support to your engoing investigation into the attack at Fort Hood.

14
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Brian Michael Jenkins'
The RAND Corporation

Going Jihad
The Fort Hood Siayings and Home-Grown Terrorism’

Before the Committee on Homeland Security and Governmental Affairs
United States Senate

November 19, 2009

Mr. Chairman, Senator Collins, members of the committee, thank you very much for giving me
the opportunity to address you concerning this tragic and disquieting event.

When | testified fast January before this same committee on the terrorist attacks in Mumbai, in
response to the question, Could a Mumbai-style attack happen in the United States? | said, “it
could. The difference lies in the planning and scale. Assembling and training a ten-man team of
suicidal attackers seems far beyond the capabilities of the conspirators identified in any of the
terrorist plots in this country since 9/11.”

“However,” | continued, “we have seen lone gunmen and pairs of shooters, motivated by mental
iliness or political cause, run amok, determined to kill in quantity. The Empire State Building,
Virginia Tech, and Columbine cases come to mind.”

“Therefore, an attack carried out by one or a small number of self-radicalized, home-grown
terrorists armed with readily available weapons, perhaps causing scores of casuaities, while still
far beyond what we have seen thus far, is not inconceivable.”

It is noteworthy that the only terrorist attackers to succeed in killing anyone in the United States
since 9/11 were lone gunmen. Authorities managed to thwart all of the other plots.

Major Nidat Malik Hasan has the characteristics of both political extremist and ordinary mass
murderer. At a glance, his homicidal rampage looks a lot like what used to be called "going
postal’—a deepening sense of personal grievance culminating in a homicidal rampage directed

! The opinions and conclusions expressed in this testimony are the author’s alone and should not be
interpreted as representing those of RAND or any of the sponsors of its research. This product is part of the
RAND Corporation testimony series. RAND testimonies record testimony presented by RAND associates to
federal, state, or local legislative committees; government-appointed commissions and panels; and private
review and oversight bodies. The RAND Corporation is a nonprofit research organization providing objective
analysis and effective solutions that address the challenges facing the public and private sectors around the
world. RAND’s publications do not necessarily reflect the opinions of its research clients and sponsors.

2 This testimony is available for free download at http://www.rand.org/pubsitestimonies/CT336/.
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against co-workers, in this case, fellow soldiers. For Hasan, “going jihad” reflects the channeling
of obvious personality problems into deadly fanaticism.

We must wait for a full inquiry to thoroughly understand Hasan's motives and objectives, but on
the basis of what has been reported in the news media, Hasan's profile looks familiar.
Descriptions of his inability to connect with others, absence of close relationships, passive rigidity,
personal disillusion, and frustration at not being able to alter his life's course indicate a man in
crisis—a susceptible terrorist recruit.

Again, based solely upon what has been publicly reported, the path that takes Hasan to the Fort
Hood slayings includes many of the signposts identified in the radicalization process: his search
for meaning and spiritual guidance, his engagement via the Internet with jihadist ideology, his
adoption of the jihadist view that the West and Islam are irreconcilably opposed, the broadening
of his sense of grievance from the personal to what he saw as a besieged Muslim community, his
reported on-line encounter with an enabler—a jihadist imam whose writings would morally
validate and reinforce Hasan's own feelings of anger and aggression, his expression of extremist
views, and at some point, his decision to kill. If some of the markers of radicalization and
recruitment are missing, it is because, except for Hasan's reporied correspondence with the
imam, Anwar al-Awliki, his journey may have been entirely an interior one.

We seek the comfort of certain categorization. Precision is a prerequisite of the law. But human
behavior is more complex and provides no bright tine between murderer and terrorist.

In 1997, a 70-year-old Palestinian immigrant opened fire on the observation deck of the Empire
State Building, killing one person and wounding seven others before taking his own life. He
carried with him rambling, confused letters denouncing Zionists, France, and the United States,
but there were also claims that he had been bilked by con artists who left him penniless. Although
his motives reflect a tangle of personal and political grievances, his action is generally classified
as an incident of terrorism.

In 2002, an Egyptian chauffer opened fire on passengers at the El Al counter at LAX. Again, there
was no evidence of radicalization, but his choice of target made him a terrorist in the eyes of
many.

The factors that drove these two men to kill are murky. We do not know how much to credit
personal distress or political intent. As with Major Malik, the underlying motives may have been
personal, but they were acted out in a political realm. Within the ranks of true terrorists, we also
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find those who became terrorists in response to profound personal crises, rather than deep
political convictions, muddied individuals who were swept along by others they happened to meet
or who radicalized themselves, sociopaths attracted by the practice of violence. Terrorism, by its
very nature, does not attract the well-adjusted.

Mass killings like the one at Fort Hood invariably prompt the question, Could it have been
prevented? Seen through a rearview mirror, the clues appear tantalizingly obvious—if only we
had been able to connect the dots. That famous phrase sometimes seduces us into
overestimating what is reasonably knowable. While | await the government’s own inquiry, in this
case | remain skeptical. We do not, nor would we want, to live in a police state where every
dubious remark, questionable correspondence, or relationship deemed suspicious is noted,
recorded, and scrutinized for signs of dangerous deviancy. As a practical matter, it cannot be
done. Communist East Germany’s Stasi kept several hundred thousand officials busy poring over
dossiers on its citizens. It is an obsession and a fate we would not want to emulate.

We must, however, recognize that all wars place great strains on any military organization. The
long duration and nature of the conflicts we confront today create exceptional challenges to
members of our armed forces. The stresses show up in the form of breakdowns, suicides, self-
mutilations, and sometimes, homicides. This by no means excuses the actions of Major Hasan. It
does suggest that we are going to have to be extraordinarily sensitive to the mindset, morale, and
mental well-being of the men and women in uniform. The ability of America to achieve its aims
depends on their continued commitment and spiritual strength.

According to research at RAND, except in Afghanistan and lrag, the number and geographic
range of al Qaeda-inspired attacks has been growing each year, although there has clearly been
a decline in the quality of these operations. Some analysts say that al Qaeda is currently following
a strategy of “leaderless resistance.” Leaderless resistance envisions an army of autonomous
terrorist operatives, united in a common cause, but not connected organizationally. Although it is
difficult for authorities to destroy a leaderless enterprise, leaderless resistance is a strategy of
weakness. Eight years of unrelenting pressure worldwide have greatly reduced al Qaeda's
operational capabilities. QOutside of Pakistan and Afghanistan, its leaders can do little other than
exhort others to violence. However, leaderless resistance does enable terrorist leaders to assert
ownership of just about every homicidal maniac on the planet, thus projecting an illusion of
strength. Major Hasan's Internet imam was quick to praise the Fort Hood murders as another
jihad victory.
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Since 9/11, authorities in the United States have uncovered nearly 30 terrorist plots involving
“homegrown terrorists.” This total includes plots to carry out attacks in the United States or
abroad, as well as support for foreign terrorist organizations. Although not all of the plots, if
undiscovered, are likely to have resulted in successful attacks, very little separates the ambitions
of jihadist wannabes from a deadly terrorist assault. The essential ingredient is intent. Domestic
intelligence collection remains a necessary and critical component of homeland security.

Authorities uncovered eight of these terrorist plots in 2009, adding two actual attacks (the
shooting in Arkansas and the Fort Hood case) puts the level of activity in 2009 much higher than
that of previous years. Apart from common inspiration, there is no evidence of any organizational
connection between these events. They appear to be individual responses to jihadist propaganda
in the context of U.S. policy decisions. American foreign policy should not be determined by a
handful of shooters and would-be bombers, but we must accept the fact that what America does
in the Middle East, Afghanistan, and Pakistan may provoke terrorism in the United States. Wars
are no longer confined geographically.

Six of the plots since 9/11 targeted American soldiers or military facilities in the United States
(Torrance, 2005; Fort Dix, 2006; New York City, May 2009; Arkansas, 2009; North Carolina,
2009; and Fort Hood, 2009), which could reflect in part jihadist exhortation and in part the plotters’
own perceptions that attacking military targets is more legitimate than attacking civilians. However,
the majority of the plots appear to have been aimed at causing mass civilian casualties,
especially in public transportation venues.

What does the Hasan case tell us about the radicalization of Muslims in America? Not a lot. In ali,
roughly 100 individuals in these plots have been charged with crimes related to terrorism. These
include Muslim immigrants, native-born Muslims, and converts to Islam. Almost all were here
legally. Most are U.S. citizens. A few, like Nidal Hasan, were veterans of military service.

Some of the terrorist plotters uncovered in the United States began to radicalize before 9/11,
while others, like Hasan, are more recent converts to jihadist world views. Almost ail were
recruited locally-—we have no evidence of terrorist sleeper cells being established in this country.

The plots show that radicalization and recruitment to terrorist violence is occurring in the United
States and is a legitimate security concern. It has, however, vielded very few recruits. With
roughly 3 million Muslims in America, although some estimates run much higher, 100 terrorists
represent a mere 0.00003 percent of the Muslim population—fewer than one out of 30,000.
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Terrorist violence is not a new phenomenon. Al Qaeda and its jihadist followers did not bring
terrorism to the United States. Along with its immigrant communities, the United States has
imported numerous terrorist campaigns. Cuban, Puerto Rican, Croatian, Serb, Palestinian,
Armenian, Taiwanese, and Jewish extremists have all carried out attacks on U.S. soil, in addition
to the homegrown terrorist campaigns of the far left and far right. In fact, the level of terrorist
violence was greater in the United States in the 1970s than it is today.

The lack of significant terrorist attacks on the United States since 9/11 suggests not only
intelligence and investigative success, but an American Muslim community that remains
overwhelmingly unsympathetic to jihadist appeals. Modern communications, especially the
internet, offer access to violence-exalting narratives, but there is absolutely no evidence to show
that attempts to exploit the dismay of some Muslims at policies that can be portrayed as an
assault on faith or community have interrupted the integration of immigrant communities. What
authorities confront are tiny conspiracies or the actions of individuals, which in a free society will
always be hard to predict and prevent.
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TO:  Senator Joe Lieberman, Chairman
Senator Susan Collins, Ranking Member
Committee on Homeland Security & Governmental Affairs

FROM: Alejandro J. Beutel, Government Liaison
Muslim Public Affairs Council

Dear Sens. Lieberman and Collins:

Tomorrow the Senate Committee on Homeland Security and Governmental Affairs will be
hosting a briefing on The Fort Hood Attack: A Preliminary Assessment. The Muslim Public
Affairs Council’s (MPAC) reaction to the tragedy was one of both outrage and sorrow.

MPAC’s response to the incident was unequivocal: such violence is absolutely unacceptable
and runs completely contrary to the authentic teachings of Islam. However as an
organization representing the perspectives and interests of mainstream Muslim American
communities, we believe that our responses cannot be limited solely to condemnations and
offering condolences fo victims.

Over the years MPAC has been consistently at the forefront of proactively addressing issues our
community faces. This has required MPAC to both unflinchingly recognize internal challenges
and address them through a number of different means. Back in 2005 we initiated the National
Grassroots Campaign to Fight Terrorism.

Beyond grassroots work, we must also constructively and proactively engage policy discourse
from an authentic Muslim American perspective. As such we have recently produced a policy
product entitled Building Bridges to Strengthen America: Forging an Effective Counterterrorism
Enterprise between Muslim Americans and Law Enforcement.

The heart of the paper centers on two aspects:

¢ A hybrid theory of radicalism. Grounded in the latest field research, empirical studies
and literature reviews, Building Bridges pieces together its own theory of radicalization
and terrorist recruitment,

e A counterterrorism enterprise centered on a community policing partnership, Law
enforcement will focus on criminal activities and Muslim American communities tackle
the social and political drivers of radicalization and notify police of suspicious activity.
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We feel this paper would be an extremely valuable resource to the Committee members.
Therefore the Muslim Public Affairs Council formally requests Chairman Lieberman and
Ranking Member Collins to submit our counterradicalization policy paper, Building
Bridges to Strengthen America, for the record for tomorrow's Homeland Security
Committee Hearing on Fort Hood.

Regards,

Alejandro J. Beutel

Government Liaison
Muslim Public Affairs Council
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Strengthen America

- Fbrging an Effective Counterterrorism

Enterprise between Muslim Americans and
Law Enforcement

&

Muslim
Public Affairs Council

By Alejandro ]. Beutel
November 2009
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Executive Summary

The purpose of this report is to outline a suggested “blueprint” for how Muslim
American communities can be an asset in securing our nation and preserving the
rights of all Americans, as defined by a Muslim American perspective.

This condensed report focuses on two key components discussed in the full version:

* Understanding the radicalization process
* A counterterrorism enterprise based on community policing.

There are five key theories explaining why some Muslims become radicalized: 1)
“Socio-Economic Deprivation,” 2) “Identity Politics,” 3) "Social Affiliations,” 4)
“Political marginalization/grievances,” 5) “Presence of radical ideology.”

While each theory makes important contributions to the study of radicalization,
each theory on its own is insufficient to describe why radicalization occurs. Using
the work of Quintan Wiktorowicz, an expert on radical Muslim groups, as its
foundation, the report pieces together a hybrid theory of radicalization and terrorist
recruitment. Ultimately, radicalization is a complex and multi-faceted process that
cannot be explained or dealt with through either simplistic analyses or uni-
dimensional policy responses.

In order to effectively deal with the challenge of radicalization and terrorist
recruitment, law enforcement and Muslim American community leaders must
partner together. This report argues for a domestic counterterrorism enterprise
centered on community policing. Community policing is a proactive style of policing
primarily focused on community partnerships and crime prevention.

In order to simplify explaining the nuances of radicalization and the community
policing enterprise, this report uses a market analogy: Both terrorist groups and the
community policing enterprise are similar to business firms.

A “terrorist business firm” uses recruitment “advertisements” to tap into and/or
create a market of people experiencing identity crises. These identity-conflicted
individuals are the labor pool or “market for martyrs” terrorist firms recruit from.
Terrorists also challenge law enforcement’s ability to maintain public security,

A community policing enterprise competes against terrorist firms in the “market for
martyrs” and seeks to maintain public security. The enterprise is analogous to a
“product-extension merger” and requires both a division of labor and cooperation
between law enforcement and Muslim communities. Law enforcement focuses
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criminal behavior while Muslim communities deal with ideological and social
components to radicalization.

Law enforcement needs to make sure its actions do not undermine Muslim
communities’ efforts and thus end up expanding the market for martyrs. Muslim
communities need to maintain their willingness to assist legitimate law enforcement
efforts to clamp down on terrorist firms’ ability operate within the market without
impunity.

The report ends by describing the tactical advantages to community policing over
other forms of information gathering, such as intelligence-led policing. Unlike
intelligence-led policing, community policing’s heavier reliance on community
partnerships reduces minimizing negative impact on both community-police
relations and democratic values. It also gathers and contextualizes various bits of
information better to construct a fuller intelligence assessment.
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Introduction

In a July 2009, Department of Homeland Security (DHS) Secretary Janet Napolitano
stressed the need for greater public involvement to secure our country. The
Secretary laid out her vision of success: “as a country, as a nation, we are at the point
where we are at a constant state of preparedness and not a state of fear.”1

The United States has not tapped into its full potential to make itself secure because
government agencies have ignored an important resource: the nation’s citizens.
According to Secretary Napolitano, “For too long, we've treated the public as a
liability to be protected rather than an asset in our nation's collective security.”?

The goal of this report is to outline a suggested “blueprint” for how Muslim
American communities can be an asset in securing our nation and preserving the
rights of all Americans, as defined by a Muslim American perspective.

As American citizens, we are deeply concerned with the safety and security of our
nation. Given the recent counterterrorism arrests and the horrifying events at Ft.
Hood, we are releasing this report to insert a crucial perspective into the
policymaking discourse. Addressed to policymakers and the public at large, this
report is one part of a larger response from the Muslim American community.

Condemning and offering condolences is not enough; they are after-the-fact
responses. Preventive measures which encourage a proactive community role are
deeply needed. MPAC offers this policy product as a way of engaging security policy
discourse through fresh and constructive ideas Muslim Americans leading Muslim
American organization.

This report focuses on two key components to be discussed in later reports:

e A hybrid theory of radicalism. Grounded in the latest field research,
empirical studies and literature reviews, Building Bridges pieces together its
own theory of radicalization and terrorist recruitment.

e A counterterrorism enterprise based on community policing. This
enterprise is analogous to a “product-extension merger” that requires both a
division of labor and cooperation between law enforcement and Muslim
communities,

The full “Building Bridges” report will offer specific policy recommendations to
these issues. A brief sample of these includes:
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¢ Increased funding to develop human capital with cultural competency
and subject matter expertise within police and intelligence agencies. It
promotes more nuanced assessments that avoid misidentifying false threats
from real ones.

¢ Greater protections for civil liberties. This includes legal remedies and
strengthening audit and oversight mechanisms.

¢ Increased funding for community policing. It promotes better intelligence
gathering and minimizes the negative impact on both community-police
relations.

¢ Long-term Muslim community investments in institution building. This
includes developing homegrown religious leadership, more policy advocacy
organizations at the national, local and state levels, and expanded social
service outreach to youth and at-risk populations.

Understanding the Problem: Radicalization and Terrorist Recruitment
Background on Theories of Radicalization and Terrorist Recruitment

In order to craft an effective joint counterterrorism enterprise between Muslim
communities and law enforcement, it is first necessary to understand how terrorists
recruit. Not knowing this process will impede the effectiveness of the enterprise.
According to a University of London literature review, there are five key theories for
why Western Muslims become radicalized and possibly join terrorist organizations.?

1. “Socio-Economic Deprivation” theory. According to this thesis, socio-economic
frustration and a lack of self-fulfiliment - the likely result of various forms of
economic/ethnic/racial/religious discrimination - can drive someone toward
terrorism.

2. “Identity Politics” theory. Many second- and third- generation Muslim youth do
not connect with their parents’ ethnic/cultural practices and identities because they
are considered to be remote, outdated, and/or partly sacrilegious. At the same time,
they may feel they are the object of hostility and humiliation by the host majority
Western cultures due to local discrimination and discontent over foreign policies
toward Muslim countries. Trapped between a rock and a hard place, European
Muslim youth are experiencing an identity crisis that makes them more susceptible
to join radical causes.

3. “Social Affiliations” theory. Supporters of this view assert that recruitment for
radical and violent organizations takes place through social network ties like
friendship, kinship and discipleship. For instance, a study by terrorism expert Marc
Sageman found at least 80% of his 500-person dataset was recruited into terrorism
by friendship or family ties. In addition, a body of literature on how people join
religious cults also demonstrates how social bonds are the key ingredient for
successful conversions.5
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4. "Political marginalization/grievances” theory. Some researchers argue
Muslim youth feel driven to violence because they are alienated from mainstream
national politics. They may also feel marginalized within their own communities by
elders and elites whom believe to have little in common with. Those youth that does
not become politically apathetic, may alternatively seek to have their grievances
represented and addressed by more radical organizations. Adding to this
marginalization is anger at Western foreign policies toward Muslims in other
countries.

5. “Presence of radical ideology” theory. Some argue the spread of violent
extremist rhetoric among a select minority of preachers is mainly responsible for
the radicalization of a minority of Western Muslims. It is also alleged that extremists
penetrated and took over many mosques, where they seduce attendees into radical
ideology and possibly violent behavior. Finally, non-violent organizations such as
the conservative Tablighi Jamaat and radical Hizb-ut-Tahrir are considered to be
“conveyor belts” for violent organizations.® They initially brainwash a Muslim into
radical ideology and then make it easier for later recruitment/assignment into
viclent groups. Some believe the “conveyer belt” extends as far out as to the
conservative, but more politically engaged group, the Muslim Brotherhood.

While each theory makes important contributions to the study of radicalization,
each theory on its own is insufficient to describe why radicalization occurs.

The  “socio-economic  deprivation,” “identity  politics,” and  “political
marginalization/grievances” theories fail to explain why radicalism and terrorism is
not more widespread. For example, European Muslims face significant
discrimination, high unemployment, and have little political representation at the
national and EU levels.” Yet only a minority of European Muslims is radicalized8 and
far fewer turn to terrorism.? Out of 72 European Muslim terrorists studied by Dutch
security expert Edwin Bakker, 33 (46%) came from middle class backgrounds or
higher.1® Sageman’s 500-person study found “the vast majority of the terrorists in
the sample came from the middle class.”!

“Social affiliations” may be important, but they also deny the power and rule of a
person’s moral agency. Just because someone may have kinship or friendship ties to
individuals with an extremist worldview does not mean they will become
radicalized and take a further step by joining a terrorist organization. Also, social
affiliations between radical and mainstream individuals can work in the opposite
direction by disengaging at-risk individuals from extremist ideology and criminal
behavior. As a recent RAND report shows, a person with stronger connections to
mainstream social networks is much less likely to adopt extremist views and activities,
because such networks greatly influence an individual’s behaviors and attitudes. 12

As for the “presence of radical ideology” theory, there are three problems. First, the
takeover of mosques by extremists has not been as widespread as some claim.

6
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Extremist ideologues like Abu Hamza!? and the “shoe bomber” Richard Reidl* were
removed or voluntarily left mosques because their violent fringe views were not
accepted by the orthodox mainstream congregants.

Second, the “conveyor belt” aspect completely overlooks how most of these different
radical and conservative groups have mutual disdain for one another and have
significant ideological conflicts.!S Conservative groups like the Muslim Brotherhood
pose long-term strategic threats to violent extremists by siphoning Muslims away
from violent radicalism into peaceful political activism.!® One would expect that if
there was a "conveyor belt" relationship, there would be more cooperation rather
than confrontation between all of these organizations. Even violent extremists are
barely cohesive among themselves; internal disputes are common, creating an
enormous strategic vulnerability that can be exploited by counterterrorism
strategists.t” Finally, the thesis suffers from the same pitfalls as the “socio-economic
deprivation,” “identity politics” and “pelitical /marginalization grievance” theories -
if the rhetoric is visible (especially on the Internet),!8 then why is there not more
radicalism and terrorism?

A Hybrid Framework

Despite the shortcomings in each of the theories, each has important strengths and
contributions. Furthermore, none of these explanations are completely exclusive of
each other. They have several areas of overlap and when pieced together, they can
collectively provide a sufficient basis for understanding radicalization and terrorist
recruitment. Quintan Wiktorowicz, an expert on radical Muslim groups, maps out a
path to radicalism while addressing weaknesses in other theories. Using relevant
research, this section builds on his work by supplementing it in some areas and
modifying it in other areas.
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Fig. 1 - Wiktorowicz's Model for Joining Extremist and Terrorist Groups??

The first step to radicalization is a “cognitive opening,” which is the first crack
opening a person to extremist ideas. This can be the result of social, economic,
and/or political discontent from various kinds of alienation, discrimination, and/or
victimization. Wiktorowicz goes so far as to include personal issues (such as death
in the family or harm from a crime). The common thread of these experiences is
they precipitate a personal crisis that “...shakes certainty in previously accepted
beliefs and renders an individual more receptive to the possibility of alternative
views and perspectives.’20

Yet extremist movements do not always wait passively for a potential recruit to
undergo a crisis before exploiting it; they also seek to trigger one through
messaging. The objective of their outreach is to “generate a sense of moral shock...
that could lead to a cognitive opening and a willingness to learn more about the
crises and possible proscriptions,”?! The methods range from private and individual
interactions, through pre-existing social ties or developing new personal contacts, to
more public and collective events such as “demonstrations, pamphlets and
pictures.”22

Though Wiktorowicz includes personal issues as a cause for cognitive openings,
field research in Europe indicates the most powerful and most common types of
cognitive openings are based those on a sense of socio-political-economic
discontent.?? Furthermore, an empirical study of Osama Bin Ladin’s publicly
available statements found he overwhelmingly cited policy grievances (rather than
the Islamic faith) to justify terrorism when addressing Muslim audiences.?* If
personal issues are an effective means of recruitment, one would expect Bin Ladin
to engage his audience on such topics. However, such messages are absent from his
statements.

Yet, just because the environmental conditions triggering a cognitive opening exist,
this does not mean one will automatically happen. If that were automatically true,
radicalism and terrorism would be more widespread. Even if one does occur, it does
not automatically lead to extremism - a point which will be elaborated on shortly.

Once the person is in an identity crisis, s/he needs to seek clarity. For many
Muslims, it is done through their faith, or “religious seeking.” At this point, the
individual goes through a “testing phase,” acquiring knowledge from different
sources and by different means. Some cases are individual-based: books, the
Internet and other media. Other seekers opt for a network-based approach:
discussions with friends, family and/or religious organizations. Both methods
involve “a process of persuasion [that] is characterized by discussion and debate, an
exchange of ideas through which the [extremist] movement members attempt to
convince seekers that the movement ideology provides logical solutions to pressing
concerns.”??
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However, just because someone is seeking different mediums and types of religious
knowledge does not mean s/he will immediately and automatically join a radical
cause. In fact, many Muslims use their religion as a catalyst for self-empowerment,
greater social integration and increased engagement with civil society. As one
official study in the United Kingdom of Muslim identity politics and radicalization
found:26

Muslim identity politics can support and encourage integration. Action around
demands for the accommodation of religious needs have played an important role in
the initial mobilisation of Muslim communities for civic and political engagement.
These campaigns indicate affection rather than disaffection; they show a
commitment to Britain and a wish, by Muslims, to make themselves more at home in
Britain,

Some have argued that because this mobilization is ethnically and religiously based
it has perpetuated segregated identities. Recent research suggests that activism for
ethnic and Islamic causes, even when it has been conflictual, have accelerated
Muslim integration. Such participation provides a pathway into other forms of civic
and political participation... the 2003 Home Office Citizenship Survey suggests that
political activity by Muslim positively contributes to the sense of identification with
Britain,

On top of the issues that lead to a person’s cognitive opening, the seeker is also
vulnerable to extremist indoctrination because such individuals typically lack access
to mainstream religious knowledge. The presence of radical ideologues and social
networks becomes important at this point because religion can be abused to
“reframe” a person’s worldview?? (i.e. convert him/her to the radical ideology) and
legitimate violent extremism. Thus, is it is unsurprising to find empirical studies
showing most terrorists largely lack religious knowledge? and were secular
individuals until just before joining an extremist group.??

This is ironic given that, in the name of faith, arguments used by recruiters to
legitimate violence typically lack religious justification. In reality, such arguments
are grievance-based, emphasizing a pan-nationalist Muslim identity, not personal
piety. The premise behind this strategy is simple: Muslim recruits are typically more
willing to die defending their oppressed co-religionists than for abstract political
concepts like an “Islamic State” or a “Caliphate,”3¢

In this context, it is no surprise to see violent extremists like Bin Ladin play on such
sentiments for recruitment purposes. According to one empirical study of Bin
Ladin’s public statements, it found when he was addressing Muslims audience, he
used policy-grievance justification words 51 times more than religious justification
words.3! In addition, both Abdullah Azzam3? and Abu Musa’b al-Suri,®? Bin Ladin's
mentor and senior strategist, used and advocated for similar ideological framing
strategies.

Finally, after a person is in agreement with the radical ideology, s/he embarks on a
process of “socialization.” The recruit moves from being a movement’s student, to a

9
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committed member, by internalizing the group ideology and in the process having
his/her identity reconstructed. This process is reinforced by radical social networks
isolating the individual from the rest of mainstream society.3*
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Terrorism as Business Firm Activity
and the “Market for Martyrs”3>

A Terrorist “Business Firm” Model

We sum up the “hybrid theory” presented in the previous section by conceiving of a
terrorist group as a business firm3¢ This firm wuses grievance-themed
advertisements to tap into and/or create a market of people experiencing identity
crises. Such individuals constitute the labor pool or “market for martyrs,” that
terrorist firms seek to recruit from.

Three types of advertisements are primarily used: 1) events like handing out flyers
and public demonstrations 2) media marketing in the form of TV interviews and
internet-based material3” (such as texts and videos); and 3} word-of-mouth (i.e.
“social networks™). Based on field research, it appears demonstrations and media
marketing tend to generate initial interest in extremist ideology and reinforce belief
in the ideology after joining a group. However, it is word-of-mouth advertisement
that tends to most effectively convince a person to sign up for membership with a
terrorist business firm.38

Competition in the “Market for Martyrs”

Using the analytical framework of terrorist groups as business firms, it is important
to note that terrorists also face strong competition from two other “business firms”:
mainstream Muslim communities and law enforcement. As noted earlier, most
Muslims turn to their faith to deal with identity crises from a sense of
disenfranchisement without becoming radical. As a result, extremist groups face
stiff competition in the “market for martyrs” from various mainstream mosques,
imams (clerics), and faith-based civil society institutions. The mainstream’s
presence pushes out terrorists from their labor market.??

Terrorist firms must first tap into the “market for martyrs” to have the necessary
quantity and quality of people to run the firm’s various operations. However, they
do more than recruit people to their cause. Their danger lies in their additional
“entrepreneurial activities” that distinguish them from extremist, but lawful non-
violent entities. They seek to break the State’s monopoly on the use of force by
engaging in unlawful violent activities and other material support. This
automatically puts them in conflict - or market “competition” - with law
enforcement authorities.

11
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In order to improve counterterrorism policy, we suggest forming stronger
partnerships through community policing. In business terms, this is somewhat
analogous to a product-extension merger. We elaborate on this point in the next
section.
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Community Policing and
Counterterrorism

Introduction to Community Policing

In order to successfully compete against terrorist firms and drive them out of the
market for martyrs, law enforcement and Muslim communities must partner with
each other based on a community policing model. Such a model is not only more
respectful of community concerns than other forms of policing and information
collection - including civil liberties and civil rights - it is also more effective by
filling in a critical intelligence gap that other surveillance methods are unable to fill.

Before going further, it is important to briefly describe community policing. The
concept lacks a single definition and perhaps is best described as a broad
philosophy. It emerged from a series of police practice innovations in the 1980s and
“is primarily focused on community partnerships and crime prevention.”*0 It seeks
to reduce and prevent crime not only through enforcement of criminal law, but also
through administrative and civil law, conflict mediation and resolution, and joint
problem solving with social services groups.

Whereas traditional policing is reactive and tends to distance itself from local
citizens, community policing regularly communicates with the community and
partners with it to proactively tackle issues of crime, fear of crime, disorder, and
quality-of-life concerns.*! Under community policing, public attitudes toward the
police are more important than in traditional policing.

According to community policing experts Matthew Scheider and Robert Chapman,
community policing is based on three interrelated elements: organizational change,
problem solving and external partnerships. The first element is organizational
change, which requires revising internal processes “that define organizational
culture and activities."# The two most salient revisions are a decentralization of
management structure and focused geographic responsibility for patrol officers.

Decentralization of management creates a more “democratized” policing culture
that allows for greater input and information sharing internally from officers of all
ranks. It encourages greater innovation among beat officers to adapt to changing
circumstances on the street and promotes a knowledge-building environment by
critically evaluating minor mistakes rather than automatically punishing for them.®3
Externally, democratized management promotes greater institutional transparency
and trust by encouraging expert advice and feedback from community members.#
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Focused geographic responsibility for officers complements the trust-building
aspects of democratized management. When assigned to fixed geographic areas of a
community for an extended period of time, an officer learns the issues community
members of that area are facing, develops channels of communication with
residents, and enhances police accountability with the residents of that area. All of
this creates the foundations of understanding and trust that eventually produce the
“community intelligence” officers use to tackle various types of crime, including
terrorism.

The second aspect of community policing is problem solving. As a part of community
policing’s proactive orientation, beat officers address underlying conditions that
foster crime and disorder in order to prevent future problems. This requires
developing custom-made strategies for each community based on analysis from a
wide variety of information sources.*®

The third component to community policing is external partnerships. This is critical
to developing the proper information about challenges facing a community and the
right kind of solutions to those challenges. Partnerships involve good working
relations with a wide variety of government agencies, as well as community
members.¥

Community Policing Counterterrorism as a Product Extension Merger

Returning to the market analogy, what this report proposes is akin to a product-
extension merger. A product-extension is when two companies selling different and
non-competing, but related products in the same market join together.*8 An example
of a product-extension merger would be a car manufacturer and a tire supplier.

The nature of the merger would be based on a collaborative “courtship/just friends”
relationship. Such a relationship seeks “to achieve an effective working relationship
between the two companies rather than complete integration.”*® Mergers form for
several reasons, two of which are relevant to this paper: synergy and increased
market share.

Similarly, we propose a product-extension merger between law enforcement and
Muslim communities. Each partner has a set of particular strengths that can, if
combined together, minimize each other’s weaknesses and create an effective
synergy. This synergy would allow it to more effectively compete against terrorist
firms in the “market for martyrs.”

Therefore, the proposed bi-lateral approach simultaneously requires a division

labor, while maintaining a collaborative relationship. We shall start with the
division of labor.
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Law enforcement must focus its energies on counterterrorism (i.e. criminal activities),
not counterradicalization, It must ensure its efforts are precise so that limited
resources are used efficiently and done in a manner respectful of civil liberties and
civil rights. Mechanisms for legal redress and policy input must also be made
available to correct mistakes.

Otherwise, it will create a deeper sense of grievances that terrorists can exploit by
creating an easier environment to operate in - hiding within communities afraid
and less willing to cooperate with law enforcement.5? The heightened sense of fear
and grievances also creates a greater pool of alienated people terrorists can tap into
for recruitment,

Meanwhile, Muslim communities must do their part to reach out and continue to
assist law enforcement to bring real terrorist perpetrators to justice. The role
Muslim communities should play is in counterradicalization efforts through better
religious education, social programs and long-term constructive political engagement.

These efforts would inoculate communities against radicalization by making
communities religiously literate and foster strong social networks of mainstream
Muslims through social services and programming, and invest in long-term growth
of civil society groups. Furthermore, given their familiarity with other community
members and unique cultural and linguistic competencies (which law enforcement
continues to lack),5! they assist by providing law enforcement with extra
information that can lead to terrorist arrests.5?

Law enforcement works on clamping down on terrorist firms’ ability to operate within
the market for martyrs - terrorists’ “entrepreneurial activities” - while Muslim
communities work on drying up the market itself. Law enforcement needs to make
sure its actions do not undermine Muslim communities’ efforts and thus end up
expanding the market for martyrs. Muslim communities need to maintain their
willingness to assist legitimate law enforcement efforts to clamp down on terrorist
firms’ ability operate within the market without impunity.

Principles of Law Enforcement Engagement to Muslim Communities

As the previous section broadly described, the relationship between law
enforcement and Muslim communities is a two-way street. This section focuses on
what law enforcement can do to productively engage Muslim communities, Other
law enforcement challenges dealing with immigrant and minority communities, in
general, are examined later in this the complete “Building Bridges” special report.
The following are a list of essential principles for law enforcement to consider:

1. Decisions and assessments of Muslim communities must be made based
on credible information. Law enforcement must make sure that whatever
judgments it makes about Muslim communities must come from credible
sources. There is a cottage industry of individuals who seek to distort the
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image of Islam and Muslims. While everyone has the right to free speech,
bigotry masquerading in scholarship without solid analysis is
counterproductive when applied to counterterrorism.53 Therefore, it is
essential that law enforcement get the correct information to make the best
assessments possible.

Respect for communities’ civil rights and civil liberties. Many (but not
all) Muslim communities - whether immigrant or indigenous African
Americans - have negative perceptions of the police. The reasons for this
perception vary among community and racial/ethnic group. For some, it is
based on pre-existing racial issues in America, while for others the police as
an institution were regarded as instruments of oppression in their
homeland.5* This creates an automatic barrier to police community outreach.
Unfortunately, in the current political climate, the actions of certain law
enforcement agencies - whether spying on peaceful activist groups and
houses of worship without reasonable suspicion, or religious profiling - have
added to difficulties. These actions are not only contrary to American
political values, they are counterproductive by eliciting fear within
communities and making individuals less likely to cooperate with law
enforcement.

Move away from a “securitized” relationship. Muslim communities must
broaden their engagement with civil society and the government beyond law
enforcement. It is critical that civil society organizations provide Muslim
youth and mosques with the tools needed to enter into other policy forums.
Even if one were to look at this purely from a security perspective, a
relationship based on fear of terrorism only adds to communities’ sense of
isolation and alienation. This also undermines the foundation of trust needed
between law enforcement and Muslim American communities to elicit
information in case a real threat exists. A community policing model uses a
wide range of tools, beyond criminal law enforcement to control and prevent
crime. Putting Muslim communities in touch with a variety of social services,
as community policing initiatives have done with other communities, is one
helpful approach.

Leave the counterradicalization to Muslim communities. As mentioned
earlier, the partnership is premised on a division of labor. Law enforcement
should focus on terrorists’ criminal activities; Muslims have been, and must
continue to be at the forefront of the ideological issues. Aside from a respect
for civil rights and liberties, law enforcement must make sure its actions
avoid the theological and political issues Muslim communities must deal
with. Doing otherwise is a task law enforcement are ill-tasked to handle and
will undermine mainstream voices.

The Role of Muslim Community Partners

11:37 Jan 18, 2011
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Up to this point, the discussion on community policing has focused on how law
enforcement can obtain information from community members to prevent a
possible terrorist attack. However, communities ~ in this particular case, Muslim
Americans - can and must play a greater role beyond being largely passive sources
of information. Muslim American communities can serve an important
counterradicalization role through intellectual and social service initiatives that
create a hostile environment for terrorist recruitment. While law enforcement
focuses on counterterrorism {criminal activity}, Muslim communities can protect
the nation through counterradicalization efforts.

On the ideological front, Muslim American leaders and communities have been very
strong and consistent in their denunciations of terrorism since 9/11. They must
continue to do so. If studies on the backgrounds of Muslim terrorists consistent
show one thing, it is that they typically lack a strong background in religious
knowledge. This view has not been lost on the religious leadership. Prominent
traditionalist Muslim scholar Abdal Hakim Murad denounces Al-Qaeda and its
ideologically like-minded ilk as those who "embrace a very secular heresy.”ss
Thousands of other high-level Muslim scholars back this denunciation of Al-Qaeda
and its abuse of Islamic concepts like jihad and takfir (excommunication).5¢

At the grassroots level specifically within the United States, the Muslim Public
Affairs Council developed and disseminated its National Grassroots Campaign to
Fight Terrorism. The Campaign was also endorsed by the Islamic Society North
America, the largest Muslim umbrella organization in the United States.5”

However, intellectual responses like denunciation and prominent legal opinions should
not and cannot be the only response Muslim communities take to preventing terrorism.
As our earlier analysis of terrorist recruitment highlighted, the issue is far more
complex than merely the presence of radical ideologies and specific extremist
personalities. Identity crises, largely based on perceptions of injustice and exclusion,
and the presence of social networks are also extremely important factors leading to
the radicalization of individuals.

Here, Muslim institutions and communities must also take a lead role. Muslim
Americans must have the necessary social services available to them to inoculate
their communities, including the most vulnerable members, against extremist
ideologies. A vibrant civil society is necessary to the long-term defeat of extremist
ideas. It ensures Muslims’ energies are channeled into mainstream activism that
secures full integration into American society through political and civic
engagement rather than fostering isolation and alienation that breeds extremism.
Civil society organizations must be well-resourced to engage in activities relevant to
peoples’ needs and maintain their credibility among communities.

Communities must expand their social service outreach by either developing their
own faith-based organizations like the Islamic Social Services Association-USA or
partnering with other outside private or public organizations. Attention must be
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given to social programming that expands religious literacy and addresses social
issues relevant to youth relevant like drug use, peer pressure and understanding
one’s Muslim American identity. Community and religious leaders who have the
language and cultural expertise to connect to all members of their community -
including youth and converts - must lead these programs. The problems of
extremism among British Muslim communities serve as an example of the negative
consequences of inadequate community leadership failing to effectively address
relevant social issues.58

Furthermore, there needs to be a long-term vision of Muslim institution creation
and development. Greater emphasis should be put on organizations seeking long-
term policy engagement with the political system, instead of short-term reactive
styles.

Reactively-oriented engagement organizations like civil liberties groups have the
advantage of typically being able to deal with legal issues in ways that policy-
engagement organizations cannot. The drawback is that by being reactive, such
engagement tends to be short-term and after-the-fact, dealing with issues once they
have developed further along. This makes solutions longer to implement and
sometime less effective.

Constructive, engagement-oriented organizations ~ whether they are national policy
advocacy organizations like MPAC or state and locally-focused political and policy
advocacy groups like the Muslim Alliance of Indiana and the Texas-based Freedom
and Justice Foundation - are different in that they tackle problems in their early
stages or even before they form. Both approaches have their advantages and their
disadvantages. Furthermore, they are not in conflict with each other; their
approaches to public policy and political influence are complementary.

Currently, there are several civil liberties groups such as the Council on American-
Islamic Relations and Muslim Advocates, as well as ethnic-based groups such as the
Asian Law Caucus and the American-Arab Anti-Discrimination Committee, catering
to these needs. However, there are fewer Muslim policy-oriented organizations like
the Muslim Public Affairs Council. If Muslim American communities seek to
maximize their public policy influence and representation at local, state and federal
levels, a better balance of policy and legal advocacy is needed.
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Why Community Policing and Community Intelligence?

Informants are an extremely important tool and can be used to great effectiveness in
various kinds of criminal investigations, including counterterrorism ones. According
to Boston College Law Professor Robert Bloom there are two types of informants:
the “incidental informer” and the “confidential informer”.59

Modern American policing has similar examples of legitimate and illegitimate uses
of informants. The FBI has successfully used them against the organized crime
syndicates such as various mafia crime bosses in the 1980s.5° Former FBI
counterterrorism agent Michael German has also described firsthand how
informants - employed in a Constitutionally-sound manner - were effective in
bringing down domestic terrorists.6! However it has also abused them, such as the
investigation, infiltration and sabotage of radical but mostly non-violent groups
under its Counterintelligence Program, or COINTELPRO.62

We propose an intelligence gathering model that shifts some of the emphasis away
from traditional methods, such as the heavy use of informants, and towards a more
community policing-based methodology.

There are three tactical reasons for this. First, intelligence-led policing models
introduce a strong analytical bias that is not necessarily relevant to
counterterrorism. Intelligence-led policing tends to focus on repeating criminal
offenders and problems. This biases the analysis toward individuals with a pre-
existing a criminal background. This bias is largely due to problems with managing
extremely large volumes of information generated and seeking to identify those few
nuggets of vital information that indicate a real threat in a sea of mundane data.®3

However, many terrorists do not have a criminal background; in fact many terrorist
groups seek to recruit individuals with a clean record so that they can avoid scrutiny
much easier.6* The result is that intelligence-led policing focuses mostly on repeat
criminals -~ who are likely to make the worst terrorists largely due to their
conspicuousness - while failing to identify real threats that may fly under the
radar.ss

Intelligence-led policing, particularly at the community level, also has a tendency to
rely heavily on covert informants. While informants can be helpful in detecting and
preventing particular plot, they also have several limitations. By being dependent
upon a few covert individuals and assuming the information they provide is
accurate and truthful {which is not always the case), an intelligence-led policing
approach fails to provide broader contexts that allow officers and analysts to
discern what a threat is and is not. Thus, given the focused nature of informants, it
leaves our important context, leaving an intelligence gap. This is especially the case
where communities are fragmented and no one source of information is able to
provide a full picture of the communities where terrorists operate within and/or
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plan to execute an attack against. Since information gathering is also done more
broadly, openly and cooperatively from a wider range of contacts, it is easier to
corroborate information from a number of different sources.66

Meanwhile, developing a particular covert human intelligence source can be
extremely difficult. Given the limited resources police agencies have, it is
comparatively easier to develop a network of community contacts that can provide
a more contextualized and nuanced understanding of local communities and its
residents.t7

Third, informants are of limited value when dealing with cellular structures. In
networked hierarchical structures, penetration of an organization by one asset is
likely to yield a great deal of information on the entire group as members are more
likely to be in communication with one another. However, in a “leaderless” cellular
structure,®® penetration itself is extremely difficult, as cells take steps to ensure only
committed individuals join its militant cause. Furthermore, penetration of one cell
does not mean much, information can not be readily developed on other cells
possibly in the midst of concocting their own plots.8®

However, with community intelligence, if there is more than one cell operating with
a geographic location, the wider network of community contacts will be better
positioned to provide information on suspicious activity wherever it occurs. It casts
a much wider, contextualized, and nuanced intelligence net that is more likely to be
corroborated by multiple sources.

Furthermore there is an important strategic reason to putting a greater emphasis on
community policing, as opposed to intelligence-led policing methods like heavy use
of informants. If employed in an improper or questionable manner, it can undermine
community relations needed to elicit information in an investigation.

Muslim communities may be less willing to cooperate with law enforcement based
on a sense of “betrayal”, especially if they perceive terrorism busts to be cases of
entrapment or provocation. It also undermines the credibility of mainstream
religious leaders who advocate for engagement with law enforcement. As a result,
the cooperative relationship between law enforcement and Muslims is severely
strained or completely undermined. Law enforcement can no longer get important
information that may prevent a future terrorist attack’7? thus leaving a critical
intelligence gap that can not be filled by other means including the overuse and
under-regulation of informants.”!

Again, this paper does not deny importance or effectiveness of informants in law
enforcement investigation. However there are significant costs to be considered
when they are employed. A more circumspect calculation by law enforcement
agents should be made when considering informant use: Are the gains of using an
informant worth it if the short-term intelligence and prosecutorial benefits are limited
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but the long-term social and intelligence gathering costs from harmed community
relations are high?

In order to achieve maximum effectiveness of information gathering, they will need
to be supplemented with other intelligence gathering methods, namely community
intelligence. Furthermore legal mechanisms and internal guidelines need to be
strengthened to ensure informants actually prevent real criminal activity, not spy on
innocent individuals.

How Community Policing Develops Community Intelligence

Many community policing strategies have tended to rely on strong relations with a
few strategic contacts as a means of “engaging with communities and obtaining
information from them where historically relations may have been difficult.”72
However, such an approach is limited because it forces police to derive information
from a limited number of sources even though important bits of intelligence are
spread across many community residents.

A more diffuse means of community intelligence gathering, beyond a core set of
“strategic contacts,” is needed. In this context, research by sociologist Mark
Granovetter is extremely helpful. Granovetter’s research found individuals were
able to collect diffuse information more effectively by relying on a network of people
with loose ties, rather than relying a small number of close contacts. Granovetter
referred to this social phenomenon as the “strength of weak ties."”3 A diffusion of
information problem is also something seen fairly frequently in intelligence and
community policing issues. According to one study on counterterrorism and
community intelligence: 74

Applied to issues of counterterrorism, where the key pieces of intelligence may well
be diffusely located among different community members, it would seem that police
strategic engagements need to be supplemented with a far more extensive network
of community contacts.

Therefore, an integrated approach to grassroots intelligence gathering is needed.
Rather than replacing strategic contacts and intelligence-led approaches, there
would be a shift toward greater emphasis on community policing. Despite a
dominant role in intelligence gathering methods, it would not replace other
approaches; it would complement them. The result is a combined intelligence
strategy that blends the strengths of each intelligence gathering method and
minimizes its weaknesses.”s

However, eliciting community intelligence cannot be done in a haphazard way. It
must be done systematically and with high precision and accuracy. Under a
community policing model, this would be done by tackling community problems
through a process of scanning, analysis, response and assessment. Scheider and
Chapman elaborate:76
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Departments first identify relevant or perceived crime problems (scanning),
determine the nature and underlying conditions that give rise to those problems
(analysis), craft and implement interventions that are linked to that analysis
(response), and evaluate its effectiveness {assessment). The process is understood
as continually involving feedback among the components. For instance, through in-
depth analysis, agencies may come to define problems differently, effectively
returning to the scanning phase. Likewise, an assessment may determine that a
response was ineffective and that the problem requires additional analysis.

In the United Kingdom, such a method for enhanced scanning, analysis and
assessment (to improve responses) has been pioneered by researchers Martin Innes
and Colin Roberts at the Universities' Police Science Institute. They used a two-
pronged method of information collection and analysis. The first method involves
casual individual-level street interviews with average community residents, called a
“conversation with a purpose” (CWAP).

The premise behind CWAPing is “to ensure that whenever police staff interact with
a member of the public who was not a victim, witness or suspect to some other
incident, they saw it as an opportunity to check on any concerns that the citizen may
have and if there were, to collect intelligence upon it.”77 By CWAPing with local
community members, beat officers can enhance their understanding about a
particular area, and the challenges it faces. 78

CWAPing is coupled with special software running on a tablet PC to make the
interview more structured and better analyze the information from the interview.
The process where the information from a CWAP is interfaced and analyzed by
specialized software is called “intelligence from Neighborhood Security Interviews”
(i-NSI). The i-NSI begins by focusing on a general geographic location where the
intelligence is being gathered.

That location is broken down into a smaller subset of equally-sized cells which
“equates to a sampling frame for collecting intelligence. Individuals are then
selected for interviews [CWAPs] and these interactions are conducted by local
police staff..."”? The information from all of the interviews within limited geographic
confines are then processed to match a correlation between problems and specific
locations where several interview community members mention the same
problem(s) taking place.8? During the course of these interviews, a systematic way
of identifying and corroborating any suspicious activity seen by neighbors that
might indicate a terrorist planning can be identified.
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Conclusion

Radicalization is a multi-faceted process that cannot be boiled down to a single
causal factor. As such, policy responses from law enforcement, the government and
communities must reflect this complexity. This must include recognition from
policymakers that stamping out terrorism cannot be done by enforcement actions
alone without community help.

Law enforcement and Muslim communities need to strengthen their relations and
recognize the separate but interrelated roles they play in safeguarding America.
This relationship must be built on a firm foundation of trust and that trust must be
premised on a respect for civil liberties. By involving all citizens - communities and
law enforcement alike - in the effort to defeat terrorism, America can remain both
safe and free.

Other critical issues that will be discussed in a future report include:

¢ Demographic information and public opinion polling of Muslim
Americans. This looks into views on citizenship and national security issues.

s An empirically-based assessment of post 9/11 US domestic terrorism.
The report uses a two-pronged analysis. First it examines databases tracking
trial cases referred for prosecution and conviction rates for terror trials,
Second it constructs its own original database of post-9/11 terror plots and
incidents and includes a comparative analysis of Muslim and non-Muslim
domestic terrorism.

e Critique of current counterterrorism policies and tactics. Using a case
study approach, the report critically analyzes A) National Security Letters
and Section 215 of the PATRIOT Act, B) NSA Domestic Wiretapping, C) Racial
Profiling, and D) the Underregulation and Overuse of Informants.

¢ Understanding and dealing with challenges to community policing.
Community policing is not without its difficulties, nor is it a panacea to
shortcomings in intelligence gathering. These issues are addressed and make
a case for why community policing should be at the center of an integrated
domestic counterterrorism strategy.

* Policy recommendations for a way forward that seeks to reconcile the
separate, but interrelated interests of civil liberties and national
security.
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All have significant implications for policymakers, law enforcement, legislators and
grassroots community leaders.
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e “..because of this did we ordain onto the children of Israel that if anyone siays
a human being [in the punishment of murder or spreading corruption on
Earth], it is as though he had slain all mankind, whereas, if anyone saves a life it
shall be as though he had saved the life of all mankind...” (5:32)

Muslims must always act justly to others, regardless of the circumstances or the
people:

“Let not the wrongdoing of others sway you into injustice.” (5:8)

“Oh believers! Stand out firmly for justice, as witnesses to God, even as against

yourselves, or your parents, or your kin, and whether it be rich or poor: for God can
best protect both..." (4:135)

26

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00108 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.062



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

105

Muslim Public Affairs Council

WWW.mpac.org

ENDNOTES

1 “Public’s Help Needed in Terror Fight, Napolitano Says.” CNN, (July 29, 2009). Available at:

http: //www.enn.com /2009 /POLITICS /07 /29 /homeland security /index html. Last accessed
8/23/09.
2 1hid.
3 Mina Al-Lami, “Studies of Radicalisation: State of the Field Report.” Royal Holloway University of
London Uanuary 2009) Avaﬂable at: htm [lwww, rhul . uk/P i(ics Jnd IR/\’Vorkimz~

‘ Marc Sageman Leaderless ]:had Terrar Netwarks in the Twenty Ftrst Century (Umversnty of
Pennsylvania Press: 2008), P. 66-67.

5 For an overview of the literature, see: Laurence R. fannacone, “The Market for Martyrs.”
Interdisciplinary Journal of Research on Religion, Vol. 2, No. 4, (2006), P, 4-13.

6 For an example of this argument, see: “The Making of Islamic Terrorists.” Jewish Telegraphic Agency,
(February 5, 2009). Available at: http://jta.org/news/article/2009/02/05/1002795 /the-making-of-

islamjc-terrorists. Last accessed 9/5/2009.
7Maruta Herdmg, Pohtlcal Representanon Euro-Islam.info, (n.d.). Available at; hitp://www.curo-

. . Also see: Kevin Bard, Muslim Legislative
Representanon in Western Democracnes Paper Presented at the Annual Meeting of the Western
Political Science Association, (March 20, 2008), P. 8-9. Available at:
http: / /www.allacademic.com/ane fwww/www/index.phpZemd=Download+ Document&key=unpubl
ished manuscript&file index= "&Don up= trm&no click keystrue&attachment stvle=attachment&P

8 Arno Tausch Christian Bischof, Tomz Kastrun, and Karl Mueller, Why Europe Has to Offer a Better
Deal to its Muslim Communities: A Quantitative Analysis of Open International Data. {Buenos Aires:
Centro Argentino de Estudios Internacionales, 2006}, P. 41-44. Also see: Jason Burke and lan
Traynor, “Fears of an Islamic Revolt Begin to Fade.” The Observer, (July 26, 2009). Available at:
http://www.guardian.co.uk /world/2009/jul /26 /radicalisation-european-mustims; “Poll: European
Muslims More Patriotic than Average Populace.” Deutsch Presse Agentur, (July 5, 2009). Available at:
http://www.haaretz.com/hasen/spages/1083892 huml. Last accessed 8/27/2009.

9 As of December 2006 Edwin Bakker, a Dutch security expert compiled a database of only 242
European Muslim terrorists This number is very small compared to thousands of possible radicals
across the EU. See: Edwin Bakker Jihadi Terrorists in Europe. Their Characteristics and the
Circumstances in which they Joined the Jihad: An Exploratory Study. (Clingendael: Hague, Netherlands,
2006).

¥ ibid., P. 38.

11 Sageman, Leaderless Jihad, P. 48

12 See: Darcy M.E. Noricks, “Disengagement and Deradicalization: Processes and Programs.” In Social
Science for Counterterrorism: Putting the Pieces Together. Eds. Paul K. Davis and Kim Cragin.
(Arlington, VA: RAND Corporation, 2009}, P. 311-313.

13 Dominic Casciani and Sharif Sakr "The Battle for the Mosque . BBC News, (February 7,2006).

i+ "Who is Rlchard Reld’?” BBC News, (December 28 2001) Avallable onhne at
http://news.bheco.uk/2 /hifuk news/1731568.stm.

15 Caryle Murphy, “Jihadi Dispute Points to Deeper Radicalism Among Youths.” Christian Science
Monitor, (March 27, 2009). Available at: htip //www.csmenitorcom/2009/0327 /p04s02-
womehtml; Sarah Swick, “From London to Andijan: The Rising Influence of Hizb-ut-Tahrir among
Muslim Youth.,” Minaret of Freedom Institute, (2004) P. 5-6. Available at:

http:/ fwww.minaretorg/hish%20at-tahrir.pdf. Also see the homepage, under the “Guard Your Faith”
section of the popular English-language Salafi website Allaahuakbar.net:

27

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00109 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.063



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

106

Muslim Public Affairs Council

WWW.IMpPac.org

hitp://www.allaahuakbar net/; “Tableeghi Jamaat Rejects Gunpoint Sharia.” Geo Pakistan, (April 28,

2009). Available at: hitp://www.geotv/4-28-2009/40874 . hum. Last accessed 8/28/2009.

16 Jarret Brachman, Brian Fishman, and Joseph Felter, “The Power of Truth? Questions for Ayman Al-

Zawahiri.” Combating Terrorism Center, {April 21, 2008), http: //cte.usmaedu/questions /£TC-

Power of Truth 4-21-2008.pdf, P. 25; Robert Leiken and Steven Brooke, “The Moderate Muslim

Brotherhood.” Foreign Affairs, (March/April 2007), P. 107-121.

17 For instance see: Vahid Brown, Cracks in the Foundation: Leadership Schisms in Al-Qa’ida 1989-

2006. (Combating Terrorism Center at West Point: West Point, NY, 2007); Fawaz Gerges, The Far

Enemy: Why Jihad Went Global. (Cambridge University Press: New York, NY, 2005).

18 The number of radical website has significantly grown in the past few years. According to Gabriel

Weimann there are at least 4,800 such wehsites. See: Gabriel Weimann, Terror on the Internet: The

New Arena, the New Challenges. (Washington, D.C.: United States Institute of Peace, 2006).

19 Taken from: Alejandro J. Beutel, “Radicalization and Homegrown Terrorism in Western Muslim

Communities: Lessons Learned for America.” Minaret of Freedom Institute, (August 30, 2007), P, 12.

Available at: hittp://www.minavet.org /MPACY%20Backgrounder.pdf

20 Quintan Wiktorowicz, “Joining the Cause: Al-Muhajiroun and Radical Istam.” Paper presented at

“The Roots of Islamic Rad:cahsm ” Conference, Yale University, (May 8-9, 2004),
hitp:/inscusyredu/Projects fislam-ihi/ Lo i P.7.

21 ibid,, P. 8.

22 1bid,, P. 8.

23 Studies into Violent Radicalisation; Lot 2: The Beliefs Ideologies and Narratives. (Change Institute:

London, UK, 2008), P. 97-104; Peter R. Neumann and Brooke Rogers, Recruitment and Mobilisation

for the Islamist Militant Movement in Europe. (International Centre for the Study of Radicalisation and

Political Violence: London, UK, 2007}, P. 67-69.

24 Alejandro J. Beutel and Imad-ad-Dean Ahmad, “Justification for Violence: Religion or Policies?: A

Quantitative Content Analysis of bin Ladin’s Statements.” Minaret of Freedom Institute, (2009).

Available at: http; //www.minaret.org/pp2009-1.pdt. Lastaccessed 8/31/2009.

25 Wiktorowicz, “Joining the Cause”, P. 9,

26 Tufyal Choudhury, The Role of Muslim Identity Politics in Radicalisation (a study in progress).

(Department for Communmes and Local Government: London, 2007), P. 5. Available at:

uk/documents/communities /pdf/452628.pdf, Last accessed

8/31/2009
27 1bid., 9.

28 Sageman, Leaderless Jihad, P. 51-52, 59-60. Also see: Choudhury, The Rele of Muslim Identity
Politics, P. 28-29.

2% Sageman, Leaderless Jihad, P. 51-52, 59-60; Bakker, Jihadi Terrorists in Europe, P. 39, 41-42,

30 Brynjar Lia, “Al-Qaida's Appeal: Understanding its Unique Selling Points.” Perspectives on
Terrorism, Vol. 2, No. 8, (May 2008), P. 3-4.

31 Beutel and Ahmad, “Justification for Violence: Religion or Policies?”, P. 24-25.

32 Thomas Heggehammer, “The Origins of Global Jihad: Explaining the Arab Mobilization to 1980s
Afghanistan.” Belfer Center for Science and International Affairs, (January 22, 2009). Available at:
http: //belfercenterkss. harvard.edu/publication /18787 Jorigins_of global jihad.htinl. Last accessed
8/31/2009.

33 Lia, “Al-Qaida’s Appeal, P. 3.

34 Wiktorowicz, “Joining the Cause”, P. 11.

35 Laurence R. lannacone, “The Market for Martyrs.” Interdisciplinary Journal of Research on Religion,
Vol. 2, No. 4, (2006).

3¢ For instance, see: Aaron Zelinsky and Martin Shubik, “Terrorist Groups as Business Firms: A New
Typological Framework.” Yale University School of Management, (2006). Available at:
hitp://papers.ssen.com/sold /Delivery.cim/SSRN 1D959610 code734227.pdCabstractid=959258&m
37 For instance see: Manuel Torres, Javier Jordan, and Nicola Horsburgh, “Analysis and Evolution of
the Global Jihadist Movement Propaganda.” Terrorism and Political Violence, Vol. 18, (2006), P. 399-
421; Daniel Kimmage, “The Al-Qaeda Media Nexus: The Virtual Network Behind the Global Message.”

28

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00110 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.064



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

107

Muslim Public Affairs Council

WWW.mpac.org

(Washmgton D.C.: Radm Free Eumpe/Radlo beerty, March 2008). Available at:
IS/A Ne¢

39 Neumann and Rogers, Recruttment and Mobchsanon P. 33-47; 62; Stevens and Neumann,
“Countering Online Radicalisation,” P. 13.

39 This includes groups on the far conservative edge of the spectrum of mainstream Muslim
organizations.

According to a report by the Combating Terrorism Center on Ayman Al-Zawahiri’s statements Al-
Qaeda sees the conservative Muslim Brotherhood as a long-term strategic threat to its existence
because of its non-violent activism. As the report notes:

“Hard-line Jihadist organizations like Al-Qai’da both fear and despise the Islamist political movement
called the Muslim Brotherhood, in large part because the Brotherhood effectively garners support from
the same constituencies that Jihadists are desperate to court. Because the Muslim Brotherhood and
Jihadists share a similar ideological lineage, Jihadists tends to focus their criticism on the Brotherhood's
willingness to participate in secular politics as a vehicle for attacking their Islamic credentials.”

See: Jarret Brachman, Brian Fishman, and Joseph Felter, “The Power of Truth? Questions for Ayman
Al- Zawahm i Combatmg Terror:sm Center (Aprll 21 2008) P. 7. Available at:
CTC-P

Steven Brooke “The Moderate Muslim Brotherhood g Foreign Affmrs {March /Aprll 2007),P.112-13.
Available at: http: //www.nixoncenterorg/publications/LeikenBrookeMB.pdf,

40 Willard M. Oliver, “The Fourth Era of Policing: Homeland Security.” International Review of Law,
Computers and Technology, Vol. 20, No. 1-2, (March-July 2006}, P. 55.

41 bid., P. 55.

42 Matthew C. Scheider and Robert Chapman, “Community Policing and Terrorism.” Journal of
Homeland Security, (April 2003). Available at:

http://www.homelandsecurity.org/journal /Articles /Scheider-Chapman.html,

42 John Murray, “Policing Terrorism: A Threat to Community Policing or just a Shift in Priorities?”
Police Practice and Research, Vol. 6, No. 4, (September 2005}, P, 355; Michael S. Reiter,
“Empowerment Policing” FBI Law Enforcement Bulletin, (February 1999), P. 7-10.

4 Murray, “Policing Terrorism: A Threat to,” P. 356.

45 Scheider and Chapman, “"Community Policing and Terrorism.”; Innes, “Policing Uncertainty,” P. 9-
10.

46 Scheider and Chapman, “Community Policing and Terrorism.”

47 Ibid.

48 Anthony F. Buono and James L. Bowditch, The Human Side of Mergers and Acquisitions: Managing
Collisions Between People, Cultures and Organizations. {Washington, D.C.: Beard Books, 2003), P. 63.
4 Ibid., P. 80.

5¢ Tod Robberson, "A Better Way to Fight Radicalism.” Dallas Morning News, {October 30, 2009).
Avallable at:

ries/DN-

robherson 0ledi. ‘itatc' Pdm(ml 234b9%a9. html

51 Dan Eggen, “FBI Agents Still Lacking Arabic Skills.” Washington Post, (October 11, 2006). Available
s hitp /A www.washingtonpost.com/wp:
dyn/content/article/2006/10/10/AR2006101001388.hunl; Stephen M. Kohn, “Written Statement
Filed on Behalf of FBI Supervisory Special Agent and Unit Chief Bassem Youssef.” United States House
of Representatives Committee on the Judiciary Hearing on FBI Whistleblowers. (May 21, 2008).
Avallable at:

52 Robberson, “A Better Way to Flght Radlcallsm
53 For instance see: “Counterproductive Counterterrorism: How Anti-Islamic Rhetoric is Impeding
Amen’ca's Homeland Security " Muslim Public Aﬂairs Council, {(December 31, 2004). Available at:

5D%20Counterproductive’ 20Counterterrorism.p
29

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00111 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.065



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

108

Muslim Public Affairs Council

WwWw.mpac.org

df Last accessed 8/26/2009; “A Response to Criticism of ‘Counterproductive Counterterrorism.”
Mushm Public Af:fairs Council, (February 15, 2005). Available at:
I ticlephp?id=210. Last accessed 8/26/2009.
54 For a comparatlve case study analysis between community policing in Minneapolis among African-
American and Somali communities, that illustrates this point, see: Dennis L Jensen, Enhancing
Homeland Security Efforts by Building Strong Relationships Between the Muslim Community and
Local Law Enforcement.” Naval Postgraduate School, (March 2006). Available at:
http:/Zedocsnps.edu/npspubs/scholarly/theses 2000/ Mar/0oMar Jensen.pdf.
5% Abdal Hakim Murad (Timothy }. Winters), “Faith and Reason: Muslim Terrorist Embrace a Very
Secular Heresy.” The Independent, (May 1, 2004). Available at:
http://www.independent.co.uk/opinion/commentators/faith-amp-reasorn-muslim-terrorists-
embrace-a-very-secular-heresy-561828.htwl.
6 Rashad Hussain and al-Husein Madhany, “Reformulating the Battle of Ideas: Understanding the
Role of Islam in Counterterronsm Pohcy y Brookmgs Institute, (August 2008), P. 11-18. Available at:
i < '5/2008/08 counterterrorism hussain/0

te rter vorisi hussam pd ; “Indian Mushms Condemn Terrorism.” BBC News, (November 10, 2008]
Available at: hitp://news.bbecouk/2/hi/77 19059.stm.
57 For more information about the National Grassroots Campaign to Fight Terrorism, see: “The
Nationa! Grassroots Campaign to Fight Terrorism.” Muslim Public Affairs Council, (2005). Available at:
http:/ fwwwampacorg /ngeft/.

58 “Ban Foreign Language Ymams - Peer.” BBC News, (July 6, 2007). Available at:
hip//newsbbe.conk/2/hi/6275574.stn; Robert Pigott, "Are UK’s Imams Modern Enough?” BBC
News, (July 7, 2007). Available at: hitp://news.bhecouk/2/i/uk news/6280238.5tm.
5% Robert M. Bloom, “A Historical Overview of Informants.” Boston College Law School, {March 16,
2005),P. 1.
60 Bloom, “A Historical Overview of Informants,” P. 11.
61 German, Thinking Like A Terrorist, P. 14-15.
62 Blpom, “A Historical Overview of Informants,” P. 11.
63 Martin Innes, “Policing Uncertainty: Countering Terror through Community Intelligence and
Democratic Policing.” Annals of the American Academy, {May 2006), P. 9.
¢4 For discussion based on first-hand experience from the perspective of a counterterrorism
investigator, see: German, Thinking Like a Terrorist, P. 14-15,
65 Innes, “Policing Uncertainty,” P. 9.
66 Ibid., P. 9.
§71hid., P. 9.
68 For instance see: Louis Beam, “Leaderless Resistance.” Issue 12, (February 1992). Available at:

69 lnnes “Pohcmg Uncertamty, P. 10 1 1

70 David A. Harris, "Law Enforcement and Intelligence Gathering in Muslim and Immigrant
Communities After 9/11.” University of Pittsburgh School of Law, (January 2009).

7t Innes, “Policing Uncertainty,” P. 9, 11.

72 Martin Innes and Colin Roberts, “Community Intelligence in the Policing of Community Safety.”
Universities’ Police Science Institute, {2006), P. 5. Available at:
hitp://www.upsiorg.uk/resources/communitvintellisenceandempmunitysatety. pdf

73 Mark Granovetter, “The Strength of Weak Ties: A Network Theory Revisited.” Sociological Theory,
Vol. 1, (1983), P. 201-33, Available at:

hitp://siumich.edu/~rfrost/courses /SITLO/readings /in Out and Beyond/Granovetter.pdf

74 Innes, “Policing Uncertainty,” P. 14.

75 Innes and Roberts, “Community Intelligence in the Policing of Community Safety,” P. 5

76 Scheider and Chapman, “Community Policing and Terrorism,”

77 Innes and Roberts, “Cemmunity Intelligence in the Policing of Community Safety,” P. 6.

78 ibid., P. 6.

7 Ibid,, P. 6-7.

80 Ibid., P. 7-15.

30

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00112 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.066



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

109

Muslim Public Affairs Council
www.mpac.org

8! Interview with Dr. Maher Hathout. Conducted 11/11/2009. Also see, Maher Hathout, Jihad vs.
Terrorism. (Los Angeles, CA: Multimedia Vera International, 2002); Louay Safi, Peace and the Limits of
War: Transcending Classical Conceptions of Jihad. (Herndon, VA: International Institute of Islamic
Thought, 2001); Sherman A. Jackson, “Jihad and the Modern World.” The Journal of Islamic Law and
Culture, Vol. 7, Ne. 1, (2002), P. 1-26; Zaid Shakir, “Jihad is Not Perpetual Warfare.” Seasens Journal,
{Autumn/Winter 2003-04}, P. 53-64; Sherman A. Jackson, “Domestic Terrorism in the Isiamic Legal
Tradition.” Muslim World, Vol. 91, No.3, (Fall 2001), P. 293-310.

31

11:37 Jan 18,2011 Jkt 056145 PO 00000 Frm 00113 Fmt6601 Sfmt6601 P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.067



ph44585 on D330-44585-7600 with DISTILLER

VerDate Nov 24 2008

110

i

11:37 Jan 18, 2011

Jkt 056145 PO 00000 Frm 00114 Fmt 6601

Sfmt 6601

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

56145.068



111

15000 SIEYY SHANG WHSTH S00TS
S5ayRL uosoap pre uoturdo ynm sdiysuotrerar Suteanpyy (, tsdnoss wstiy

Ot PirR WHISHIA A SI0URITTE Uping {0 “URIS| INOYE LIHSTIA-UOU pue wiisny Yog auqnd
weatiawy syi Suneonpa) (S 1R rendod pie epow SSEUI U SWHSTN pue urejs Jo fekeniod

sasaypuaied up s3ouai3fas 2524 DT (C1:6p) e 10) Anpubg pure (957:7) wopaaty (LLE)
AnuBi(y wenmp] (98} 20vad (ST 1) S0NSAL (L0111 7) AR JO sanpea arureis] g Bunowosd ySnony
AJAFO0S HEOLBUIY YOLAS [Im oL AJRIWIOY UHISOIA] TRIUISUSY IIRIGIA © USHQRISS Of IUGHIA N0

JE s suonsangy paysy dppusnbaly
[ J2XeHIN N, ol painadad soponay

F 7 JUBWIUOfUTT MO 40T d1anbuy anbsopy

G opinge W PP o
R RATEE SRR worssyy uSwdwn.y
o uSioduin?y oy fo siowssopIg

B uonnpoLUy

SJUANUO))

Jo?qqe]

PLOG-EE (E17) Xed » EVPE-ERE (£171 00Uy pownary sl mpmt
1006 BHUGIHE S SapBuy 507 oy

L1T 4 ‘preadjnog aHysim 010¢

[PURO) SIMHY AN WIS

(¢

(IOURO SILY Y SHGN WSO SO0TCH DFFIY f0 wo1ssiuesad wattrim passaudss oys
TROYIM BSINATUIO 4G HNIONIATD SUDBUE K G POudas 2q jorups pun f Ado> d
PHD YAOSID SHINI0 R (DY SIS POUNO.D SHOY G unpsigy ap Xq paysipgnd st yooqpuoy sty

€E16 NVHAQ) , puyunud 1o f0 53a1] a4 paAvs
POy 2y YBnour s aq jpys 1 ‘i  S2ADS JUOKUD fi ‘SLAIYM PUIYHOUL
1P PAIILY POy 24 Ji SD 3G JOUS 1t~ Y1402 40 uoldn05 Suiprosds 4of 4o

Aapari 40f tuarystund ur aq 11 sSapun — Su1aq UPUINY D PIJILY 42420S0Y 4 ‘V

690°S¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00115 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



112

“aanpoadsiad jeo0]
© wodj Sjeads ued jey) vae oA Ul dpest ABHNUILOD WH{SIA] [890] B YIm
yonoy ut noA nd 01 JdWaNIe j{im dm PUE SN JOBIUOD “DIRIJIJE SMAU [BIO] B 4B
ok 31 “epbE-£8€ (€£17) 18 DV Bunoeiuods Aq poBueiie aq Ued SmolAIIE
BIPO]N "puRY 18 J00fqns ot Yiim sjeap jey sutzeSew | jamuyy oy ],
woL SI[OIUE JO SIS © pajutidal oARY oM JUSWAIOJUD ME| PUR ‘SIaPB3]
WISAIA] ‘SWew| 10§ PUly | .NOA Jeym 0} UONIPPE U “BIPaWI 3L} 40,
‘[e1ousd ut
Jatss0us me| Jo uondadiad pue ‘ssasp “opusd onsoddo yum uondrs
noge s3pusfe [ed0] PUB “21EIS JRIAPS] J1LONPS 0} SANUNKILIOD YIS
1Yo pue 201sn{ Jo waweda(] 'S} 941 pm padojaasp asem sautjapind
3594 [ AHUNWIIOD WHSHIA AU Lim SUnORIAIUL JOJ , SUOHIBIDPISUOD
[exmgn),, pue  ananbug anbsojal,, Ino apiacid am UAWISIIONUD ME] 104
Aoty st 3af aseald ‘sourjaping oy wowsdun o3 apidap
nOA J1 IO “£hpe-£8€ (£12) 18 suonsanb Aue aABY 104 J1 SN 1IBIUOD 35I|
“Sporqpaa) noA Ur paisaudul sAemie st pue nok ynm diysuoiielal e pring
01 53935 DHVJIA uoneluswdiur pur MaIA3I INOK 10 sautfaping anbsojy
PAPUSHILODY,, INO NOA 0] 3udsa1d oM ‘SISPEI] WHSAA PUB SWIRLU] 10,
B10-sedwrmmm/:dny 18 2SGam N0 UO PUNOJ 3G UED JOJ PURIS 9M JBYM pue
OV JIA 10QE UOHBULIOJU! DIOJA| "BIPSUI 94} pUR “JUSWIAJIOJIS MB] ‘SJapes|
ANUNWOY WHSTA] ‘swews] 1o papuau st pue udiedwed s)ydu
JIAID pUR WISLIOLIS-IAIUNOD 19PLOIq 5, VI oY1 jo 1red st apind sy

PETY NVHENO | puaty uiwm v atam oy ySnoyy
$D 211022q Jj1on i Som JJasAi] pup WoYm UsaMIq ‘2 *0] pUuly 4d312q St

w01 Bunprawtos yim a2 jadas ‘ponba oq jouuvs pas pup pood [oous] mg V M

0L0°G¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00116 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



113

Shisig o suvisedog

i

G pus g gy
I AL 0 neamg esopsy

g ety Aees

Hpenssy

R g

DL 363 4

argmysa i R

i iy S BB S F

g i

5 woioury 0 I SIR0F DML 29

ey Ui I TN A asdapiy v prsd

[V i) eariomry nv::r 30 Ap1oo% JEERISE AL
T JUSHASIOPUT JO JUOmSIRIE

LLO'SYLOS

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00117 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



114

7,

0 a1 fo P00
Mol Joye 1

‘YeMeuryey A URLYIE]Y NUEEJES BA\ SHOY? INOA 558[q pog) ARy
10LLLS (TOT) e 50140 [ruOliRU
S, DVJIN 19200 “TOLIRINSUOD JO [BLIFJRUI I0US 10} PIOU © S 43U} J|
*aA1109d819d DLWIBIS] 9Y) WOL WSLOLS} FuISSaIppe SAIIUE PUR ‘SUEILAWY
Gely pue SWH|STA] UEOLIOWY Ytm SuioeIalu] 10§ SUOHEBIIPISUO) jeingjny)
:apanbng anbsopy “saurfaping anbsopy ‘wesBosd dos-i s uSredwes
3y ooqpuey iy ur savard Sutmoijoy 2 puy pinoys nox -ued
styy Bunuowspdur w diay Aews yorym jerisrew aip puy aseald udtedures
© YIRS JO $58000S 24} 10} feannns st uoddns pue vonedionted smox
‘puey oy} JO me[ SY3 JO Spunog
U} UM PISIOIOND PUB UOIIINSUOD AU Kq pasjueiend se yoissasdxa
204§ pue JUSSSIP JO WSLI YL ISIIGXI PUR $ALGI 1AL J1dY) paens of
pofeimoous aq pinoys Kaip st agey pue yosads a1ey Jo spury je Lodas
pue juaaaid 01 paddinbs aq pinoys sunsaiy ‘paysune; s1 ued sty oy

‘sa1ua3p
Jusau0fiz o) pup sproylo anbsou £ paonpopf pup paziupd.o 2q
pnoys sassppo Sunav.ay pup sumaof uado ‘Lioffs sy 1of ‘wisyy japmgy
01 31qV 2q 0F Ag1a1100 foUtiLD JoiTuaIod Aup 19312p 04 Sijrys Burambay ¢
spnpriput
Aq pasnvs sdpysi 10 101a0Yyaq 241 40f qisuodsad pjay aq jou
ppoys samsvaut aporadoddo ayp Budyddp st iy anbsow y
UONDZLAOYIND JNOYJImM anbsowt ail 03 jySnouq sy 1oyt 2angw.aa fo 2oa1d
£4242 40 HOS42d L4242 110GD mouy upd diysiapva] sy Wiyl so1uUpond
ayduoo ou s adayy seovpd oyqnd ‘uado aq sompp poys puv aiv
sanbsout w1 az150ydwd of savy 9y (CE[ ¢ UD, ANQY) S42491)9G fO

UOISSTIA

ugiddid™

A 2 41 Hfpuaq SADAD [t SUIPUIIAL IDY] SN SAYIDI] D, INGY
a1 124 “dppradosddp st joym Buop Appaipp 24v sanbsou fo Ajpiolow
1SDA. 241 IDY] MOWY 4 “SHDUIG JDI00S PUD IUOLDINPS ‘Ionirids Sit
Y25 O JID OF 2]GISSA02V $1 YoM ‘anbsow 2y fo anmuogaua uado
gy Burniogdxa wioyf suosiad umowyun PazioyUN pup SizpnHM
yuanaud 09 SNV PUp JUSWNO.NAUD InbSOw-12)u1 3 SuljoFUO))

o~

SHDIDQUICO-UOU UO

aravy Jugoifut 40 afiy uowny fo UCHORASIP [OPINNS ‘SUDINALD Burtany

amaafo) jussop sy poytl fo sdaouos apqou ays fo 1iod s wivysy

ur 3133n.us fo suiiof yqoidasov nasflip sy wopsy ur 3183n4s fo

ULOf D SO PAIPISHOD 3G OF UISILOLIZ] MOJID 10U SACP IDI] PUIUUOMIALD
JupyS] BUOAS D 310240 OF HOHDINPS PUD SSIUDIDIAD SROISNAY [

:spusuodwos urew 3ay3 Jo pasoduros

st yBredwes oy wsuoud], 1814 0) uBteduie)) s100ISSLIN) [EUOLEN oY)
younej o1 AN 3 HOOT (DY) {IOUR0) SITRYY JN[GRd WSO 3y |

"uonnjos au jo Led a1e am JBif) yrUSUOLWSP puk aandrold ag o1 1ydno sp

-vondaorad siyz 3fueys oy pue £sejjey sty asodxa 03 suoneiaudd mau no

pue Aunod Ino ‘uoiBijal No o1 1 M0 A, “PaYjorem aq o) spoadsns se way)

widop pue sunjsny szijeurdiew o} 1isul [{ia sisiundoddo jsaumur erads

10 SO1jEUR) [I2IRY D1 OYM ISOY) JRY) Juaf dy) S| 2191 SUSZIID URDLIAUY

ISOUL Uim DUL] SIS 311 U1 SPA[ISING puy am afiya Swuaddey woy

i JuaAd:d 01 LIOYD 24 JO JUOLDION S B 3G PINOYS SUH|SRYA J2Y} STIOIAGO

111 “semnoped w1 AUNWWOD WISh]A 9Y) PUE SjOYM B SE ANUNoo sy)

[eJoq Aew 1eys saousnbasuod snoxsesip ayy jo areme Furaq pue Kiyiqissod

SuusyyBuy © yons Jo 508} 341 uf ‘sABIS payul) oyl JsweSe syoene

uejd 0] NUILOD SHI0MIOU ISLIOLII) [BUOHELLIUI Jety) ajedipur stiodas
22uaSH@Ius 1007 ‘11 Joquia)dag POUIS HAULIAAG ST 0) JINQLIU0D

01 pue A1unod Ino 159101d 0 SWI[SHA UBOLIBWY $8 AIND N0 St wH

24N SO “SNOIIDLL) ISOPY ‘POE) JO JDN Y1 1]

9STT NVUND,, Butyv21q ol ssouy yonys
‘appupyy Suodis v padsvd A1ains svy Yoy Wi $242112q pup ‘SS248sUP

O 2501} Aq P} 2q 01 SoSHf24 42420SOYM OS 40443 WO IOULSIHD

U102 SDY Ao 1y B1d 3y ‘Kjaang uotSipat up worspnduiod ou sy 2494 | ‘W

2L0°'SY19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00118 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



115

"SINANID PUD SADUDIID HNALD P anBoporp
ynofaan up Jo 1nd 2q anbsow oy} ) papusuuodad ydny s1 Y 7]

HOUDINPS PUp SSHUIOMD JOf SUOUDZIUDTIO SPYSL4 1412
ynm uonv1adood w pray aq pnoys suw.a3oad saijo pup s3uioapy [1

uounIsur i Jo Araoymp aiugnSay ays Jo vonido
SuAYInD 2} Masasdal s smatadand Sl pup siuauairs 3unsst
£0f apqisuodsad 2q ppoys uos.iadsayods augy pap ay1 ul SPIYIO
paioate pup pipaut [p20] i poddps v dogaasp pinoys snbsow 2y o1
SAINIID [DUNUILD 12213 foad
01 MOl UO GIIIIOD 2} UIDAI PUD ADINPD 0] SHIUISD IUAMIDL0fUd
Mf 0] (i woyp.adood ul paBupaw 2q ppoys suwiSosd pry2ds ¢

TUDULIIIOMUD D] [DDO] PUD dOUJO [PUOIB2A § [G.] 4]
e sBsaaw srqnd saajonut poys diysuotvias v aavy pinoys sanbsopy g

PapIoap 5q piroys
pasn o1y apqisuodsealy “3jdoad Jip 40f afif paaoadua 01 Srpvay
sanSoip ur £auno ano a8pua AJ2a11NASUOD puv UOISI]24 NO

sourepmo)

anbs SOIA] PODUGLLITIO:

JO sanjoa 10243 ay1 1uasaida4 01 pasu ) “SUDILULY PUD SUISIIY
240 2 1oy} 100f Byt Surzisoyda ‘KuowDy Ho SnI0f pinoys syoy '/

4BAIIOP OF INOGD ST 3YS 40 DY XIDI YY) JO JBIIOD dif2
pup s1 1san3 auy) oym mouy o) 1uprd s1 1 “saaypads 1san8 fo asvo uy g

218 'SWIRH] paIOIs Layjo pup s3pq of pind aq piroys uonuanp porosds
‘parzadxa st 2oustpny 2340) D usyn SADP 42410 puv SAopLaf Butmc ¢

012 "DLI2J3fDD ‘SJIOUNOD SISO

uadvad ;nogp uonputiofi so yons ‘pasu spdoad saotasas afivads

a1 Suipraoad fo Kupqrsuodsad 2yt usal8 aq pinoys spdoad pajpudisaq
paBouvt pup paiaap aq pinoys anbsow ay; apisut Kffy ¥

paupniom 5q snbsow sy fo Buisops pu Suuado
aufy mogn suoupinSad 1oLys iyl jupiiodud aiofaasys si iy saipovf
BurBpoy ngdneano moyp o1 siuiad savy jou op sanbsowt ano fo Jsopy €
panqujod aq proys saysaads pup s3uriaout dnosd smward
pazrioynnun pup ‘diys.iapva) paBpaimowyv ‘swuandap Aq pazrioymng
AG PINOYS S43)U30 DNUD]ST PUD nDSOW 1) IYIIM SHNANID 1Y 7
Sty prounuy pup udsayyooq
suapdsupay puv pouorssafosd awanoov yim smppusdxa fo swon
PUD 200U} O $324n08 07 UONUND Jifioads yim ‘Spro2a4 porouvulyf
A13Y) WDNDU ()BIDANIID PINOYS SADTURD IUUD]S] puD sanbsopy
SMOJ{0j Se e Sauljaping DIVN Ay
*S'r1 a4 ut voneziueSio unisniA) 1598} oy
- BOLIBWY YUON] JO A19100G OIWUE[S] 94 JO JUIIISIOPUD [BIOLYO a1 yBnoayy
Anunos oy} ssofoe sanbsoy] Jo spaspuny jo poddns a1 paaiaoca:
sei] (D LVN) udreduse?) WSLIOLI] -IUY [BUODEN S, DV ‘dep orHL

9€:p NVHNO |, IsDoq aiyi pup 1up30.44p
a1 Jou $340] YOIy Ajang ssassod spuvy w8 mod woym ssoyt
pup saanflom st puv “apis anod &g uotupduwios ayi puv 4aBuvys
v S oYM 40QUyB12U J1Y) PUY UDIISULY D SI OYM L0GYS1au 54} 01 pUv

‘Kpoaut ay1 priv ‘Suvydio pup ‘paipury o1 pup ‘spuasnd o1 ssaupury

Moys pup ‘WL ynm y3noy aipiossp pup yoqpy diysiom h:v\vv

€L0°S¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00119 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



116

LOPUIT SUDS YN JIDLU2IT 01 LIUYJD 42pUIB DUIDS 2SN ‘BIQUIDAD J] 9
JPULIOf 3G pIoys HONIDARI €

2oupystp poorsayd Wworinpy

JIDIHOD 2A2 JUBISISUOD 12241p PIOAY “§

xas apsoddo yonor Ajoorsdyd wou o ¢

sanssi isapowt Jo pnfpurur 2g [
4apuagy apsoddp) ypm norviaguy

uooussI
402 U1 SHNULL 06 - (9 SISDL ‘ASI0M [oununio? fo Kop 51 Abplog g
JA0OS I M A 42000 Lot 4200 dpowd.] ¢

wadvad Surinp
wosuad 01 Y1 01 Sl 40 J0 1ol ur Suryiom ‘Bupidnaiang pioay ¢

w1 01 unpp UasM2q anbsow 2y
0 ARID 4] OF 30241 AOf UOHICS $1 1) pisty A0 1 St} 2AY 41730 L3DA €

uo yjom of 1adavd 1200 wuliadod
20m)d 40 201 280U ‘SIOYS YN Jd40D 7 Bnd wadvad uo Zuiddoys proay 7

UIWOM Ui NI 40] PISH SHUNBIOS 240 SAIUDLUD d10.40do5 |
prsopy v 40 anbsopy p Buspisig
012 's8pq ‘asand upa up upang) b doay 01 uoOWWOd S1 i1 €

400} i to
1 2oppd 40 uon fo doy uo Bupiawos 2o01d 40 U0 23um MO441 10U O T

(urpAqy o) PO AL, 40f plom 21qUAY SLyUYY ']
(supgsnpy 40f yoog A10F) nvinQ) 40 spxa], snoiSay Sunpuvy

Hmoaooaow:m me]

Q,uw)m

aa0uad 42Jo sppwaf anviy 40 ‘SO 4RO O MAA 241 1O KpID DD
2atad ut fjasial QIR a0l 01 43y 18anbas ‘Paacwas q 1S fawds fj ¢

Qqroaof fias Sraowad 40 1apuad ansoddo Suryonos proay

24410 2500]
D3 pur (qRiE]) A0S D Yitm 200f pup 4oy 13400 Aot U0l

UBOZ 33007 40 AVINNYS AWM ‘Par2q 24Dy ADM UI T
UIHHOM PUD UL 4O S524P ISIPOJ |
ssau
Pao0.4 40 PIBBNG 240 SUONIDSUDY
Jorountiyf ‘osn auoyd ‘sowioy IDY] 312G D U ISRASIUL [DAIUIE D ST 4Y] ¢

(OFT ‘swoysn)) (Dysiopy St SNI 19.:4)
Autoymp auws oyt 3q 0 paniasuad aip SHNDED JUIUIIOMI WIT

Aoy 40f 1adsal y3ny v Ajpaus3 s1 sy ¢
$102dSNS DUDWOIND 24D AJY) 2A3I2G SIOUL UDILLUY WIS PUD DAY 7
oinag Kaaqriq
01 uado ‘dnaion utdio fo Lqunos ut sp suws ayp ut paciadiad 2w a10d [
Sy yuamassofusy moy fo vorndariag
(LAVINS) 9904 NSBL 0IM0SOY PUB YOIBMBIPII
PJIS pue ‘saimn)) SUIPAUUO)) “HIIAISS SUCHIEIOY ANUNWILIO) 2onsnf

30 wauntedac] S AQ PAINSSAl] SURSLIBIIY UYIS pue WH|SaN ‘quly
dunmresy Aduseduwio)) fernynyy Suipping ui paysijgnd |eLseur sty

(suonvnpg SISL Y- UON]
40 Dualiawig-uon) Surmq) smysngy uvouury
s SUNODIIUT J0f SUOWDAIPISUO?) [DITIIN])

815 NVUNY , 0p nofiwym fo auvmy s1yofty Gang yogjy w2f puy
‘SSaUSnO21YSL4 OF 404021 51 IOY T 3Snf Aoy 3¢ “2o1sn{ yitm Uyl

asimday10 100 o1 nod anout Kz sapdoad v jou 1ap puv ‘Annbo ur

ssaupm Suriwaq Yoy o ssnvd ay1 Uy ISH[PD2IS g [242113q Oy 9] VV

vL0°Sv19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00120 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



117

{SUDOOA] pue SyIeYS umouwyun

341 1UBG 01 SNULUOO Teus sepusBe UmOuyUN 31 10§ 1P O) Wl pus
pue Sunok snofnpaid ay peajsiw o panojdxa aq weysy [im 3uo] Mo

{SI0[BOZ JO SIAI| Y} Aq pasey Jo o1y

a1 Surjany dosy Anperoipiados pue “wsipeuonouss ArendoBewosp fjim Suol

MOH 2WI INOQE 31 ,UST ‘JoU PIp A3t} §{ (SSPUSNOLIDS NP S Yjim nsst
S1y1 1o 3ye) eruwn A Jo diysispest jenplds pue [emo3(aIut 3yi pi

;mOI3 pue o

11ds “uo 08 s1yy 331 0 swistwaydna jo

1ym 03 nod o ofy sv apsodo Si pub pory of puodsad ynof 01 pauiviw

2apy oym >4 (),, 31f O) []ed © St 18y UOISHAI B UL DAIN[2q O) UIBD I,
56D 0 TG SUILOU DAL ) U JO 35U JO A

BAU00q AR U0os ‘ol sSaK 10 SOUSIIIP 9IS O A st s e Sunuoy st

‘uoneLsqe

apeiadsap © j10u  1pueiado Snpow,, & swooaq sey Sulj[Iy apiotng "Jusojy ul

spany| aY) ‘velsiyed ur ‘serys sy ‘beiy ur stbesy jo By oy wr Bungjnsas
‘Aprep Sutuaddey Butpeasp 210M 3M 1BUM 335 9M MON "9STIED JUO IO Plat)

2UO 0} J]3SH JHI] JOU S0P Jey) [eAidS [JIGUMOP 03 SN SaNED 1 ‘3] UBWINY

uadedyd pire esp AJLOJS oM 20UC TRyl SSOUBIEME SU) SE {[9M S8 ‘WIRS]
J0 SuipurisIopuUn IO Uo Paseq A[SNONUSIOSUD PUESS TBY) 003 S

"S1UeIRGIOdUOU KoJjsap 03 uodeam & se Apog

19y 0 suy asn uosiad & sjadwod Jey)

spury [Je Yeso pue ‘sajeqap [esnalosy)
4o Ainxuj ayy u >3npul am pIp MOH
;png ayy ur uouswouayd Ao sip

diu 03 jrej ‘dnosB e se ‘om pip moH
‘Buryareas-jnos pue uruon
~sanb snowss A1sA yBnosys 08 oy yBno
2/ ‘uOIBII SIY) UI 9A01{3q ATl am §]
"193uep 0} RO JO sprElIqeyUl
a1y Jo saAl| 2 Buisodxa proae 01 Japio
w K1ess20au 2Je A[IQIX3[] pUe RIS
-jjos Jsounn jeys yeliqhepay] Jo
Ajean) oy pue peurweynjy
3aydoud jo sjdwexs oy ySnoap
st pamoys Jeys pue (S61:7) , spuvy
umo mo g uoyonysap omit fjas
-0l mofi 101 O(F,, SIOPIO 1Y (TE6)
. puIyuD 1o JO s241] 21 paans poy ay

(S10]0BZ fo saal) ayp Aq pauvy o
aa1f a1 Buyanf daay
Apyproyfasdns pup ‘wstjpuorours

AuanBoBvuap |jm uo] Moy

Fuiquioq apioins 1sutede puels 1es|o €
300} {[11s am “dunBas proypede uoseyg
atp Jo saopousd fepuq s jo uon
~RUWAPUOD 11O JO NS U PuB “SHO0S
Auimonys pue sueaw frysoead ySnosy
PHOM 3] JO 35UBIDSUOD Y} A0 0F
Buikn jo uonensuy ayy pue Buisyns
ueruIsajed 2y} spremoy Aedwds pue

Buipuesispun dasp no jo ands uj
‘shepemots sunjsnpy Suoure Jumoss
pue Suneaddess 51 euswousyd aji-pue
pue aameu-nue ‘weysi-nue K@n suy
e 298 0} Sunune(e K134 1] sa8y
e A[1e3 34 Ul SUISSESSE Y} JO UOLe!
~1oqe 2y} Jo uondaoXs oY) Yum uonezi]
~1A12 D1ue]s| Jo K0Sty 2 ynoyBnonyy
aJel pue 301eds sem FunySy jo

yBnoyp sw aq s 11 ‘afip v Saaps U0
-Aup fi ‘S22 pUIyUD []D UIDJS pOY
2y y3nows sp aq JIPys 1 — Yrwd 1o woudnLI0> Buippaids 10f 40 adpanu of
quawystund up 2q 11 ssopun — Buraq uvuny v sAvps suoduv ff,, 31 uewmy
01 djqruIBeIUI SSOUPAIOES JI [ SMOPUR JeY) (p7:8) ., ‘3fif nod anE [iim

2jA1s sty ey Aes Apaie) ued I\ sowy
jeonqig-2ud se Jusdue se st asned
13A9JRYM 0] 13130 KOJISap 0} uononSaP-§19s FurApiiols jo eapi o.._rH..

Y007 (idy Inoyiey YRl IG A9 _ 4Ny pINg 2y |

801:9 NVUND,, 0P 01 pasn Aays 1oym JO wizyz wiofit (o of] puy
SUARIAL A1DY) ST PIOTT DoY) Ot UDY ] D] wipas 0] SBUIOp 41alj1 PaSNDD a4y
aapy apdoad Lisas opun sniy[ 2ouniouSt 12y} ut Yoy asnge ouds fo

o Kays 153 Yoy sapisaq uodn oo Aoyl woym asoy) Jou asnqo EG\VV

SL0°Sv19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Sfmt 6601

Fmt 6601

Jkt 056145 PO 00000 Frm 00121

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



118

(OE-6T:1) .. YOI 40f o101t ASDd Up S Joy1 pup 341 D

ur 15004 Joys a4 “AnfBuoim puo uoissaisup.y ur ‘os sa0p 4420144 noL

spapa01 2ppuoIssodwiod st Yoy 40f ‘saajasanod iy j0u o(7,, peIUBYNA

joydosg 01 pajeanas se axaduds [euly 3y Jo 2513a Bulmoljof a1

Ut PAZLIBLILINS 3¢ U SBUISG URUNY JO SUONEIDUIT 2AISSAI0NS YBnoay)
pajeanal se aBessatll SUIAIP AU} “WIAISAS Jaraq wWSny 21y 03 Burpioddy

“Burf|Dy JOYLIN JOJ SUOSER! PUE SIISISACLUOD “SUOISUS] IO

Fureard sty 0YI0 aY) Jo AurWINg 24) pliom 313 0) saoid 0} saLy Youd

M spaoa Jo soptjod aug Kepd jeaouad ui AFispd pue Aref ‘s12joyos ‘0wl

pue Apomugs ‘yoneu ‘uoiBas ‘uordjal oY) Jo swiey ul J§ AoNsap 0} puaju

USYO oy 35041 w0y 3t Suiaes pue aj| uewny Suipusjep uel ey

“UOLIBAID [eUISLIO JO S Y} dUIS SpuBY uewny ul pasodas sey sulAl(g

U Jeip) 3STUy pasoes e st ag ey Buizt

paystaad $3ORIq JO SUOL[JIA "YE} PUE Sa0{RA UBLSLIYY Aq podusnjjuy
a1om oym ojdoad Aq pasnes sem SaNRIS PIN[] S SUILDIG JRYM JO SUAZ
-3 2A1RU JO Juadad G6 ueys 210w Jo sa1oussew pue uoneSnigns ay |
0661 -PIuu au ut pat ¥ apioouad onewsisAs ydnonp ysued
0} SUIISHAL PUE SHOYIE)) JO SPAIPUINY POSHED SGIS XOPOULIQ UBISLIY)
"ajdoad ysimag 4} JO 1SNROOIOY oYl Pasned AURULISC) S, IO URNSLYD
'sjaqeyf sno
-LfeA JOpUn 3jI] uewny jo AWouks ay Sunejoia ui 2Ylo Yoea jsuede paoel
Ajjenba aARY SURHISLIY) PUB SURISNJA ‘SM3[ ‘SUILL JUa1 U] a1 Jo ajdd
-urid QUIAIP {B1IU38S3 35010 i Bunoadsal Jo Moys usfjey sKemle oaey afes
-Sauw STy} JO SI9MO]0J 34} 194 '} PUS 01 YBLX oY) SEY AUOjR OFf PR ‘3Ji|
O 12AIT 2UL puB S0IERI0 33 ST POT) 1843 9A91[3q SUOIBH31 dusIYIoUoU!
[iy "suodeam [exdojorq pue [eonusyd

“feas Jnoym “a41f Sujel Jo oL Hayy
Jo5 suorreuridss [eontjod pue snor8iyas
S3AIS SUOAIIAT] “SILLI) 10O UY SIB[OIDS

HONDAD JOUISII0 0 iUt Yyl 20141

“responu 3t} Jo asn 3ty Suwkojdure
SPOYIAUL - ISPIUL-SSEUL 0] LOSHI MOU
[0 SISGUIOG SPIdINS JAYIOYM S} SPUILL

snoifija1 pue sperdiyo a1jgnd jo Aqqoy spupy upuny up pasodad Soy 2ulal] 2yl Iyl s, a1doad oy Buryjess mou Jesy sy

1ejndod & awooaq sey oj1f uewny
Buryey Jo uogeoynsnf snotdijay
‘SOPEIBP OM] JSOWIR 1O SIUI[PLaY

“uay 9ouls Ajqesopisuos dn suod sey

ISHAY Pasovs D §1 2f] 10Y1 BUIZIDa4 JNOLYIIM By 341 "000Z 0} 0861 UMq SaLn

~UNOd WAL UL SUFNO TUSIIIP G|

U3 BuImmy usaq dARY SURTUNSA{Ed “afi] Suypi fo uonov n1ay1 40f suonpupidxa moqe Aq pakojdue sSuiquiog sproms

paidno00 3y JO Spuey Y} I8 SMIL
uelIAL JO Buryry 3y puy "uoiBuiysem
puR JI0A MON UL SHOEYE [EPIOIS

00 SWIOS PASSILIA SBY PHOM Y|

pooujod pup snot8ijas $aai8 auodiaay Butjiry aptomns yo

SIUSPIOUL Ul 3514 pajuspadssdun ue usas

3y pay swsniy 2q o1 upme]d ssop SU1 O Ul SADJOYDS SHOISIA P SIDIdYTO sey Amguss 3517 3ys Jo SurumBoq sy

udYAr SABIS PANUN 2Y) Ui paystiad

“J PIAIADY AIUD iG] Sy} Ul SURISY

adoad gpg°c weys 2107 "WISINPWIH Jo a1qnd o Aggoy avpdod v awo20q svy afi ajiym 1§ paonoeld unkiysiyser] stz

SIOMO[[OJ 9U1 3q 0F wiepo oym sjdoad
JO spuey 3y Je Jruysey] Jo apis ueipu]
9t uf paLinooo aAey sBUIIYY 000°08
13A() 'S3001 Otepuy sy ui aprid Fui

upumy Suyo] Jo uonvorfiisnl snoidnay

1318} SILINIUAD Uy ANYUIS 35| BY3
ur SUedIS ysimar avy Suowe pareadde
153 SIOGUICG IPIOIMS "IPISIS HWLLOD

O} PAPUSKU 124U JeU} AUBW BpajoUl

e} 29e1s A AQ PAIOESSEW U23q 9AEY
SUBISLIY,) PUe SWISI)N UBIULSa{R] JO SPURSIIOY] ‘SAPRISP 9AY 3940
4oySy wejsy pue wstepny ‘ANuensLYy)
JO sauueq 31 Py Jeip suoneu Aq pasnoeid Ajperdiyo Aeaes SuLinp

JoADUIAT DY |

(IO 5221 Y

os[e pajjiy asoy} -sprows Sun
-nwwod Aq A[jeqold Jeak A13as saal] syl pus sjdoad uoljiw € 134

$O0T 154V WRITPAY WRISY 10 A] _ 4/i5. 4 A.»& L O] PUIDN] 2SOy 4 H]

9L0°S¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00122 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



119

(£8:21) , opdoad Buaatyoq

-s1p a1 1daoxa 20043 § pon) JO saodsap UON,, [yBe) SUIAIP 2u) Jo wed Jou

st #1doad Jusdouul Je ApIRIqIRp PA1osnp s 1ey Sumy-pes oy siopenad

-1od pue swnoIA 3y Jo ssajpseSal uoiBial Jo sweu ayy vl Buop Juiiry Sy

JO UONBULIAPUOS N0 $S21dX2 0) $1 0P URD DM JBY) 1583} BY |, "OLI0JAlL puR

SpIoM pUoksq oF st am uslf} ‘30ead 0] JUSWIHUWIOD IO MOYS 0 Juem
am J oBessour sWAIP ay) Jo sjuaidioal

. HOA SPADMO] NfIPY 1 por) "saayasamod
111y 10U Jioys roy paiiuciad s stonopsupay ajquidadp Aponinu djuo

- dqpony sanadod s ayio Y0 SUNSHOD oU Op "dad1eq oYM 1o (),
(S61:T) . 2/GOIMLYD Y] SIA0] POLY 'JJGIIDYD 3G [JOYS ROY UOYIMSIP
01Ul SPUDY UMO RO YW SIA12SNOK MOAYI JOU Op SpOL) fO asnp2 iy

i prads fjoys nof,, 1a{qns ay) vo 1PUIISIP A12A BIB SHSISA SIURING) Y|
“PIAJOAUL BSOY] [
o1 Arostut a10w saaquesend Ajuo i Bunjealq sjigm Liojia pue soead son
-ueiend me] s pory Fuimofio] wayt By oym spdoad 2y jo prepues syt
0} SPIEPUEJS [RIOW JIAYL JOMO] J2AU P[NOYS SIIMOJ[O] SIH 1Y} Spuewap
awai(] 2y | 1ofue Jo 3ousfoia yBnosys jou ‘sueaw [ryaoead yInosys sonsnf
pue 30ead 10§ H10m 0} 9FLSSatU SIE JO JIMOJ[O] Y] WO SPURLISP SUIAI(]
QY. "SALLIED I JBY [aqe] SY) JO 559

PapURuL AU} BIB OYM ISOY] Yorpe

10U S30P DU "aBLSSIW DUIAIP AU}

Jo uorsusyaidwos a1} ay3 10 AIssa0au
© SI T {9ANBUIONE UR JOU S1 3083

(E1:61) JwzIUB0))

SIS ST POD) “SROINSLL IS0 Y]

$t pos) Jo wB1s 2y ur o Juown 1s2q

Ay warioun ano 2730224 Lo nod

oY1 *soq1y pup sajdoad rousip nod

PaadpuaL pup ‘I af pun appiu auns
ayy wodf nok paaid am “apdoad ),

(06:91) . poay ayoy Ao

nod yougr nod suamyBiua sy UOLSSaLS

-SUDA pUp ‘204 ‘J1aa SPIGLOf A puy

'seanwpa4 2y Supawac pup pawyo>

20usnf samooapp pon),, (661:L) . o4

-ouSt a1 papBausip puv SoUD0) 00

#28uUp 140 20uB[OIA YSnoays Jou
‘supawt [nfoovad ySnoany
aonsn{ pup 2o0ad 40f y.10m 01
a8pssout SI f0 tamopjof a1 wof

Spupwap auAIg Y[

-paeSas oyt uewmy 100dsas pue ‘$0104>

{145 01 10U ‘Splepuers jesow 15oySiy

0} dn a1 ssnw anydiios aurAIp jeuly
33 MOJ|0} U3 01 WERO oYM D50Y |

‘Kusowiue s pauingas aq jou

1$nw Lisownue pue JIAs Yyum piedss

10U 2 ISTUI [IAS "YB] 2uiAIp i of Bui

-PI0228 Jngl "UOIINNSIP HAY) Uy Jjnsas

ey suonoe Agnsnf Koy Aym st ey pue

[[oM Se SIaylow pue uaIpjyd Suiyny

st Awaus oy vey onflie o) Ag 3id

-03d JWOS SHWILAUWOS "SHf) SISUED JeY)

UOIDE 2} SUISPUO PUE JOIARYDG JO
PULY STU Yiim S20.38sIp Ajje10) Weys]

*SSOUIIM. JO 995 AL O}

HSIM [J2 9M 1RU] SUS0S SHOpUaLIoy pue

[yme ue si )| Tagowpuesd e Jo Joy)

-0Apy ‘uopapd o7 140524 fpoys nof,,
(19:8) , JU10STUW) B33 ADADIL] AU}
51 ofy pon ut 1sny ok ind pup nok yoys os ‘amwad o posas Koyt ff,

-ejpueid e aijows e ‘pjIyo € IIPJos &
US2MIDG SOUSIBYIP SU) MOUY JOU S30P
quiog 3y Surquioq aptains Iayye soejd e JO SaUIS Oy A | UO Yolem pue

(6T ) . SPHUOUD A0 YHM UPAD MOWY DM JedY TBY) SN JO [[e 10§ SU0Ssa| 1eald Auewt sey uoisstuiqng "por) 03 Suiddiys

apdoad aup puv sa0qyBiou no yitm 2002d yp 01 SN SJUDM OS] POL,,

-~JOM PUE UOISSIIIGNS JO 108 218 a1f uewny Sunoerosd pue Suyoadsay

96 NVUND, 23pajmony
ou aavy oys apdoad v aap Koyl asnvaq s1 oy [ An2as fo 2ovyd sy

Oy K200 UYL YOIY JO piogyy ayt 102l Aot 3y 1oy 05 40NIN01d

winy jup43 ‘oY1 f0 uo1210.4d 3235 S4210)0pP1 31 fo 2140 AU fi EE\V ‘

LL0°SV19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00123 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



120

a138nys suy pue Knjenb siy presmoy uonnjoas femtds jo yied sty ansnd
0} pajonnsul 51u sulsnA [V "sonoesd pue aeun 01 uodn psjjes 1811 H1e
swsnpy Anjenb ags st it ‘pony jo Arjenb Arewnd aig 51 Kotsw g “Kpresy)
<« TYIMSIA Y1 JUDLIUIE Y} POD) JO SUIRU BY] U], ‘SPIOM 243 YiIm
uiBoq Aep © saWN 3A1) SUH[STYA UOHJIG §'| AQ umjods s1okead ay g 'aq

0} suewiny sanipe o1 S JUJOAIUSG PUE [IYIDIDUI [J& SA0qR ST POL) pUY
. PoD jo uonejduay
-UOD PUE 9AAISS ) 0} AINqLIUOO 03 Jueiodwi Fuiawios daY saauNd
Wapows pue {euoiipes) Yog IoymAIdAS PIouoy pue Passaossip aq
01 S110q ‘PN JOU SI YINI],, ‘UOPRI|IOU0IY JO dIySMO[[a,] 43 Yiim
0[{9,] 20834 UHISTYA] ® ‘SLUIRY BIqRy JO spaom Ayl uf (S11:0) . poD fo
00,4 A1 St 24Y1 ‘U] NOK LDADOSLNYILY IS4 A} pup

1s07 i Buoaq pory of,, ‘ueIng) s

U1 up 2oupUISNS 4oy) Suipuif ‘aajo a4p Layy Aoy poap sv dom s pon

] UIDJS 240 O 250Y) f0 JOU Yy, 9SIBA ST UMOYS 21am Koy sdeyisg

“UIAE3Y 0} puadse A3t} 20UC PON) JO apis oY) 1 aveld [eioads v uaid

a4 [[1M A2U) — SPIOIS “SIURJRQIICO-UOU JO Sa3Bne|s — 30UC 38 S10¢ UappIq

-10§ {e12A3S WO KU J1 Tey JySne) a1om ADY) Patels SarYy S[EnpIAIPU

9saYy ] "peunryny 12ydoig 24} 03 UOIRIFARI 5,pOD) AG USPPIqIO) AlIEd|D

SI Jeym poynisn{ 10 pazijeuoniel saey WSO 3q 0) sajastuaty Suidaje
suosiad Aq SUOISSIUPE USA3 PUE SISEIPEOIG UOISIAD]S] JUSDAT UIRHS))

Wel:D)

. POOZ 0p OYM 250Y] $340] POL) 40f :pOOT 0p MG ‘UOLINUSIP gwwc M:
IGLYUOD Spuply 4ROL JoU JYDRY,, MIPPIGIO) Aliea)d Osfe st apioing

(£61:7) ., uotssaaddo 2o1004d oym asoyy o

1d2oxa Anpsoy ou aq 24ay1 17, UP

u3 pazZiuB0094 10U S] SIMBINO U0 0) YInn
JO uOnENUI| ‘PIBPUS 'SNSIf PUB SISO
‘uleleIqy spnfoul weys| it paziuBooar
Kjjewnoy sajdwexsy "uoneso

01 padauuod AjBuiaof Kidasp pue jjim
sreuoissedwod pue WaoAdU3q 10Ul 12
-ySiy e 03 asuas ‘BuipesSap pue ysiag[s
10U “Jeuonjer pue aa1sod € U payOA

SHIIA ueing jlely oy ) uoIssiuigns asoyy o1 1daoxa Anrsoy ou 2q aiay) 127,

st wejs Jo Suueaws repnonsed sy
(6L 1:€) ., ansvou
JROLIM PADMOL D 200Y NOK IYBL4
op puv 2421729 24 fi pup sapsodp
SIE puw pooy ul aaatjaq o8 sespapd
ay woym asodand sy 4of sapisodo siy
J0 $3500y> 217, SIALIRW SISOOYD OYM
Ajuo pory pue por) st 1 jey pasydun

(c61:7) . uoissasddo ao10p4dd oyar

[U2PP1qI0f 140212 St ABIYENDIS UDIALD

~pgog 1383]o st JenyBnels uetIaLy
‘(Arguauiwo))
pue uonesuBi [ gxa] uend) Kop M|
‘I JNSNA YRIMpQY Aq 3519A 2A0GE
a uo wawwio)}  Aofd Kepjiw
10 35UaA2 “opei) 10 A01LH3),, 10} JOU
pue asuajap J1as Joj AJuo paptuuad s1
e 1oy st asay uonestjdw 1eayd sy
L9'8) . asiyt MBIy
ut panXs St Pory pup Aol asdf]
U} O SYOO] POy MG PO 51t JO
spooB paodwiar syt 40f yoop noy - pupy
Y] panpyns ApYBnodoy) soy Ay piwn
DM JO SIBUOSLA 3ADY PINOYS Y vy}
(tuvysy ut 42a8112q) apsody up 10f Buy
13f 10U $17],, [SHU] SSOU3 1B Jeym
061:7) ., 3405504880 jou

Apeajo st puy (£61:7) ., woIssasddo
201004d oym asoyy oy 1daoxa Anqusoy
Ou aq 2424} §27,, 3010} 98N pjnOM

Oy 350U} U0 SUONIPUOD JOLIS YY) JOIPERUOD Jou saop adessed sip Jox
(691:€) ., PL0T L1y} Jo oussaad

JoAvUty 2y |

WO SO[IL

$240] pOL) [OT “SIUIY SSAUTSUDAY 10U
op g nod jsuwBo By oym osoyy
751030 pory fo asnpo ayp ur w1y, KR SWH{STIA 1By} SITRIS URING) 9y

$00Z (v "am(y wry L g A9 _ WDSY JON] ST 40442]

8L0°S¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00124 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



121

JABIYDE JOU PIp UOULqa] Ut sBuiquiog apioms Ay Jo siojenadiad sy
“feury pue Ye|[nqza Aq Jjey Jatlo 3yl Pue ‘Sdd au) Aued
f1e, eg UBLIAS 9y} ‘UONRZIUEFI() ISLISSSEN-ISIe100S 9U) ‘Alied JSIUnWWo))
asaueqar] sy Surpnpour ‘suonezivedIo ISYEUOHEY pUR ISIUNUNLOD Je[NIss
Aq patares d1am sBuiquiog spioins (5 4ay280; fjv ‘Kousnbay ur peupjoop
ng ‘anunuod sYeNe a3 ‘spe6] oy Fulng 'spge 1 Ay InoySnonp
pautjos sem puesado snpout iyl Jey3 HOURQRT] Ul SeA )T pUB “UouRqY]

ur €861 Ul Yelinqzap Aq paouponul sem sSUQUIOG SpIdINS WapON
‘suoneziueBio /| Aq SSLIINGD §] UL 1IN0 patites syoene

apIdINS (OF 19A0 [[oM Udq IARY IaY) ‘(0T Jo Sutuuraq ays jo sy
‘spuewop dEa1ens 1Ay 01 BpusLng 0)
spuaunLIoAof 1o 210§ o) 10 soungas o3ueys o) Fuifrey APInus swn awues

ayy 18 3|1y “afesour oiqnd Surousnyju

‘sutzpEou UewIoN pqy 4of 1stuunyod pup jaod paysyqnd St
-Apyd paonpoid v st pup 7y Kopanaag ul uon) 101301004 [ AONPLLL)
Y[ 1oLl 2anpaan] pup OISl Ul (Y J 42Y PIAIDIOL HIND UUY LITY
-aou18 3o ‘Aujiqisuodsal {{ed A[2I9tU SIOYI0 PUB POD) 13IM SSUBUO jjed Kews
Suo0 A101o1A ey 0 Fuipes| Aipiqisuodsal jeIowWU pue [ENXoS UoKEONPa
‘A1914G0s Jo ot pausrdiosip e 3uryass 1S3p AU Ul uawom pue usur Sunok
Auews o3 djay Butpraosd st yorgm “weys Aprenoanred “siogo uordyas
adoy ayz uo Ao1at 9ARY 03 S10€ SHOIBIA.LI FUIMIWWOD JfIYM as[o Sulyy
-KUe JO SMaf *SUBNSLIYY) ‘SWISOA SBA[ISWAY [[ed oym dsoyy asopdwi |
"A121908 pue [0S Y3 U 30q 31BY JO UOHRIOUNUDS B pue A}
~fjiwny SutpuBwp JYIdIAUI [[2 SA0QR

Apaanedau pue sanjensed sjeds-ofie|
BuIsnes Ul sS300NS 1Y} SI IOIUWOUIP
UOUIWOD 3t} ‘SIIE) ISBY} PAsTt IABY
oy suopeziuedio aiy) Jo 150w 10
‘Syoene
arpeiods 10 A1831]0S 0] $HoRER JO $21098
woly s8uer weo suotjesado Jo [A3]
ays afiym ‘sajoryea podsuen sijqnd so
‘SUOTE|[EISUL JHWOU022 ‘S1adie) Aeijiw
‘SIRIOLYO JuIWUIA0S J01Us 3G ued
s1odie) O] "PuR| I5A0 10 ‘B35 AG P3AaA
~UOD PUE ‘S]NYIA B Uf JO ‘[RlINIE U
uo "Apoq UeuIny Y} UO P3jBIOUOD 3G
ued saaiso[dxo ay ] “uowom 10 udui asn
03 J2UIRYM ‘SIIIIOQ IPIOINS [BIDAIS JO
auo asn 0 JoyIaYm ‘Kiea Aews 1pueiado
snpowt aiy ], -aBueys jeonijod iof snsep

SUONDZIUDEA0 /| AG $2143UN0D ] Ul
JHO PALIDD SYODID BPIONS ()

{240 [jam U2 DADY 249Y]

‘FOpZ Jo Bunundaq ayi fo sy

pue SuIA0] ale sautjdidsip jeIolARYq
s)t pue uoiBijas jo paids ayy Ing ‘B
-KHI[IA Goad ‘AIBUE 9q URD SUSWEISI],
MON PUB PIO 243 pue URING 941 Hog
ur salessed jenpiaipu) 'S} 121391 ayp
0q 241 somid prom o jo yads ayg,,
e 1S JO SpIoM 9y} a1e|duIdjuod 0} 19
-ueqd sty ageys oym [je Jof LT} ST 3}
‘WRS] JO 340D AP SI YNYM.
POC) O} UOISSIWGNS YL UT 9AE[q
Aays 31 jou Ay pue sFuim nosds
PINOD saAfasWIAY) K311 Uey) SqUIog
BuiALy OJUI SDAISWIBY Wi JOUS OU
Pinos suosiad Yong ‘SO 10 UsWoM
pue Ut [|Bo oM sButeq vewny Suiyst
-uoise asolp ul Funnsas ‘paaid wajoIA
pue wspoda snoioia sooejdsip s8ae] 18

10 ‘s19pea) UBLIEILIOYINE puUE SHjew
~SLIBYD 0} 20UBIPAQO ‘sa180[oapt 31t
~[BUOTIEU “§Ja1[Oq SNOIBI[A1 SYOBE PIOINS 10§ SIANOW AUBL afe 219y

oy | SSulqueog apiong o SUISLIQ) [0y 23 |

4 Pue SJOUI0 40§ WIB0U0D Ddesd
enytds Jo ayers ased Jey) il Jog

"I wlsny

~UOU pue Un|SHy AQ pa1aIdIoIUISIUE 210U 10 POOISIOPUNSIUI QIO Udaq

SEY SaU3 WISPOW U} piom ou pue ‘peqil pajjes st pood sy premo)

$9:£ NVANQ)., YOIV apisaq spLoT
4O S.40410 J0U YD1 SN fO DUIOS IDY) PUD “WILT YUM 4211400 OU SIDII0SSD 2M

1oy} pup Yoy 1ng auou diysiom sm il - nod pup sn wsamaq rbo

oM » 0] 20 | (smap puv supustay)) yoog ayy fo apdoad (), g .‘ ‘

6L0°S¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00125 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



122

-pUnoMm puesnioy SAL Jnoqe pue pafjry a1am ajdoad pzz Yotym uf ‘wieees

-53-Ig(] pue IGONEN Ui saIsseqiua 'S () oy 1surede sulquiog apioins
snosuEYS 0m} J0J ojqisuodsar sem uoneziueBio s uape Uiq BUILSO

661

12QUIDAON Uj UeISIYeq ‘IydRey Ul Assequus uendASg sy 1e Jayjo oY) pue

‘G661 19G0II0) UT BIFROIY) Ul SUO—SYILRR HPIdINS OM) N0 PALLIE  ‘Pelfif
uend43g,, pue eLKiurefs-[e e pwen,, ‘suoneziueSio uendLSy oy

‘sBuiquioq apIoINs s) pasesd UOHEZILBBIO SIY ‘6661 Ul S0USNUSS YIesp

pue jsave siy Suimoljo  suoneN 3y o) 1y8r, e se uoneziuedio sy

JO siaquisl 31 Aq PeA1doad sem Olm “UB[EO() ISPES] ONRWISLIBYD S UOT)

-ezjuedi0 3Y) JO SI3PIO SY) UO INO PALLIED pue paudsul 31om SOBNE IPID

-InS Y34 oYL Awouome ysipmy 1oy puewap s, uoneziuedio syl 1deode o)

JuRUILIRA0S yspjng Y3 opensiad o) ofy

“Kuoliew asafeyBuig ot woy sueronijod pawelie oste sey 91 17 oYy
“Jjoeye SU PIAIAINS NG PIPUNOM SBM JUSPISDIY Y|
“AJjEd UOND3D UR 18 dnt J[aSIY Majq OYA JOqLIOG SpIotns 2jews) & Suisn
“eque] LIS JO JUapISIL] ‘BBUmRIBIUNY BYLIPURY,) ARUISSESSE 0] pajdulane
uoneziurdio a3y ‘6661 ‘L1 03 uQ apdosd Y0 77 yim Suoe Uaome
2pIoINS & AQ POYJIY Sem ‘eyue LIS JO RSSEpRLILl{ JUSPISAL] ‘C661 AR
WU 1661 ‘1T KB uo seipel] ul inoy uSredutes uonosps ue uo sem
Y D[ TYPURD) Alfy ISISIITAT Ul BIPU] JSULIO PAJILY YoENe apo
-Ins v 'sSUIquuog apioIns Aq a1E3s JO Spesy om) SuijeuiSsesSSe Ul paadons o}
PHOA 213 Ui 9UO AJUO a3 51 uoneZIURSIO SIY| "RURT LS Ul S[EIdJo AIe)
11w pue reornjod Jotuss Ajjensn ale 519312y J9y |, 'sanjensed Jo sparpuny
pasned pue [ey)s] Apepnanied a1om sBUIQUIOG 35| 'SYORNE YONS 00T
19a0 parenadiod aouts sey pue /861 ul

~}1] PIP SYOENE 3PIOINS OSOY) “IAAGMO}H
'$2100s papunom pue spdoad o7
PRI yotym ‘(Syoeme pajio} aay snyd)
6661-9661 Sieak ay) wl sydene apioins
9] parensdiad ‘uawdAOW JENODS,,
ISTUOESSAISS © “IDId YSIpInSf oY
“2)e)s [ture] Juapusdapur ug — wie o138
~2JeRs paJefoap 1§ Bulaatyoe ut papsad
-ON1$ 30U J8J 0 SeY 1N ‘WISLIOL) pIo
-ms Bussn dnoud aanoe 150w AP (s S
LI 2] ueqeqeied ‘uoneziuedio sy
Jo peay 3 Jo diyssspes] dnewsLeyD
U puE 2AIOW dBSIEUOIRY BUONS
© JO UOBUIGUIOD © woJj yonendsur
12y} mesp spenbs opiaIns 1177 YL
‘syoepe
11241 Jo ABuIdiA 3y ul aq 0) pauad
-dey oym siopue)sAq Jussouur paseds

uourqay Ut %N:.ZNR\QQ apIomS

oyt Jo saodjadaad oy

sBuiquoq aptoins 1o Suiues uedaq
‘ayers (1w yuspuadapur ue 1oy Sunydy
Apuams ‘uoneziuedio suyy  siefiy
[ue] sy, "1 177 9 sem suonez
~jueBIo asauy jo Jusurwosd Jsous oy

SINSa4 D1B2I04IS 2AS1YOID JOU PIp ‘dnosd asaueqa]

ayl Jo sFurquiog IpIoIns ay uo
paaoidun usas pue pardope syueigiuw
‘siaujo pue eAuyoay)) dAFg Koyang
‘e)ueT] LS Uf "apimpliom suoneziuedio
[B19A3S 10} UoneidsUl JO JIN0S B pue
201J1108S JO JoquiAs B aweoaq dnosd
atp ‘poadsas Buiasiyoe ur Apsous sem
a1oyds si Uy $5900n5 a5aURGSY AL
“SUOIRIDPISUOD 113
~Uag-1500  JeUOnEl,, O) dup SYORNE Ip1d
~11S JO JOGUITY aY) poonpat Aj[esnselp
Ye[NqZOH ‘S66] Ul Ul T9A0SION

195U SBY pue Aq-siassed Jo Ajofes sip
30 rypuw Apepnoned Ussq 1a40u sey uonezivesio oy -sjodap [on) se
ons ‘SUOTIE[{RISUl DIUOUOTD PUE "SIGHIS PUBLLILLOD ‘SIBOq SE {aMm 5B ‘SI0
-1Jo Aseji[iw JOJuas pue ‘Ayloutur jlure] sy woi suetoijod onewdeid

JoAOUIN oY [

WO SO[ML

'2U0Z AJINDAS AL WOK MEIPYIM

01 UOISIOaP S [ovIS] Ui 10308) JurdijIuBis € Jou asom sBuiquioq apioms ayy
3AIMOH "UCURGR| Ul J(]] 9Y) PISSEILY pUE UOURGDT] WOy $3010) uBtalo)
2y} JO jemeIpiiim ay; Surusisey Ul papaadans Ye[feqzap synsal disyens

080°S¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00126 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



123

suelaqif
ssureBe suonejoa s)ySu uewmy pasoddns s eury?) ays pue 12qi]. jo uoned
-0 5. BUIY)) Jo oNqnday s, ajdosd oy 1s9101d 03 sopI0 UT [B3IP! SIYY posn
2AY SYUOW URI3]H ] ST} WISPOW U 9p1dINs  s[qeiouoy,, Jo 1or ayp Sun
-pwos ‘uoisssiddo sspun usym ‘Aq sistyppag ssusnjjul oy sisistad nynd
-dos o Jepiunts ABojoap! URISY JUAIDUE Ue MatA sitj) apdsap ng "uonoe Jo
w0} 2AnESaU € parapisuod A|1ea]d st apioms ‘(Jlasauo Surpnjour) agy Jo
UONONYSSP oY1 WO utexyal o} st 1desasd 1sI] 2Y) 20uls ‘sistyppng J0f
‘eUBALIN] S1 Sty Juswwou Juasasd sy
u JuawuayBus 4q ‘amieu nug Ko azijeal 1SnW Ajduns Suo “BIRSWIES JO
MO Ye31q O "33 JO S1ueAS Bulealy ) Yiim ssaupogdelsiEsUN ousLIadxa
2Mm KN} JO 930IS JURISUOD B Ul st Fury
-A1aA3 aourg "asusueuLtadw of snp

"0oUsH "aouanbasuos wienso ISOLR U 15Af 10U PUE OB 24 JO UoKUSIUL
pue Juouodwios [E1USD € 3G JSOI GBI 343 “OPISINS PaIspISU0D 9q Of
“suoneys ssajodoy 1o jy
~3UIRYS UIEHISD JIXD 0} ABM BJQRIOUOY UE SE 31 PIMIIA IABY SN0 SUIOS
‘puBly JOYI0 DY} U() "SUORIIPSLIAS WOS Ul JWLID & pue suoiFias Auew
UL UIS © PAIGPISUOD S1 3] "3JI] UMO 5,500 FUIpua JO JOv Y} S1 ApIdIN

sz iy | apIOME 4o SMalq snosiey

e sy
Ut paj[iy 240m SISIPIOs UB] (AW S PRUBRI) | PRUURYnN
ystey,, paj[es voneziuedio

e OJUL PAIIIODE SEMm oYM WIBLIO

s1 aousnadxa om Burayns yusjesard
2y} 10§ uoseal JBYIoUY (Yeap pue
g 3O 2940 oyy) ereswes u Sutaq
wrog sl 10 spasp aapeSou jsed woy
sajeuruio Auewnad SuLayns s.2uQ
*PHOM U} Uj $S0I0%
W0 dM SIDUIIYIP PUR SUOLIPUOD
24} puIyaq uoseas ayj st uotssnotadal
sj1 pue uolowal € sey yasads 10 Apoq
‘puri Kq UOIIOE [BUOHUUL ‘BULIRY
S UMOUD| 3SIMIYI() “eyppng ewenen
Aq 1ySne) se “0agys pue asned st
SIY ] “JXaU BY) J0 ] SIY UT ‘2uniny 13y
10 S1Y SAdUAN[IUI JuSWOwW JudsaId ayy ul
S20P [ENPIAIPUI UB JRUM DI0ULIdYLN |
uasard o saousnyul Ajiaedy ised mo
‘wsiyppng 03 Buipioooy | wspppng

'S POL) S1IDYM 4DA0
HONIUIOP 185D KJBUOLM O] St
afi] umo s auo Ko.ysap 0} Jy) pup

‘pony fo driadoad ayy s1 2fi7 s 2UO

1URISHR4 JO UsZNIo ysig Bunok e Aq
‘refiung ut dwed Aure ue jsureSe pa
“jenadiad sem Jusods jsowt sy s
Areypw jsuteSe 1o poLLIBY Usaq ALY
SHOBNE IPIDMS 0M] ISLI] 0 “BIPU| U]
‘PaLi adom
S12014J0 301j0d pue SIIPjOS urISSNY
PRIpUBY U0 13A0 pUE Papunom
21M 531095 YDA UL ‘SHOBHE UIAIS
1SE3| 12 N0 PALLIRD SABY SIAQIIOG IPia
-1ns ueAUYdAYD) Y )P O "SIaqUIoq
apIdIMS J0 2[00 oY) pautof AuLre
uelssny ay) 1surede Sunydy syuen
- waydRyy ‘00T Ajaf pue sunf uj
'SI0[1es
ST LY DUty 9(00 SS11 2Yp 01 1x0u
JoqIey WPy Ul jroq v ur dn saAfasway)
2]q 0 $15QLIOQ SPIGINS OM] Aq

‘vonduososd [edo) Jo snoid
121 adesss Aj[ensit s[lieq Ul 19ARIg SSAODI PUB SHIOUSBIAWS Ul SIYIO JO
2D1ADS JU) UY ADTJLIDES-J]95 AQ PIZLIAIORIRYD S WOPIALRLL JfIYM “dploins
JO puiy e uey) 1stel Suiquioq Jo pury e paIapisuod st Jurquioq spioIns

pajenadiad sem I yum HolRIoge]jod

1 s8] 1R 10 ‘Bprey>-[v Aq Apuatedde 1no parues SoRNE IPIONS IDYIOUY
“pasnes A3y Yoiym Sanjenses ayj puokag
swire [eonyod oSa)ells HAYL UIRIGO 0} PILY 00} ‘SHORNE d5aY) INg PO

£1:65 NVAIND, 1od Suoww snosmy 3t
50wt 23 St oym a1 s1 Yo JO wErs oyt ut ‘nod Suowiv jqoaouOY 1SOU

a2 A3y uou0un U0 Mooy Kowt noA 1Yy SaqLY-GRs pun saqry nod apou

24Dy 344 pup ‘2ppuiaf D pup A © WOl ROL PAIDaID 34Dl 341 PUBUDIY ‘V

180°S¥ 195

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00127 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



124

‘uis & 03 a01jdwosoe ue ss[a Ju0

~3W0s Funyeur Uay) st Suo (q) pue “USPpPIGIO] ST J[asau0 Sul[iy () :suoseal
sqeredss 0m] 10} SIA[ISUAYY BUI[IY UL 1SISSE 0) SUOSWOS YSe Jou Aew U0
‘prolns pajsisse Jo Hed Fupie; SSPR{OUL SIYL U ‘USPPIGIO] SI IPIOINS ‘SSED
950U} APISINO ISAIMOH “d|gisstuniod 2q apIomns pinom aUoe $580 3SOUY

41 UBY) 580U 10 AIS)NPR NWIWIT 0} PadI0] 0 *ALB[OP! JO 108 UE JHILLOD
0} Pa0I0j “IApINW HWWOD 0) JUCBWOS Aq Padlo] Futaq st auo | 'sosed
oyroads aanp 104 3dooxa Mey Ystmar Aq USPPIGLOJ ussq shemle sel apIding
"SUIS JO SNOLI3S 1S0W 3Y3 JO BUO S SPIOINS SMAIA WSIEPN( | wisiopnl

‘YIeap Ul PUd PO ISIMISYIO I PUE alqeprese
uopdo satjjo ou A[2Injosqe ST LAY} S|33) duo Ji siossaiddo pue isnfun ayy
ssureSe Kjuo apiotas Jo asn ayy punad

sBuiaq upwmy 35a3m04] Kduinol femrids sauo o [epswnnap pue [yuss
S8 APOLIS PIOINS SMAta WRS| ‘SUoIBIfRS JWRYRIQY 130 SYIT | mpys]

"POD 01 350} meIp 03 pue aj1} sopuod o) ‘sieye Ajppiom jje

(1195 03 [ENPIAIPUL St 10} 2w Smopfe osfe 3 “aspndunt ue uo Fupoe jo 108
~uep ou st 2134 18y3 Jomeod {[im pue sl yorw 0s sambas ‘eysaaedoAerd
se umou ‘2onorsd sty Sunsey Aq 1) 5,200 pus o) ajqeidasse pasopisuod
111 SOOURISWNIID SHOLIBA JIPUI JA3MO} Iatpoue BULIpIN Se jryuls A
-[eba pasapisuoo st Apoq umo s auo Buliapinw ‘WSINpWIE U] | wisiputy

‘Jov ue yons dsA1di0) ued Auensuy) Jo pory BuIAo] Sy JeL 3Adtjeq
0S pUE PassaNSIp Aj2I9AS 318 IPIDIS HWIod oy 3jdoad Jery ssiufosas
[1om Aeur suensiy’y feraglf “Buoim

SS0P WIR[S] WILD SUWOS ‘SSAAYMSAIN
's10ssausuen pue s150pSuoim ase
JU0UUE O3 JO BuffIy oY1 W PaAJOAUT
3s0y) Suness A1equod oy o 20UIPIAD
SURING SI 2154} ISAIMOH "WopsAMeW
JO ULIOJ ® PaIaPISUOD PRIISUL e §108
yong "(Buiquiog apiins ‘3'a) pamsse

A121205 v JO Ajri0uInY [pULIUL JO 21018 pun

Ayjesouad st opions jeys Suiastjeq
D1y UDAD ‘sSafayLIRAaN 3[qIssod
JOAUBYM It 2AL953IA PUR 2AS 01 ApBW
3 15N HOYS AIOAS PUB — POLY SUIAIP
Y3 JO UONEAID SHONSRIU UBAD {RYI0p
~UOM B ~ PAIOES S1 941 UBLUNY {6 1ot}
sAes “Buryeads Ajpeoiq ‘yorym ajdiound

St ypesp 108 a3 Jo aumeu ays g 41 aouapuadapu] ppoyijod fo 22482p a1 uo puadap © “3J1| UBLURY JO AJIOUBS 34} 11 3A31{3q

HIAD ‘IPIOIAS PAISPISUOD 10U 217 {1edp
umo s,3u0 ul Funjnsas peyif Jo asinoo

SURNSLIYY AUBWE “SUI[ JUDISPIP & U
“IfiM S oy SUIIDARHUOD 3q 0}

Y UL PIPIURLOD SHOHIE JBS MBIA 410 10 4G v Suronpoad Jo pooyayy) sy 40 SWIIS 001 S S8 “a1p AfJeniBU pnom

sepdodun ue st asays ‘snp apdsaqy
"ajqeAlSiojun pawaap 1 jeraqun
Jo uis jeasd aup ‘suls [ saAIdI0] pue
PUE ISOIN, 3U1 TRYIISIN ISOIN 243, 39
0} pies s1 pof) ySnoyjfe ‘ueind) ayy uf
“2A1EGoY AjsnonBiquieun S99s RSl

‘poompoad sifaow Jo sadd) ay )

uosiad e uaym af1] aaes 03 Suoum

24 1SN 1 3A1 AJ[einizyg pinom uosiad
B uaym oJIf 313 03 Buoam st J1 ey
potou oym ‘dunp piae(g Aq Juswingie
-I2JUNOd SNOWRY B ojul suns Juswngie
SHYL 'S, POLY ST 1EYM JIAO LOILTUOP

341 ‘pua 3U3 Ul PoLy Uf PAASHAqSIP A|
“[ENUBAD NG PIAN[G OYM 3S0Y) JO]
YONUSIUN U1 POUIILINAP PHE S3SNED 343
o1 sru) “souryuadas ul axeowis A 1 [enpIAIpUL aY3 JI 00 way) sadim pue
suIs oty SAITH0) POL) “Shy) ‘saeISIL SumIWUIod o} dfqer} 3q 0} pies aie

,§§§ Y

LLIOJ] 5D

13558 AJBU0IM 0] SI 3J1] UMO 5,5U0
Aonsasp 01 Jey pue ‘pory Jo Auadosd sy
ST 9J11 5,5u0 Jey) st Juowngre Njoles) J21YD Y IS [ELIOW SFUMAWIOS pur

SARIS ¢ PAIAPISUOD U23Q Sey aPIaINs “Ajfeolpidads WSIoOYIe.) uf 3pIdins
pajsisse pue apiotns o3 pasoddo Ajjeuompes st uensiy) | Azuonstiy)

280°Sv19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00128 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



125

SELip NVENQ |, jop nok joyp 1o fo aapmp paopuy s1

Pon proyaq ‘fymi ayi] 10istp nod fi aof :20usnf wioyf aniams no isay

‘S24152p UMO 0K MOTIOf U1 Tou O] A fo 4oyna [Jo suuppo 2]

4240 20UBP202d SaYVI UIDYD § POD) 400d L0 YL 3G PaULLIUDI USIdd

ayt aayray g yjofsury pup stuasod mod 40 saapas uso ol jsuwdo oq

1 y3noyt uana ‘pox fo ayos ayr 40f yiny ayy o1 ssaunm Surwaq Knba
Buiproydn ut 1sofpoais 4243 ag jynnf 0 pauvlIp saby oym nod 0.,

3o pue din yeads o3 sn
sa1eBiqo urind) a1y Jo1ARYdq Jeliaf[t pur druelsI-un o apejsurn sarorod
5,JUBIILIBA0S 100 Ylim sooURIBYIP SpenniFal usysm st g Bnoy)
10 uoissa1dxs 10 Yosads 9214 Jo Buijils 03 Pes] 10U PIROYS SSaUBIBME SI ]
‘SUOHINISUL pue sanbsopy Hay ut BUasu a5k Oym S0U) JO JIBME 3G
Ajduns 01 siaquistu puk s1apes] Aunwiwoos syse uStedures sy “doyley
‘uoneziuefiio
ue se ssodmd no 03 ewayreue st yEnoy 3y 10U AJRINjOsqY
24ay10 yova uo &ds,, o Agrunumios ayg Buryso SVIW ST

‘10§24 YA 1L3UOD UL USDG 12ADU dARY A3}

yorym Ayumunuodsuosiad e jnoge suondumsse aeul 0] SSAID{EOM URLINY

31Seq Y SISNUNOO I 'SAMLIIQY A1 N0 Fundaoad Ul [RONLD KaInjosge
SIS0 PIBY JEd {€70] PUE USLEIIIOLUS mej [ed0] Jo Juswafeduy

‘spurodmara

134) sajeIapOus AfaTeWwn pUe Wiejs] pue AIUNWWOd 943 Inoge paleonps

SHUIEHQ AL Y3 PUNOS sty VAN ([2I3uaF Ul JUDWIAZIOMUS M) (250 10}

SAOIPO 3sa} Yim Sunpiom Uy "sa1uaqi} [1A10 o 1oajoxd sdiay saniygo praty
1514 18007 giim Suppiom jeys sousiadxs 5, VI 4s9q sey 3t Kjfenoy

CSTYB14 11810 4no Suryduivag saroualo Kias g ypm

Suigpaoqoi100 am 31240 040U MDJ pup IG.J 241 SurBoSus &g

“Rruntwod no 1a101d disy 10U |[im Smaf pue suensty?)

1s3uouie wisi 3 SPIBMO) WSILUAIXS WH|SHA noge suonsanb ajewnBey

SuNoapa(] "UONENIS ING 1913q OF IXSIUOD 12Y) LIOK HIOM PUE ‘UOLIBU i)
UT PaMBIA 218 9 MOY puesiopunt ‘A)i[ea) uj [eap 1stw AIUnuwod Qo

"PIIO3YS SIS JIAID HIBY) 3ARY Jo dn papunos sauo sy aq Jou

[[14 SM3f PUB SUBLISLIYD) SIID0 YORKE ISLIOLIA) JYIOUE i U 208] 5,19] Ing

“SUOELIOISIP PUR SPOOYSSIE] JI3Y) JOf A[qRIUNOIVE P[3Y] 3G O) Padu UOSIOWIT

241G pue sadi [SIUR(] SB YOS SISILIRIIXS YSIMA[ 10 WBYRID) Wjyues | pug
‘aMfe,] ALISf ‘UOSLISGOY 184 SE YINS SISIUAIXS URNISLIYY) 3GNOP INOYRM

SMAp puv suvisiayyy JsSuow syst

WX Jou Ky gy ;susysnpy uo gsnf snoof uSiodwvo sty saop Ay y

“WSHONXS SNOIBIfa) pue WsLIoLa) 1suede Wy Y
IBPINOYS-OI-ISPINOYS PUBIS I JeYf} puB “Yiie] Ino jo ted e Jou st wsHoL)
JBU} SUSZHIO MO[[3) INO 0} HTLSSIU JEI]D B PUIS O SPUUL OS|E 3|
‘Y] pue APURIUIOS INO JO SHOMIOISIP
aLj) INUNOD 0} LOYS AN pur JuaFoo ‘paziuedio ue s1 ufredures sty )
‘supddey Bunpaswos ‘piqioj pon ‘a10jaq
MOU DIOW O IS 3 *SUIZIID MOJJ3) 1no 1sFuowe uonisod sjgeuspun
BE U 3q (1M SUNTSIA UROLISWY "PaRIUtioD STORNE 3| | /6 Jatfjoue §]
-a8se) 12 oiqnd ay pue JUIWRDIOJUS Me] ‘IRl
Kotjod uo yoreduur feal Hay) usas sey VI ‘dueAOUUR 215U B UBY) 210Ul
24' SLIOYS HaY) Ajoteuniioj) "Sunisnp puk wiejsp Suno)sip ul sandage
U39Q JARY SUISAA] URIISWY JO S50} PUE SI01DLLIP ) | | /6 90UIS
“(uoisensiad otua Y3 Japew ou)
AHUNUHIOS IO HIOGR POISOU0s JSLING JOU JI “PASnfon 3q 0} dnUBU0d
SUIZIID MO[3J NO ‘JOU JO J§ 31| BOLIDWIY Ul SUUISTIA] 9 JAIAYA
cuSioduns spyp Sy 4y

(DLYN) uSioduin)) wistioL13[-puy puoyv;
SOVAIN moqn (V) suoysanQ) paysy dpuonbadg

011:€ NVENO YDIIF 11 34812q puv J1A2 prg.of pup poosS utofus nod

Spupjuv {0 pood oy 1of pasiva apdoad 152q syt 2w nojf VV

£80°S¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00129 Fmt6601 Sfmt 6601

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



126

RIERTY
anouduwn 01 moy uo ssavosd AU INOYINORN HIEQPIY IVIIN A1D L
(sassan/ore/3io sedurmmmys:duy
1B $3512A JIUBINQG) PIIOI[IS 33S) WIR[S] Ul IDUEISISIL
JO sueaw pijea B Susaq 10u wsLIous) aziseydwa Jey $3s134 diuein)
orytoads punole s, yequniyy| BlWN( 10 S3INJA[ JO S3LS B dojoaa(] 9
.:oz.m&u_:.nm
MOA JO aleme WAL e 0) S[eIdLo dijqnd 1510 Aue pue Jokeur
*SIBQUISLY J15UN0d A)D ‘[ “291[od 820 Yum sBunsaw sjeniu] ¢
‘udredwes s, JVAN
Suruiof s ,uoINISUT INOA 0UNOUUE 0} 3IUIJU0D S521d B 1oNpuo))
“LIOJ SIL} Ul ISISSE 0) J[QR[IBAE
a1 HYJIN JO saaneiuasaidey “suonsonb Aue somsue pue diysisquiaw
oK 03 ugtedwred ay) sonponul 03 SUNAW APUNWIWOD € JONPUO)) ¢
‘uediomed e se uonezivesio/snbso
100K 181 [[14 34\ Moy siy) ul edionted o} ystm noA mowy
VAN 33 03 (310-dedwi@liapeu) £1€-€3€ (€17) 1€ DV 1EI0D T
(sjre1op 103 saurjaping/sre/3o-sedwrmmm//:dpy
18 33ISqaM JNO 33S) PALID SEY DVAIA 18U}  Sauljaping anbso,, 211 01
sa18e pue pear uonmsul/anbsopy] oK 3aBH :saul|apin3 ayp peay |
:udredwies s, HydIA urof o1
2Y1] p[nom tonmIsul 1o anbsojAl oA j1 231} 0) sda)s UaAss ase 219y
cuSsoduvs oy uz appdionsvd [ op mopy

¥80°S¥19S

P:\DOCS\56145.TXT SAFFAIRS PsN: PAT

Jkt 056145 PO 00000 Frm 00130 Fmt6601 Sfmt6011

11:37 Jan 18, 2011

VerDate Nov 24 2008

HITIILSIA YIM 0092-585FF-0€EQ U0 G8SHUd



		Superintendent of Documents
	2023-02-09T09:56:42-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




